
IFIP Advances in Information
and Communication Technology 665

Editor-in-Chief

Kai Rannenberg, Goethe University Frankfurt, Germany

Editorial Board Members

TC 1 – Foundations of Computer Science
Luís Soares Barbosa , University of Minho, Braga, Portugal

TC 2 – Software: Theory and Practice
Michael Goedicke, University of Duisburg-Essen, Germany

TC 3 – Education
Arthur Tatnall , Victoria University, Melbourne, Australia

TC 5 – Information Technology Applications
Erich J. Neuhold, University of Vienna, Austria

TC 6 – Communication Systems
Burkhard Stiller, University of Zurich, Zürich, Switzerland

TC 7 – System Modeling and Optimization
Fredi Tröltzsch, TU Berlin, Germany

TC 8 – Information Systems
Jan Pries-Heje, Roskilde University, Denmark

TC 9 – ICT and Society
David Kreps , National University of Ireland, Galway, Ireland

TC 10 – Computer Systems Technology
Ricardo Reis , Federal University of Rio Grande do Sul, Porto Alegre, Brazil

TC 11 – Security and Privacy Protection in Information Processing Systems
Steven Furnell , Plymouth University, UK

TC 12 – Artificial Intelligence
Eunika Mercier-Laurent , University of Reims Champagne-Ardenne, Reims, France

TC 13 – Human-Computer Interaction
Marco Winckler , University of Nice Sophia Antipolis, France

TC 14 – Entertainment Computing
Rainer Malaka, University of Bremen, Germany

https://orcid.org/0000-�0002-�5037-�2588
https://orcid.org/0000-�0003-�4317-�971X
https://orcid.org/0000-�0002-�5776-�2888
https://orcid.org/0000-�0001-�5781-�5858
https://orcid.org/0000-�0003-�0984-�7542
https://orcid.org/0000-0003-2303-7263
https://orcid.org/0000-�0002-�0756-�6934


IFIP – The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the first World
Computer Congress held in Paris the previous year. A federation for societies working
in information processing, IFIP’s aim is two-fold: to support information processing in
the countries of its members and to encourage technology transfer to developing na-
tions. As its mission statement clearly states:

IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.

As with the Congress, participation in the open conferences is open to all and papers
may be invited or submitted. Again, submitted papers are stringently refereed.

The working conferences are structured differently. They are usually run by a work-
ing group and attendance is generally smaller and occasionally by invitation only. Their
purpose is to create an atmosphere conducive to innovation and development. Referee-
ing is also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are published as conference proceedings,
while the results of the working conferences are often published as collections of se-
lected and edited papers.

IFIP distinguishes three types of institutional membership: Country Representative
Members, Members at Large, and Associate Members. The type of organization that
can apply for membership is a wide variety and includes national or international so-
cieties of individual computer scientists/ICT professionals, associations or federations
of such societies, government institutions/government related organizations, national or
international research institutes or consortia, universities, academies of sciences, com-
panies, national or international associations or federations of companies.
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Preface

The fifth IFIP Internet of Things (IoT) conference (IFIPIoT 2022), that took place in
Amsterdam, the Netherlands, during October 27–28, 2022, had an overall theme of
“IoT through a multi-disciplinary perspective”. As in the previous editions of this
annual event, the topics presented reflected the variety of aspects with respect to IoT,
aspects covered by IFIP’s Domain Committee on IoT which organizes this conference.

The Technical Program Committee for this edition consisted of 46 members from 15
countries who considered 36 submissions. Each paper was refereed by at least three
reviewers with more than half of the papers having four or more reviews. The
single-blind review principle was applied. Committee members had to indicate in the
review system for each assignment whether they had a conflict of interest. Where
conflicts of interest where disclosed or identified the conflicted committee member did
not take any decision regarding the revision, acceptance, or management of the
respective manuscripts.

In total, 20 full papers were selected for presentation resulting in an acceptance rate
of 56%. The papers were selected on the basis of originality, quality, and relevance to
the topic. As expected, the peer-reviewed papers covered a wide array of topics that
were clustered into the following themes:

• IoT for Smart Villages
• Security and Safety
• Smart Home
• Development, Engineering, Machine Learning
• Applications

The conference featured two keynote speakers. The first keynote was given by
Michael Beigl of the Karlsruhe Institute of Technology (KIT) in Germany on
“Wearable computing”. The second keynote on “The Internet of Secure Things” was
given by Sandro Etalle from the Eindhoven University of Technology in the
Netherlands.

There was also a panel session addressing the relationship between AI and IoT.
What is, can be, should be the impact of AI on the Internet of Things? What do we need
to enhance the security, reliability, efficiency of IoT?

We thank the authors and presenters, the panel members, the session chairs, the
organizers of special sessions, the Program Committee, and the external reviewers for
their hard work and contributions and look forward to their continued involvement.

We feel that all contributions make this book a rich volume in the IFIP AICT series
and we trust that the reader will be inspired by it.

August 2022 Luis M. Camarinha-Matos
Luis Ribeiro
Leon Strous



Organization

General Co-chairs

Paul Havinga University of Twente, The Netherlands
Srinivas Katkoori University of South Florida, USA

Program Co-chairs

Luis M. Camarinha-Matos NOVA University of Lisbon, Portugal
Luis Ribeiro Linköping University, Sweden

Organizing Chair

Leon Strous De Nederlandsche Bank, The Netherlands

Web Chair

Omkar Dokur University of South Florida, USA

Technical Program Committee

Carmelo Ardito* Politecnico di Bari, Italy
Suzan Bayhan University of Twente, The Netherlands
Elisa Bertino Purdue University, USA
Luis M. Camarinha-Matos* NOVA University of Lisbon, Portugal
Augusto Casaca* INESC-ID/IST, Portugal
Jose Neuman De Souza* Federal University of Ceará, Brazil
Gordon Fletcher* Salford University, UK
Paul Havinga University of Twente, The Netherlands
Geert Heijenk University of Twente, The Netherlands
Chenglu Jin CWI Amsterdam, The Netherlands
Stamatis Karnouskos SAP, Germany
Srinivas Katkoori* University of South Florida, USA
Mehran Mozaffari Kermani University of South Florida, USA
Arianit Kurti Linnaeus University, Sweden
Maryline Laurent Institut Mines-Telecom, France
Paulo Leitão Instituto Politécnico de Bragança, Portugal
Tiziana Margaria Lero, Ireland
Peter Marwedel TU Dortmund, Germany
Vincent Naessens KU Leuven, Belgium
Mário Nunes INOV, Portugal
A. Luís Osório Instituto Politécnico de Lisboa, Portugal



Fabio Paterno* ISTI-CNR, Italy
Joachim Posegga University of Passau, Germany
Franz Rammig University of Paderborn, Germany
Luis Ribeiro Linköping University, Sweden
Kay Roemer TU Graz, Austria
Carmen Santoro ISTI-CNR, Italy
Susana Sargento University of Aveiro, Portugal
Damien Sauveron* XLIM, CNRS/University of Limoges, France
Jürgen Schönwälder Jacobs University Bremen, Germany
Abbas Shahim Vrije Universiteit Amsterdam, The Netherlands
Krassen Stefanov* University of Sofia, Bulgaria
Leon Strous* De Nederlandsche Bank, The Netherlands
Jean-Yves Tigli Université Côte d’Azur/CNRS, France
A Min Tjoa* TU Wien, Austria
Damien Trentesaux Université Polytechnique Hauts-de-France
Venkanna U. IIIT Naya Raipur, India
Rainer Unland University of Duisburg-Essen, Germany
Sebastiaan von Solms* University of Johannesburg, South Africa
Ulrika H. Westergren* Umeå University, Sweden
Marco Winckler* Université Côte d’Azur, France
Li Da Xu* Old Dominion University, USA
Venkata P. Yanambaka Central Michigan University, USA
Hui Zhao University of North Texas, USA
Hao Zheng University of South Florida, USA
Alois Zoitl Johannes Kepler University Linz, Austria

Additional Reviewers

Alisson De Souza Federal University of Ceará, Brasil
Johannes Köstler University of Passau, Germany
Gérald Rocher Université Côte d’Azur/CNRS, France
Stef Schinagl Vrije Universiteit Amsterdam, The Netherlands

*members of the IFIP Domain Committee on IoT

viii Organization



Contents

IoT for Smart Villages

aGROdet: A Novel Framework for Plant Disease Detection and Leaf
Damage Estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Alakananda Mitra, Saraju P. Mohanty, and Elias Kougianos

PUFchain 3.0: Hardware-Assisted Distributed Ledger for Robust
Authentication in the Internet of Medical Things. . . . . . . . . . . . . . . . . . . . . 23

Venkata K. V. V. Bathalapalli, Saraju P. Mohanty, Elias Kougianos,
Babu K. Baniya, and Bibhudutta Rout

On the Optimization of LoRaWAN Gateway Placement in Wide Area
Monitoring Systems. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

Bruno Mendes, Noélia Correia, and Dário Passos

Agri-Aid: An Automated and Continuous Farmer Health Monitoring
System Using IoMT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

Laavanya Rachakonda

A Smart Agriculture Framework to Automatically Track the Spread
of Plant Diseases Using Mask Region-Based Convolutional Neural
Network. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

Alakananda Mitra, Saraju P. Mohanty, and Elias Kougianos

Security and Safety

Sensor-Based PUF: A Lightweight Random Number Generator
for Resource Constrained IoT Devices . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

Maaike Hillerström, Ikram Ullah, and Paul J. M. Havinga

A Logic Programming Approach to Incorporate Access Control
in the Internet of Things . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

Ilse Bohé, Michiel Willocx, Jorn Lapon, and Vincent Naessens

Comprehensive Open-Source SCA Course Modules for Hands-On IoT
Security Education . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

Mateus Augusto Fernandes Amador, Brooks Olney, Srinivas Katkoori,
and Robert Karam

Improving Network Load Using a Cloud-Edge MAS-Based Architecture
for Industrial Safety Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

Gibson Barbosa, Djamel Sadok, and Luis Ribeiro



An Ontology-Based Solution for Monitoring IoT Cybersecurity . . . . . . . . . . 158
Said Daoudagh, Eda Marchetti, Antonello Calabrò, Filipa Ferrada,
Ana Inês Oliveira, José Barata, Ricardo Peres, and Francisco Marques

SWIoTA: Anomaly Detection for Distributed Ledger Technology-Based
Internet of Things (IOTA) Using Sliding Window (SW) Technique. . . . . . . . 177

Sathish A. P. Kumar, Norman Ahmed, and Anastasios Bikos

Smart Home

A Framework for the Integration of IoT Components into the Household
Digital Twins for Energy Communities . . . . . . . . . . . . . . . . . . . . . . . . . . . 197

Kankam O. Adu-Kankam and Luis M. Camarinha-Matos

SHPIA: A Low-Cost Multi-purpose Smart Home Platform for Intelligent
Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 217

Florenc Demrozi and Graziano Pravadelli

A Visible Light Communication System to Support Indoor Guidance . . . . . . 235
Manuela Vieira, Manuel Augusto Vieira, Paula Louro, and Pedro Vieira

Development, Engineering, Machine Learning

Semantic Inferences Towards Smart IoT-Based Systems Actuation
Conflicts Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 255

Gérald Rocher, Jean-Yves Tigli, and Stéphane Lavirotte

Trade-Off Analysis of Pruning Methods for Compact Neural Networks
on Embedded Devices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 274

Sebastiaan B. H. C. Hofstee and Duc V. Le

Low-Code Internet of Things Application Development for
Edge Analytics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 293

Hafiz Ahmad Awais Chaudhary, Ivan Guevara, Jobish John,
Amandeep Singh, Tiziana Margaria, and Dirk Pesch

Applications

Adaptive Traffic Control Using Cooperative Communication Through
Visible Light . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 315

Manuel Augusto Vieira, Manuela Vieira, Paula Louro, Pedro Vieira,
and Rafael Fernandes

An Edge Computing Approach for Autonomous Vehicle Platooning . . . . . . . 332
Omkar Dokur, Gustavo Olenscki, and Srinivas Katkoori

x Contents



Development of a Smart Insole for Baropodometric and Gait Analysis . . . . . 350
Misael Elias de Morais, Lauriston Medeiros Paixão,
Katia Elizabete Galdino, Vivian Cardoso de Morais Oliveira,
Raphael Sousa Santos, José Eugênio Eloi Moura,
and Carlúcia Ithamar Fernandes Franco

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 361

Contents xi


	Preface
	Organization
	Contents



