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Abstract. Remote patient monitoring involves the collection of patient-
generated health data, using sensors/devices and mobile apps, to allow
observation of patient’s health status, also outside healthcare environments. The
challenge in this field is to facilitate patient-centric data storing, sharing, and
retrieving, with high attention to personal, sensitive data privacy and protection.
This study presents SynCare, a patient-centered ecosystem developed by
LifeCharger, for secure health-related data recording and remote patient
monitoring. SynCare has been developed with the aim of making up a strong loop
between patients, healthcare professionals and informal caregivers, building up
secure channels for data sharing and supporting the patients in the management
of their own health and related data. The system includes: 1) a mobile app for the
patient, offering different features supporting the therapy and allowing the
management of consents to share key data with the healthcare professionals
and/or caregivers, 2) a database on Cloud, storing all the encrypted, sensitive
health-data, 3) public Ethereum blockchain to validate the data sharing consents,
4) a clinical dashboard developed as a web application whose main purpose is to
allow healthcare professional to display and analyze the data collected by the
patient through the mobile app. The SynCare ecosystem implements a software
developed by LiberActa srl to asynchronously load the anonymous consent data
on the Ethereum public blockchain, decoupling the user experience from the
blockchain interaction, which can be slow, without compromising the data
security.
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1 Introduction

Data is the new gold: it is continuously collected and analyzed, to derive information
which companies and organization are willing to buy. Centralized organizations — both
public and private, collect huge amount of personal and sensitive information and
individuals have little or no control over the data that is stored about them and how it
is used. There is, consequently, a growing public concern about user privacy. This also
applies to health data and, even more, to patient-generated health data. In recent years
there has been the multiplication and spread of health mobile apps and wearable devices
capable of measuring vital and physiological parameters, leading to a powerful flood
of data, which can be used for medical issues related research and to improve the care
paths. Also, the present COVID-19 pandemic accelerated the rise of telemedicine,
telehealth and health tele-monitoring services [1-3]. Healthcare professionals (HP)
started or increased the use of ICT, such as email, text messages and video technology,
to communicate with patients, sending prescriptions, monitoring symptoms, and giving
medical consultations. In the name of the need to face the emergency, regulatory
standard on ethics, privacy and data protection have been temporarily relaxed to allow
this shift to socially distanced care [4,5]. Nevertheless, attention to personal, sensible
data privacy and protection must be re-established and, in this context, methods and
application to favor secure exchange of data between parties (e.g., patient, general
practitioners, medical specialists, hospitals, therapists, etc.) are urgently needed.

In this field Blockchain technology can play a key role. Since it was originally
introduced and applied to the financial field [6], blockchain technology has gained
substantial attention and the interest for its application in diverse fields has constantly
increased. The working principle of the Blockchain can be explained using its original
application field: Bitcoin transactions. Let’s think to the Bitcoin Blockchain as an
interconnected collection of digital wallets [7]. A hypothetic transaction of Bitcoins
from wallet A to wallet B is simultaneously shared with all other wallets (‘miners’) in
the underlying Bitcoin Blockchain, which use a cryptographic algorithm to validate the
transaction. Once a transaction is validated by a certain number of miners, it is stored
in a block, which contains the details of the transactions (e.g., transferred sum,
ownership, etc.), and marked with a time stamp and a cryptographic hash (a
mathematically generated alphanumeric string) of the data. This block is added to the
end of the blockchain, which is followed by the transfer of assets (e.g., bitcoins) to the
receiving party. The cryptographic hash plays a crucial role in the blockchain
mechanism because it permits to create a distinct, digital signature that is unique to the
current block of data and, at the same time is created starting from the hash of the
previous block, defining a secure link between consecutive blocks (a chain). Thanks
to this mechanism malicious changes are prevented from being made to the blockchain
ledger and the information related to all previous transactions are completely
transparent [7,8]. Now, let’s change the digital asset of the example and consider
performing transaction of data. Blockchain offers various application possibilities,
ranging from management of Electronic Medical Records (EMRs) to Remote Patient
Monitoring (RPM) solutions.



This study presents SynCare, a user-centric, secure system for health-related data
recording and remote patient monitoring, focusing on the methods and solutions we
developed and applied to allows safe exchange of data between patients and healthcare
professionals, and to manage data sharing consents by using smart contracts registered
on blockchain. The paper is outlined as follows: “Related work” will discuss the
existing literature related to this topic, considering the most common applications of
blockchain in healthcare. Section “System design” describes the architecture of the
whole healthcare ecosystem SynCare, while “Implementation” specifically focuses on
methodological aspects of cybersecurity and privacy solutions implemented in
SynCare. Section “Discussion” will contain a comprehensive analysis of our system,
including a comparison to other previous solutions, advantages, and limitations. Section
“Conclusion and future work™ concludes the paper and discusses future work.

2 Related Work

Among the biomedical/health care applications of blockchain technology, one of the
most popular is management of EMRs [9].

Healthcare in fact suffers from a data silo problem. Patients leave data scattered across
various jurisdictions, moving from one provider’s data silo to another. This has
consequences not only for the patient, that lose easy access to past data and can interact
with them in a broken manner, but also for organizations interested in using Al
technology applied to large amount of labeled, clinical data from many sources to
improve patient care and help clinicians.

The aim of applying blockchain-based technology in this case is to build a decentralized
database management system where hospitals, providers, patients, and other relevant
parties can store, share, exchange, and analyze data. One implementation example is
Guardtime [10], a Netherland-based data security firm, which provided a blockchain-
based system which links Electronic Health Record (EHR) data of patients with their
blockchain-based identities. This system has been used in Estonia to secure 1 million
health records.

Another known implementation is MedRec project [11]. Medication Reconciliation is
a structured process in which Healthcare Providers partner with patients and their
family/caregivers to obtain a complete and accurate, up-to-date list of the patient’s
medications which is then reconciled with admission, transfer and discharge orders.
Blockchain implementation in MedRec project tried to facilitate this process moving
from a slow access to fragmented medical data managed by healthcare providers to a
system based on a decentralized approach to managing permissions, authorization, and
data sharing between healthcare systems, based on patient agency.

Via smart contracts on an Ethereum blockchain, MedRec allows to log patient-provider
relationships that associate a medical record with viewing permissions and data
retrieval instructions for execution on external databases. Using this mechanism,
providers can add a new record associated with a particular patient, and patients can
authorize sharing of records between providers. This approach allows patients to know



and decide who can access their healthcare data, acquire copies of their healthcare
records or transferring them to another healthcare provider. Although it has been only
tested as a proof of concept with medication data, MedRec demonstrated how
biomedical and clinical research outcomes may significantly benefit from the
application of blockchain to provide rapid, secure access to longitudinal research data.
Other examples of application of blockchain in the field of EMR management tried to
address the limitations of this approach, namely lack of interoperability among different
blockchain-based EMR solutions (lack of standard), scalability (high volume of clinical
data), data security and privacy [12-25].

Another use case involves the application of blockchain technology to facilitate remote
patient monitoring (RPM) [9]. RPM involves the collection of patient-generated health
data, using sensors/devices and mobile apps, to allow remote monitoring of patient’s
health status, also outside healthcare environments. The aim in this field is to facilitate
patient-centric data storing, sharing and retrieving, in agreement with the European
General Data Protection Regulation (GDPR) which prohibits the processing of sensitive
personal data of patients unless explicit consent is given by the patients. In a recent
work Yue et al. [26] proposed an App architecture which allows patient to own, control
and share their own data easily and securely by using blockchain technology.
Healthbank is a Swiss digital health startup which offers its users a platform on which
they can store and manage their health information in a secure environment [27,28].
The data sovereignty lies fully in the hands of the user. As a next step, Healthbank plans
to consistently apply and implement Blockchain technology for the underlying business
model. Using a private blockchain based on the Ethereum protocol, Griggs et al. created
a system where the sensors communicate with a smart device that calls smart contracts
and writes records of all events on the blockchain [29]. In another work, Liang et al.
[30] propose a mobile, patient-centered, blockchain-based system for personal health
data sharing. This system is as a permissioned, private blockchain network developed
on IBM Blockchain’s Hyperledger Fabric. Similar solutions were applied for diabetic
patients’ monitoring [31] and cognitive behavioural therapy for insomnia [32]. Uddin
et al. proposed a system for continuous RPM [33] and data sharing based on blockchain
and end-to-end architecture.

3 System Design

SynCare is a patient-centered ecosystem for RPM developed by LifeCharger srl,
born to 1) facilitate patient’s self-monitoring and remote patient monitoring in chronic
diseases, 2) support therapeutic alliance between patients and HPs and, 3) improve
patients’ engagement and therapeutic adherence for chronic patients or patients
performing at-home therapies. To do this it is extremely important to maintain a loop
between patients, healthcare professionals and informal caregivers. The main goals for
such an ecosystem should be to:

1) build up secure channels for data sharing, in compliance with GDPR

2) support the patients in the management of their own health data



3) clearly define the digital health services, circumscribing the doctor-patient
relationship. This is fundamental to guarantee to the healthcare professional the
possibility to report the services provided, referring to specific tariffs, also defining the
responsibilities connected to these services.

4) as LifeCharger srl, provide the above-mentioned services/ecosystem for the

subscribed end-users, acting as a normal third party, without the need to view users’
data without a user explicit consent.
Therefore, access to patients’ data will be regulated, through the creation of informed
digital consents, to clearly circumscribe a digital medical service. These informed
digital consents must be traceable, transparent, and not tampered with, but must
withdrawable, in compliance with GDPR.

PPk @™ Encryption of health-related

records and consents Consent hash upload
O Data collection D —

m —) Encryption of shared data Cr tographic
and consent with the O-TSK Cloud DB yptograpi Ethereum

Patient release  Mobile App proof Public
Blockchain

Shared data query
and consent
validation

Shared data query and
consent validation

Send shared-data pointers and Cllmcal dashboard

O-TSK via external channels
>

Authenticated
Healtcare
Professional

D&

Fig. 1. Architecture and components of the SynCare ecosystem

The main components of the SynCare ecosystem are the following (Fig.1):
e mobile app for the patient

o database on Cloud, storing all the encrypted, sensitive health-data

¢ public Ethereum blockchain to validate the data sharing consents

e dashboard for the healthcare professionals

The mobile app offers different features to patients; among others: 1) notifications
to remind of drugs’ intake or activities to perform, 2) a virtual diary to record and report
symptoms, measurements of physiologic parameter, performed activities, visits and
exams, 3) digital questionnaires, 4) medical reports manager, 5) management of online
prescriptions, exams and visits reservation, drug ordering. All the data that are inserted
and managed by the app are locally encrypted and then uploaded to a Cloud DB. Data
can be subsequently decrypted and visualized only by the patient by using a private key
saved on the smartphone. The patient can decide to share such data with third parties,
such as a healthcare professional or an informal caregiver, signing a digital data sharing
consent through the mobile app. This process can be applied to different use cases,
ranging from remote patient monitoring and telemedicine to participation in research
experimentations. To ensure that patients can be confident the signed consent is the one
they agreed to use and hasn’t been tampered with, our solution uses smart contracts as



a ledger of the signed sharing consents. A smart contract is a transaction protocol stored
in a blockchain, which is intended to automatically execute, control or document legally
relevant events and actions according to the terms of a contract or an agreement,
without any trusted intermediary’s involvement or time loss. Because smart contracts
are digital and automated, there’s no paperwork to process and no time spent
reconciling errors that often result from manually filling in documents. Moreover,
considered that there’s no third party involved, and the encrypted records of
transactions are shared across participants, there’s no need to question whether
information has been altered for personal benefit. Finally, blockchain transaction
records are encrypted, which makes them very hard to hack. Also, given that each
record is connected to the previous and subsequent records on a distributed ledger,
hackers would have to alter the entire chain to change a single record. The blockchain
gives an objective proof of the timestamp at which the consent was released. Indeed,
the blockchain reduces the risk that the timestamp associated to the consent could be
manipulated during the signature by an eventual intruding attacker that could get hold
of the mobile app’s code source.

Once the consent is signed by the patient and uploaded on the blockchain, data can
be shared, being encrypted and left securely “off-chain”, validated and visualized by
means of a clinical dashboard built as a web app.

This design ensures patients have the full control over their own health data and can
decide who have access and how they are used.

4 Implementation

The present session will focus on the data-sharing methods implemented within
SynCare ecosystem, describing how security and privacy issues have been handled
using robust data-encryption, and smart contracts on blockchain.

4.1 Overall flow

At the first run, the mobile app generates a Patient Private Key (PPK), saved inside
the secure app local storage. The PPK is composed by an RSA-key pair used to sign
the consents and to encrypt an AES secret key. When the patient inserts data within the
app, these are encrypted using a One-Time Secret Key (O-TSK), which in turn, is
encrypted with an AES encryption algorithm by using the local PPK. The encrypted
data, together with the encrypted O-TSK, are then uploaded on the Cloud database,
creating the secure health record. The data are saved on the Cloud and not on the
smartphone for different reasons: 1) ensuring a light app memory, 2) saving space
during data sharing (creating the shared data packet and sending procedure), 3) have a
data backup in case the phone is lost by the user.

Through this mechanism, the patient is thus the only actor which can decrypt and
visualize its own data using the PPK locally stored on his/her personal device.
Whenever the patient signs a specific digital consent to share the data with a third party,
the mobile app will automatically create the cryptographic hash of the signed consent,



feeding the hash-generating function with the consent meta-data, and then upload it to
the cloud DB. Subsequently, an asynchronous cloud server service will feed a Merkle
Tree algorithm with the calculated consent hashes to generate the root hash and the
cryptographic proof. This algorithm ascends the tree generating a path hash from each
couple of leaves until the root is reached, creating the root hash. The hashes of each
path are saved inside the cloud DB, associated with their consent hash, while the root
hash is stored inside a smart contract deployed on the public Ethereum blockchain.
Once the consent is signed the data sharing can be triggered; specific functions of the
mobile App will 1) query the Cloud DB to find the data specified by the consent, 2)
decrypt them on the patient’s device, 3) generate a O-TSK, 4) encrypt them again with
the O-TSK, and finally 5) upload the new encrypted data (shared data) on the Cloud
DB. The O-TSK is concatenated with the pointer to the shared data and sent through
external channels (e.g., by email) to the third party. The O-TSK will be used by the
third party to decrypt the patient’s shared data.

Healthcare professionals are provided with a web app which acts as a clinical

dashboard, allowing an intuitive and compact visualization and representation of the
shared data, and more importantly, verifying their coherence with what has been
specified in the sharing consent signed by the patient.
Every time the patients insert or update their health data inside the mobile app, the latter
controls if the data are linked to a signed consent. In the positive case, the app
automatically updates the shared data pointed by that consent, allowing the healthcare
professional web app to query each time trustable and updated patient health-related
data.

4.2  The mobile app

Initial Setup. As anticipated in the previous paragraph, at the first run an initial setup
procedure on the mobile app generates the PPK, thus, the RSA private (PvK) / public
key (PbK) pair, and an AES 256-bit secret key. The PPK is stored in a secure location,
corresponding to the KeyStore on the Android operating system and the KeyChain for
the 10S. These are two solutions offered by Google and Apple to memorize private
information and lowering the risk of data breach in the case of smartphone hacking.

Once the user has been registered on the mobile app, the SynCare ecosystem
associates the user’s PBK to his/her public information, such as the email and the user
ID. For this reason, every time the user logs in on the app the system checks if the PPK
has changed, whether it is due to the change of the device or the deletion of the app. To
avoid loss of data in the case of device change or app deletion, and to ensure continuity
of use for the users, a backup function has been included, allowing the user to save the
PPK encrypted into the cloud DB, and consequently allows its retrieval in case of loss.

The initial setup procedure also includes the signature of an umbrella consent to
share data (see “sharing consent” paragraph).

Scheduling. Once the initialization is concluded, the user can start to schedule the
activities that are prescribed into the therapy or, if the context provides for it, will
receive a machine-readable, structured care plan which specific apps’ functions will
turn into scheduled activities.



The user can choose among different types of activity and schedule them following
the guided procedure offered by the app (Fig. 2).
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Fig. 2. Scheduling process of the mobile app

Every time an activity is scheduled, the app performs the following steps: 1) encodes
the scheduling information following a JSON structure; 2) generates a 256-bit AES key
for the symmetric encryption algorithm; 3) encrypts the JSON data structure with the
AES key using AES-GCM, 4) encrypts in turn the AES key with the user PbK.

After these operations, a private packet is created with these two components: 1) the
AES symmetric key encrypted with the RSA PbK, and 2) the JSON containing the
information to be stored, encrypted with the AES symmetric key. This packet is
securely saved inside the cloud DB. On the opposite, when the app needs to retrieve
the user information to be visualized on the smartphone, the performed steps will be
the following: 1) the app asks the LifeCharger cloud DB for the private packet ID; 2)
the app uses the RSA PvK to decrypt the part of the packet containing the encrypted
AES symmetric key, and 3) the AES symmetric key is used to decrypt the second part
of the packet containing the encrypted JSON with the patient’s scheduled activity
information related to the therapy. This implementation for data encryption/decryption
ensures that the patient is the only one who has access and can visualize his/her own
data.

Digital Sharing Consents. The SynCare platform has been designed to allow the
mobile app to share the patient’s health-related data only through the signing of digital
sharing consents. Digital sharing consents are smart contracts registered on blockchain
which allow to clearly define the contract between the patient, the informal or



professional caregiver or the generic third party with whom the patient wants to share
the data. The contract defines:

e Contractors: who owns the data and who can access them

e Type of data shared: it is possible to share one or more datatypes (drugs, symptoms,
physiological parameters) or select data with specific tags (e.g., classified per
pathology)

e Temporal limits: continuous sharing (real time monitoring), one-shot sharing (visit-
related sharing) or periodic sharing (monitoring)

o Finality for which the data are shared and linked data usage (this covers the definition
of the legal responsibilities for the healthcare professional in case of medical services

Digital sharing consent can be classified into two main categories:

e Umbrella sharing consents: signed just once by the users, typically during the
initial setup procedure. This kind of consents are mandatory; this means the user
cannot use the app if he/she does not sign this kind of consent. One example of
umbrella sharing consent is the one used for research projects, that authorizes
LifeCharger srl or other partners of consortium research projects, to analyze the user
data for statistical/research purposes or to share collected data with other
companies/partners developing modules and components of the overall project
platform. In this case the patient/subject who is enrolled in the research must give
his/her consent for data sharing and processing, for the purposes and in the manner
described in the consent, under penalty of non-participation in the project. Umbrella
sharing consents are signed by the users by using the stored PvK.

o Specific sharing consents: these consents can be signed by the users, but the non-
signature does not preclude the use of the app (see Fig. 3). The user has an active
role in this case because he/she decides to share the data collected through the mobile
app with a third party, and to do it will sign a specific consent, which describes the
kind of data to be shared, the time of sharing (start and end date), the actors involved
(sender and recipient) and the finality of use of the data. This kind of consent is
typical of the patient-caregiver relationship

Once the patient has agreed to all consent policies, the app creates the signed consent
record. Independently from the type of consent, this operation includes: 1) the
calculation of a hash starting from the information described into the consent, thus the
consent meta-data; 2) the creation of an unique ID that is assigned to the shared packet
containing the shared data as UUID; 3) the calculation of the timestamp relative to the
moment of consent signing; 4) application of a signature to the consent hash with the
RSA PvK, in order to ensure that the data owner has done this operation. These data
are added to the signed consent meta-data and saved encrypted into the cloud DB. As
the user gave his consent for data sharing, the app will generate the packet that will
contain the patient’s data to be shared and described by the digital consent. This
operation includes: 1) the encoding of the information inside a JSON structure; 2) the
creation of a hash of the JSON data; 3) recovery of the PbK and to the package; 4)
concatenate the hash with the timestamp; 5) the system signs with the PvK the
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concatenated string; 6) the generation of a 256-bit AES key, the O-TSK, which is used
to encrypt the JSON part containing the health-related data; 7), finally, the packet of
data to be shared is created by combining the encrypted JSON and other transparent
anonymous data regarding general info of the consent, thus, the shared packet is saved
on SynCare cloud DB.
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Fig. 3. Consent signing and sending procedure. The figure shows an example of a consent for
an informal caregiver

Consent Withdrawal: In compliance with GDPR, our solution foresees the possibility
for the patient to withdraw the consent at any time. To allow this, the system keeps
track of all the shared data packet linked to each signed sharing consent. When a user
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decides to withdraw a previous consent, the linked shared data packets are delated from
the DB and the corresponding hash marked as “not valid”, thus the mobile app will stop
to share the data packets related to that consent. This means that the linked viewership
permissions are modified and the third parties which previously received the link with
the O-TSK to decrypt the shared data will not be no longer able to retrieve those data
packets.

The data sharing between the app’s user and the third parties inside the SynCare
ecosystem starts from the assumption that the shared data can be opened only via
browser. Indeed, at the end of the data packet creation that contains the patient’s shared
data, the app will generate a link that will be sent via a selected email client into the
smartphone. The link il composed of the following parts:

1. the URL of LifeCharger srl https service that provides the clinical dashboard

2.the UUID that identifies the shared packet record, saved into the cloud DB,
concatenated to the previous one (according to the syntax implemented by
LifeCharger)

3. the "#" and a secret information (O-TSK) needed to recreate the symmetric key to
decrypt the message.

This is an example of how the link looks like:
https://share.lifecharger.ey/(UUID)#(SECRET).

By inserting the O-TSK after the “#”, the server will not be able to read the secret key

that is used to decrypt the shared data. Thus, LifeCharger acts as clearinghouse during

the data sharing process, without the possibility of seeing the shared data among the

user and the third parties.

USE CASE: Mario suffers from Parkinson and during his last visit, his neurologist, Dr.
Moore suggested that he joins the continuity care program using the SynCare platform.
Thus, Mario downloaded the mobile app as suggested by Dr. Moore and registered on
it. Subsequently Dr. Moore sent a sharing consent request via web Dashboard. In the
request, Dr. Moore asks Mario to digitally sign an in-app consent that defines the
relationship of the digital continuity care service: the consent defines that Dr. Moore
will send a digital care plan that will be received and visualized by Mario through the
mobile app as a structured agenda containing the assigned activities, and they will plan
5 video-visits in the next 12 months. Dr. Moore will monitor the trends and the care
path of Mario to define the needed adjustments of the care plan; to do this, he needs to
view data collected by Mario regarding the taken drugs, reported symptoms, vital signs,
and questionnaires. The consent defines that these data will be accessible for Dr. Moore
two days before and two days after the planned video-visits for a total period of 12
months. Mario agrees to all consent policies, signing the consent. From this moment,
all data types described by the consent will be encrypted and included in the shared data
packet by the mobile app. Two days before the next video visits with Dr. Moore, the
app will generate and share with him via email a link containing the pointers to the
shared data packet and the key to decrypt the data. He will use this link pointing to the
web dashboard, and after authentication with his credentials, he will have access to the
data of Mario. Dr. Moore, according to the signed consent, will be able to access and
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view the data for two days after the visit, then the sharing data packets will be deleted
and will be available again and updated with new data at the next visit. Some weeks
after starting using the mobile app, Mario decides to add his son Luca, as an informal
caregiver, using the specific functionality of the app. To do this, he must sign another
consent, specifying what types of data and how often to share with the child. He decides
to share all data in a continuous way with Luca. So, this latter, using the reporting
functionality of the app in caregiver mode can view all data regarding the health status
and therapeutic path of the father, including pharmacological adherence and vital signs
trends.

4.3  The Encrypted Cloud DB

The SynCare cloud DB relies on a non-relational database structure, where data are
stored as simple key/value pairs. In particular, the structure of each record inside the
SynCare cloud-based DB follows the typical structure of a JSON document.

In general, each record stored by the app is composed of a transparent unencrypted part,
that represents the non-sensitive information (the user ID, a hexadecimal string that
defines uniquely the patient inside the SynCare ecosystem, different timestamps, and
reference keys linking to different collections) and an encrypted part, which
encapsulates the obscured sensitive data.

From the previous paragraph, we can identify two types of data saved into the database
by the app. The first one is represented by the information that only the user can read
through the decryption procedure introduced in paragraph 4.2. The second one is the
shared data packet that is stored on the cloud DB at the end of the data sharing
procedure, waiting for the retrieval by a third party through the generated link, that is
sent via email. In fact, the only way to open and visualize the patient’s health-related
sensitive data is to receive the mentioned link and, through the adopted web app (see
paragraph 4.5), decrypt the patient’s data. Consequently, neither the SynCare company
owner, LifeCharger srl, nor a general third party, can access the sensitive part saved
inside the records without the patient’s authorization, given by signing a digital consent.

4.4  The Blockchain consent validation and synchronization

The SynCare ecosystem implements a software developed by LiberActa srl (LA) to
upload the anonymous consent data on the Ethereum public blockchain. This software
is based upon a cloud backend that can interact through REST APIs and a smart contract
deployed on the Ethereum blockchain.

This system aims to memorize on the Ethereum blockchain the past digital consent data
signed through the mobile app. For this reason, the software was written to decouple
the consent signing phase and the storage on the public blockchain. In particular, the
consent data are passed to the LA backend every time a consent is signed by the mobile
app. The consent data are initially saved only into the SynCare cloud DB.
Consequently, the LA backend concatenates the received data inside a buffer. When
the buffer maximum storage capacity or a certain established time are reached, a
process is run to collect the unsaved consent data. This latter generates a Merkle Tree.
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The root of the generated Merkle Tree is then saved inside each record of the previously
processed consents, together with the cryptographic proof that allows the consent
validation. Therefore, the root of the Merkle Tree is stored inside the smart contract,
allowing a light transaction into the public blockchain.

At regular intervals, SynCare downloads the cryptographic proofs saved into the LA
database, associating them to the relative consents. Thus, to verify the existence of a
certain consent on the blockchain, SynCare can simply 1) calculate the consent hash,
2) reconstruct the Merkle Tree root with the provided cryptographic proof, and 3) verify
the presence of that root using the smart contract. This process is executed
automatically by the SynCare clinical dashboard, without the need for an active user
interaction.

4.5 The Clinical Dashboard

The clinical dashboard is a web application whose main purpose is to allow healthcare
professionals to visualize the data collected by the patient through the mobile app,
allowing to display and analyze the shared data. The Dashboard implements two key
features that enforce the privacy and make the exchanges between the patient and the
healthcare professional a sort of end-to-end encrypted channel. The first feature is the
decryption performed on client side through Javascript code locally on the browser of
the healthcare professional. The Dashboard retrieves the encrypted information from
the Cloud DB. However, considered that the decryption key O-TSK is communicated
by the patient by email or other means external to the SynCare platform and that the
decryption is done on the browser, no sensitive information is exposed on the SynCare
cloud infrastructure.
The other key feature provided by the Dashboard is a check, done on the client side
through Javascript code, certifying that the information shared by the patient matches
the consent previously signed. The encrypted shared data, in fact, contains a copy of
the consent signed by the patient. It is worth noting that the consent is not just a pure
text object but also contains a data structure, that is a formal description of the
information that is going to be shared with the consent. It is a simple list of codes each
one identifying a specific health information based on an agreed taxonomy.
The Dashboard performs the following checks: 1) the data shared by the patient must
match with the data structure of the signed consent, 2) the consent must be signed by
the same patient that encrypted the shared data, 3) the consent must have been registered
in encrypted form by SynCare, and 4) the consent has been registered on the
Blockchain. The SynCare Ethereum Smart Contract doesn’t expose sensitive data, in
fact only the cryptographic proof of existence of the consent is tracked on the
Blockchain. The Dashboard can check if this cryptographic proof matches with the
specific consent and provides the corresponding Ethereum transaction ID, so the check
can be done externally to SynCare. Eventual failures in the checks described above
produce an alert on the Dashboard.

A remarkable aspect of the Dashboard is that both the decryption and the compliance
check between consent and shared data are done on client side, that is on the healthcare
professional browser, so the users do not need to trust or rely on SynCare, and/or on
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the cloud application for these critical tasks. With this mechanism, the client can
validate the consent data in automatic and transparent way.

As an additional safety measure the Dashboard needs the healthcare professional to be
authenticated. This constraint does not invalidate the end-to-end encrypted channel
described above but protects against malicious attempts to steal the decryption keys. In
fact, intercepting the O-TSK sent to a healthcare professional without his/her
credentials would be useless. Moreover, considered that the system works based on
sharing packets (shared data packet) each packet linked to a specific consent, is
encrypted with a different O-TSK, therefore having the credentials to access the client
and a link with the O-TSK, will allow the decryption of only the data packet specified
in that specific consent.

5 Discussion

Scalability of blockchain-based healthcare solutions is a major challenge especially in
relation to the volume of data involved. It is not optimal, or even practicable in some
cases, to store the high-volume biomedical data on blockchain as this is bound to cause
serious performance degradation [9]. To solve this problem, our solution uses a smart
contract registered on a public blockchain as a ledger of the sharing consents signed by
the patient. All the patient’s sensitive data are left “off-chain” and opportunely
encrypted to be stored and shared. This solution allows fast and lightweight blockchain
transactions, reducing the costs of each blockchain consent storage and simplifying the
maintenance of the smart contract. Moreover, contrarily to the majority of the existing
implementations in the same field that use private [11,26,30-33] or semi-private [29]
blockchains, our solution exploits the advantages of the public Ethereum blockchain,
namely robustness and stability, without affecting privacy and data security, having the
sensitive data saved encrypted off-chain. Moreover, in most of the solutions using
private blockchain data are saved not encrypted, this means that whoever has the access
credentials can see private information of patients. As a final advantage of using a
public Ethereum blockchain we mention the savings in maintenance costs.

For what concerns "off-chain" data security, our solution applies data encryption with
AES using 256 bit one-time, disposable, secret key. This means that each time data is
encrypted a new key is used; moreover, the private key saved on the user's smartphone
is used to encrypt the secret key which has encrypted the data ensuring greater data
security.

Considering the data sharing function, our solution puts the patient at the center of the
process: in fact, the user decides which data to send by consent creation or acceptance
of consent generated by a third party. The system has been designed in such a way that
it is always the user that initializes the data sharing, in fact the data package created is
linked to the consent for data sharing signed by the patient.

An important limitation of previous implementations is the limited speed of the
blockchain-based transactions, which can introduce some significant latency. Our
solution tries to reduce this problem allowing to create an asynchronous loading of
consent data inside the public blockchain, decoupling the user experience from the
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blockchain interaction, which can be slow, without compromising the data security.
Moreover, by collecting all the consent data into the LA buffer and memorizing them
as a Merkle Tree root, the cost of every transaction inside the blockchain is drastically
reduced.

The main limitation of the system regards the time of encryption/decryption of data,
which in the current version of the system, is performed each time the user opens the
calendar function. This means long charging times when shifting from a function to
another of the mobile app. This problem worsens increasing the amount of data inserted
by the user.

6 Conclusions and future work

To conclude, SynCare allows continuous and trustable patient remote monitoring, in
compliance with privacy normative and leaving to patients the full control of data-
access permissions. Data sharing consents managed as smart contracts allow to clearly
define which data are shared with the healthcare professionals, the temporal
characteristics of the data-sharing (e.g., continuous, one-shot, starting and ending
dates), and how the data are used (which performance is expected). This is the first step
for a clear definition of the medical performance in telemedicine, including
responsibility and accountability, and could foster the spread of telemedicine and
teleassistance services. Next steps of development will focus on speeding up and
optimizing the processes of encryption/decryption of data to ameliorate the user
experience avoiding long charging time when opening the app and switching between
app’s functionalities. As already mentioned in the discussion, the latency introduced by
encryption/decryption process is currently the main limitation of the system that worsen
the user experience. To ameliorate this aspect, we introduced a local Realm on the
smartphone, where a subset of useful data is saved unencrypted. As a future work, we
plan to make specific performance tests to quantify the latency introduced by the
blockchain-based transactions, including encryption/decryption phases. On the other
hand, we are working on additional features: the first one regards the refinement of the
consent management, introducing the fundamental possibility to modify and/or
withdraw the consent, with consequent change of viewership permissions. Another
improvement wants to take advantage of the use of blockchain to provide to the
patient/user a log of all data accesses to the shared data. This would add transparency
to patient-provider relationships while keeping participants informed and engaged in
the evolution/use of their records. Finally, we plan to further increase the security of
our solution, trying to minimize the possibility of external attacks aimed at
manipulating the source code of the app. To do this we will perform a security analysis
with an attacker model.
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