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Preface

This volume contains the proceedings of the 16th IFIP Summer School on Privacy and
Identity Management, which took place during August 16–20, 2021. While planned to
be held in Esch-sur-Alzette, Luxembourg, the summer school finally had to be held as a
fully virtual event, due to the ongoing COVID-19 pandemic and associated
uncertainties.

The 16th IFIP Summer School was a joint effort among IFIP Working Groups 9.2,
9.6/11.7, 11.6, and Special Interest Group 9.2.2, in co-operation with the
European Union’s cybersecurity competence network pilot projects SPARTA1,
CyberSec4Europe2, and CONCORDIA3. The summer school was also supported by
Forum Privatheit4 and the EnCaViBS project5. This IFIP Summer School brought
together more than 40 junior and senior researchers and practitioners from different
parts of the world from many disciplines, including many young entrants to the field.
They met to share their ideas, build a network, gain experience in presenting their
research, and have the opportunity to publish a paper through these proceedings.

As in previous years, one of the goals of the IFIP Summer School was to encourage
the publication of thorough research papers by students and emerging scholars. To this
end, it had a three-phase review process for submitted papers. In the first phase, authors
were invited to submit short abstracts of their work. Abstracts within the scope of the
call were selected for presentation at the school. After the school, authors were
encouraged to submit full papers of their work, which received two to three reviews by
members of the Program Committee. They were then given time to revise and resubmit
their papers for inclusion in these post-proceedings, and were offered in-depth shep-
herding where necessary.

In total, 23 abstracts were submitted, out of which 20 were presented at the virtual
conference, and nine were finally accepted for publication. Insightful keynote talks
were given by Kai Kimppa (“Ethical social engineering penetration testing – can it be
done?”), Sebastian Pape (“Serious Games for Security and Privacy Awareness”),
François Thill (“Information Security Risk Management”), and Jakub Čegan (“Train-
ing Development in KYPO Cyber Range Platform”). Finally, a total of five workshops
and tutorials on topics related to privacy and identity management complemented a
diverse and educational program.

We are grateful to all contributors of the summer school and especially to the
Program Committee for reviewing the abstracts and papers as well as advising the

1 https://www.sparta.eu/.
2 https://cybersec4europe.eu.
3 https://www.concordia-h2020.eu/.
4 https://www.forum-privatheit.de/.
5 https://encavibs.uni.lu/.
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authors on their revisions. Our thanks also go to all supporting projects, the Steering
Committee for their guidance and support, and all participants and presenters.

February 2022 Michael Friedewald
Stephan Krenn
Ina Schiering

Stefan Schiffner

vi Preface



Organization

General Chair

Stefan Schiffner University of Luxembourg, Luxembourg

Program Chairs

Michael Friedewald Fraunhofer ISI, Germany
Stephan Krenn AIT Austrian Institute of Technology, Austria
Ina Schiering Ostfalia University of Applied Sciences, Germany

Program Committee

Florian Adamsky Hof University of Applied Sciences, Germany
Rose-Mharie Åhlfeldt University of Skövde, Sweden
Sébastien Canard Orange Labs, France
José M. Del Álamo Universidad Politécnica de Madrid, Spain
Jana Dittmann Otto von Guericke University Magdeburg, Germany
Josep Domingo-Ferrer Universitat Rovira i Virgili, Italy
Simone Fischer-Hübner Karlstad University, Sweden
Jan Hajny VUT Brno, Czech Republic
Marit Hansen Unabhängiges Landeszentrum für Datenschutz

Schleswig-Holstein, Germany
Paula Helm University of Tuebingen, Germany
Dominik Herrmann University of Bamberg, Germany
Demosthenes Ikonomou ENISA, Greece
Galina Ivanova University of Ruse, Bulgaria
Meiko Jensen Kiel University of Applied Sciences, Germany
Stefan Katzenbeisser University of Passau, Germany
Kai Kimppa University of Turku, Finland
Jani Koskinen University of Turku, Finland
Christiane Kuhn Karlsruhe Institute of Technology, Germany
Bertrand Lathoud Securitymadein.lu, Luxembourg
Joachim Meyer Tel Aviv University, Israel
Sebastian Pape Goethe University Frankfurt, Germany
Robin Pierce Tilburg University, The Netherlands
Jo Pierson Vrije Universiteit Brussel, Belgium
Henrich C. Pöhls University of Passau, Germany
Maria Grazia Porcedda Trinity College Dublin, Ireland
Tobias Pulls Karlstad University, Sweden
Charles Raab University of Edinburgh, UK
Delphine Reinhardt University of Göttingen, Germany



Kjetil Rommetveit University of Bergen, Norway
Arnold Roosendaal Privacy Company, The Netherlands
Denis Royer Ostfalia University of Applied Sciences, Germany
Sandra Schmitz University of Luxembourg, Luxembourg
Stefan Strauss Austrian Academy of Sciences, Austria
Regina Valutytė Mykolas Romeris University, Lithuania
Simone van der Hof Leiden University, The Netherlands

viii Organization



Contents

Keynote Papers

Challenges for Designing Serious Games on Security
and Privacy Awareness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Sebastian Pape

Information Security Risk Management . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
François Thill

Workshop and Tutorial Papers

Conceptualising the Legal Notion of ‘State of the Art’ in the Context
of IT Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

Sandra Schmitz

Privacy-Preserving Identity Management and Applications to Academic
Degree Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

Jorge Bernal Bernabe, Jesús García-Rodríguez, Stephan Krenn,
Vasia Liagkou, Antonio Skarmeta, and Rafael Torres

The State of Surveillance – An Overall Account of Surveillance? . . . . . . . . . 47
Felix Bieker

Selected Student Papers

Bringing Privacy, Security and Performance to the Internet of Things
Through Usage Control and Blockchains . . . . . . . . . . . . . . . . . . . . . . . . . . 57

Nathanael Denis, Sophie Chabridon, and Maryline Laurent

SynCare: An Innovative Remote Patient Monitoring System Secured by
Cryptography and Blockchain. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

Claudio Pighini, Alessio Vezzoni, Simone Mainini,
Andrea G. Migliavacca, Alessandro Montanari, Maria R. Guarneri,
Enrico G. Caiani, and Ambra Cesareo

Taxpayers’ Rights, the Right to Data Protection and Cybersecurity
in the EU. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

Mylana Pfeiffer

Usable Privacy and Security from the Perspective of Cognitive Abilities . . . . 105
Joakim Kävrestad, Allex Hagberg, Robert Roos, Jana Rambusch,
and Marcus Nohlberg



Cloud Native Privacy Engineering through DevPrivOps . . . . . . . . . . . . . . . . 122
Elias Grünewald

Gamification in mHealth - Opportunities and Privacy Risks . . . . . . . . . . . . . 142
Ramona Schmidt and Ina Schiering

Exploration of Factors that Can Impact the Willingness of Employees
to Share Smart Watch Data with Their Employers. . . . . . . . . . . . . . . . . . . . 160

Alexander Richter, Patrick Kühtreiber, and Delphine Reinhardt

Public Education, Platformization and Cooperative Responsibility:
The Case of the Privacy Covenant in the Netherlands . . . . . . . . . . . . . . . . . 180

Marco Houben and Jo Pierson

Observing Road Freight Traffic from Mobile Network Signalling Data
While Respecting Privacy and Business Confidentiality . . . . . . . . . . . . . . . . 195

Rémy Scholler, Oumaïma Alaoui-Ismaïli, Jean-François Couchot,
Eric Ballot, and Denis Renaud

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

x Contents


	Preface
	Organization
	Contents



