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Joakim Kävrestad1[0000−0003−2084−9119], Allex Hagberg2, Robert Roos2, Jana
Rambusch1, and Marcus Nohlberg1[0000−0001−5962−9995]

1 University of Skövde, Sweden firstname.lastname @his.se
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Abstract. Privacy, Information, and Cybersecurity (PICS) are related
properties that have become a concern for more or less everyone. A large
portion of the responsibility for PICS is put on the end-user, who is
expected to adopt PICS tools, guidelines, and features to stay secure
and maintain organizational security. However, the literature describes
that many users do not adopt PICS tools and a key reason seems to be
usability. This study acknowledges that the usability of PICS tools is
a crucial concern and seeks to problematize further by adding cognitive
ability as a key usability aspect. We argue that a user’s cognitive abilities
determine how the user perceives the usability of PICS tools and that
usability guidelines should account for varying cognitive abilities held by
different user groups. This paper presents a case study with focus on
how cognitive disabilities can affect the usability of PICS tools. Inter-
views with users with cognitive disabilities as well as usability experts,
and experts on cognitive disabilities were conducted. The results suggest
that many of the usability factors are shared by all users, cognitive chal-
lenges or not. However, cognitive challenges often cause usability issues
to be more severe. Based on the results, several design guidelines for the
usability of PICS tools are suggested.

Keywords: privacy · security · usability · user · cognitive · ability ·
disability

1 Introduction

Privacy, Information, and Cybersecurity (PICS) are related properties that have
become a concern of more or less everyone [26]. Privacy is typically discussed as
the individuals right to their personal information [35]. Information security and
cybersecurity are terms that are often used interchangeably even if information
security relates to the security of information regardless of how it is stored while
cybersecurity concern the security of information and devices connected to cy-
berspace [16]. The three concepts are discussed together under the term PICS
in this paper. The reason is that many safeguards and concept are the same for
the domains of privacy, information, and cybersecurity.

⋆ Supported by the Swedish Post and Telecom Authority, and Begripsam.
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In our personal lives, we rely upon digital services for banking, social contacts,
dating, shopping, and more. Consequently, personal data is stored in a multitude
of locations worldwide, and the confidentiality, integrity, and availability of it can
be compromised in several ways unless PICS is ensured. Moreover, PICS is high
on the agenda of modern organizations. Different types of adversaries, ranging
from nation-states and organized crime units to less sophisticated script kiddies
attempt to compromise organizations in various ways [5]. Common motives for
those attacks include financial gain, destabilization of nation-critical systems,
and political motivation. A successful attack against an organization can result
in severe damages such as system malfunction, loss of money or intellectual
property, or disclosure of personal information stored by the organization [14, 1,
24]. While service providers or organizational IT departments typically handle
some aspects of PICS, a large part of the responsibility is put on the users who
are expected to behave securely by use of tools, features, and procedures that
intend to ensure privacy or cybersecurity (from hereon, denoted PICS tools).

PICS tools are tools, features and procedures designed to ensure or increase
privacy or cybersecurity. This includes special purpose software such as password
managers or encryption software [8], built in features such as password complex-
ity requirements, captcha or privacy settings [12, 43], and policies and procedures
such as password use recommendation or guidelines on phishing detection [44].

It is well known that it is hard to get users to use PICS tools. Unsurpris-
ingly, the usability of such tools has been the attention of much research, and
it is obvious that usability of PICS tools is a factor that determines what tools
and features users choose to adopt or not [19, 3, 41, 31]. A related discussion is
that of the digital divide, a phenomenon that can be described as some people
being excluded from the digital world for various reasons [32]. One such reason,
discussed in previous literature, is disabilities that impact the ability to use tech-
nology [17]. Along that line, cognitive workload and fatigue have been discussed
in previous research as important factors that influence security behaviour [11,
33]. In essence, the use of PICS tools requires cognitive resources from the user.
If those resources are depleted, so is the users’ ability to use PICS tools [15]. For
instance, previous research has found that cognitive depletion leads to creation
of worse passwords [10], that cognitive ability affects the ability to solve captcha
functions [2] and detect phishing [39], and that use of privacy settings can be
increased by minimizing cognitive effort needed to use such settings [36]. Conse-
quently, cognitive ability should be a factor of importance when researching the
usability of PICS tools. The reasons are several:

– A user’s cognitive abilities determine the amount of effort a user can spend
using PICS tools. Thus, PICS tools requiring less cognitive effort can be used
by more users and with better results.

– Users with cognitive disabilities run the risk of being excluded from using
PICS tools, which is an inclusion problem. An example can be that the
ability to solve a captcha can be limited due to a cognitive disability. In such
a case, the captcha can exclude a user from using the service protected by
the captcha.
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– Since people with cognitive disabilities are working in organizations, just
like anyone else, excluding them from the design of PICS tools becomes an
organizational cybersecurity problem. The rationale is that excluding this
group from design of PICS tools makes the effect of those tools unknown for
this group of users, with possible PICS issues as a consequence.

– With or without a disability, a user’s cognitive abilities vary over time. Since
the need for security does not, a PICS tool must be usable even when a
user’s cognitive ability is lowered. It can, for instance, be assumed that a
user’s ability to detect phishing is lower when the user is tired as the end of
a working day.

Our research specifically highlights users with cognitive disabilities, and the
goal of this study is to provide insight into how users with cognitive disabilities
perceive PICS tools by identifying usability requirements considered important
by this group. This study was carried out as a case study where data was gath-
ered from domain experts and people with cognitive disabilities. The results are
expressed as design guidelines that PICS tools should meet in order to be consid-
ered inclusive with regard to users with cognitive disabilities. Those guidelines
are discussed in relation to a commonly used framework for web accessibility,
Web Content Accessibility Guidelines 2.1 (WCAG 2.1) [40]. This research con-
tributes with increased understanding of the importance of usability in PICS.
Specifically, the implications that a lack of usability has for users with cognitive
challenges are highlighted and guidelines for increased usability are proposed.

The research was supported by Begripsam, a non-profit organization spe-
cializing in inclusive design with regard to users with cognitive disabilities. Be-
gripsam specializes in usability testing for cognitive inclusion and helped the
research by recruiting participants from their network.

The rest of the paper is structured as follows: A background to concepts used
in the paper is provided in Section 2. Section 3 describes the used methodology
before the results are presented in Section 4. The results are discussed in section
5. Section 6 outlines the contributions of this paper and directions for future
work.

2 Background

Cognitive ability includes a person’s ability to reason, plan, solve problems, and
more [18]. It also affects a person’s memory and ability to concentrate [25].
Cognitive abilities can be affected by several conditions such as autism and
attention deficit hyperactivity disorder (ADHD) [13, 45]. It is also affected by
other factors such as stress and fatigue, [28] which clearly shows that it is not
constant but rather a dynamic spectrum. In fact, cognitive ability can shift
during the day based on numerous factors including not only fatigue and stress
but also mood, anxiety and more [38].

While someones cognitive abilities varies over time, there are several con-
ditions, in this paper discussed as cognitive disabilities, that affects cognitive
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abilities more permanently [42]. A cognitive disability is, in this paper, defined
as a condition that impacts on a person´s cognitive abilities [27]. Someone with-
out such a condition is denoted neurotypical. While cognitive disabilities are
highly individual, they impact a persons cognitive abilities in one or more ways
[7]. Lundin and Mellgren describe that a person with a cognitive disability may
experience difficulties with one or more of memory, problem-solving, attention,
linguistic comprehension, math comprehension, or visual comprehension [23].
As exemplified by Rabiee et al, the level of cognitive impairment, in addition to
what cognitive abilities that are impacted, is also individual [30]. Consequently,
the impact of a cognitive disability will vary greatly depending on the specific
disability, and how that disability is manifested.

The focus of this research is on users with cognitive disabilities who are able
to autonomously use computers. The rationale is that this user group is required
to handle PICS on their own. Further, a focus on users with cognitive disabili-
ties is imperative in order to understand the cognitive challenges that may come
with the use of PICS tools. We argue that this user group is underrepresented
in past PICS research discussing usability of PICS tools which is typically fo-
cused on the users in general and treats users as one homogeneous group. Given
the individuality of cognitive disabilities the research focus is the cognitive im-
plications of cognitive disabilities rather than cognitive disabilities themselves.
While participants included in the research cover different cognitive conditions,
including dyslexia, ADHD, autism, language impairment, and brain fatigue, the
results are discussed in relation to impact on memory, cognitive processing etc,
rather than individual conditions.

3 Methodology

An interpretative research approach using qualitative data was used. The ratio-
nale was that previous research in this domain is scarce, making it important to
understand the individual experiences of members of the target population.

As shown in Figure 1, the research began with semi-structured interviews
with domain experts. Those guided target group workshops that were held next.
The data from all sessions were used to identify requirements on PICS tools that
were in turn used to propose guidelines. The methodology is described in more
detail in the rest of this section.

We employed a purposeful sampling approach where we selected to include
study participants who were expected to provide valuable input to the research.
We included experts in the domain to acquire data from professionals working
with the topic discussed in this research as suggested by Etikan et al. [6]. We
further included participants from the target group, namely users with cognitive
disabilities. The rationale was that it allowed for recruitment of participants
that were able to contribute to the study with first-hand experiences. While the
study design does not allow for generalization, the study aim was to provide a
basis for further research and generate a better understanding of problems faced
by the target group, rather than quantifying the occurrence of the problems.
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Fig. 1. Overview of methodology

Further, including both members of the target group and domain experts served
as a means of triangulation as suggested by Lincoln and Guba [22]. This allows
for comparison of the results and intends to make the combined results more
reliable.

The expert interviews included four participants and were held as semi-
structured interviews. The participants were identified for inclusion by consid-
ering domain experts already known to the research group. Semi-structured in-
terviews were used since it allowed for pre-defined interview themes that guided
the interviews in a uniform direction while allowing for follow-up questions based
on the answers from the participants. Three interviews were held with one par-
ticipant working as a coordinator for university students with disabilities, one
user experience design expert with personal experience supporting close relatives
with cognitive disabilities, and two participants who organize and lead usability
evaluations with participants with cognitive disabilities as their profession. The
interview with organizers of usability evaluations included two participants upon
request from the participants.

The topics discussed during the semi-structured interviews were:

– Differences between neurotypical users and users with cognitive disabilities
regarding PICS.

– How different cognitive disabilities can impact a user to be more or less
susceptible to risks.

– If users with cognitive disabilities differ from neurotypical users regarding
training, use of PICS tools or cognitive abilities affecting memory, willingness
to take risks, and impulse control.
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The workshops with members of the target group included ten participants.
They were organized as two workshops where one discussed password security
specifically and the other described cybersecurity in general. The rationale was
that a more specific topic would yield more detailed data while a broader topic
would also result in broader discussions. The workshops were carried out as
follows:

– The workshop on password security included four participants and took the
form of a usability analysis of a security education, training, and awareness
(SETA) method called Context Based Micro training (CBMT) used to train
users on password security [20]. The implementation is described in detail in
Kävrestad and Nohlberg [20]. Framing the workshop as a usability analysis
intended to spark a discussion on the usability of password guidelines and
methods for presenting security related information to users.

– The general workshop included six participants and was arranged as a discus-
sion on cybersecurity topics and problems encountered by the participants
relating to security features. Questions were asked about the participants ex-
periences with various PICS tools and situations. The topics included pass-
words, phishing, fake news, fraud, multi-factor authentication, privacy, and
more. Having a more general theme intended to make the participants de-
scribe the topics they considered as most important.

Workshops were used with the intention of revealing the participants sponta-
neous reactions to the workshop topics [9]. Begripsam supported the design and
execution of the workshops. All workshop participants were included in Begrip-
sams network of users and Begripsams participation in the workshops intended
to make the participants more comfortable while sharing their experiences. It
should also be mentioned that the participants were used to discussing design
issues as part of their involvement with Begripsam. They should therefore be
considered as more knowledgeable than the average user.

All interview and workshop participants consented to participate in the study
via e-mail before the sessions. The study purpose and data collection procedures
were described to the participants again at the beginning of each session and the
participants confirmed their consent to participate before the sessions started.
Note that all participants were capable of giving consent to participate on their
own.

All interviews and workshops were held by the same researcher (A) to main-
tain consistency and then transcribed by another member of the research group
(B). The analysis was then conducted by researcher A and reviewed by researcher
B, and finally reviewed by the rest of the research group. The video conferenc-
ing software Zoom was used to hold and record all sessions since the ongoing
Covid-19 pandemic did not allow for physical sessions.

The analysis used an inductive thematic approach [4] employed to identify
requirements that users with cognitive disabilities consider important. The iden-
tified requirements were then transformed to design guidelines presented as the
conclusion of this study. The analysis was carried out in three steps with different
purposes as follows:
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1. The transcripts were first read and all sections where respondents described
something that was positive or negative with regards to usability were ex-
tracted.

2. The marked sections were reread and assigned a descriptive label. The de-
scriptive labels formed themes expressed as requirements that PICS tools
should follow to be usable.

3. The sections in each theme were analyzed again, and the data in each theme
was summarized and related to WCAG 2.1.

The expert interviews were analyzed before the target group workshops were
held, and the output guided the workshops. The expert interviews emphasized
that cognitive disabilities are very individual and that many users have more
that one cognitive disability. As a result, it was not considered meaningful to
discuss the impact of individual conditions and the workshops rather considered
the impact of cognitive disabilities at a general level. During the workshops,
the participants described how their cognitive abilities, rather than conditions,
impacted their way of using PICS tools. The target group workshops were then
analyzed separately before the results from the two steps were compared and
used to propose guidelines for the inclusion of users with cognitive challenges.

4 Results

This section outlines the results from the individual research steps and their
combined results.

4.1 Expert interviews

Three expert interviews were held and covered four participants as described
in the section Methodology. The transcription of the interviews totaled 10741
words, and the total time of the interviews was 79 minutes. The combined result
of the three interviews revealed four different themes of requirements that PICS
tools should follow to be perceived as usable for users with cognitive disabilities.

The themes were established by categorizing and aggregating quotes from
the participants. Table 1 shows the themes and a subset of the quotes leading
up to the themes. Note that the interviews were held in Swedish, and quotes are
translated by researcher A.

4.2 Target group workshops

Following the expert interviews, two group workshops with participants with
different cognitive disabilities were held. The first workshop included four par-
ticipants and the second included six participants. The transcription of the work-
shops totaled 17913 words, and the total time of the workshops was 181 minutes.

The analysis was based on the four themes developed during the analysis of
the expert interviews. Quotes from the workshops were labeled using the four
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Quote Theme Summary

It must be clear and well-
structured

clarity and
simplicity

Informative elements must be
short and easy to read, and that
tools should behave predictably. It
should also be well-structured.
Confusing elements and lack of
control are perceived as bad and
may result in paralysis.

..it is too much informa-
tion....many with ADHD
does not read it

Clarity and
simplicity

I think it is good if it is
clear

Clarity and
simplicity

Reasonable amount of
information in small
chunks

Clarity and
simplicity

Then you don’t need to
rethink or learn

Low memory
load It should not require users to learn

or re-learn.Limited memory capac-
ity

Low memory
load

Storing in memory is a
hard process

Low memory
load

Tasks that are slightly
different appear com-
pletely new and require
re-learning

Low memory
load

Access to reading of text Availability
functions

It should have text-to-speech
functionality that supports users
with a wide range of disabilities.Functions that everyone

can use
Availability
functions

Users with autism may
experience anxiety when
unexpected events hap-
pen

Discriminating
design

Design that is impossible for some
user groups to use should be
avoided. In Sweden, this includes
Bank-ID, which is an
authentication feature that is not
available for all users, for instance,
users who are declared
incapacitated.

Don’t like when things
happen without your
control

Discriminating
design

Not everyone is allowed
to use Bank-ID* even if
it is used for increased
security

Discriminating
design

Table 1. Part of data set from the expert interviews. *Bank-ID is a national authenti-
cation feature in Sweden. It is issued by banks and therefore requires a bank account.
It is not available for users who cannot get a bank account, or who are not allowed to
control their own bank account.

themes. Two themes, Availability functions and Low memory load, were dis-
cussed in a broader sense during the workshops compared to the interviews. The
themes were renamed to better capture the full meaning of the interviews and
workshops combined. Availability functions was renamed because the expert in-
terviews only described availability functions while the workshop participants
also described the usefulness of different kinds of media. The new name Media
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diversity intends to reflect the richer meaning of the combined data. Likewise,
Low memory load was renamed to Limit cognitive load because the workshops
suggested that the key aspect of the category was to minimize need for cog-
nitive processing in a broader sense then to just avoid the need for learning
and re-learning. The new label better captures that nuance. The analysis of the
workshops is summarized in Table 2 which shows summaries of the four themes
and examples of quotes, for each theme, from the participants.

4.3 Combined results and proposed guidelines

This research aimed to identify inhibitors and enablers for the usability of PICS
tools with regards to users with cognitive challenges and use that data to draft
design guidelines intending to support the design of inclusive and usable PICS
tools. This section will describe the identified themes presented above further
and propose guidelines that seek to address the identified inhibitors and enablers.
The guidelines will be discussed in relation to WCAG 2.1.

The first theme is Media diversity where the expert interviews suggested
that text-to-speech functions are crucial for several users, and that was empha-
sized further during the target group workshops. Text-to-speech functions enable
users with various challenges such as dyslexia to understand masses of text with
lower effort. While not a cognitive condition, several participants highlighted
that text-to-speech is also beneficial for users with visual impairment. The first
suggested design guideline is, therefore, to include text-to-speech functionality in
tools, functions, and guidelines that requires the users to read text.

The workgroups further made it obvious that different users want to process
information in different ways. While some users may benefit from having a video
present information, others may get stressed by not being able to control the pace
that information is presented with. It was made clear during the interviews that
informative elements must be concise, well-structured, and relevant. However,
different media formats benefit different user groups, and a resulting guideline is
to present information in different formats and allow for the user to choose the
preferred format.. An example could be to have information displayed as text
as a default setting, but allow a user to configure that information is instead
presented as audio. The guidelines in the Media diversity share commonalities
with the the WCAG 2.1 chapter named perceivable that outlines ways to make
information easy to perceive. The results, in this theme, therefore serves to
emphasize the need of following accessibility frameworks when designing PICS
tools.

The second theme was Clarity and simplicity, and all respondents describe
that information must be relevant, easy to understand, and well-structured. They
emphasize that processing information is very energy consuming, and one respon-
dent described that processing badly worded information can be so exhaustive
that they need to rest afterwards. The expert interviews further describe that
a common reaction to tools that are seen as too hard to understand is not to
use them at all. A resulting guideline is to only provide the most important
information, and in an easy-to-digest manner.
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Quote Theme Summary

I don’t understand the
purpose of that picture
... it confuses and takes
energy

Clarity and
simplicity

The respondents describe that
informative elements must be
short and easy to read and that
tools should behave predictably.
Further, unnecessary design
elements such as animations or
images that do not provide
additional content should be
avoided since they require
unnecessary cognitive processing.
The respondents also emphasize
that it is beneficial to use
simplistic language.

It is distracting that it
starts moving automati-
cally .... takes focus com-
pletely

Clarity and
simplicity

It should be coherent so
I know what to expect

Clarity and
simplicity

In general ... good with
limited text and short
sentences.

Clarity and
simplicity

I want information but
... prefer it short and to
the point

Limit cogni-
tive load

Minimize cognitive load by using
consistent design choices, avoiding
flashy design elements, and
minimize the choices the user has
to make. It was also mentioned
that spelling errors could take a lot
of energy.

Security is important,
but it should be fewer
options....it should not
be so hard.

Limit cogni-
tive load

It is always good with a
text to speech function

Media diver-
sity

Using different media to provide
information is beneficial since
different user groups may benefit
from consuming information
differently. For instance, text to
speech is crucial for users with
language difficulties, while some
users may prefer video or text.
This is exemplified by the
respondents who express different
preferences and needs

..no not a lot of text...I
would rather have a
video

Media diver-
sity

It is good with large font
size and short texts

Media diver-
sity

...good with a video...I
should be the one start-
ing the video, and it
should read the text
next-by

Media diver-
sity

You can be denied access
if you are not allowed to
have Bank-ID

Discriminating
design

Design that is impossible for some
user groups to use should be
avoided. In addition to Bank-ID,
hidden text fields and captcha are
described as close to impossible for
some participants to use. The
participants suggest that tools
should support different forms of
authentication to be more
inclusive.

I misspell every tenth
word....my email ended
up in the trash folder

Discriminating
design

I went to a webpage that
said ”I am not a robot”
and ”which of these pic-
tures are bridges” ... do
you see a bridge or not?

Discriminating
design

Table 2. Part of data set from the workshops

The workshop part made it evident that the participants experienced pro-
cessing of information as very energy-consuming. They described that moving
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design elements such as animations or videos required a lot of cognitive work.
They further described that images that do not provide information or did not
make sense were disruptive and caused them to consider their purpose. In sum-
mary, a PICS tool should avoid unnecessary design elements and allow the user
to control moving media. The rationale behind those guidelines is to emphasize
that design elements that are created just to make a tool look fancy, but with
no added functionality still require cognitive processing and can have a negative
impact on the usability of the tool. Providing information that is easy to under-
stand, allow users to control media, and avoiding unnecessary design elements
make part of WGAC 2.1 emphasizing their importance for PICS tools. Keeping
to the most important information and thereby minimizing the need for cogni-
tive processing is, is not a focus of WCAG 2.1 and in that regard, this results
makes an addition.

The third theme, limit cognitive load further emphasizes the importance
of the guidelines just presented. Under this theme, the expert interviews de-
scribe learning and re-learning as energy-consuming processes. Further, they
have shown that it is beneficial for users to limit the need to memorize new
things. Similarly, the target group workshops suggest that tools with as little
interaction as possible is favorable. The respondents describe that security is
important, but seldom their primary target and a tool that adds security with-
out involving the user is wanted, as long as that tool is indeed able to do its
intended job. A further insight that became evident during the first workshop
was that consistent design within a tool is also important. If a user quickly un-
derstands how the tool works, and the tool continues to work in the same way, it
becomes intuitive to use and the need for cognitive processing is limited. Added
guidelines under this theme are to use consistent design choices and minimize
the need for user interaction. In regards to the second guideline, this research
differs from WCAG 2.1 in that it suggests minimizing user interaction whereas
WCAG 2.1 emphasize making interaction possible for different user groups [40].
While enabling different user groups to use a system is important, this research
highlight the value of minimizing interactions to minimize cognitive load.

Discriminating design was the final theme and included two main discussions.
First, some tools and designs are simply impossible to use for some user groups.
The reasons can be that some user groups are simply excluded because of legal
reasons or similar, as is the case with the Swedish national identification system
”Bank-ID.” Another reason for exclusion is that some design elements are im-
possible or close to impossible for users to use because of a cognitive challenge.
The most persistently described examples where:

– Hidden text fields which are extremely difficult to use for users with dyslexia
where writing in the blind becomes an additional challenge. If it is hard to
spell passwords normally, it is almost impossible when the input is hidden.

– Captchas, which requires cognitive processing and good vision.

– Text elements with small font size are hard to notice and hard to read by a
user with limited vision.
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The workgroup participants further described that allowing different forms
of authentication helped different user groups since it allows each user to se-
lect a method that works for them. On this topic, some participants did prefer
password-based authentication while others preferred biometric options or Bank-
ID. In summary, two additional guidelines were developed under this theme.
Avoid design elements or functions that are unreasonably hard, or impossible for
some user groups to use is the first guideline. It requires that user groups are
identified with inclusion in mind, and that accessibility is considered from the
viewpoint of each user group. Elements that are hard or even impossible for one
or more groups to use should be removed or complemented with an additional
element that meets the requirements of the identified group. The last guideline is
to allow for various forms of authentication. It is proposed since authentication
forms were central to the workshop discussions and make a central function in
the use of information systems. Ensuring that various user groups can be au-
thenticated securely and conveniently should therefore be seen as a key usability
factor. An example can be to allow for biometric authentication instead of pass-
word based since using a biometric reader can be easier than to remember a
password for some users.

5 Discussion

This research employed an interpretative approach using interviews. As a conse-
quence, the degree to which the data is representative beyond the participants is
unknown. However, the study’s intent was not to gather a representative dataset
but to gain a deeper understanding of the target group’s experiences. No effort
has been made to generalize the results in this study outside of the targeted
population. The study presents results in the form of guidelines, and while the
guidelines are designed to meet the needs of the target group, they are not vali-
dated in this work. We further acknowledge that the guidelines may not cover all
usability requirements faced by users with cognitive challenges. Future endeavors
in this domain could use the results of this study as a starting point and extend
and validate the results presented here. A natural extension could be to conduct
additional data gathering to further understand the impact of usability issues.
An especially interesting direction would be to research how implementation of
usability guidelines in the PICS domain impacts security. A second effect of the
research design is that it is not possible to track the results to individual dis-
abilities or challenges. It was decided to not collect or describe the participants
individual disabilities to safeguard the individuals privacy. However, that means
that any inference as to if and how the recommendations should be modified for
different groups is impossible. The intent of the research is to provide results
that describe users with cognitive difficulties on a general level and a second
natural extension of this work would be continued research with more specific
populations.

Previous research describes that security is only as strong as the weakest link
[29] and that user behavior is a key aspect of security [34]. User behavior includes
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that users adopt procedures and guidelines, and use tools designed to increase
cybersecurity. Usability is a key factor for such adoption [31]. Since PICS tools
are expected, or even required, to be used by all users, it is important to discuss
the implication of our results on the general population. The proposed guidelines
are intended to increase usability for users with cognitive challenges, but they
must do so without negatively impacting usability for other user groups. The
results in this study align well with previous research conducted on the same
topic, but with a focus on the general user rather than on users with cognitive
challenges [21]. Further, the interviews in this study suggest that all users face
similar usability challenges when it comes to PICS tools. The main difference
identified is that the impact of those challenges is more severe for users with
cognitive challenges. Thus, we suggest that the guidelines presented in this study
will positively affect the usability of PICS tools for all user groups. It should,
however, be noted that this makes a natural area for future research were the
security implications of the guidelines should be given attention. It can also be
noted that some functions may render users with cognitive challenges unable
to use some services, highlighting the importance of accessibility. Ensuring that
a cognitive challenge does not exclude someone from using a particular service
should be given high priority. The guideline proposed for this purpose posits
that a PICS tool developer should consider all potential user groups and their
challenges. While that can be a difficult task, different frameworks exist and can
provide support. One such example is WCAG 2.1 [40]. While WCAG 2.1 is not
specifically designed for PICS tools, this research showcase that many usability
problems are the same in the PICS domain as in other domains. However, this
research suggests that limiting cognitive load is a key usability issue for PICS
tools and that is not a top priority of WCAG 2.1. As such, a call for a focus on
minimizing cognitive load makes a contribution of this research.

The consistent theme through the interviews were that simplicity and mini-
mal requirement for interaction from the user were sought-after properties that
PICS tools should strive to achieve. However, the respondents also describe a
desire for pluralism. Here, the respondents describe that it is good if the infor-
mation is presented in different media and if different ways for performing the
same task (e.g., authentication) is provided. Combining pluralism and simplicity
could be challenging, and it seems natural that a feature added to accommodate
one user group can be seen as redundant for another group. It also adds com-
plexity in terms of development, where developers may need to implement more
features than they would if they choose not to adopt the guidelines proposed in
this paper. Future work considering the implementability of the proposed guide-
lines would make a natural extension of this study. Further, one could imagine
a dilemma where a developer may opt not to adopt the guidelines even if that
means that the product developed can be used by less users. The added user-
base may be to small to financially motivate adoption of the guidelines if that
requires additional work. While research into this dilemma is a natural direction
for future work, we argue that inclusion should be a natural part of many devel-
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opment projects. Not least considering the United Nation goals for sustainable
development where inclusive societies are promoted [37].

6 Conclusions

This study aimed to propose design guidelines that PICS tools should meet to be
considered usable for users with cognitive challenges. Data was gathered from
domain experts and the target group, and the data from the two participant
groups revealed similar findings. The results showcase that the target group is
heterogeneous in regards to the challenges they face. Nevertheless, while there
are individual differences this study supports the notion that most solutions are
beneficial for most users. A conclusion that can be drawn from the requirements
described by the participants is that simplicity and clarity are crucial properties.
Further, some commonly used design elements such as captchas or hidden text
elements may render a function hard, or even impossible, for some users to
use and should be avoided or combined with alternative functions for the same
purpose. A further conclusion of this study is that users with cognitive disabilities
to a large extent experience similar difficulties as neurotypical users, regarding
the usability of PICS tools. However, the consequences of these usability issues
are often more severe for users with cognitive disabilities. A usability issue that
is annoying for a neurotypical user may render a user with a cognitive disability
unable to use a service. This conclusion warrants further studies into how current
design of PICS tools presents an inclusion problem, and how that problem can
be addressed with maintained level of security.

There are few, if any, previous studies that specifically address the usability of
PICS tools and features from the perspective of users with cognitive challenges.
This study contributes to the scientific community with insights into how the
usability of such functions is perceived from this perspective. As a contribution
to the community of practitioners, this study proposes guidelines that can be
used when developing future PICS tools, functions, and features. Needless to say,
people with cognitive disabilities are using digital services and working in orga-
nizations world-wide. On the back of that, this study highlights that including
this user-group in the design of PICS tools is an important matter for inclusion
as well as PICS.
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