N
N

N

HAL

open science

Taxpayers’ Rights, the Right to Data Protection and
Cybersecurity in the EU
Mylana Pfeiffer

» To cite this version:

Mylana Pfeiffer. Taxpayers’ Rights, the Right to Data Protection and Cybersecurity in the EU. 16th
IFIP International Summer School on Privacy and Identity Management (Privacy and Identity), Aug

2021, Virtual, Luxembourg. pp.90-104, 10.1007/978-3-030-99100-5_8 . hal-04636345

HAL Id: hal-04636345
https://inria.hal.science/hal-04636345v1
Submitted on 5 Jul 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-04636345v1
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

~ederationforintor

This document is the original author manuscript of a paper submitted to an IFIP
conference proceedings or other IFIP publication by Springer Nature. As such, there
may be some differences in the official published version of the paper. Such
differences, if any, are usually due to reformatting during preparation for publication or

minor corrections made by the author(s) during final proofreading of the publication
manuscript.



Taxpayers’ Rights, the Right to Data Protection and
Cybersecurity in the EU

Mylana Pfeiffer?

1 University of Luxemburg

Abstract. This paper mainly questions whether taxpayers can claim certain cy-
bersecurity guarantees based on EU law. The author starts by introducing EU tax
law, the notion of taxpayers' rights and why data protection and cybersecurity
become more and more important in the field of EU tax law. Further, the author
presents briefly what data protection and cybersecurity in a EU context mean and
which impact it has on taxpayers. One main point of the study is to compare the
data protection law and the cybersecurity law and the guarantees for taxpayers
therein. Therefore, the paper outlines the intersections and divergences of EU
data protection law and EU cybersecurity law. Another aspect of the paper is the
question whether there is or even should be a taxpayers’ right to cybersecurity.

Keywords: Taxpayers’ rights, Cybersecurity, Data protection.

1 Introduction

All modern tax administrations use digital means in their daily tasks. Digital tools can
consist of basic services, such as an online platform or an email address for communi-
cation or more advanced digital technologies, such as a virtual assistant for value added
tax (VAT) or an automatic profit tax return. On the one hand, the use of these tools
assures a good administrative practice and increases efficiency of the tax administra-
tions. On the other hand, these constantly evolving technologies bring new challenges
to assure taxpayers’ rights. The legislators of all EU countries are fully aware of these
difficulties and address them in various manners, among other things through law. For
example, the German legislator introduced in May 2021 a new IT security act (IT-
Sicherheitsgesetz 2.0) amending the “BSI” Act (Gesetz liber das Bundesamt fiir Sicher-
heit in der Informationstechnik). In France, the National Assembly’s deputies fiercely
discuss a new cybersecurity law in view of the increased risk. The EU reacted by issuing
the Cybersecurity Act. Considering these legislative responses, it is time to ask whether
taxpayers’ rights keep pace with this development.

An important category of taxpayers’ rights is the right to data protection. This right
is of a strong public interest. Taxpayers share personal information with the tax admin-
istration trusting that their information will be held safe and confidential. This is only
possible if high cybersecurity standards are assured. Does this mean, that taxpayers can



legally claim cybersecurity protection from the tax administration in relation to their
personal data? This is not clear. Cybersecurity and data protection go hand in hand and
cybersecurity is a precondition to a successful data protection. However, the fact that
cybersecurity and data protection are related notions, does not guarantee their enforce-
ment to be equal. The legal differences can be found in the meaning and scope of the
legal bases to data protection and cybersecurity law, as well as in the obligations they
impose on the tax administrations if they apply to tax administrations at all. This paper
is only limited to the analysis of the EU Data Protection Regulation and parts of the EU
Cybersecurity law. For the sake of brevity and coherence, the EU cybersecurity certifi-
cation framework and other European legislation that might cover some aspects of cy-
bersecurity, such as the EU Machinery Directive are not discussed herein.

Cybersecurity and data protection issues can arise in multiple scenarios creating dif-
ferent implications on taxpayers’ rights. In this research, the author addresses the cy-
bersecurity threats coming from outside, such as cyberattacks, putting at risk the pro-
tection of taxpayers’ data. The internal threats, coming from whistle-blowers or the
practice of naming and shaming are not dealt with in this study.

In Chapter 1 the author introduces the reader to EU tax law and the notion of tax-
payers’ rights. In Chapter 2 the author delineates the content and the limits of the tax-
payers’ right to data protection. Chapter 3 presents how the data protection law and the
cybersecurity law interact with each other and which impact this interaction has on
taxpayers’ rights.

2 EU Tax Law, poor soil for taxpayers’ rights?

Tax law is often perceived as a traditionally national matter in the hands of the States.
To some extent it is still true. There is no tax administration at the EU level, nor is there
a tax law code. It is up to the national tax administrations to ensure the collection of
taxes. However, this important subject is not entirely outside the scope of EU law. One
main priority of the EU Member States and the EU itself is to realize an effective Inter-
nal Market, including tax law. As a result, tax law has been progressively incorporated
into EU law, which resulted in a patchwork. In metaphoric terms, the EU tax law patch-
work consists of a harmonized VAT patch, a non-harmonized direct taxation patch, and
an EU operated customs duties patch. The reason behind this step-by-step regulation is
the EU’s limited competence delineated in its founding treaties and the EU’s undisput-
able talent to make something big out of very little. Similar to the ancient patchwork
quilts that our ancestors sewed out of the little fabric in their possession, the EU tax law
was progressively formed out of the legal spheres that the Member States were willing
to manage at the EU level.

The non-homogeneous EU tax law leads to multiple complexities regarding the ap-
plication of EU taxpayers’ rights to EU taxpayers. The question of whether EU law



applies or not is a very important one and is always carefully analysed by the Court.
But before reflecting upon this matter, what are taxpayers’ rights?

The notion of taxpayers’ rights is at once self-explanatory and extremely complex
to define. It is self-explanatory because everyone has an idea of what it means or at
least thinks to have an idea. It is complex because this idea does not provide for a gen-
eral definition. In fact, there is no generally agreed definition of taxpayers’ rights. For
this reason, a literal interpretation seems to be a good start to interpret this notion. The
English term “taxpayers’ rights” and the French version of it “droits des contribuables”
focus on the legal claims of persons who actually pay taxes. In German, there are two
terms to describe a taxpayer, “Steuerzahler” and “Steuerschuldner”. The latter is
broader and englobes all persons who own taxes to the tax administration [1]. This
understanding of the taxpayer notion focuses not on the moment of an actual payment
of taxes, but on the moment when the claim to tax arises. In this case, even if an indi-
vidual does not pay taxes, but should have paid them or will have to pay them, he is
considered as a taxpayer. This broader personal scope of the term taxpayer seems to be
the most suitable to interpret the notion of taxpayers’ rights. Brzezinski also suggests
such a broad definition and describes taxpayers’ rights as rights “that belong to a tax-
payer or other person in whom tax law is interested” [2]. This definition of taxpayers’
rights would expand its scope to all persons finding themselves in a situation related to
tax law. Also, this definition does not distinguish between fundamental rights and sim-
ple rights. One could suggest that the notion of taxpayers’ rights englobes all rights,
fundamental and regular ones. However, many publications on taxpayers’ rights refer
to taxpayers’ fundamental rights or fundamental principles when talking about taxpay-
ers’ rights [3] [4] [5]. These are sometimes referred to as basic rights in hands of tax-
payers or the minimum standard of protection of taxpayers [6]. This is especially true
for discussions on the bill or the Charter of taxpayers’ rights refer to fundamental
rights [7]. Fundamental rights are certainly the most essential rights that need to be
defended, especially if one seeks to achieve the minimum standard of protection at an
international level. Here it is important to note that fundamental rights are most of the
time implemented through regular rights, which contribute to their effectiveness. There-
fore, it is important to consider all layers of law when studying taxpayers’ fundamental
rights.

As to the Court, it generally ignores this notion in its case law and refers to “the right
for the taxpayer” [8] or “taxpayer has certain rights under the Charter” [9].} This can
be explained by the fact that this notion does not appear in any primary or secondary
law of the EU. This notion being absent from EU law and case law, it is not possible to
define it with certainty.

1 The Court mentions “taxpayer’s right” once in the Sabou case, but not in the meaning of a
general taxpayer’s right, rather as an abbreviation for the right to the taxpayer.



However, several EU non-legislative and non-binding documents address taxpayers’
rights. For instance, the Package for fair and simple taxation [10] including the Action
Plan for fair and simple taxation in 2020 [11]. In addition, since at least a decade the
Commission elaborates on a Taxpayer Charter at the EU level [12] [13]. In the end, it
decided to publish the Taxpayer Charter in form of a Roadmap which aims at listing
taxpayers’ existing rights [14] [15]. It is called Communication on Taxpayers’ Rights
in the Single Market and is meant to englobe the whole relevant case law on this matter.
It will apply to the direct and the indirect taxation and will probably list some funda-
mental rights as well as secondary rights [16]. At this moment, the document still needs
to be adopted by the Commission but is announced to be published in the third quarter
of 2021. Furthermore, the European Taxpayers' Code has been published in 2016 and
specifies on its front page that it is a non-binding instrument meant to provide for a
guideline and best practices of taxation, but only of a purely informative character [13].
Its major aim is to contribute to easier tax compliance and therefore prevent tax fraud,
evasion and avoidance. It contains a list with 9 general principles, such as data protec-
tion, privacy and respect of law [13]. The guidelines specify that the principles listed
are not part of EU law but a compilation of principles that can be found in all Member
States [13].

And again, none of these documents of the European Commission define the notion
of taxpayers’ rights. They provide a list of shared principles across the Member States
and/or present rights that the taxpayers already have under EU law [17]. At least, the
reference to taxpayers’ rights in the political documents of the European Commission
confirms that this notion exists at the EU level.

To conclude, the current EU tax law is certainly not the richest ground to yield strong
taxpayers’ rights and it is up to the Member States to assure that taxpayers’ rights are
guaranteed. The aforementioned non-binding instruments of the Commission will im-
prove the awareness of the existing taxpayers’ rights but will not expand or add new
taxpayers’ rights at the EU level. The legal problems of situations where taxpayers find
themselves in a legal gap without protection will continue to subsist even after the pub-
lishing of the Communication [18].

3 The taxpayers’ right to data protection

3.1 EU data protection

The early traces of the EU data protection law can be already found in a Communication
of the Commission in 1973 [19]. Primary law refers to data protection in Art. 8 of the
Charter and Art. 16 Treaty on the Functioning of the European Union (TFEU). The first
piece of secondary legislation only appeared in 1995 in the form of the Directive
95/46/EC, which is now replaced by the General Data Protection Regulation (GDPR).



In addition, the Directive 97/66/EC [20] aimed to fortify data protection specifically in
the telecommunications sector and was revised with the Directive 2002/58/EC [21].

The two different layers of data protection at the EU level, primary and secondary,
must be distinguished. Primary law is formed by the founding treaties, the Charter of
fundamental rights and the general principles of the EU. It applies directly to the Mem-
ber States and the EU organs [22]. Secondary law is made by the EU organs and im-
plements primary law. The primary law rules over secondary law.

Art. 16 (1) TFEU simply states that everyone has the right to the protection of per-
sonal data without going into detail. Art. 16 (2) TFEU confers competence to the EU
to foresee the details of this right into secondary legislation [23]. In the EU case law on
the right to data protection, the Court does not use this legal basis but directly refers to
the secondary legislation and the Charter. Before the Charter became binding, the Court
referred to the general principles defending the fundamental rights. The Charter [24] is
a constituent of primary law and has the same legal value as the Treaties (Art. 6 (1)
TEU). In its Art. 8, the Charter grants protection of personal data. It reads:

“Article 8 - Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law. Eve-
ryone has the right of access to data which has been collected concerning him or her,
and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent author-
ity.”

Different elements of this provision need to be further commented.

First, the protection of this article is activated when personal data is processed. This
is an important element, because in contrast to the right to private and family life pro-
tected in Art. 7 of the Charter, there is no need to prove an interference with privacy for
this right to apply [25]. In Art. 8 of the Charter, there is no need to prove an interference
and the simple fact of data processing offers the protection. The protection consists of
a guideline setting minimum guarantees about how to lawfully process the data.

Second, the right to the protection of personal data is constituted by 5 underlying
guarantees: The fair processing, the processing for specified purposes, the legitimate
basis by law or by consent, the access to data, the right to rectification of data and an
independent supervision. The Charter did not invent the fundamental right to data pro-
tection. It reaffirms what has already existed, be it in secondary law, the Convention
108 and a number of political documents. Therefore, the content of Art. 8 of the Charter
can be explained with the help of the GDPR, the most important secondary legislation
in the data protection field [26]. The GDPR implements the fundamental right of data
protection anchored in the Charter and makes this right effective [27]. It also defines
rather broad concepts. From the Recital 39 of the GDPR we can read that the concept
of fairness is connected to the transparency principle. The principle of transparency in



this context requires that the information shared with the individual on the processing
of his personal data should be “easily accessible and easy to understand, and that clear
and plain language be used”.2 The expression processing for specified purposes refers
to the purpose limitation principle. It means that data collected for a specified purpose
cannot be processed repeatedly for other purposes than the initial one. The legitimate
basis by law or by consent requires for a legal or consensual basis prior to the data
processing. The right to access information can be activated by the data subject on re-
quest and is relevant for the use of the right to rectification of personal information. The
independent supervision is an independent public authority in every Member State that
monitors the efficiency of data protection law. Finally, it needs to be noted that there is
no mention or reference to cybersecurity. The fundamental right to data protection only
focuses on the rights of a person concerning its data, ignoring the threats coming from
outside and the obligations of the processor or controller to keep the data safe.® There-
fore, it can be claimed that there is no fundamental right to data protection in the sense
of a securitization of data. There is only a fundamental right to data protection in form
of a code of conduct of how process personal data guaranteeing the minimum rights of
a person when its data is processed.

Comparing the Charter to the GDPR, the GDPR has a much richer catalogue of rights
and obligations. Of course, the Charter contains only one article of 3 paragraphs on data
protection in contrast to the GDPR which consists out of 99 articles on 88 pages. Also,
the Charter and the GDPR pursue different aims [27]. While the Charter is a fundamen-
tal right that protects a minimum the personal data of each one to whom EU law applies,
the GDPR has a broader aim to ensure that this right is effectively protection in har-
mony with other fundamental rights and fundamental freedoms [27]. Thus, the act of
comparison can only result in differences. The differences can also be found in the
application of the different legal bases of data protection law to taxpayers.

3.2  The application of the data protection right to taxpayers

The first question to ask before applying EU law is whether EU law governs a situation.
Purely national scenarios or situations outside the scope of EU law are not regulated by
EU law. There must be a linking event in a case connecting it to EU law. Art. 51 (1) of
the Charter delineates its scope to situations that implement EU law. Also Art. 6 (1)
TEU announces that the Charter shall not extend EU competences. The GDPR states
explicitly in its Art. 2 (2) (a) that it does not apply “in the course of an activity which
falls outside the scope of Union law”.

This is a very serious criteria, especially when it comes to the application of funda-
mental rights. This question has been dealt by the Court decades before the existence

2 Recital 39 GDPR.
3 This statement does not refer to the GDPR, which is secondary law. It only discusses the content
of the fundamental right to data protection included in the Charter.



of the Charter. Before the Charter, the fundamental rights were protected by the Court
through general principles of EU law [28]. The most prominent cases prior to the Char-
ter concerning the application of fundamental rights are the ERT case, the Wachauf case
and the Annibaldi case. These three cases show the three possible situations of applica-
tion and non-application of EU general principles of fundamental rights. The ERT case
refers to a national law that constitutes an infringement to the freedom to provide ser-
vice. The Court held that the justification to this infringement needed to be “interpreted
in the light of the general principles of law and in particular of fundamental rights™ [28].
The Wachauf case [29] concerns the application of fundamental rights to situations
where national authorities implement EU secondary law, in this case a Regulation. The
Annibaldi case gives an example of a situation where EU law does not apply and there-
fore the Court did not assess the fundamental rights [30]. The case law since the coming
into force of the Charter in the field of taxation interprets more specifically what Art.
51 (1) of the Charter means by “implementing Union law”. In 2013, the Court stated in
the Akerberg Fransson case, with a reference to the ERT case, that “the fundamental
rights guaranteed in the legal order of the European Union are applicable in all situa-
tions governed by European Union law, but not outside such situations” [31]. It ex-
plained further that such situations are when Member States “act in the scope of Union
law” [31]. This case covers an active behaviour of a Member State. This is due to the
specific facts of the case, where Mr. Fransson was accused of providing false infor-
mation in his tax returns of income and VAT. He was pursued in administrative and
criminal instances and claimed the ne bis in idem principle to apply protected by Art.
50 of the Charter and Art. 4 of the Protocol No. 7 to the ECHR. The Court revealed a
link between Mr. Fransson’s VAT offences and the EU budget which must be protected
according to Art. 325 TFEU. Also, it specified that as VAT is regulated at the EU level,
the illegal activities of Mr. Fransson enter the scope of EU law. The Member State’s
active behaviour of penalizing such activities falls into the scope of the EU law, even
if the VAT directive does not foresee penalization [31]. This argument was confirmed
in the Berlioz case [8]. A couple of months later in 2013, the Court judged in the Sabou
case that the Charter is applicable to cases where Member States apply EU law, in this
particular case the mutual assistance procedure Directive 77/799, even if the EU law
did not oblige the Member States to do so in the scenario of the case. The decision of a
Member State to apply EU law is sufficient to open up the scope of application of the
Charter [9]. The very recent D. H. T case demonstrates that the Charter does not apply
to situations where national law expands the scope of a EU Regulation and applies the
GDPR provisions also to legal persons, and not only to natural persons as initially fore-
seen by the GDPR [32]. Germany expanded the scope of the GDPR in order to grant
the same data protection to natural and legal persons. In this case and in contrast to the
Akerberg Fransson case, the national measures were not necessary for the implemen-
tation of the GDPR. Therefore, the situation had no connecting element to EU law to
make the Charter applicable. In the Belgische Staat case, the Court judged the case as



inadmissible regardless the fact that the facts were linked to VAT fraud. This is because
the case grounded on the use of evidence from criminal proceedings linked to VAT
fraud to reassess the income tax, which is not regulated by EU law and therefore falls
out of its scope. The analysis of the recent tax case law in relation to the application of
the Charter shows that there must be a connecting element linking a situation to EU
law. In other words, if the situation is somehow ruled by EU law the Charter applies.
This link does not have to be immediately perceptible like in the Akerberg Fransson
case.

Regarding the material scope of application, neither the TFEU, nor the Charter ex-
clude the application of data protection law to an EU tax law context. These are general
provisions applying to all fields of EU law. The GDPR does not exclude tax admin-
istrations out of its scope, neither. The Court confirmed the application of the GDPR to
tax administrations in the Puskar case. The questions of the case referred to the inter-
pretation of the data protection directive but are also valid for the GDPR that replaced
the directive. The Court stated that “the collection (of data) and their use by the various
tax authorities at issue in the case in the main proceedings therefore constitute ‘pro-
cessing of personal data’ within the meaning of Article 2(b) of that directive”. It further
reads that the objective of the tax administrations to collect and process information are
linked to the objective of a controller. Therefore, the tax administrations have to respect
the obligations in the GDPR.

As to the personal scope, Art. 16 (1) TFEU grants the data protection to everyone.
The wording of the Charter as well does not distinguish between natural or legal per-
sons. It could be argued that the way the Art. 8 of the Charter is formulated “everyone
has protection... concerning him or her” indicates that it applies only to natural persons.
The Court interpreted that Art. 8 of the Charter does not grant the same level of protec-
tion to legal persons as it does to natural persons [32]. By ruling this the Court refers to
the ECHR case law in relation to Art. 8 ECHR. However, it does not say that there is
no protection at all, and the ECHR has shown that legal persons also have rights pro-
tected by Art. 8 of the ECHR. The GDPR, however, explicitly limits its scope to natural
persons.

If the Charter opens new opportunities for taxpayers, they are not unlimited, and the
restricted scope of application has always to be considered [33]. Case law shows that
the Charter covers all situations with a connection to EU law. It also shows that there
are still situations falling entirely out of scope where taxpayers are only covered by
national or international law. But even for situations falling into the scope of the EU
data protection law, the right to data protection is not absolute. The data protection
rights in the Charter as well as in the GDPR even if applicable can be restricted. Art.
52 of the Charter provides general conditions of restriction that apply to all fundamental
rights of the Charter. For a restriction to be valid, it needs to have a legal basis. It further
has to pass the proportionality test, testing the aptitude, the necessity, and the strict
proportionality of the restrictive measure [34].



As to the GDPR, Art. 23 GDPR lists grounds of restrictions to some of the rights
and obligations of the regulation in addition to its restricted scope.* Art. 23 (e) GDPR
mentions “other important objectives of general public interest of the Union or of a
Member State, in particular an important economic or financial interest of the Union or
of a Member State, including monetary, budgetary and taxation matters, public health
and social security”.’ This restriction serves in the interest of Member States and against
the taxpayer’s interests, but should not decrease taxpayers’ rights excessively as Art.
23 (1) GDPR states that they must have a legal basis and respect “the essence of the
fundamental rights and freedoms and is a necessary and proportionate measure in a
democratic society”.

To conclude, the taxpayers’ fundamental right to data protection defends the taxpay-
ers’ data against unlawful processing and offers the taxpayers guarantees comparable
to minimum standards about how data should be processed. Its scope is limited but
generally applies to taxpayers.

4 Cybersecurity for all, except for taxpayers?

4.1 The narrow scope of application of the EU Cybersecurity law

The NIS directive [35] is presented by the European Commission as “the first piece of
EU-wide legislation on cybersecurity” [36]. This might be true in the sense that the NIS
directive is a specific legislation on cybersecurity, but not in the sense that no other
instrument addressed cybersecurity before. Some aspects of cybersecurity have already
been addressed in other legislation, among others in the GDPR.® The NIS also has a
rather narrow scope of application [37] and does not apply to tax authorities. It follows
a different aim than the GDPR. While the NIS directive aims to secure the network and
information security and the data therein, the GDPR targets the risks to personal data
of individuals. This may devalue to some extend the NIS directive in the tax law con-
text. It is still worth to present this directive as it explains what the current regulation
on cybersecurity is.

Reading the NIS directive [35], the reader will disappointedly realise that the term
of cybersecurity appears only once in its recital, and only when talking about “interna-
tional cooperation on cybersecurity”.” Instead, in its title and in all its articles it refers

4 Art. 2 (2) of the GDPR.

5 Further described in Rec. 112 GDPR. This restriction has also been cited in (Art. 3 1. b) of the
Decision of the Management Board of the European Union Agency for Cybersecurity of 21
November 2019 on internal rules concerning restrictions of certain rights of data subjects in
relation to processing of personal data in the framework of the functioning of ENISA
PUB/2020/96 OJ L 37, 10.2.2020.

¢ The GDPR came into force approximately two months before the NIS directive.

" Recital 34 NIS directive.
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to “security of network and information systems”.8 In contrast, the proposal for a re-
vised NIS directive includes the notion of cybersecurity 140 times, including in the
title [38]. The proposal to revise the directive aims at overcoming the deficiencies of
the NIS directive, by inter alia expanding the scope of application to all large and me-
dium companies and providing for a standard of security measures to tackle cybersecu-
rity challenges. The proposal refers to the EU Cybersecurity Act Regulation [39] which
includes a definition of cybersecurity. The EU Cybersecurity Act gives a permanent
mandate to the EU Agency for cybersecurity to manage the ICT certification in the EU,
to increase cooperation between the Member States and to support them in case of cy-
bersecurity related problems. This regulation is interesting because it introduces new
notions and definitions at the EU level. It defines in its Art 2 (1) cybersecurity as “the
activities necessary to protect network and information systems, the users of such sys-
tems, and other persons affected by cyber threats”. It further reads that “‘cyber threat’
means any potential circumstance, event or action that could damage, disrupt or other-
wise adversely impact network and information systems, the users of such systems and
other persons”.

With the constant digitalization and automation of the public sector, taxpayers’ data
also face cyber threats and only high standards of cybersecurity can guarantee their
protection. But as already noted above, the NIS directive does not apply to tax admin-
istrations and taxpayers cannot claim cybersecurity rights based on this particular leg-
islation. The larger scope of application of the proposal for a revised NIS directive in-
cludes public administrations, but only to a certain kind of public administrations.® It
seems that there is no political will to include tax administrations into the scope of the
revised directive.° First, because the Annex | to the proposal lists the administrations
to whom the revised NIS directive would apply, and tax administrations are not men-
tioned in it. This list refers only to the public administration entities of central govern-
ments and some public administration entities of NUTS (territorial units for statis-
tics) [40]. Second, a working document of the Commission states that the aim of the
revised directive is to include public administrations “in its function of provider of ser-
vices to citizens and businesses that are essential for the functioning of the internal
market” [41]. Tax administrations are generally not considered to be service providers.
Their main aim is to collect taxes for the State. This may contribute for the well-func-
tioning of the internal market, for example by guaranteeing financial stability in the
EU, but is not essential in the sense of an economic driver. Lastly, even if tax

8 See the title of the NIS directive.

9 Art. 2 (1), (2) and Art. 4 (23) Regulation (EU) 2019/881. This can also be read from the detailed
explanation of the proposal p. 9: Annex | (energy; transport; banking; financial market infra-
structures; health, drinking water; waste water; digital infrastructure; public administration and
space).

10 Art. 4 (23) Regulation (EU) 2019/881. “Public administration entities that carry out activities
in the areas of public security, law enforcement, defence or national security are excluded”.
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administrations would be considered as public administrations that provide services,
they would fall under the exception of law enforcement foreseen in Art. 4 (23). There-
fore, there is no cybersecurity right based on the NIS directive that would apply in a tax
law field and eventually grant taxpayers a right to cybersecurity. This can be explained
by the fact, that the EU is still mainly driven by economic considerations. It is a priority
of the EU to regulate the life of economically relevant subjects, such as companies or
entrepreneurs. One could argue that a general cybersecurity legislation applicable to all
actors, including tax administrations would be beneficial for cross-border workers and
companies. It would provide legal certainty and trust in all Member States and contrib-
ute to the freedom of movement of workers and the freedom of establishment. But the
harmonization has not still achieved this level. The public opinion is still divided on the
question of whether the NIS Directive should or should not include further public sec-
tors into its scope of application [41]. While cyber professionals approve such a wide-
reaching cybersecurity directive, OESs, DSPs and trade associations are against it
(“Cyber professionals were more likely to agree to extend the scope of the NIS Di-
rective to include further sectors and types of digital service at risk of cyber threats. On
the other hand, OESs, DSPs and trade associations were far less likely to agree with
22.8% and 25% of them respectively disagreeing with the prospect of including further
digital services within the scope of the NIS Directive™) [41]. Itis therefore very unlikely
that a taxpayers’ right to cybersecurity will see the light under cybersecurity legislation.

This does not mean that taxpayers are denied cybersecurity. All States across the
world are aware of the risks and costs of an insufficient cybersecurity protection. Re-
grettably, it is difficult to say with certainty how much the Member States spend on
cybersecurity and the investment in strong cybersecurity can only be guessed relying
on different factors [42]. To reassure the taxpayers, the cybersecurity guidelines of the
NIS directive through the application to businesses are believed to create a certain level
of herd immunity in a cyberspace where everything is interlinked [43]. Finally, a tax-
payers’ right to cybersecurity could be deduced from the GDPR, or lastly from a na-
tional or an international law.

4.2  Can a taxpayers’ right to cybersecurity be deducted from data protection
law?

On the one hand, the link between cybersecurity and data protection is undeniable. For
instance, the proposal for the NIS directive mentions the improved personal data pro-
tection for citizens as its indirect benefit [38]. A Commission’s communication reads:
“Cybersecurity is essential ... for safeguarding fundamental rights and freedoms, in-
cluding the rights to privacy and to the protection of personal data” [44]. In a digital
world, there is no data protection without a strong cybersecurity regulation. On the
other hand, the data protection law and the cybersecurity law have different legal bases.
Despite their intersections, they do not cover the same situations and pursue different
aims. One striking difference is that the fundamental right to data protection in Art. 8
of the Charter does not mention cybersecurity at all. The cybersecurity aspects of the
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right to data protection are only addressed in the GDPR. There is therefore no taxpay-
ers’ fundamental right to cybersecurity in EU law but a legal claim to cybersecurity in
certain situations granted to natural taxpayers based on the GDPR.

The GDPR provides for cybersecurity guidelines in Articles 25 and 32 of the GDPR.
Art. 25 GDPR s the legal basis for the by design and by default principle. By design
means that the data protection considerations need to be incorporated at the stage of
designing the products [23]. According to Art. 25 GDPR controllers have to implement
adequate technical solutions to guarantee the rights of the data subjects [45]. The pro-
tection by design and by default principle is considered to encourage “to take into ac-
count the right to data protection when developing and designing such products™* and
therefore to have a preventive and proactive effect on the data protection of data sub-
jects. The GDPR gives examples of data protection by design, such as “minimising the
processing of personal data, pseudonymising personal data as soon as possible, trans-
parency with regard to the functions and processing of personal data, enabling the data
subject to monitor the data processing, enabling the controller to create and improve
security features”.*? More specifically, Art. 32 relates to the security of processing and
forces the controllers and the processors to foresee technical measures such as “(a) the
pseudonymisation and encryption of personal data (b) the ability to ensure the ongoing
confidentiality, integrity, availability and resilience of processing systems and services;
(c) the ability to restore the availability and access to personal data in a timely manner
in the event of a physical or technical incident; (d) a process for regularly testing, as-
sessing and evaluating the effectiveness of technical and organisational measures for
ensuring the security of the processing.” These are technical provisions relating to cy-
bersecurity. In both provisions, the obligation goes only as far as the state of the art
permits it and “the costs of implementation and the nature, scope, context and purposes
of processing as well as the risk of varying likelihood and severity for the rights and
freedoms of natural persons” are balanced.

The state-of-the-art concept is intended to be broad and dynamic evolving through
space and time, to keep pace with the technological developments in the IT security
field. The understanding of this concept is based on practice. The Guideline “State of
the art” published by the German IT Security Association TeleTrusT in cooperation
with the European Network and Information Security Agency (Enisa) provides for an
orientation for practitioners and other interested parties on the current understanding of
the state of the art.!® Taxpayers can also rely on the state-of-the-art concept to claim the
protection of their data based on the GDPR. Art. 25 and Art. 32 of the GDPR oblige
the controllers and/or processors to take “into account the state of the art” when elabo-
rating the data protection by design and by default, and the security of processing.

1 Recital (78) GDPR.
12 Recital (78) GDPR, these examples are also in Art. 25 (1) GDPR.
13 The Guideline dates from 2021, an update is foreseen every two years.
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The tax administrations need to guarantee this level of cybersecurity protection at
least to the taxpayers that are natural persons. Another interesting fact is that the re-
strictions to some rights and obligations of the Regulation foreseen in Art. 23 GDPR
do not apply to cybersecurity guidelines. This can be explained by their specific nature
that need to be technically implemented without exception.

Comparing the technical implementation of cybersecurity requirements between the
NIS directive and the GDPR, one can conclude that even here the GDPR goes further
than the NIS does. While Art. 14 and Art. 16 of the NIS Directive mention that cyber-
security must go as far as the state of the art permits it, they do not go further into
details. They also impose obligations on the Member States. They have to ensure that
“operators of essential services take appropriate and proportionate technical and organ-
isational measures to manage the risks posed to the security of network and information
systems which they use in their operations” (Article 14(1) NIS) or “that digital service
providers identify and take appropriate and proportionate technical and organisational
measures to manage the risks posed to the security of network and information systems”
(Article 16(1) NIS). Compared to the GDPR, the NIS directive creates rather vague
obligations and makes it clear that is up to the Member States to assure the security of
the network and information systems. This is not surprising and can be explained by
the fact that the NIS directive is a directive, which in its nature leaves the implementa-
tion of harmonized principles up to the Member States. The GDPR is a regulation,
therefore directly applicable and transposable as such in the Member States. Consider-
ing the aforesaid, the fact that the NIS directive does not apply to tax administrations
and grants no claim to taxpayers to cybersecurity, has no impact on taxpayers. Com-
pared to the NIS directive, the GDPR seems to be more appropriate in its aim and scope
of protection to defend taxpayers’ rights regarding data protection and cybersecurity.

The GDPR is an instrument like no other and is sometimes referred to be the law of
everything [46]. With its broad scope of application and its content in relation to data
protection and cybersecurity, it guarantees taxpayers cybersecurity protection even if
only within the limits of the GDPR. This does not create a new taxpayers’ right to
cybersecurity, but rather addresses cybersecurity as a technical aspect of the taxpayers’
right to data protection. For example, a taxpayer can claim from the tax administrations
to guarantee the pseudonymisation or encryption of personal data. But these cyberse-
curity measures operate only in the scope of the GDPR. This means that from a strict
legal point of view there is no general legal obligation to adapt this cybersecurity meas-
ure, but only a specific one in the limits of the processing of personal data and only as
far as the GDPR applies. Although it is desirable to have a general obligation to cyber-
security in all fields of data processing, this is still not the case. As the Working Party
29 declares in one of its statements, “the availability of strong and efficient encryption
is a necessity in order to guarantee the protection of individuals with regard to the con-
fidentiality and integrity of their data” [47]. Encryption being one of the cybersecurity
obligations in the GDPR, it is presented as a means to a greater end.
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5 Conclusion

The limited competence of the EU in the EU tax field makes the application of taxpay-
ers’ rights a complex matter. The application of EU law and the scope of application of
the relevant legislation has always to be carefully tested before a taxpayer can have the
certainty to claim rights. The right to data protection is guaranteed in the Charter, the
TFEU and secondary legislation and generally applies to taxpayers. This is not the case
for cybersecurity. The NIS directive, which harmonizes cybersecurity guidelines in the
EU, does not pursue the aim to secure personal data and does not apply to tax admin-
istrations. Even if there is a link between data protection and cybersecurity, there are
also striking differences in their legal meaning and application. While there is a funda-
mental right to data protection, there is no fundamental right to cybersecurity. The fun-
damental right to data protection of the Charter does not foresee any requirements re-
lating to cybersecurity. As to the secondary law, taxpayers can claim the application of
certain cybersecurity measures when the GDPR applies. The GDPR only ensures that
tax administrations implement cybersecurity guidelines when acting as controllers or
processors and when processing personal data. This is not a general right and is only
applicable to situations falling under the scope of the GDPR. The author therefore
reaches the conclusion that there is no stand-alone taxpayers’ right to cybersecurity.

Looking back to the last century, there was no fundamental right to data protection.
However, with the changing digital environment it cut itself off from the more general
right to privacy. Cybersecurity becoming more and more important in our society, the
question comes up whether it could become a stand-alone right over time? Some want
cybersecurity to be recognized as a human right, [43] [48] some do not want that the
scope of its application expands further [41]. And should cybersecurity become a gen-
eral fundamental right applicable to all, what should it look like? As for now, cyberse-
curity is far from being a general right and even further from becoming a fundamental
right of EU law.
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