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Abstract. Reflection is a powerful tool that allows a program to ma-
nipulate itself during its execution. However, developers may use it to
circumvent data encapsulation and method visibility modifiers. Thus, it
is important to assess how much an application relies on reflection.

Nonetheless, reflection is mostly incompatible with static analysis as
it relies on runtime information (e.g., to determine the attribute to
be accessed or the method to evaluate). These problems worsen with
dynamically-typed languages, where reflective operations are polymor-
phic with non-reflective operations, e.g., in Pharo, array access is poly-
morphic with context variable modifications.

In this paper, we present RAPIM, an approach to study the uses of re-
flective APIs: it uses mutation analysis with a new mutation operator for
dealing with core reflective methods. We analyze a serialization library
from a developer perspective, showing the information it reveals. We eval-
uate our approach on a selection of five projects by comparing its perfor-
mance against static analysis. We show that out of five projects, RAPIM
disambiguates more potentially reflective call-sites than the static analy-
sis. When the code coverage is good, the percentage of disambiguation is
three times higher. Finally, we question the relevance of polymorphism
between non-reflective and reflective APIs. Out of five projects, only one
uses it, for only 1.4% of potentially reflective call-sites. We argue that
reflective APIs could be renamed to avoid ambiguities.

1 Introduction

Reflective operations allow a program to manipulate itself (and its programming
language) during its execution. This includes [17,22]:

– Introspection, the ability to examine its own structure and state,

– Self-modification, the ability to change itself,

– Intercession, the ability to alter the semantics of its programming language.

They are a powerful tool, allowing us to build debugging tools, refactorings, and
new language features [10,24,28].
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The need for reflection usage analysis. Although powerful, reflective fea-
tures are usable as security exploits. For example, they allow malicious users to
violate encapsulation and execute methods that were not intended to be exe-
cuted [23,19,11]. This means that developers must assess how much they rely on
reflection. It is important to understand if a reflective functionality is central to
an application or if it is only confined to peripheral parts (See Section 2.1).

Challenges of reflection analysis. These problems become exacerbated in
dynamically-typed languages. On the one hand, reflective features defeat static
analysis [15,5] because the actual attributes/methods that are being used are
decided at runtime. On the other hand, reflective APIs are often designed as
normal methods and are often polymorphic with non-reflective operations. For
example, in Javascript reflectively accessing an attribute (object[’attribute’]) is
syntactically equivalent to array/dictionary accesses (dictionary[index]).

Reflection has always been a thorn in the side of Java static analysis tools.

Without a full treatment of reflection, static analysis tools are both incomplete

because some parts of the program may not be included in the application call

graph, and unsound because the static analysis does not take into account reflec-

tive features of Java that allow writes to object fields and method invocations.

However, accurately analyzing reflection has always been difficult, leading to

most static analysis tools treating reflection in an unsound manner or just ig-

noring it entirely. This is unsatisfactory as many modern Java applications

make significant use of reflection [15].

While the quote above is about Java, this tension is exacerbated in the case
of deeply reflective languages such as Smalltalk descendants. Pharo, for exam-
ple, as a descendant of Smalltalk is the essence of a reflective language with
advanced reflective operations such as bulk pointer swapping [20], on-demand
stack reification, and first-class resumable exceptions. In addition, in Smalltalk
and many of its derivatives, reflective facilities are mixed with the non-reflective
API of objects and classes [28,24,4]. They are a key part of the kernel of the
language and libraries (See Section 2.2).

Mutation-based assessing reflection uses. In this paper, we propose to
augment reflection security analysis with mutation analysis. We design reflection-
specific mutations to obtain dynamic runtime information (See Section 3). We
then use this information to assess the dependencies on reflective features and
the degraded modes of an application (See Section 4).

Contributions.
– First, an approach based on mutation testing to assess the dependencies of

an application on certain reflective APIs.
– Second, RAPIM an implementation strategy to contextualize the analysis

i.e., handling the fact that reflective features are often a core part of a
language (Python, Pharo...) and cannot be simply pulled off.
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– A way to report results in a structured manner.
– An evaluation of the approach on a selection of projects. We show that in

four out of five projects RAPIM disambiguates more potentially reflective
call-sites than static analysis. When the coverage is good, the disambiguation
rate was up to three times higher or more.

– An evaluation of the relevance of polymorphism between reflective and non-
reflective APIs. We show that the polymorphism is very rarely used, with
only one project leveraging it for 1.4% of its potentially reflective call-sites.

2 Background: Reflection Analysis

2.1 Why Assessing Reflection Dependencies

Developers need to monitor how much they rely on reflection without having to
analyze the code manually. We want to provide an automated way to assess how
much an application or library relies on reflective operations, and which ones.
This is important because reflective operations

– allow one to bypass encapsulation and break invariants,
– can make the system unstable, and
– might introduce a performance cost.

When performing an analysis developers should not get drowned in a sea of
information. Information should be presented with different levels of granular-
ity and potentially convey more semantical information. Here are more precise
questions to characterize a reflective feature usage.

– General use. How much does a project rely on reflection in general? The
first general objective is to understand if an application uses or not reflective
features.

– Faceted analysis. How much does it rely on specific reflective features? There
are different families of reflective features: simple introspection, encapsula-
tion violation, memory scanning, and more [28]. Each of such families has
different consequences on security issues. This is why this is important to
propose a faceted analysis.

– Spatial distribution. Which application parts are impacted by a given reflec-
tive use? During the assessment developers need to understand the spread
of a reflective use.

– Degraded modes. How much of the application still works without a given
reflective use?

Note this article is not about validating if our solution addresses the previous
questions since it would involve a large user study. The present paper is about
how can we perform the analysis on top of which such questions could be an-
swered. However, Section 4 is an example providing a glimpse of what such an
analysis could look like.
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2.2 The Challenges of Reflection Analysis

Dynamic decisions are a blind spot of static analysis. Reflective features defeat
static analysis because the actual attributes/methods that are being used are de-
cided and even crafted at runtime [15,23,12,13]. It is thus impossible to precisely
know using static analyses what methods will be called by a reflective method
invocation, or what fields will be read/written using a reflective field access.

Polymorphism between reflective and non-reflective methods. Moreover, such re-
flective dependency analysis is even more difficult in dynamically-typed lan-
guages where reflective APIs are often designed as normal methods that are poly-
morphic with non-reflective operations. As already mentioned, in Javascript and
Python reflectively accessing an attribute (object[’attribute’]) is syntacti-
cally equivalent to array/dictionary accesses (array[index]/dictionary[key]).
In Pharo, 44% of the reflective method’s selectors have also non-reflective im-
plementors.

This makes reflective operations look like any other message. Reflective fea-
tures are handy but they should not be used by accident, and should not be
mistaken for regular non-reflective messages. While solutions such as mirrors [6]
offer a way to separate the base level from the meta-level, it requires the full
redesign of some core functionalities of a language. This does not solve the prob-
lems of developers of existing languages.

3 RAPIM: Reflective API Mutation Analysis

RAPIM

API

Code using
the API

for example
tests

API Tests

API Tests

API Tests

API Tests
TestA 
TestB 
TestC 

API Tests
TestA 
TestB 
TestC 

API Tests
TestA 
TestB 
TestC 

TestA TestB TestC

Visualisation of dependencies

Collect all 
tests results

API Tests
TestA 
TestB 
TestC 

Removed
method

method

method

method

Fig. 1. RAPIM: Using mutation analysis to assess reflection usage. For each reflective
method removed, all tests are run and results are collected.

Modern development methodologies such as Agile Programming and Test-
Driven Design [3,2,1,18] advocate the systematic use of tests. Tests are an au-
tomated way to verify a sort of executable specification. While a suite of tests
usually aims at testing various inputs, especially boundary values, and to cover
as much code and paths as possible for the tested application, they are rarely
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randomly written but centered around the validation of application features. We
propose to leverage these tests to assess dependencies to reflective operations.

Our approach, RAPIM, extends mutation analysis to assess reflective fea-
tures use as illustrated by Figure 1. Mutation testing is a technique that allows
one to evaluate the coverage of a test suite by modifying the code and checking
that at least one test break. Indeed if a test breaks, the test suite detects the
modification. Here we remove reflective methods and we assess the impact by
running the tests.

3.1 Terminology

This section introduces some terminology required to understand the rest of this
article, supported by Figure 2.

All call-sites

Potentialy reflective call-sites

Reflective
Non-reflective

Polymorphic
Ambiguous

Fig. 2. Call-sites terminology

Potentially reflective call-site. A call-site is potentially reflective if it could
directly call a reflective method (i.e., not in a transitive manner). We con-
sider that a call-site is potentially reflective if there is at least one reflective
method implementing the call-site signature. For example, at:put: has at least
one reflective implementor, therefore all at:put: call-sites are potentially re-
flective.

Reflective call-site. A potentially reflective call-site that only calls reflective
methods.

Non-Reflective call-site. A potentially reflective call-site that only calls non-
reflective methods.

Polymorphic call-site. A potentially reflective call-site that calls both reflec-
tive and non-reflective methods.

Ambiguous call-sites. A set of potentially reflective call-sites that we cannot
identify as reflective, non-reflective or polymorphic.

3.2 Reflective Mutation Analysis Approach

Mutation testing works by applying a non-semantic-preserving mutation and
checking if at least a test breaks after such a change. We extended Mutalk, a
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mutation testing framework for the Pharo programming language, and designed
a reflection-specific mutation operator to assess the use of reflection, explained
in Section 3.3. This operator works on pairs of call-site and reflective methods to
identify which one is called, if any. We use the list of reflective methods defined
by Thomas et al. [28]. We use this list to consider that a call site is a potentially
reflective call-site.

Since we want to provide a full assessment of the reflective API use, we
configured the mutation framework to run all the tests covering a mutation
instead of stopping at the first one that failed. This allows us to report the
percentage of working tests after a mutation. Our operator will then fail tests
using reflective features and this allows us to identify per test:

– Surviving Mutant. A reflective feature that is not used by the test.
– Killed Mutant. A reflective feature is used by the failed test.

Build a list of reflective selectors

For each implementors of these selectors
 |   Add an alias with a mangled selector

For each call-site of these selectors in the application:
 |   Mangle the call-site of the selector to call the alias
 |
 |   For each reflective implementor of the selector:
 |    |   Cancel the alias version of the implementor
 |    |   Run analysis
 |    |   Collect results
 |    |   Restore the alias version

1

2

3

foo
A

foo
     p ___instVarAt: 'x'
     y at: 'x'
     …

instVarAt:
___instVarAt:

Object instVarAt: arg
    <reflection>
     …

instVarAt:
___instVarAt:

baseLevelClass
instVarAt: arg
     …

Reflective API

Studied application

___instVarAt: arg
     ^ self instVarAt: arg

___instVarAt: arg
     ^ self instVarAt: arg

foo
A foo

     p instVarAt: 'x'
     y at: 'x'
     ….

instVarAt:
Object instVarAt: arg

    <reflection>
     …

instVarAt:
baseLevelClass instVarAt: arg

     …

Reflective APIStudied application0

2

1

instVarAt:
___instVarAt:

Object instVarAt: arg
    <reflection>
     …

Reflective API

___instVarAt: arg
     ^ self fail

3

Fig. 3. Code transformation for Reflective method canceling.

3.3 Reflective Method Cancelling Operator

For the mutation analysis, we want tests to fail when a specific reflective method
is called from a specific potentially reflective call-site. To cancel a reflective
method (so that calling it makes the current test fail), it is not sufficient to
rewrite its call-site to invoke a different (potentially failing) method. Canceling
a call-site in such a way will indeed fail when calling reflective methods, but
will also fail when calling non-reflective methods. Remember that in Pharo, for
example, the message at:put: is both implemented by collections (non-reflective
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setter) and the execution stack (reflective). Call-sites calling at:put: on collection
should not fail.

To analyze the usage of reflection, we designed a reflection-specific operator
that cancels all pairs (reflective method, call-site), one by one, taking into ac-
count for each potentially reflective call-site all reflective methods that could be
invoked by that call site. We call this the reflective method canceling operator,
illustrated in Figure 3. For each pair, the operator:

1. rewrites the potentially reflective call-site to an alias of the original method (see
step 2, Figure 3)

2. introduces a canceled alias for the method (see step 3, Figure 3)

Then all tests covering this potentially reflective call-site are run. If the call-
site calls the canceled reflective method the test fails, if it calls any other imple-
mentation, the code run normally, with only an additional layer of indirection.

Our implementation further optimizes this approach by pre-installing the
aliases for all implementors of reflective selectors instead of doing it for each
call-site (see step 1, Figure 3).

4 RAPIM by Example: a Developer Perspective

In this section we illustrate RAPIM with a use case: Pharo’s STON serializa-
tion framework. Through this use case, we show how it helps the developer to
answer questions listed in 2.1. Table 1 shows a first glance at the distribution of
potentially reflective call-site 13% of the call-sites are not covered by the tests.
26% of the call-sites are only calling reflective methods. 61% are only calling
non-reflective methods.

Percentage of: Non covered Refl. Non-Refl. Polymorphic

potentially reflective call-sites 13% 26% 61% 0

Table 1. STON’s potentially reflective call-sites classification with RAPIM

Figure 4 shows that out of the 13 selectors used by these call sites:

– 5 of them only have callsites calling non-reflective methods (#value:value:
#at: #value #size #lookupClass )

– 5 of them only have callsites calling reflective methods (#instVarNamed:
#cull:cull: #instVarNamed #isMeta #allSubclasses). Those have only one call-
site each, which means that these uses of reflection are not too spread around
in the application.

– #class has two out of eleven callsites that are not covered by tests. However,
a static analysis reveals that #class has only one implementor. Therefore,
all of those callsites are reflective too.
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Fig. 4. Proportion of call sites types by selector for STON.

– All #at:put: and #value: covered call-sites are non-reflective, but some are
not covered which means that we cannot conclude anything about them.

The matrix on Figure 5 gives fine-grained information: the percentage of
broken tests in test classes if we actually remove each reflective method. STON
relies on seven reflective methods. MySTONCStyleCommentsSkipStreamTest is
the only test class whose tests do not use reflection. Assuming serialization is
tested by MySTONWriterTest, it only relies on #instVarNamed: and #class which
was expected. For deserialization, MySTONReaderTest requires more reflective
methods, as it relies on six methods (See Figure 5 for the details).

Table 1, Figures 4 and 5 highlight different levels of detail that can lead to a
better understanding of the dependency of a project on reflection. The matrix
visualization provides also other levels, without grouping the tests by class for
finer information, or by grouping reflective methods by categories of reflective
methods for coarser ones (See Appendix B).

5 Evaluation of Reflective API Identification

In the previous section, we reported how our analysis supports the developers in
assessing the dependencies of the system to reflective features. In this section,
we answer the research questions that drove our experiments:

– RQ1. Mutation Comparison Does mutation analysis improve the detec-
tion of reflective API usages in comparison to static analysis?
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Object>>#instVarNamed:
Context>>#at:put:

WeakMessageSend>>#value:value:
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Context>>#at:
MessageSend>>#value

WeakMessageSend>>#value
WeakMessageSend>>#value:

MessageSend>>#value:
Object>>#instVarNamed:put:

Object>>#size
Behavior>>#isMeta

ClassDescription>>#isMeta
Metaclass>>#isMeta

MessageSend>>#cull:cull:
BlockClosure>>#cull:cull:
Behavior>>#allSubclasses
Message>>#lookupClass:

ProtoObject>>#class

MySTONWriterTest

MySTONReaderTest

MySTONWriteAsciiOnlyReadTest

MySTONTest

MySTONWritePrettyPrinterReadTest

MySTONCStyleCommentsSkipStreamTest

MySTONWriteReadTest

MySTONWriteReadCommentsTest

MySTONJSONTest

MySTONLargeWriteReadTest

0 100

Help

Fig. 5. Table of percentage of tests in a given class depending on a reflective method

– RQ2. Effective Polymorphism Is the polymorphism between non-reflective
and reflective methods actually used by applications? Could we safely rename
reflective methods to disambiguate potentially reflective call-sites?

5.1 Chosen Projects

Following is the list of the projects we studied, and the criteria for selection
of each of them. Table 2 summarizes the results of applying RAPIM on these
projects. (See Appendix A for links to repositories)

– STON. SmallTalk Object Notation. A textual object serializer/deserializer
inspired by JSON. We expect reflection to be used for reading class infor-
mation and instance variables for serialization and setting instance variables
for deserialization.

– Microdown. A parser for a markup language derived from Markdown [8]. We
do not expect many reflection uses in this application.

– Refactoring. The refactoring framework used in production by the Pharo de-
velopment environment [26,25]. We studied both the Refactoring-Core and
the Refactoring-Transformations packages. We expect a heavy use of reflec-
tion as it is manipulating methods and classes to perform code rewritings.

– MuTalk. A mutation testing framework, the same we use for this analysis.
We worked on a copy of these packages to be able to execute our approach
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on its framework. We expect the use of reflection to edit methods to install
mutations.

– Seaside. A web application framework maintaining sessions using continua-
tions [9]. We expect the use of reflection in the continuation management.

Project version #classes #tests #call-sites Non-cov. Refl. Non-Refl. Poly.

STON bbe8f5f 14 310 54 13% 26% 61% 0
Microdown 72f4ac7 168 543 576 77% 3% 20% 0
Refactoring Pharo12 build.1386 211 807 1022 39% 7,4% 52,2% 1,4%
MuTalk e712ac5 150 303 238 48% 11% 41% 0
Seaside 56286ac 547 876 1314 74% 5% 21% 0
Table 2. Projects statistics and their potentially reflective call-site classification with
RAPIM

5.2 Answering RQ1. Mutation Comparison

Does Mutation Analysis improve the detection of reflective API usages in com-
parison to static analysis?

Static analysis classifies potentially reflective call-sites according to the im-
plementors of the method called. If all implementors are reflective, the call-site is
identified as a reflective call-site. Otherwise, if there is at least one non-reflective
implementor, the call-site is ambiguous.

Table 3 shows the number of potentially reflective call-sites that static anal-
ysis identifies as reflective or ambiguous, and whether they are covered by tests
or not. As explained in Section 3.1, reflective call-sites have only reflective im-
plementations, and ambiguous call-sites’ implementors have a subset that is
reflective and a subset that is non-reflective.

87% disambiguated 
by RAPIM

24% disambiguated 
by static analysis

Table 3. Number of potentially reflective call-sites by projects, split by coverage and
reflective ambiguity according to static analysis.
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Static analysis can only identify reflective call-sites for which all implementors
are reflective. On the other hand, RAPIM analysis scope only includes covered
call-sites. Ambiguous and covered potentially reflective call-sites are analyzed by
RAPIM to identify the reflective ones. Non-covered reflective call-sites are not
detected by the dynamic analysis of RAPIM because this approach is based on
code coverage. The ambiguous and not covered call-sites are the ones neither
approach can disambiguate.

As shown in Table 3, all projects have ambiguous potentially reflective call-
site that are covered by tests. Those call sites cannot be disambiguated by static
analysis, but RAPIM allows one to classify them. For example in the STON
project, 87% of the potentially reflective call-sites are disambiguated by RAPIM,
and 24% of the potentially reflective call-sites are identified as reflective by the
static analysis (See annotation on Table 3). Our analysis shows that 67% of the
potentially reflective call-sites are ambiguous and covered. The 20% of statically
reflective and covered call-sites are identified by both the static analysis and
RAPIM. The 4% of not covered and statically reflective call sites are not taken
into account by the dynamic analysis. Conversely, the 67% of ambiguous and
covered call-sites are not disambiguated by the static analysis. The 9% remain-
ing not covered and ambiguous call-sites are the ones neither approaches can
disambiguate. The projects Refactoring and MuTalk have similar profiles.

The situation is slightly different in Microdown where the coverage of poten-
tially reflective call-sites is lower (23%). There is only 3% of covered and reflective
call-sites. This means that the overlap between static analysis and RAPIM is
small. RAPIM disambiguates 20% of the potentially reflective call-sites. This
is the lowest among the five studied projects. 47% of the call sites are never
disambiguated. In addition, the static analysis disambiguates 33% of potentially
reflective call-sites (which is the highest among our 5 projects) while RAPIM
only 23%. This tilts the balance in favor of static analysis for this projects. The
Seaside project exhibits the same profile, but the lower amount of statically
reflective call-sites gives RAPIM the advantage.

Conclusion. On four out of five projects, RAPIM disambiguates more
potentially reflective call-sites than the static analysis. When projects
have good coverage (STON, MuTalk, Refactoring), our approach dis-
ambiguates three times more potentially reflective call-sites than the
static analysis. For projects with low coverage, the disambiguation is on
par with static analysis, but they present a high percentage of call sites
that are still ambiguous.

5.3 Answering RQ2. Effective Polymorphism

Is the polymorphism between non-reflective and reflective methods used by appli-
cations? Could we safely rename reflective methods to disambiguate potentially
reflective call-sites?
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Table 2 shows that only one project uses polymorphism between reflective
and non-reflective methods. This is expected because the refactoring engine has
its meta-model of the code that mimics part of Pharo’s reflective API [28].
Moreover, it mixes Pharo meta-objects with its own code model. Even in this
case, Table 2 shows that polymorphic usage concerns only 1.4% of the potentially
reflective call-sites.

Conclusion. Out of the five projects, only the refactoring engine lever-
ages the polymorphism between reflective and non-reflective APIs. Even
in this case, this is a very rare usage (1.4% of potentially reflective call-
sites). This is strong evidence showing that reflective APIs could be
re-designed to be mostly non-ambiguous in dynamically-typed languages.

6 Discussion

This section discusses the limitations of our approach and the threats to validity
of our evaluation.

6.1 Limitations

Code Coverage. RAPIM cannot disambiguate potentially reflective call-sites
that are not covered. We saw in Section 5 that we get better results with a
higher coverage. This is a limitation inherited from mutation analysis in gen-
eral. However, our evaluation shows that when tests are available, mutation
analysis complements static analyses.

Other meta-object. RAPIM only identifies dependencies to reflective meth-
ods. It does not cover access to global variables or stack reifications with the
pseudo-variable thisContext. However, many methods that could be called
on thisContext are identified as reflective methods (i.e., while accessing to
the reified stack is not detected by RAPIM, the use of many methods on
the stack reification is detected).

Indirect dependencies. If the studied application relies indirectly on reflec-
tion (i.e., it uses a library that uses reflection), these dependencies will not
be identified. RAPIM is designed to detect direct calls from the studied
application to the reflective API scoped to a package.

Studying core packages. RAPIM cannot be used directly on the standard
libraries of the Pharo programming language, as it could break the system.
As in the case of Mutalk, this can be solved by creating copies of the
studied packages and running RAPIM on this copy.

6.2 Threats to validity

Internal Validity.
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Code Coverage. Studying real-life application is necessary to evaluate effec-
tive polymorphism, but our selection comes with a wide range of code cov-
erage. Our analysis relies on the fact that tests cover both reflective and
non-reflective cases. Having some projects with higher coverage mitigates
the risk that reflective cases are overlooked in tests. The fact that we do
not have a higher polymorphism percentage in those projects supports our
conclusion.

Pharo exception handling. We left out of the analysis several tests (13) re-
lated to exception handling in the Seaside project. Running RAPIM on
Seaside introduced a bug leading to infinite loops in these tests. The impact
of removing thos is mitigated by the amount of other tests as removed tests
only represent 1,5% of the total tests one this project.

Construct Validity.

Studying core packages. RAPIM cannot be used directly on the core li-
braries of the Pharo programming language, as it could break the system.
To study such packages (e.g., STON), we duplicate the package and run
RAPIM on the copy. To ensure that results on the copy would be informa-
tive about the original package, we made sure that the duplicated version
still runs well, and that all its tests are green.

External Validity.

Project selection for the evaluation. The evaluation of our approach relies
on the results of RAPIM on five applications. To run this evaluation, we
chose a set of various projects that we were expecting to use different amount
and features of reflection. We specifically aimed for variety to mitigate the
bias introduced by selecting only a few projects.

7 Related Work

This section presents related work in two different axes. First, the existing ap-
proaches to overcome the limitations of using only static analysis in dynamic
languages. Then, the usage of mutation testing for program analysis and valida-
tion.

7.1 Overcoming the limits of static analyses

Ruf [27] proposes the use of partial evaluation to detect the meta-level opera-
tions, once these meta-level operations are detected they are replaced by equiv-
alent code as they are not present at run-time. Braux and Noyé [7] improve the
results of static analysis for Java programs by applying partial evaluation to re-
flection resolution to apply optimizations. Their paper describes extensions to a
standard partial evaluator to offer reflection support. The idea is to compile away
reflective calls in Java programs, turning them into regular operations on objects
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and methods, given constraints on the concrete types of the object involved. The
type constraints for performing specialization are manually provided.

Tip et al., propose Jax [29]: an application extractor and compactor for Java.
In their solution, Jax performs a static analysis of the program and builds a call
graph of the application. It then removes unused methods and compacts the
application. It is also affected by the limitations of static analysis. To handle
the missing information the authors propose three alternatives: (1) it requires
user intervention to handle the dynamic loading and execution of code, (2) it
performs a conservative selection of possible methods for a given call site, and
(3) assumes that all methods in external library interfaces are called.

Bodden et al., [5] approaches the limitations of static analysis by integrating
static analysis tools with runtime information. Their tool inserts runtime checks
into the code. These checks warn the user in case the program is performing
reflective calls that were not identified by the static analysis. More recently,
Liu et al., [14] improved the approach of Bodden et al., by taking benefit from
runtime information obtained from code coverage. They automatically generate
test cases to improve the code coverage and the detection of reflective call targets.
Similar to us, this work uses runtime information, and more specifically tests,
to augment static analysis. However, their objective differs: while they intend
to obtain information on reflective call targets, our main goal is to understand
the usage of reflective operations and de-ambiguate reflective from non-reflective
operations in dynamic languages.

7.2 Program analysis and validation via mutation testing

Mouelhi et al., [21] propose using mutation testing to detect security issues. Loise
et al., [16] based on this idea propose a series of mutation operators to detect
specific security issues. They propose 15 mutation operators that are applied to
Java programs. Using this technique they detect security issues that are ignored
by static analysis. Our solution is not designed specifically for detecting security
issues, but it is possible to identify misuses of reflective calls that introduce them.

Wen et al., [30] propose using mutation testing to detect misuses of library
APIs. They represent API misuses as mutation operators applied in the code
base. Then the mutant killing tests and their associated stack traces are collected
to detect API misuses. We approach the identification of reflective usage in a
similar way showing that a single mutation operator is enough for reflective usage
analysis.

8 Conclusion

In this article we presented RAPIM, a mutation analysis approach based on
a new mutation operator to understand dependencies to reflective APIs. This
approach handles the fact that reflective features are often a core part of a
language (Python, Pharo...) and cannot be simply pulled off. We then present
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with several levels of detail the identified dependencies for STON, the object
serialization library used in Pharo.

To evaluate our approach, we used RAPIM on five different projects re-
lying on reflection. On four out of five projects, RAPIM disambiguates more
potentially reflective call-sites than the static analysis. When projects have good
coverage (STON, MuTalk, Refactoring), our approach disambiguates three times
more potentially reflective call-sites than the static analysis. For projects with
low coverage, the disambiguation is on par with static analysis, but they present
a high percentage of call sites that are still ambiguous.

Out of the five projects, only the refactoring engine leverages the polymor-
phism between reflective and non-reflective APIs. Even in this case, this is a
very rare usage (1.4% of potentially reflective call-sites). This supports the idea
that reflective API could be renamed to avoid accidental polymorphism with
non-reflective methods.

We believe this approach applies to domains other than reflection and could
help to sort out critical dependencies and further security analysis, such as de-
pendencies to file access APIs or user inputs.
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Object Inspection - State inspection
Stack Manipulation - Context

Message sending and code execution - Runtime and Evaluation
Object Modification - State modification

Class structural inspection - Class kind testing
Class structural inspection - Iterating and querying hierarchy

Message sending and code execution - Message send reification
Object Inspection - Accessing object class

MySTONWriterTest

MySTONReaderTest

MySTONWriteAsciiOnlyReadTest

MySTONTest

MySTONWritePrettyPrinterReadTest

MySTONCStyleCommentsSkipStreamTest

MySTONWriteReadTest

MySTONWriteReadCommentsTest

MySTONJSONTest

MySTONLargeWriteReadTest

0 100

Help

Fig. 6. Table of percentage of tests in a given class depending on a reflective category
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Fig. 7. Table of Tests depending on a reflective method. A 1 (blue cell) means that
the test has failed when this reflective method is removed.
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