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Preface

Selected Areas in Cryptography (SAC) is Canada’s annual cryptography research confer-
ence, held since 1994. The 29th edition of SAC took place at the University of Windsor,
in Ontario, from August 24 to 26, 2022. Due to the ongoing COVID-19 pandemic, SAC
2022 was a hybrid event, with talks and discussion streamed online. The conference was
preceded by a two-day summer school on August 22 and 23, with tutorials on isogeny-
based cryptography and real-world post-quantum cryptography from Javad Doliskani,
Benjamin Smith, and Douglas Stebila.

Each SAC conference covers four areas of research in cryptography. Three of these
areas are permanent:

— Design and analysis of symmetric key primitives and cryptosystems, including block
and stream ciphers, hash functions, MAC algorithms, cryptographic permutations,
and authenticated encryption schemes;

— Efficient implementations of symmetric, public key, and post-quantum cryptography;

— Mathematical and algorithmic aspects of applied cryptography, including post-
quantum cryptology.

The fourth area is selected as a special topic for each edition of SAC. For SAC 2022,
this area was

— Theory and practice of isogeny-based cryptography.

We received 53 submissions; these were reviewed in a double-blind peer review
process coordinated by the Program Committee. Regular submissions received three
reviews; submissions involving members of the Program Committee received five
reviews. Overall, our 34 Program Committee members, and their 28 subreviewers, wrote
172 reviews. Twenty-one of the submissions were accepted for presentation at SAC 2022
and publication in these proceedings.

There were three invited talks at SAC 2022. Nadia Heninger gave the Stafford Tavares
lecture virtually: “On the passive compromise of TLS keys and other cryptanalytic
adventures”. Benjamin Wesolowski gave the second invited talk in person, on “Hard
problems for isogeny-based cryptography”. Finally, Wouter Castryck gave the third
invited talk on “Efficient key recovery attacks on SIDH”.

We would like to thank all of our colleagues who helped to make SAC 2022 a success,
especially given the continuing complications all around the world due to the COVID-
19 pandemic. We thank the Program Committee members for excellent work under a
tight schedule. We are also grateful to the many others who participated in the review
process: Gora Adj, Foteini Baldimtsi, Christof Beierle, Francesco Berti, Kevin Carrier,
Arcangelo Castiglione, James Clements, Patrick Derbez, Thomas Espitau, Anna Lisa
Ferrara, Manuela Flores, Clemente Galdi, Gayathri Garimella, Lydia Garms, Hosein
Hadipour, Ryoma Ito, Amandine Jambert, Mikhail Kudinov, Norman Lahr, Fukang Liu,
Liam Medley, Matthias Meijers, Mridul Nandi, Patrick Neumann, Richard Petri, Robert
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Primas, Krijn Reijnders, and Florian Weber. We also thank the invited speakers for their
excellent presentations, the summer school lecturers for animating a dynamic in-person
event, and the SAC steering committee for their helpful advice and guidance. We are
also appreciative of the financial support provided by the University of Windsor and by
the Communications Security Establishment of Canada.

Finally, special thanks are due to Jo Asuncion for providing administrative assistance
and we appreciate the help in the local arrangements offered by Lisa Geloso, Andria
Ballo, Raqib Asif, Chen Zhang, and Hamza Bin Zaheer.

December 2023 Benjamin Smith
Huapeng Wu
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On the Passive Compromise of TLS Keys and Other
Cryptanalytic Adventures

Nadia Heninger

Computer Science and Engineering, University of California San Diego, 9500 Gilman
Drive, La Jolla, CA, 92093-0021 USA
nadiah@cs.ucsd.edu

Abstract. It is well known in the cryptographic literature that the most
common digital signature schemes used in practice can fail catastrophi-
cally in the presence of faults during computation. I will discuss recent
joint work using passive and active network measurements to analyze
organically-occuring faults in billions of digital signatures generated by
tens of millions of hosts. We find that a persistent rate of apparent hard-
ware faults in unprotected implementations has resulted in compromised
certificate RSA private keys for years. Finally, we will put this work in
the context of other cryptographic flaws that can be exploited in the wild.



Hard Problems for Isogeny-Based Cryptography

Benjamin Wesolowski

Institut de Mathématiques de Bordeaux, 351, Cours de la Libération, 33405 Talence,
France
benjamin.wesolowski@ens-lyon. fr

Abstract. Isogeny-based cryptography is one of the few branches of
public-key cryptography that promises to resist quantum attacks. The
security of these cryptosystems relates to the (presumed) hardness of
a variety of computational problems: finding paths in large “isogeny
graphs”, computing endomorphisms of elliptic curves, or inverting group
actions. We present these problems, and analyse how they relate to each
other: which are equivalent, easier, or harder, and how they relate to
cryptosystems.



Efficient Key Recovery Attacks on SIDH

Wouter Castryck

Department of Electrical Engineering, KU Leuven, Oude Markt 13 - bus 5005, 3000
Leuven, Belgium
wouter.castryck@gmail.com

Abstract. It is well known in the cryptographic literature that the most
common digital signature schemes used in practice can fail catastrophi-
cally in the presence of faults during computation. I will discuss recent
joint work using passive and active network measurements to analyze
organically-occuring faults in billions of digital signatures generated by
tens of millions of hosts. We find that a persistent rate of apparent hard-
ware faults in unprotected implementations has resulted in compromised
certificate RSA private keys for years. Finally, we will put this work in
the context of other cryptographic flaws that can be exploited in the wild.
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