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EFFICIENT (3,3)-ISOGENIES ON FAST KUMMER SURFACES

MARIA CORTE-REAL SANTOS, CRAIG COSTELLO, AND BENJAMIN SMITH

ABSTRACT. We give an alternative derivation of (N, N)-isogenies between fast
Kummer surfaces which complements existing works based on the theory of
theta functions. We use this framework to produce explicit formulse for the
case of N = 3, and show that the resulting algorithms are more efficient than
all prior (3, 3)-isogeny algorithms.

1. INTRODUCTION

Isogenies of elliptic curves are well-understood, at least from an algorithmic point
of view, in theory and in practice. Given the Weierstrass equation of an elliptic
curve E, and a generator P of a finite subgroup of F, Vélu’s formule [52] allow
us to write down polynomials defining a normalized quotient isogeny ® : F —
E/(P) (with variants for alternative curve models [38], or for rational subgroups
with irrational generators [34]). Building on these formuls, there also exist highly
efficient algorithms for evaluating an isogeny at points of E without deriving a
polynomial representation for the isogeny itself (including [2], [19], and [43], for
example). Interest in these formulee and algorithms has recently intensified with the
development of isogeny-based cryptography as a source of cryptosystems conjectured
to be resistant against quantum attacks.

As a generalization of an elliptic curve, we consider principally polarized abelian
varieties, and the first non-elliptic examples are Jacobians of genus-2 curves. Genus-
2 curves are hyperelliptic curves with affine plane models

C:y*= f(x) where f(x) is squarefree of degree 5 or 6,

and the Jacobian J = Jac(C) of C is a 2-dimensional principally polarized abelian
variety (p.p.a.v.), birational to C®) | parameterizing the degree-0 Picard group of
the curve C.

Mumford [39], Cantor [10], Grant [31], and Flynn [26, 28] laid the ground for
explicit geometric and number-theoretic computations with genus-2 Jacobians, and
Cassels and Flynn’s text [11] presented a first unified view of the arithmetic of
genus-2 Jacobians. Later, Gaudry [30] proposed Kummer surfaces of genus-2 Jaco-
bians as a setting for efficient discrete-logarithm-based cryptosystems, building on
a variant [15] of Lentra’s ECM factoring algorithm [33]. The Kummer surface K
of a Jacobian J is the image of the quotient morphism 7 : 7 — K = J/{%1}; as
such, it is the genus-2 analogue of the z-coordinate of elliptic curves. Geometrically,
Kummer surfaces have convenient models as singular quartic surfaces in P3.

Cosset put Chudnovsky and Chudnovsky’s Kummer ECM into practice in [17],
while high-speed, high-security Kummer-based implementations of Diffie-Hellman
key exchange [1, 6, 44] and signature schemes [44, 45] can give significant practical
improvements over elliptic curves in many contexts.
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However, while the basic arithmetic of genus-2 Jacobians and Kummer surfaces
has matured, and while cryptographic applications has driven great improvements
in the efficiency of the resulting formule and algorithms, the corresponding explicit
theory of isogenies lags behind. First, note that just as elliptic isogenies factor nat-
urally into compositions of scalar multiplications and isogenies with prime cyclic
kernel (i.e., isomorphic to Z/NZ with N prime), isogenies of abelian surfaces (in-
cluding Jacobians of genus-2 curves) decompose into compositions of scalar multi-
plications and (NN, N)-isogenies (with kernel isomorphic to (Z/NZ)?)." The funda-
mental task, then, is to compute and evaluate (N, N)-isogenies where N is prime.
We can do this on the level of the Jacobian (using e.g. correspondences on genus-2
curves [50]), or we can use the fact that isogenies commute with —1 to move down
to the more tractable Kummer surfaces. Indeed, as Cassels and Flynn note, “we
lose nothing by going down to the Kummers, because [the map] lifts automatically
to a map of abelian varieties.” [11, §9.3].

The case N = 2 is classical: explicit methods and formulse go back to Riche-
lot [16], and were re-developed in modern terms by Bost and Mestre [3] and Cassels
and Flynn [11, §3]. Going further, we find some first efforts at explicit curve-
based formule for the case N = 3 by Smith [19] (building on an ineffective general
method due to Dolgachev and Lehavi [24]), and more general results due to Cou-
veignes and Ezome [21]. Moving to general Kummer surfaces, Bruin, Flynn and
Testa [9], Nicholls [40], and Flynn [27] gave more powerful formule for N = 3, 4,
and 5, respectively, in a number-theoretic context; Nicholls even gives a method
for general N. Flynn and Ti revisited the formulae for N = 3 in a cryptographic
context [29], and Decru and Kunzweiler [23] further optimized these formulee, dras-
tically improving their efficiency. However, none of these formulae make use of the
special symmetries of the most efficient Kummer surfaces that have been used in
cryptographic implementations.

Bisson, Cosset, Lubicz, and Robert have advanced an ambitious program [4, 16,

, 47, 48] based on the theory of theta functions [39] to provide asymptotically
efficient algorithms for arbitrary odd N (and beyond genus 2 to arbitrarily high
dimension). The AVIsogenies software package based on their results is publicly
available [5]. These algorithms are certainly compatible with fast Kummer surfaces,
but they target isogeny evaluation for general abelian varieties, rather than the
construction of compact explicit formulee in genus 2 that can be studied, analysed,
and optimized in their own right. Nevertheless, these techniques were recently
revisited by Dartois, Maino, Pope and Robert [22] in the context of cryptography
to efficiently compute chains of (2, 2)-isogenies between products of elliptic curves
in the theta model.

1.1. Contributions. In this article, we give a general method for deriving explicit
formulee for isogenies of fast Kummer surfaces, optimizing the approach of Bruin,
Flynn, and Testa by exploiting the high symmetry of these “fast” surfaces, which
are the most relevant for applications over finite fields. Our methods are elementary
in the sense that they avoid explicitly using the heavy machinery of theta functions
required in [18, 22, 37] (though of course theta functions implicitly play a funda-
mental role in our techniques). We apply these methods to give explicit examples

1In some special cases, depending on the endomorphism ring of the Jacobian, we can also have
isogenies with cyclic kernel: these isogenies are beyond the scope of this article.
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for N =3 and 5. For example, for N = 3 we obtain a map ¢ : K — K’ defined by
(X1 : Xo: X35: Xy)) = (61(X1, Xo, X3, X4) 0 -+ 1 da(X1, Xo, X3, X4))
where
¢1(X1, X2, X3, X4) = X1 (1 X7 + c2X5 + c3X35 + caX3) + s X2 X3 Xy,
P2 (X1, X2, X3, X4) = Xo (2 X7 + 1 X3 + e X5 + c3X3) + 5 X1 X3 X4,
¢3(X1, X2, X3, X4) = X3 (e3X7 + 4 X5 + a1.X5 + 2 X3) + s X1 X2 Xy,
G2(X1, X2, X3, X4) = Xy (caX] + e3X3 + e2X5 + c1X3) + 5 X1 X2 X3,

and ¢; are rational functions in the theta-null constants a,b,c,d defining K and
the coordinates of the generators of the kernel (see Section 4.1 for the explicit
expresssions). This map can be evaluated with at most 88 multiplications and 12
squarings in the field containing the theta constants and generator coordinates.

To illustrate the potential benefits of our formulee in practical applications, we
give experimental results on cryptographic hash functions based on chains of (3, 3)-
isogenies, as in [12] and [23]. In Section 5 we present 3DAC: a three-dimensional
differential addition chain, and use it to construct (N*, N¥)-isogeny kernels cor-
rectly, efficiently, and securely. Combined with our (3,3)-isogeny formulse, this
allows us to efficiently compute (3%, 3)-isogenies on fast Kummer surfaces. The
hash function we define in Section 6 uses these isogenies, exploiting the eflicient
arithmetic of fast Kummer surfaces for the first time, to gain speed-ups of between
1.4x and 2.3x over the Castryk—Decru hash function [12] and between 27.0x and
28.3x over the Decru—Kunzweiler hash function [23].

1.2. Software. The source code accompanying this paper is written in MAGMA [7],
Python and SageMath [51] and is publicly available under the MIT license. It is
available at

https://github.com/mariascrs/KummerIsogenies.

Acknowledgements. We thank Chris Nicholls for making the code accompanying
his thesis available to us, which we used to obtain the formulae for (2,2)-isogenies
presented in Section 3. We also thank Sam Frengley for many helpful conversations
during the preparation of this paper. The first author was supported by UK EPSRC
grant EP/S022503/1. This work received funding from the France 2030 program,
managed by the French National Research Agency under grant agreement No. ANR-
22-PETQ-0008 PQ-TLS.

2. FAST KUMMER SURFACES AND THEIR ARITHMETIC

Let k be a perfect field—typically, a finite field or a number field—of charac-
teristic not 2, and fix an algebraic closure k. If k = F,, then we measure the
time complexity of our algorithms in terms of elementary operations in F,. We let
M, S, and a denote the cost of a single multiplication, squaring, and addition (or
subtraction) in F,, respectively.

2.1. Genus-2 curves and their Jacobians. Every smooth genus-2 curve over k
is isomorphic to a curve of the form C : y? = f(x), where f(x) € k[z] is a squarefree
polynomial of degree 6.
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For our applications we may suppose that f(z) has all its roots in k, so (after,
for example, mapping one root to 0, one to 1, and one to oo, as in [41, §2.1]) we
can assume C' has a Rosenhain model

C=Cruv/k:y?=2(x—1)(z—N(z—p)(z—v) with \, u,v € k;

the values A, i, and v are called Rosenhain invariants of C ..

Fix a prime N not divisible by char(k). The N-torsion subgroup J[N] of J is
a Z/NZ-module of rank 4, that is, J[N] = (Z/NZ)*; and the (canonical) principal
polarisation on 7 induces a non-degenerate, bilinear, and antisymmetric V- Weil
pairing

eN:J[N] XJ[N]—>/J,N.

A subgroup G C J[N] is isotropic if ey (P, Q) = 1 for all P,Q € G, and mazimal
isotropic if it is not properly contained in any isotropic subgroup of J[N]. Since
N is prime, if G is maximal isotropic then G' = (Z/NZ)?; we say G is an (N, N)-
subgroup. If G is a maximal isotropic subgroup of J[N], then the quotient isogeny
of abelian varieties

o: 7 A =7J/G
is an isogeny of p.p.a.v.s: that is, there is a principal polarization on A’ that pulls
back via @ to N times the principal polarization on J. We say that ® is an
(N, N)-isogeny.

Being a principally polarized abelian surface, A’ is (as a p.p.a.v.) the Jacobian
of a genus 2 curve, say J', or a product of elliptic curves E] x E (equipped with
the product polarisation). The case A’ = J is the general case, and the primary
focus of this paper.

2.2. Isogenies and Kummer surfaces. The Kummer surface K of a Jacobian
J is the image of the quotient map 7 : 7 — K = J/{£1}. Geometrically, it has
a quartic model in P? with sixteen point singularities, called nodes; the nodes are
the images in K of the 2-torsion points of 7, since these are precisely the points
fixed by —1.

Any (N, N)-isogeny ® : J — J' descends to a morphism of Kummer surfaces
¢ : K — K', such that the following diagram commutes:

J—— 7

T !

K—2 Lk

Abusing terminology, we say a morphism ¢ of Kummer surfaces is an (N, N)-isogeny

if it is induced by an (N, N)-isogeny ® between the corresponding Jacobians.

2.3. Fast Kummer surfaces. Following Gaudry, fast Kummer surfaces are de-
fined by four fundamental theta constants, which can be computed from the Rosen-
hain invariants of a genus-2 curve C'//k. Given a hyperelliptic curve C'/k with Rosen-
hain invariants A, u, v € k, we define the iundamental theta constants a,b,c,d € k
and dual theta constants as A, B,C, D € k such that

A2 =d®++P+d%, B*=d>+b* -2 -2

CP=a? -0+ -d*, D’=a’-b" - +d°.
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The theta constants are related to Rosenhain invariants through the relations
a’c? c2e? a’e?
T 2az M:deQ’ V:b2f2’

where e, f € k satisfy €2/ f? = (AB + CD)/(AB — CD).
We define the fast Kummer model K corresponding to C as

K:X{+ X5+ X35+ X —2E- X1 X,X3X4 — F - (X{ X7 + X5 X3)

— G- (XPX3 + X3X]) - H - (XPX3 + XFX3) =0,
where X1, X5, X3, X4 are coordinates on P3 and the coefficients E, F,G, H are
rational functions in a, b, ¢, d, namely

E := 256abcd A’ B>C%D?/(a*d? — v*c?)(ac?® — b?d?)(a®b? — 2d?),
F = (a* —b* = * +d*)/(ad® — b2c?),
G = (a* = b* + c* —dY)/(a*P — V?d?),
H:= (a* +b* = ¢t — dY) /(a®V? — Pd?).

This model of K is often referred to as the canonical parameterisation. Note that
A?, B2, C?, and D? are linear combinations of a2, b2, ¢?, and d?, so the equation
of IC is determined entirely by a, b, ¢, d; in fact, K is determined by the projective
point (a:b:c:d) € P

(2)

2.4. Nodes of the Kummer surface. The nodes of K are the sixteen points

To=(a:b:c:d), Ti=(a:b:—c:—d), Ta=(a:—-b:c:—d), Tz=(a:—-b:—c:d),
Tho=(Mb:a:d:c), Ts=(b:a:—d:—c), Teg=(b:—a:d:—c), Tr=(b:—a:—-d:c),
Tg=(c:d:a:b), To=(c:d:—a:-b), Tio=(c:—d:a:-b), Ti1=(c:—d:—a:b),
Tio=(d:c:b:a), Tiz=(d:c:=b:—a), Twu=(d:—c:b:—a), Tis=(d:—c:-b:a).

Each of the T; is the image in K of a two-torsion point i in J[2]. Since T, = —Ti
the translation—by—i- map on J induces a morphism o; :  — K. In fact, o; lifts to
a linear map on A%: that is, it acts like a matrix on the coordinates (X1, X2, X3, X4)
on P3. Further, o; and o; commute resp. anticommute if eg (ﬁ,fj) =1 resp. —1.

In particular, if we define

Uy = diag(1,1,-1,-1), Us := diag(1,—-1,1,-1),
and
010 0 000 1
100 0 001 0
Viem=lg 0 0 1] Vai= 10 1 0 0
001 0 100 0
Then

(3) Ul =U3 =UUy =UsUy = 1y, VE=Vi=WVVa=WV =1,
and
(4) UiVa =Woly, UxVi = ViU, UVi = -WUy, UxVo = =VoUs.
Taking the labelling of the nodes above, with Tp = (a : b : ¢ : d) as the image of
Ty = 07, the corresponding translations are such that
T, =0i((a:b:c:d)) for 0 <i<15;
5



that is,

oo =1y o1 =U4 oo = Us o3 = U Uy

o4 = V2 o5 = Vol o¢ = VolUs o7 = VolU U
og = VoW1 a9 = VaV1Uy o0 = VoV1Uz o1 = VaViUi1 Uz
o2 =W o3 = ViU o14 = V1Us o15 = ViU Uz

Now Egs. (3) and (4) show that (T}, Ty, Ti2, T4) is a 2-Weil symplectic basis of 7 [2].

2.5. Operations on the Kummer surface. Let 7 : 7 — K be the quotient by
—1. The doubling map [2] : J — J commutes with [—1], and hence induces a
pseudo-doubling map on K, mapping 7(P) — m([2]P). More generally, for each
integer m, the multiplication-by-m map [m] on J induces a pseudo-multiplication
m(P) — w([m]P) on K.

We can express pseudo-doubling on K as a composition of four basic building
blocks, each a morphism from P3 to P3:

(1) the Hadamard involution H : P* — P3, which is induced by the linear map
on A?* defined by the matrix

1 1 1 1

11 -1 -1 |
1 -1 1 -1 |’
1 -1 -1 1

(2) the squaring map
S:(X1:Xo: Xz: Xa)— (X7:X3:X3:X3);
(3) the scaling maps
C(a;g;,),:(;) : (Xl : Xo: X3t X4) — (aX1 : /BXQ : ’7X3 : (5X4)
for each (a: B :v:6) € P3(k); and
(4) the inversion map
T: (Xl : X2 : X3 : X4) — (X2X3X4 : X1X3X4 : X1X2X4 : X1X2X3)
= (1/X1 : 1/X2 : 1/X3 : 1/X4)
We can readily see that H costs 8 k-additions, S costs 4 k-squarings, C costs 4
k-multiplications, and Z costs 6 k-multiplications. Now, if K is a Kummer surface
with fundamental theta constants (a : b : ¢ : d), then pseudo-doubling is given by
(2]« = Cz(ox) o H oS oCqa::c:ppyoHoS.

While K inherits scalar multiplication from 7, it loses the group law: 7(P) = +P
and 7(Q) = £Q in K do not uniquely determine 7(P + Q) = +(P + Q) (unless
at least one of P and @ is in J[2]). However, the operation {n(P),7(Q)} —
{n(P + Q),7(P — Q)} is well-defined, so we have a pseudo-addition operation
(m(P),m(Q), 7(P = Q)) = n(P + Q).

Let R = (r1: ro: r3: 1q) and S = (s1: s2: s3: s4) be points on K, and let
T = (tF:tf:td:¢f) and T~ = (t] : t5: t5: t;) denote the sum R + S and
difference R — S, respectively. There exist biquadratic forms B;; [11, Theorem
3.9.1] for K such that for 1 < i,j < 4 we have

tj_tj_ +t:tj - AB’LJ (T1;T27T37T4;51552753554) = )\BZJ(R7 S))
6



where A € k is a common projective factor depending only on the affine represen-
tations chosen for R, S, T, T~. The biquadratic forms B;; for fast Kummer
surfaces are given explicitly by Renes and Smith [45, §5.2].

These biquadratic forms are the basis of explicit pseudo-addition and doubling
laws on K. For example, if the difference T~ is known, then the B;; can be used
to compute the coordinates of T+. As we will see in Section 3, the B;; will also be
crucial in determining equations for our (N, N)-isogenies.

3. (N, N)-ISOGENIES ON FAST KUMMER SURFACES
Throughout this section, ® : 7 = Jac(C) — J' is an (N, N)-isogeny with kernel
G C J[N] (a maximal N-Weil isotropic subgroup of J[N]), where N is a prime
number not equal to the characteristic of the base field k. Our goal is to compute an

explicit and efficiently-computable collection of polynomials defining the induced
map ¢ : K — K’ when K and K’ admit fast models.

3.1. A warm-up with N = 2. We first dispose of the case N = 2. Let To, e ,Tw
be the 16 points in J[2], and let Ty, ..., T15 be their images in K. Recall that
T; = 0;(Ty), where o; : K — K is a morphism defining the translation-by-7; map.
There are precisely fifteen (images of) (2, 2)-subgroups in K, and they are the images
of
éij = {Tm T, Tju T +i} C J[2]

in I, where 1 < i # j < 15 such that the linear maps corresponding to o; and
o; commute. This gives 15 corresponding (2, 2)-isogenies given by ¢ : K — K’ =
K /G, ;. For each unique (2,2)-subgroup, we can associate a morphism a : K — K
induced by a linear map on A* defined by a matrix A = (a;;)1<i j<a With a7 ; €

{0,1}, such that the corresponding (2, 2)-isogeny K — K is given by
W(P)i=HoSoa(P).
We fully specify A for each (2,2)-subgroup in Appendix A.

Note however, that K will not be in the correct form, as given by Equation (1).
We must therefore apply a final scaling Ciy where U = S™ 0 Z 04(Ox). From this
we obtain a (2, 2)-isogeny ¢ :=Cyot: K - K' = K/G, ;, where K and K’ are fast
Kummer surfaces.

Example 3.1. Consider the (2,2)-subgroup

Gio={(a:b:c:d),(a:b: —c: —d),(a: —b:c: —d),(a: —b:c: —d)}.
Here A = I, and the (2, 2)-isogeny is given by
(Xli Xo: X3: X4) —

(Xf+X22+X32+X§. X2+ X2— X2 - X}

A B

CXP-X34+X3-X] XP-XF-X3+ X3
' C ' D
We call this the distinguised kernel: the kernel of the first half of doubling. Indeed,
U= (A:B:C:D)and we recover the first three steps Cz((4:5:c:p)) © H oS of the
doubling map on fast Kummer surfaces.
7



Remark 3.2. Though the formule for (2, 2)-isogenies on fast Kummer surfaces are
extremely compact, we remark that the final scaling requires the computation of
square roots in k. If R, S are the 2-torsion points generating the isogeny, let P,
Q@ € K be such that P = [2].R, Q = [2].S. The coordinates of P, @ contain the
square roots needed for the final scaling (up to a projective factor). Extracting
these square roots from the coordinates of the 4-torsion points lying above R, S
remains an open problem.

3.2. The general case: odd N. From this point forward, we suppose N is an
odd prime. Since N is odd, the (N, N)-isogeny ® restricts to an isomorphism of
2-torsion subgroups J[2] — J'[2]. Furthermore, since ® is an isogeny of p.p.a.v. it
is compatible with the N-Weil pairing by definition, and so it maps the symplectic
structure on J[2] associated with the fast Kummer K onto a symplectic 2-torsion
structure on J’[2], which is associated with a fast Kummer K’. The isogeny ®
therefore descends to a morphism ¢ : K — K’ of fast Kummers. Our goal is to
construct explicit equations for ¢.

To do so, we follow the strategy taken by Cassels and Flynn [11, §9], Bruin,
Flynn and Testa [9], Nicholls [410, §5], and Flynn [27], adapting it to the case of fast
Kummer surfaces. We will observe that the special forms of the affine translation
maps o; are very helpful in this setting, and lead to nice results.

In practice, we are given a fast Kummer K and the image 7(G) of an (N, N)-
subgroup G of J in K. There exists a fast Kummer K’ 2 (J'/G)/(£1), and our
goal is to find K’ and the map ¢ : K — K’ induced by the quotient (N, N)-isogeny
® with kernel G. Crucially, ¢ “commutes” with the action by 2-torsion points, in
the sense of the following definition.

Definition 3.3. An isogeny of fast Kummer surfaces is a morphism ¢ : K — K’
induced by an isogeny ® : J — J’ such that when lifted to a map on the ambient
space, we have

poUF=UFo¢ and ¢oVF=VFog¢ fori=1,2,
where U; and V; are as defined in Section 2.4.

We want to compute ¢ : K — K, but K’ is unknown. However, as K and K’
are both embedded in P2, ¢ must be defined by forms of degree N, and it must
commute with the actions of the U; and V;. This imposes heavy constraints on the
shape of the forms defining ¢, and we can hope to interpolate them using linear
algebra given the action of G, and therefore to interpolate the image Kummer K’
by pushing the theta constants (a: b: ¢: d) through the isogeny.

Let K[N] be the image of J[N] on K and fix R, S € K[N]. From this point
forward, we write (R, S) C K[N] for the image of the subgroup G of J[N] generated
by the preimages of R,S. By abuse of notation, we say that R, S are N-torsion
points on K.

The first step is to compute two sets of homogenous forms of degree N in the
coordinates of K that are invariant under translation by R and by S. The following
lemma, due to Nicholls [10, §5.8.4], describes how we can use the biquadratic forms
associated to the Kummer surface introduced in Section 2.3 to construct these
homogenous forms.



Lemma 3.4. Fiz Kummer surface KC with coordinates X1, X2, X3, X4 and associ-
ated biquadratic forms B;; for 1 <i,j < 4. Let N be an odd prime number, and
fix a point R € K[N] of order N.

We denote by I € {1,2,3,4} a list of indices I = (i1,...,in), where i; €
{1,2,3,4} for all j =1,...,N. Letting T be a permutation of {1,..., N}, we write

(1) = 7((11, .-+, in)) = (ir(1)s - -5 Br(N))-
Then, for each I € {1,2,3,4}" we define

(N—1)/2
Fr:= Z Xirgy H Bi_ o vironsn (X1, X2, X3, X5 kR),
T7€CN k=1

where Cn is the cyclic group of order N. Then, the set Fr := {Fr} is the set of
the homogenous forms of degree N invariant under translation by R.

Applying the lemma above to N-torsion points R and S, we obtain the two sets
Fr and Fg. The homogeneous forms of degree IV in each set will generate a space
of dimension m > 4. The next step is to compute a basis for these two spaces, say
Fft, ... FRis a basis for the space generated by the homogenous forms in Fr, and
F?,...,F3 abasis for the space generated by Fgs.

The intersection of these spaces contains homogenous forms of degree N that
are invariant under translation by any point in the kernel G of our (N, N)-isogeny.
The intersection will be of dimension 4, and a basis for this intersection gives an
(N, N)-isogeny ¢ : K — K. Explicitly, the third step is to compute a basis of this
intersection, say f1, fa, f3, f4. Then, our (N, N)-isogeny is given by ¢ = (f1 : fa2 :
fs: fa)- _

We note that I may not be in the correct form given by Equation (1). When
computing chains of isogenies, however, it is important to ensure that our (N, N)-
isogenies have domain and image in the same form. Therefore, the last step is to
apply a linear transformation M : K — K , where K’ is a fast Kummer surface.
Post-composing the map ¢ with this linear transformation gives a k-rational (N, N)-
isogeny ¢ : K — K’ between fast Kummer surfaces generated by kernel G = (R, S).

Remark 3.5. The compactness and efficiency of our isogeny formulae is determined
by the choice of basis we make for the spaces generated by the forms in Fr and
Fs. An open question that arises from this work, therefore, is finding a solution
to the following problem: let fi,...,fn, € Q(a1,...,ax)[x1,..., 2] be a basis of
polynomials defined over a function field. Find a “nice” basis ¢1,...,g, where
g1s- -+, gn are Q(ay, ..., ax)-linear combinations of the f;.

4. EXPLICIT (3,3)-ISOGENIES ON FAST KUMMERS

We now specialise the discussion in Section 3 to N = 3 to construct (3,3)-
isogenies between fast Kummer surfaces.

Let J = Jac(C) be the Jacobian of a genus 2 curve C' defined over k. Suppose
we have a (3, 3)-subgroup of 73], which induces an isogeny ¢ on the corresponding
fast Kummer surface K = J/{£} with kernel G = (R, S) for some R, S € K[3]
(i.e., G is the image of the (3, 3)-subgroup in K).

Exploiting the fact that ¢ is an isogeny of fast Kummer surfaces, we obtain the
following lemma, demonstrating that it is determined by five k-rational functions
in the coordinates of Ox = (a: b: ¢: d), R and S.
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Lemma 4.1. Let R and S be distinct 3-torsion points on K generating a (3,3)-
subgroup G C K[3], and set Ox = (a: b: c: d). The (3,3)-isogeny of fast Kummer
surfaces ¢: K — K' generated by kernel G is in the form

(X1: X2 X3: Xy) — (01( X1, Xo, X3, Xy) 1 -+ 1 0a( Xy, Xo, X3, Xy))
where
$1(X1, Xo, X3, Xy
$2(X1, Xo, X3, X4
¢3(X1, Xo, X3, Xy
$a(X1, Xo, X3, X4

X1
Xo
X3
Xy

01X12 + 02X22 + 03X§ + 04)(42
o X+ 1 X2+ ey Xa 43X}
03X12 + C4X22 + chg + CQX42
1 XP + ez X3+ ceoXi 4 a1 X}

+ s Xo X3 Xy,
+ s X1 X3Xy,
+ s X1 Xo Xy,
+ e X1 X0 X5,

)
)
)
)

—~~ T~ T/~
~— ~— ~— ~—

with c; € k[auba c, d7 r1,72,73,T4, 51,52, 83784]'

Proof. The isogeny ¢ is given by cubic forms [9, §5.1], that is, ¢ is defined by
polynomials

b = i1 X3 +cioX1 X5 + i3 X1 X3 + e aX1 X7 + i s XoX3Xy
+ cioXoXP 4+ cir X3+ cigXoXa + cioXo X3 + ci10X1 X3 Xy
+ i1 X3 X7 + 12 X3 X5 + ¢i13 X5 + 14 X3 X5 + ci1s X1 X2 Xy
+ ci16 X1 X7 + ci17Xa X3 + ¢i18Xa X3 + ci19X5 + ci20X1 X2 X3,
where ¢; ; are k-rational functions in the coordinates of Ox, R, and S for 1 <i < 4

and 1 < j <20. We are looking for an isogeny of fast Kummer surfaces in the sense
of Definition 3.3, and compatibility with the translations by 2-torsion thus forces

(5) oi((¢1: P2t P31 da)) = d(0s(X1: Xo: X3: Xy))

for all 1 <4 < 15, where o; is the action of the 2-torsion point T; € K, and similarly
o} is the action of T} € K’ (as defined in Section 2.4). Equation (5) gives rise to
relations between the coefficients of the cubic monomials, from which we deduce
that ¢ is of the form as in the statement of the lemma. See section4/lemma-4_1.m
in the code accompanying this paper. Clearing denominators (as our Kummer
surfaces lie in P?), we obtain the ¢; € k[a, bye,d,r1,12,73, T4, 81, 82, 83, S4]- (Il

By Lemma 4.1, to determine explicit formulae for the (3, 3)-isogeny ¢ generated
by kernel G = (R, S) C K, it suffices to determine the coefficients c1,...c5. We
follow the method given in Section 3 and compute the G-invariant cubic forms.
Define

BI(X1, Xa, X3, X4) = B j(X1, Xa, X3, X4; R),
B(X1, Xa, X3, X4) = By j(X1, Xo, X3, X435 5).

By Lemma 3.4, the cubic forms invariant under translation by R and S are given
by

‘Fzgk' XBk+XBkz+Xszj7

F]]i} —XB]C—FX Bkl+XkBl]’

,

respectively, where 1 < 4,5,k < 4. Let Fr = {F, gk}1<w,k<4 and similarly define
Fs. The cubic forms in Fr and Fg each generate a space of dimension 8, for which
10



we choose a basis
R R R R R R R R
{F1117 F2347 F2227 F1347 F3337 F1247 F4447 Fl23}a

and similarly for Fg. These spaces will intersect in a space of dimension 4, which
will give a description of the (3, 3)-isogeny. We compute a basis

f1 = ZlFﬁl + ZQF2R;)4 y fQ = 23F2};2 + Z4F1R;)4 y
R R R R
J3 1= 25F333 + 26F 124 s Ja = 27F 4 + 28F33
for the intersection, with z1,. .., zs € k such that there exist wr, ..., ws € k with
fi = wi F +waFayy fo = w3Fapy + waFiyy
f3 = wsFiys + weFihy fa=wrFpy, +wsFs.

From this, we obtain a (3,3)-isogeny ¥ = (f1: fa: f3: fa): K — K.
To move K to the correct form, we first define

Dy := (ab—cd)(ab+ ¢d), D2 := (ac — bd)(ac + bd), D3 := (ad — be)(ad + be).
For a point P = (z1: z2: x3: x4), we define
¥(P) := (Dag(x1220b — 3740d) + D13(21230¢ — T2w4bd) + D12(21240d — T223bC)),

and h;(P) as the coordinates of H o S(P), for i = 1,2,3,4.
Applying a linear transformation M to IC, where M is defined as

a0 0 0
0 ay/2 0 0
0 0 a/2 0
0 0 0 3ay/2

and where

aq := D3(v(R)(sas3ab — s152¢d) — y(S)(rarsab — riracd)),
ag := D1(v(R)(s2s3ad — s1s4bc) — y(S)(rersad — rirabe)),

we get a simple and efficiently computable expression for our (3, 3)-isogeny ¢ :=
M(f1, fa, f3, f1)T, whose image is in the desired form. The formulz for the intersec-
tion and linear transformation can be found and verified in the file
sectiond4/linear-transform.m in the accompanying code.

4.1. Explicit formulae for (3,3)-isogenies. We now give the explicit formulae
for the isogeny ¢ : L — K’ generated by kernel G = (R, S). Recall from Lemma 4.1
that it suffices to give the explicit formulae for the coefficients

ci € Kla,b,c,d,r1,79,73,74, 81, 52, 83, 54] for i € {1,2,3,4,5}. We set

B1 := Do3 (”y(R) - (s384ab — s159¢d) — (S) - (rgraab — TITQCd))a

11



Then, maintaining the notation above and letting D;; := D; - D;, we find
c1 = 2B1hi(R)h(5),
c2 = B1(h1(R)ha(S) + ha(R)hi(S))
+ B2 (7(R)($354ab — s182¢d) + v(S)(rgraab — TlTQCd))D23,
ez = i (M (R)h3(S) + hs(R)hi(S))
+ Ba (’7(R)(SQS4(LC — $183bd) + v(S)(rersac — TlT'gbd))D13,
¢ = Pi (P (R)ha(S) + ha(R)h1(S))
+ B2 (’Y(R)(SQSgad — $184bc) + v(S) (rorsad — T1T4bC))D12,
cs = 2B27(S)V(R).
Note that the ¢y, ..., c5 are symmetric in R and .S, as one would expect.
4.2. Evaluating points under the (3,3)-isogeny. Consider the (3, 3)-isogeny
¢ : K — K’ and assume the coefficients c1,...,c5 have been computed. Given a
point P = (x1: x2: x3: x4) € K, the image ¢(P) = (x]: ah: 2% x}) is given by
xy = 171(61:17% + czxg + 03333 + C4xi) + cyTox3T4,
Ty 1= :Cg(Cg:E% + clxg + C4£L'§ + 03:10421) + 5212324,

2 2 2 2
= x3(cax] + caxs + 125 + c2x]) + c5T1T224,

8
w
|

2 2 2 2
;v4(04;v1 + c3x5 + coxy + clx4) + csx12023.

8
N
I

The fundamental theta constants of the image surface K’ can be computed in the
same way, i.e., as ¢((a: b: ¢: d)). Via Equation (2), we can then compute the
constants B/, F', G', H' defining the equation of the surface K'.

4.3. Implementation. We implemented (3, 3)-isogeny evaluation using the for-
mulee above. We give explicit operation counts for k = IF,, which will be necessary
for our cryptographic application in Section 6. To optimise the computation, we
implement the following algorithms:

(1) TriplingConstantsFromThetas: given fundamental theta constants (a : b: c:
d), compute tripling constants consisting of:

their inverses (1/a: 1/b: 1/c: 1/d);

their squares (a?: b?: ¢?: d?);

squared dual theta constants (A%: B?: C?: D?); and

their inverses (1/4%: 1/B%: 1/C?: 1/D?).

For k = F,, this requires 12M, 48, and 6a.

(2) Compute33Coefficients: given coordinates of R, S and the tripling constants,
compute the coefficients c1, . . ., c5 defining the (3, 3)-isogeny. When k = F,,
this requires 76M, 83, and 97a.

(3) Isogeny33Evaluate: given the coefficients c¢i,...,c5, computes the image
of a point P € K under the corresponding (3, 3)-isogeny (as explained
in Section 4.2). For k = [y, this requires 26M, 43 and 16a.

(4) ComputelmageThetas: given coeflicients ¢i,...,¢5 and the tripling con-
stants, compute the fundamental theta constants defining the image curve.
For k = F,, this requires 26M and 16a.

Details of the implementation can be found in the accompanying code.
12



44. A note on (5,5)-isogenies on fast Kummers. Suppose we now have a
(5,5)-subgroup of J[5], which induces a (5, 5)-isogeny ¢ on the corresponding fast
Kummer surface K = J/{£} with kernel G = (R, S) for some R, S € K[5] (i.e., G
is the image of the (5, 5)-subgroup in K).

Following the method in Section 3, we first compute the G-invariant quintic
forms. Let ij and BZ-SJ- be as before (where now R, S are the 5-torsion points),
and define

B%R(_Xl,XQ’_XB,XLL) = Bi,j(X17X27X37X4;2R)7
B (X1, X2, X3,X4) := B, j(X1, X2, X3, X4;25).

By Lemma 3.4 (and following Flynn [27]), the quintic forms invariant under trans-
lation by R are given by
R . R p2R Rp2R R p2R
Fiiim = XiBjkBlQm + XileBim + XiBijil +

X;BEBE + X;Bf} B3+ X; B[ B+
X;BEBE + X,BEBIE + X;BE B+
X;BEB + X;BE B2t 4 X,;BE B2E 1
XkBﬁBfnlf + XkBﬁBf,ff + XkamelR—i—
XeBEBE + X, BE B2 + X, B, B2+
XzBﬁgB?nlf + XlBﬁB;%Z + XlBJRmB,iR+
X, BEB2E + X,BE, B2 + X,BE B3+
X BE B + X, BEBI + X, BEBI +
XmBEBE + X BEBI + X, B B2,

where 1 <4,j,k,l,m < 4. We similarly define nglm: the quintic forms invariant
under translation by S.
Let Fr = {F[,,} and Fr = {F{?Mm}. The quintic forms in Fr and Fg each

generate a space of dimension 12, for which we choose a basis

R R R R R R R R
{ F133447 F144447 F233347 F234447 F222447 F233337 F233447 F244447

R R R R R R R R
F223447 F333337 F333447 F34444a F22444a F333347 F334447 F44444 }a

and similarly for Fg. These spaces intersect in a space of dimension 4, which gives
a description of the (5,5)-isogeny.

5. GENERATING (N*, N¥)-SUBGROUPS

In the remaining two sections, we turn to building a hash function based on
the (3, 3)-isogenies derived in the previous section. The hash function will compute
(3%, 3%)-isogenies as chains of (3, 3)-isogenies, and will start each such chain by com-
puting a (3%, 3¥)-subgroup on a fast Kummer surface. This section describes how
such (N*, N¥)-subgroups can be computed (for prime number N and integer k > 1)
in a way that is amenable to efficient and secure cryptographic implementations.

We do this in two steps: first, in Section 5.1 we show how to compute a sym-
plectic basis for the N*-torsion on the Jacobian 7, which we then push down to
the corresponding fast Kummer surface £ = J/{%£1}; and second, we use this
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basis to compute the generators R, S of the (N*, N*)-subgroup G using the three-
dimensional differential addition chain introduced in Section 5.2.

5.1. Generating a symplectic basis on K. We first compute a symplectic basis
for the N*-torsion on the Jacobian J of the genus-2 curve Ch,u,v corresponding to

K.

Definition 5.1. A basis {Q1,Q2,Q3,Q4} for J[D] is symplectic with respect to
the D-Weil pairing if

ep(Q1,Q3) = ep(Q2,Q4) = ¢

where ( is a primitive D-th root of unity, and ep(Q;, @;) = 1 otherwise.

We compute the symplectic basis for J[N*] by generating N*-torsion points on
J until the N*-Weil pairing condition given in Definition 5.1 is satisfied.? These
points are then pushed down to K via

T J =K,
P (Cz(o,c) oHo C(zoyos)(o,c)s oHo ,:4) (P).

Here, C, H, S and Z are the Kummer operations defined in Section 2.5 and & is a
map taking points P = (x2 + w1z + ugp, v12 + vg) on J in Mumford coordinates to
the squared Kummer surface 5%, as follows

ke J — K59

(1'2 + w1 + ug, V1 +U0) — (Xli Xo: X3: X4),
with

X1 = a*(ug(pp — o)A+ ur +v) —v3), Xo=b*(uo(vA —uo)(1 +uy +p) —v3),
X3 = A (uo(v —uo) A+ ur +p) —v3), Xa=d*(uo(p\ —uo)(1 +uy +v) — ).

The map « is due to Bisson, Cosset and Robert [5], while the subsequent operations
that map from K59 to K appear in Renes and Smith [15, Section 4.3]. Note that
the map 7 corresponds to a (2,2)-isogeny, which will not affect the order of the
basis points if N is coprime to 2. If, however, 2 | N then one must additionally
check the order of the image points on K.

Remark 5.2. For applications where N, k, and the domain Kummer K are fixed,
the symplectic basis for J[N*] can be computed as part of the set-up once and
for all, and the image of these basis points (under 7) can be hardcoded as system
parameters. For instance, this will be in the case for our cryptographic application
in Section 6. In these scenarios, optimising the efficiency of the operations in this
subsection is not a priority; the important goal is to optimise the efficiency of the
online part of the (N*, N*)-subgroup generation procedure, which amounts to opti-
mising the three-dimensional differential addition chain in the following subsection.

°In our implementation, we compute the N*¥-Weil pairing of points on j[Nk] using MAGMA’s
in-built functionality.
14



5.2. Three-dimensional differential addition chains. Let Q1, Q2, Q3, Q4 € K
be the images of a symplectic basis for J[N*] under the map 7 described above.
In this subsection we show how to use this basis to compute the two generators R
and S of our (N*, N*)-subgroup.

As a first simplification, we restrict to (N*, N*)-subgroups with generators of
the form

R = Q1+ [o]Q3 + [8]Q4,
S = Q2+ [BlQ3 + [7]Qu,

where o, 3,y € Z/N¥Z. There are N3 such (N*, N¥)-subgroups (for example,
see [35, Table 1]), and there are O(N3#~1) subgroups that we lose by imposing this
restriction [35, Def. 3]. In other words, at least half of the (N*, N*)-subgroups can
be obtained with kernel generators of the form in (6), so in a cryptographic context
we lose at most one bit of security by simplifying in this manner.

The remainder of this subsection presents the 3DAC algorithm that allows us to
compute the kernel generators R and S via Equation (6). Our task is to define an
algorithm that computes Pj + [3] P, + [y] Ps for given scalars 3, € Z/N*Z and for
the points P, P, and P3 on K. The analogous computation on J could utilise a
straightforward 3-way multiexponentation algorithm, but on the Kummer surface
we need a three-dimensional differential addition chain. Such an addition chain is
only allowed to include the computation of the sum Q+ R if the difference +(Q — R)
has already been computed at a previous stage.

Three-dimensional differential addition chains have been studied previously by
Rao [12] and more generally by Hutchinson and Karabina [32]. However, both of
those works study the general scenario whereby three scalars are in play. Viewing
Equation (6), we see that there is no scalar multiplication of the point P; in our
case, which allows for some convenient simplifications. Moreover, the chain due to
Rao [42] is non-uniform and the chain due to Hutchinson and Karabina [32] is not
fixed length unless the input scalars are. Our algorithm 3DAC satisfies both of these
properties regardless of the input scalars, making it secure for use in cryptographic
applications, such as the hash function we present in Section 6. We remark that
these properties would not be necessary for a hash function involving only public
data, but for other cryptographic applications where inputs to the hash function
(or, more broadly, the scalars 8 and ) are secret, such as key derivation functions,
these properties are an imperative first-step towards protecting the secret data from
side-channel attacks.

We derived the 3DAC chain by extending the two-dimensional differential ad-
dition chain due to Bernstein [3], the fastest known two-dimensional differential
addition chain that is fixed length and uniform. Beyond the points Py, P>, Ps,
3DAC also needs seven additional combinations of sums and/or differences of these
three points. We specify the full ten-tuple of inputs as

(6)

D := (Py, Py, P5, Py+P3, P,—P3, P\—P,, Py— P, [2](Pa+P3), Pi+Py+P3, PL—P,— P),

for points Py, P>, P3 € K. Note that, in line with Remark 5.2, these additional
sums and differences can be (pre)computed on J and their image in K specified as
part of the system parameters.
Given the tuple D above and the two scalars 3, € Z/N*Z, our 3DAC algorithm
computes the point P; + 5] P2 + [y]P3 on K using 3¢ — 2 pseudo-additions and £ —1
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pseudo-doublings on K, where £ is the bitlength of N*. See Appendix B for the full
description of the algorithm.

6. A HASH FUNCTION FROM (3, 3)-ISOGENIES

Isogenies between superspecial Jacobians of genus 2 curves have been proposed
for use in post-quantum isogeny-based cryptography (e.g., [13, 29]). We follow suit
and henceforth restrict our attention superspecial Jacobians defined over k = Fp,.

Definition 6.1. We say that the Jacobian 7 of a genus 2 curve is superspecial if the
Hasse-Witt matrix M € IE‘I%XQ vanishes identically. We say that a Kummer surface
K = J/{£1} is superspecial if the corresponding Jacobian J is superspecial.

It can be shown that every superspecial J /Fp is Fp—isomorphic to a Jacobian
defined over IF,». Similarly, the corresponding superspecial Kummer surface K /Fp
is Fp—isomorphic to a Kummer surface with model defined over F..

As an application to exhibit our algorithms, we construct a fundamental cryp-
tographic primitive: a hash function. The first isogeny-based hash function was
introduced by Charles, Goren and Lauter who use isogenies between supersingular
ellipitic curves [14]. The use of higher dimensional isogenies between superspecial
Jacobians of genus-2 curves to construct a variant of the Charles—Goren—Lauter
(CGL) hash function was previously explored by Castryck, Decru and Smith [13]
using (2, 2)-isogenies. They argue that although the computation of higher di-
mensional isogenies is more expensive, breaking the security of the hash function
requires O(p/2) time, rather than O(p'/2) time as in the CGL hash function.
Therefore, smaller parameters can be used to obtain the same security. Following
this, Castryck and Decru [12] use multiradical formulae for (3, 3)-isogenies to con-
struct such a hash function and obtain an asymptotic speed-up of around a factor
of 9. Later work by Decru and Kunzweiler [23] construct a hash function using
(3,3)-isogenies between general Kummer surfaces by improving on the formulae
given by Bruin, Flynn and Testa [9].

In this section, we describe a variant of the CGL hash function [14], called
KuHash, that uses the formulae introduced in Section 4 to compute chains of (3, 3)-
isogenies between fast Kummer surfaces. We obtain a speed-up of around 1.4 — 2.3x,
and around 27.0 — 28.3x compared to the Castryck—Decru and Decru—Kunzweiler
hash functions, respectively, for security levels A = 128,192 and 256.

6.1. Chains of (3, 3)-isogenies. We first present the Isogeny33Chain routine (Algorithm 2)
for computing chains of (3, 3)-isogenies. Though we use it as a building block for

a hash function, we note that it can be also be used in a variety of cryptographic
applications. In particular, we have been careful to ensure that each component of

the algorithm is amenable to constant-time cryptographic software.

Tripling algorithm. We start by presenting TPL (Algorithm 1), the algorithm to
compute [3]P from a point P € K and the associated tripling constants (as defined
in Section 4.3). This algorithm requires 26M, 128 and 32a.

Naive strategies. Given a (3%, 3F)-subgroup G' = (R, S) C K[3*], we use TPL and
the algorithms from Section 4.3 to compute an isogeny with kernel (R, S) as a chain
of (3, 3)-isogenies of length k. A naive way of doing so is the following. Set Py := R,
Qo := S and Ky := K, and then execute the following four steps for i = 1 to k:

16



Algorithm 1 TPL(P, TC):

Input: Point P € K and tripling constants TC (with é-th entry denoted TC;)
Output: Point Q € K where Q = [3]P.
R <+ S(P)

R+ H(R)

Q< S(R)

Q A CTC5 (Q)

Q<+ MQ)

Q < Crc, (Q)

Q< S(Q)

Q< Q)

S« CTC5 (R)

Q+Cs(Q)

Q<< MQ)

1 Q<+ Cz(p(Q)

: return (@

= =

(1) Compute the tripling constants on IC;_1 using TriplingConstantsFromThetas

(2) Compute 3-torsion points (P;, Q;) := (3¥'R,3*~'S) using k — i repeated
applications of TPL on R and S.

(3) Compute the (3,3)-isogeny ¢; : Ki—1 — K; with kernel (P;, Q;), and the
images of P;_1,Q;—1 under this isogeny using Compute33Coefficients and
Isogeny33Evaluate.

(4) Compute the theta constants of the image K; of ¢; using Computelmage-
Thetas.

The (3%, 3%)-isogeny with kernel G will be given by g 0 --- 0@y : Ko — Kk

Optimal strategies. A more efficient way to compute isogeny chains is to use optimal
strategies [25]. This allow us to reduce the number of executions of TPL needed
to compute the kernel at each step in the chain by storing intermediate points
obtained during the repeated triples and pushing them through each isogeny. In
our case, the cost of tripling is around 1.1x the cost of computing the image of a
point under the isogeny, and so we shift the cost in this way to obtain the strategies
(see [25] for further details on optimising this approach). We give this algorithm
in detail in Algorithm 2, and note that invoking the optimal strategies results in a
3.7-6.6x reduction of the cost to compute a chain of (3, 3)-isogenies for the set of
parameters we specify in Section 6.3.

6.2. A cryptographic hash function. We are now ready to present the hash
function KuHash that uses chains of (3, 3)-isogenies between fast Kummer surfaces.
For a fixed security parameter A, the hash function parses the message into three
scalars o, 3,y € Z/3*Z which are fed into the 3DAC algorithm to compute a (3%, 3%)-
subgroup G = (R, S). This is then used to compute the corresponding (3%, 3%)-
isogeny ¢ : K — K’, and the output of the hash function is the fundamental theta
constants of the image surface K'.

To optimise our hash function, we want to ensure that the (3%,3%)-isogeny is
[F2-rational. Given a security parameter A, we choose a suitably sized prime p =
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Algorithm 2 Isogeny33Chain(k, Ok, R, S, strategy):

Input: Fundamental theta constants Ox = (a: b: ¢: d) defining Kummer surface
K, generators R, S € K of (3%, 3%)-subgroup for k£ > 1, and optimal strategy
strategy.
Output: Fundamental theta constants defining image Kummer surface K’ of
(3%, 3%)-isogeny ¢ : K — K’ with ker p = (R, S).

1: fore=d—1to1do

2: P, Q =R,S

3 pts =[]

4:  inds =[]

5: i+ 0

6:  TC « TriplingConstantsFromThetas(Ox)
7. while? <d—-edo

8: Append [R, S] to pts

9: Append i to inds

10: m < strategyld —i — e + 1]
11: for j =1 tom do

12: R+ TPL(R,TC)

13: S + TPL(S,TC)

14: 14 1+m

15:  cs < Compute33Coefficients(P, @, TC)
16: Ok < ComputinglmageThetas(cs)
17: for [Py, P2} in pts do

18: P, + Isogeny33Evaluate(Py, cs)

19: P, + Isogeny33Evaluate( Pz, cs)

20:  if pts not empty then

21: [R, S] < pts[—1]

22: i « inds[—1]

23: Remove last element from pts and inds

24: return Ox

16f-3% —1 ~ 2*, where f is a small cofactor, and take a small pseudo-random walk®
from the superspecial Jacobian of the curve Cp : y? = 2541 to arrive at our starting
Jacobian J = Jac(C). Since J (F,2) = (Z/(p + 1)Z)*, the Rosenhain invariants of
C are all rational in IF,> and we use these to compute the Ox = (a: b: ¢: d), i.e. the
fundamental theta constants of the starting Kummer surface K = J/{£1}. Using
the methods described in Section 5.1, we compute a symplectic basis for J[3],
which (together with the auxiliary sums and differences defined in Section 5.2) is
pushed down to our starting fast Kummer surface K via 7 : J — K to obtain the
two tuples of points Dg and Dg. The setup routine outputs gens = {Dg, Dg} and
data = {k, [A\/log(3)], Ox}.

The hash function takes as input data, gens and a message’ msg = (o, 3,7),
where «, 8,7 € Z/3FZ, and the output of the hash function is a tuple of elements

3In our implementation, we used MAGMA’s inbuilt Richelot isogeny routine to take 20 (2,2)-
isogenies away from Cp.

4n practice, the input message msg to the hash function would be a bit string, which would
then be parsed into the scalars a, 3, 7.
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[F,2, namely the fundamental theta constants of the image Kummer surface £’ un-
der the (3%, 3F)-isogeny defined by scalars («, 8,7). The output is of size 8log(p)
without normalising the theta constants (a’,V’, ¢/, d’), and of size 6log(p) with nor-
malisation (a’/d’,b'/d’, ' /d"), which comes at a cost of one inversion and 3M. We
fully specify KuHash in Algorithm 3.

Algorithm 3 KuHash(msg, data, gens)

Input: A message msg, auxiliary data data and generators gens of K[3F].
Output: Fundamental theta constants (a’,b’, ¢, d’") of image Kummer surface K’

Parse msg as «, 3, 7.

Parse data as k, ¢, O.

Parse gens as two sets Dg, Dg (see Section 5.2).
R + 3DAC(Dg, «, 8,4, 0x)

S« 3DAC(D5, ﬁ, v, f, OK)

(@':b: ¢+ d') + Isogeny33Chain(k, Ok, R, S)
return (a’, b, ¢, d’)

6.3. Implementation. We implement KuHash and give parameters for security
levels A = 128,192, and 256.

Security. Let \ be the security parameter and p ~ 2*. We follow the discussion
in [13, §7.4] to determine the security of the hash function KuHash. In particular,
the security of our hash function is not affected by taking N = 3 rather that
N =2, and as a result the security of our hash function relies on similar problems,
namely Problem 6.2 and Problem 6.3 below.

Problem 6.2. Given two superspecial genus 2 curves C1, Cy defined over Fp2 find
a (3%, 3%)-isogeny between Jac(Cy) and Jac(Cs).

Problem 6.3. Given a superspecial genus 2 curves Cy defined over Fp, find

e a curve Co and a (3%, 3F)-isogeny Jac(Cy) — Jac(Cy),
e a curve Cy and a (3¥,3F)-isogeny Jac(Cy) — Jac(Ch),

such that Jac(Ca) and Jac(C%) are Fp-isomorphic. Here, we can have k = k', but
the kernels of the corresponding isogenies must be different.

Previous works take the general Pollard-p attack to be the best classical at-
tack against these problems, which runs in 5(]93/ 2). We take a more conservative
approach and consider the Costello-Smith algorithm [20] to be the best classical
attack, which runs in 5(]9) The best quantum attack is based on Grover’s claw-
finding algorithm and runs in O(p'/2) [20, Theorem 2].

Considering these attacks, we obtain the following parameters:

e \=128 : p=5-2*.3" 1 with k = 75;

e \=192 : p=237-2%.3% — 1 with k = 115;

e A=256 : p=11-2*.3F — 1 with k = 154.
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Cost Metric. To benchmark KuHash, we count IFp-operations. Indeed, our im-
plementation in Python/SageMath will call underlying F,-operations to compute
IF2-operations. For simplicity, our cost metric will take M = S and ignore a, as
additions have only a very minor impact on performance. Note that it is rela-
tively straightforward to convert this cost into a more fine-grained metric (e.g., bit
operations, cycle counts, etc.).

Results. We ran KuHash in SageMath version 10.1 using Python 3.11.1 and record
the cost, as per the cost metric above, averaging over 100 random inputs for each
prime size. We present the results in Table 1. Taking the IF,2-operation count
from [23, §3.2] and using our cost metric, the cost of computing the coefficients
of Decru and Kunzweiler’s (3, 3)-isogeny is 6702 (assuming 1 F2-multiplication is
equivalent to 3 F,-multiplications). We use this to obtain a lower bound on the
cost of the Decru—Kunzweiler hash function. Though this is a lower bound, we see
in Table 1 that the cost already exceeds the total cost of KuHash.

The codebase for the other (3,3)-isogeny CGL hash variant by Castryck and
Decru [12] uses Grobner basis calculations, which is not realistic to convert to a
fixed number of IF,-operations. Therefore, for fair comparison, we ran all three
hash functions in MAGMA V2.25-6 on Intel(R) Core™ i7-1065G7 CPU @ 1.30GHx x
8 with 15.4 GiB memory, and record the time taken to run the hash functions for
the different X in Table 1. We again average over 100 random inputs for each prime
size.

KuHash [23] [12]
Prime | Cost |Time (s) Cost | Time (s) | Time (s)
A =128(177956| 0.22 > 536160 | 5.93 0.50
A =192|286636| 0.35 > 703710 9.73 0.60
A =2561396942| 0.61 > 1065618 17.31 0.88

TABLE 1. Comparison of cost using cost metric and time taken
to run KuHash and hash functions in [12] and [23]. All results are
averaged over 100 runs with random inputs. We remark that the
cost of KuHash is the same for all runs because it is uniform.

For security levels A = 128,192 and 256, we obtain a speed-up of around 1.4
— 2.3x compared to the Castryck—Decru hash function, and around 27.0 — 28.3x
compared to the Decru—Kunzweiler hash function. For a precise comparison be-
tween implementations, however, exact IFj-operation counts of the Castryck-Decru
and Decru—Kunzweiler hash functions are required. We note that an advantage
of the algorithms developed with our approach is that we do not rely on in-built
functionality and all our algorithms are uniform. Therefore, we are able to give
precise [F,-operation counts for KuHash.
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APPENDIX A. EXPLICIT (2,2)-ISOGENIES ON FAST KUMMERS

The 15 unique (2, 2)-subgroups are given by

Gio:={(a:b:c:d), (a:b: —c: —=d), (a: —b:ec: —d), (a: —b: —c:d)},
Gira:={(a:b:c:d), (a:b: —c: —d), (b:a:d:c), (b:a: —d: —c)},
Gie:={(a:b:c:d), (a:b: —c: —d), (b: —a:d: —c¢), (b: —a: —d: )},
Gas:={(a:b:c:d), (a: —b:c: —d), (c:d:a:b), (c: —d:a: —b)},
Gao:={(a:b:c:d), (a: —b:c: —d), (c:d: —a: =b), (c: —d: —a:b)},
Gsiz2:={(a:b:c:d), (a: —=b: —c:d), (d: c:b:a), (d: —c: —b:a)},
Gsia:={(a:b:c:d), (a: —=b: —c:d), (d:c: —=b: —a), (d: —c:b: —a)},
Gas :={(a:b:c:d),(b:a:d:c),(c:d:a:b),(d: c:b: a)},
Gao:={(a:b:c:d),(b:a:d:¢),(c:d: —a: =b),(d: c: —b: —a)},
Gs10:={(a:b:c:d),(b:a: —d: —¢),(c: —d:a: —=b),(d: —c: —b:a)},
Gs11:={(a:b:c:d),(b:a: —d: —¢),(c: —d: —a:b),(d: —c:b: —a)},
Ges :={(a:b:c:d),(b: —a:d: —¢),(c:d:a:b),(d: —c:b: —a)},

Geo :={(a:b:c:d),(b: —a:d: —¢),(c:d: —a: —=b),(d: —c: —b:a)},
Grio:={(a:b:c:d),(b: —a: —d:¢),(c: —d:a: —=b),(d:¢c: —b: —a)},
G711 :={(a:b:c:d),(b: —a: —d:¢),(c: —d: —a:b),(d: c:b:a)}.

For each unique (2, 2)-subgroup, we can associate morphism « : K —) K induced by
a linear map on A* defined by a matrix A = (a;)1<ij<a with af; € {0,1}, such

that the corresponding (2, 2)-isogeny K — K is given by
$ii(P) = Ho S o a(P).

Let i be a root of 22 + 1 in k[z]. The matrices A for each (2,2)-subgroup Gj ;
above are given by:

1000 1 1 0 0
010 0 1 -1 0 0
Grz:A=1¢ ¢ 1 ol GuatA=1y o 1 1
00 0 1 0 0 1 -1
1 & 0 0 10 1 0
1 —i 0 0 10 -1 0
Guo:A=1¢g o 1 4| GosiA=1g 1 o 1
0 0 1 —i 01 0 -1
10 i 0 10 0 1
10 —i 0 10 0 -1
GogiA=10 1 ¢ 4| GoaziA=|g | 1
01 0 —i 01 -1 0
10 0 i 1 1 1 1
10 0 —i 1 1 -1 -1
GsuusA=1o 1 4 o Gag:A=11 1 1
01 —i 0 1 -1 -1 1
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1 1 ) ) -1 1 1 1

1 1 —i —3 1 -1 1 1
Gaot A=y 1 | Gsro:A=1 1 | 1

1 -1 —¢ 3 1 1 1 -1

1 -1 —i —3 1 4 1 )

1 -1 =1 ) 1 7+ -1 —3
GoasA=1y ¢ | GesitA=p o

1 1 i —1 1 - =1 1

1 -7 - -1 1 -1 -1 —1

1 - 4 1 1 — 1 )
G679 A= 1 i —i 1 ) G?,IO tA = 1 5 =1 i

1 2 i —1 1 2 1 —

1 1 ) 1

1 ¢ - -1
Gru:tA=1, . ;

1 —i —i 1

APPENDIX B. THREE-DIMENSIONAL ADDITION CHAIN

We describe the three-dimensional addition chain 3DAC needed to compute ker-
nel generators of the form P, + [8] P + [7]Ps, for scalars 3, € Z/3*Z and points
Py, P, P; € K. We obtain our three-dimensional differential addition chain — 3DAC
— by extending the two-dimensional differential addition chain due to Bernstein [3],
the fastest known chain of this kind that is both fixed length and uniform.

The three main subroutines used in 3DAC are DBLTHRICEADD, an encoding
algorithm ENCODE and an indexing algorithm IND.

The algorithm DBLTHRICEADD is defined to compute the mapping

(P,Q,P—Q,R,S,R—S,T,U,T—U) ~ (2]P,P+Q,R+5,T+U),

for points P,Q, R, S,T, and U in K, using one pseudo-doubling and three pseudo-
additions on the Kummer surface K.

The encoding algorithm ENCODE takes as input two ¢-bit scalars 3,7 € Z3*Z
and outputs a single bit b and four (¢ — 1)-bit scalars b; for ¢ = 0,1,2,3. The bit
b determines one of two possible input combinations that is fed into a differential
addition that kickstarts the chain (see Step 5 of Algorithm 6), after which the j-th
bits (for j = 1...£) of each of the four b; determine one of 16 input permutations
that is fed into the DBLTHRICEADD routine (see Step 10 of Algorithm 6).

The indexing algorithm IND is used to choose one of four points as the last input
to the DBLTHRICEADD algorithm.

The full algorithm 3DAC is specified below. 3DAC computes P; + [3] P + [7] Ps,
given scalars 3,7 € Z/3*Z, the length ¢ of the chain, the fundamental theta con-
stants O of fast Kummer surface K that we are working on, and a tuple of points

D := (Py, Py, Ps, Py+P3, Py—P3, PL—P,, P,— Py, [2(Pa+Ps), Py+Py+P3, P—P,—P)

on K.
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Algorithm 4 ENCODE(S, v):

Input: two ¢-bit scalars 5 = (B[¢ —1],...,8[0]) and v = (y[¢ —1],...,7]0])
Output: a bit b € {0,1}, and four (¢ — 1)-bit scalars (bg, b1, b2, b3)

1: b+ [‘3[1]

2: fori=1tofl—1do

3 bifi] < Bli] @ Bli + 1]

4 boli] = b i) @ yli] @ [i +1]

5 boli] « Bli+ 1] @ ~[i + 1]

6: bg[l] «~—b

8: return b, (bg, b1, b, b3)

Algorithm 5 IND([):

Input: a 6-tuple of integers I = (I1,...,Is)
Output: an integer index ind € {1,2,3,4}
switch ([Ig — Il, I4 — IQ])

case [—1,—1]: ind + 1

case [ 1, 1]: ind«+ 2

case [ 1,—1]: ind+ 3

case [—1, 1]: ind«+4

end switch

return ind
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Algorithm 6 3DAC(D, 3,~,¢,Ok):

Input: Scalars 3,7 € Z/3*Z, the length of chain ¢, fundamental theta constants
Ox, and a tuple D of points on K.
Output: P, + [5]P2 + [y]P; where Py, Ps, P3 are Dy, Do, D3, respectively.
. initialise P < (Dy4, Ds, D4, Do)
initialise D < (D3, D3, D4, D5)
initialise A « (Dl, Dlo, DG, D7)
initialise I + (1,1,2,2,1,1)
b, (bo,bl,bg,bg) — ENCODE(B,’}/)
if b =1 then
(Pg,]ﬁ) — ((Pg,DQ,Dl),IG + 1)
else
(P3,I5) — ((Pg,Dl,Dg),I5 + 1)
switch ((bo,bl,bg,b3))
case (0,0,0,0)Z I+ (Il +13,IQ +I4,213,2I4,13 —|—I5,I4 +IG)
(PQ,Pl,Pg,P4) — DBLTHR'CEADD(PQ,Pl,Dg,Pg,PQ,DQ,PQ,P4, AIND(I))
. case (0,0,0, 1): I+ (Il +13,IQ +I4,213,2I4,13 —|—I5,I4 +IG)
(PQ,Pl,Pg,P4) — DBLTHR'CEADD(PQ,Pl,Dg,Pg,PQ,Dl,PQ,P4, AIND(I))
13: case (0,0, 1,0): I+ (Il + I3, I + 14,213,214, 15+ 15,14 + IG)
(Py, P1, Py, Py) + DBLTHRICEADD(P,, Py, Dy, P3, P3, Da, Ps, Pa, Ao )
14: case (0,0, 1, 1): I+ (Il + I3, [0 + 14,213,214, 15+ 15,14 + IG)
(Py, Py, Py, Py) + DBLTHRICEADD(P,, Py, Dy, Ps, P3, D1, Pa, Pa, Ao ()
15: case (0, 1,0,0): I« (Ih+ I3, 1o+ 14,211,215, 11 + I5, Io + I)
(Py, P1, Py, Py) + DBLTHRICEADD(Py, Py, D3, Ps, Py, D, P1, Ps, Ao )
16: case (0, 1,0,1): I« (Ih+ I3, 1o+ 14,211,215, 11 + I5, I2 + I)
(Py, P1, Py, Py) + DBLTHRICEADD(Py, Py, D3, Ps, Py, D1, P1, Ps, Ao )
17: case (0, 1,1,0): I« (Ih+ I3, 1o+ 14,21,,215, 11 + I5, I2 + I)
(PQ,Pl,Pg,P4) — DBLTHR'CEADD(Pl,PQ,D4,P3,P1,D2,P1,P4, AIND(I))
18: case (O, 1, 1, 1): I+ (Il +13,IQ —|—I4,2[1,2[2,11 —|—I5,IQ +IG)
(PQ,Pl,Pg,P4) — DBLTHR'CEADD(Pl,PQ,D4,P3,P1,D1,P1,P4, AIND(I))
19: case (1,0,0,0): I+ (Il 4+ I3, I + 14,215,216, I3 + I5, 14 +IG)
)
):
)
):
)
):
)
):
)
):
)
):
)
):
)

= =
= O

=
N

(PQ, Pg, Pl, Py) DBLTHR|CEADD(F)37 PQ, DQ, Pl, PQ, Dg, Pg, P4, AIND(I))
20: case (1,0,0,1 I+ (Il 4+ I3, I + 14,215,216, 11 + I5, I +IG)

(P», P3, P1, Py) <~ DBLTHRICEADD(Ps, P1, D1, P1, P, D3, Ps, Py, Anp(r))
21: case (1,0, 1,0 I+ (Il + I3, 1o + 14,215,216, I3 + 15, 14 + IG)

(Py, P3, P1, Py) <~ DBLTHRICEADD(P3, P2, D3, P1, Py, Dy, Ps, Py, Anp(r))
22: case (1,0, 1,1 I (Ih+ I3, 1o + 14,215,216, 11 + I5, I2 + I)

(P», P3, P1, Py) <~ DBLTHRICEADD(Ps, P1, D1, P1, Py, Dy, Ps, Py, Anp(r))
23: case (1, 1,0,0 I (Ih+ I3, 1o + 14,215,216, 11 + I5, I2 + I)

(P», P3, P1, Py) <~ DBLTHRICEADD(Ps, P1, D3, P1, P, D3, Ps, Py, Anp(r))
24: case (1, 1,0,1 I (Ih+ I3, Is + 14,215,221, I3 + I5, Iy + Is)

(PQ, Pg, Pl, Py) DBLTHR|CEADD(F)37 PQ, Dl, Pl, PQ, Dg, Pg, P4, AIND(I))
25: case (1, 1,1,0 I+ (Il + I3, 1o + 14,215,216, 11 + I5, 15 + IG)

(PQ,Pg,Pl,P4 — DBLTHR'CEADD(Pg,Pl,DQ,Pl,PQ,D4,P3,P4, AIND(I))
26: case (1, 1,1,1 I+ (Il + I3, 1o + 14,215,216, 15 + 15, 14 + 16)

(PQ, Pg, Pl, Py) DBLTHR|CEADD(F)37 PQ, Dl, Pl, PQ, D4, Pg, P4, AIND(I))
27: end switch
28: return Py

27
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