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Preface

Christina BOURA1 and María NAYA-PLASENCIA2
1University of Paris-Saclay, UVSQ, CNRS, Versailles, France

2Inria, Paris, France

Symmetric-key cryptology is one of the two main branches of modern cryptology.

It comprises all primitives, modes and constructions used to ensure the confidentiality,

authenticity and integrity of communications by means of a single key shared between

the two communicating parties. Hash functions and some other keyless constructions

are equally considered as symmetric constructions because of the similarity in the

design and analysis with classical keyed symmetric ciphers. Symmetric algorithms

are essential for establishing secure communications, as they can have very compact

implementations and achieve high speed in both software and hardware. Furthermore,

compared to public-key algorithms, keys used in symmetric cryptography are short,

typically of 128 or 256 bits only.

The goal of this two-volume project is to provide a thorough overview of the most

important design, cryptanalysis and proof techniques for symmetric designs. The first

volume is dedicated to the most popular design trends for symmetric primitives,

modes and constructions, and to the presentation of the most important proof

techniques. On the other hand, the current volume describes and analyzes some of

the most well-established and powerful cryptanalysis techniques against symmetric

constructions.

Cryptanalysis is an essential process for establishing trust toward the symmetric

ciphers to be used and deployed. Indeed, in symmetric cryptography, it is common to

provide security proofs for the modes of operation and high-level constructions. These

security proofs, analyzed in Volume 1, are fundamental for having confidence in the

high-level constructions themselves, but they often rely on unrealistic assumptions, for

example, by considering the internal functions to be perfect random ones. Therefore,

in order to trust the primitives, cryptanalysis is a necessary process to be taken into

account together with the security proofs.

Symmetric Cryptography 2,

coordinated by Christina BOURA and María NAYA-PLASENCIA. © ISTE Ltd 2023.
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xiv Symmetric Cryptography 2

The first modern symmetric cryptanalysis techniques started developing almost

together with the appearance of the first symmetric designs. These first cryptanalysis

techniques have not stopped evolving since. Moreover, the appearance of new designs

had as a consequence the development of new analysis techniques adapted to these

new schemes.

The goal of this second volume is to present the most powerful and the most

promising attacks among those that have emerged since the 1980s. The book is

divided into two parts. The first part contains 15 chapters and gives an overview of

the most important cryptanalysis techniques. The second part is composed of four

chapters and investigates some future directions for the field of symmetric

cryptology.

Chapter 1 is dedicated to differential cryptanalysis, the oldest and probably the

most well-studied attack against block ciphers and related primitives. First, a general

background for statistical attacks is provided and the notion of distinguisher is

introduced. Then, the most important notions encountered in differential

cryptanalysis are given. Some possible refinements and extensions of the basic attack

are provided, notably the differential effect and truncated differential characteristics.

Finally, the most prominent design approaches to achieve resistance against this class

of attacks are given.

Together with differential cryptanalysis, linear cryptanalysis is without doubt the

second most well-known analysis technique against block ciphers. This technique is

described in Chapter 2. After a brief historical note, the main notions for this attack,

notably those of correlation, linear hull and multidimensional linear approximations

are presented. Then, two well-known algorithms for key recovery, namely Matsui’s

algorithms 1 and 2, are given. The problem of finding good linear approximations

for a given cipher is analyzed next and some techniques to speed up key recovery

are given. Finally, two extensions of classical linear cryptanalysis are provided: the

use of multiple linear approximations and the technique of multidimensional linear

cryptanalysis.

Impossible differential cryptanalysis is another powerful attack against block

ciphers. The idea, explained in Chapter 3, is to exploit differentials of probability

zero. The distinguishing part, consisting of finding good impossible differentials, is

first analyzed. Techniques for the key recovery part are given next. In this part, closed

formulas for estimating the complexity of an attack are given. Some improvements to

the classical version of this cryptanalysis technique are provided at the end of this

chapter.

Zero-correlation attacks are an extension of linear cryptanalysis. These attacks,

presented in Chapter 4, are based on linear approximations with correlation exactly

zero. First, this chapter presents the central notion of correlation matrices. The
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Preface xv

notions of linear trails and hulls are defined once again and some results on

computing the correlations over a permutation are provided next. Then, this chapter

analyzes how linear hulls with correlation zero can be used to mount an attack and

techniques for reducing the data complexity are given. Finally, some important

applications for Feistel ciphers and for the advanced encryption standard (AES) are

discussed.

Chapter 5 is dedicated to differential-linear attacks. This cryptanalysis technique

consists of successfully combining a differential attack together with a linear one.

First, the attack framework is presented and ways to estimate correlations of a

differential-linear distinguisher are given next. Then, the key recovery part is

discussed and the notion of differential-linear connecting table (DLCT) is presented.

At the end, three techniques to improve differential-linear attacks are discussed.

Boomerang attacks are statistical attacks against block ciphers based on

differential cryptanalysis. Chapter 6 introduces this type of cryptanalysis and some of

its refinements, namely, the amplified boomerang and rectangle attacks. A discussion

on the probability computation of boomerangs is next given, and several ways to

improve or formalize this computation are discussed. Finally, a recent tool to

calculate the boomerang probability for a single S-box, called Boomerang

connectivity table (BCT) is presented together with its Feistel variant, FBCT.

Chapter 7 gives an overview of another famous cryptanalysis technique called

meet-in-the-middle cryptanalysis. Meet-in-the-middle attacks are among the oldest

symmetric cryptanalysis techniques and still continue to evolve. This chapter starts

by presenting the basic meet-in-the-middle framework together with a first

complexity analysis. The most important techniques used in modern

meet-in-the-middle cryptanalysis are given next, such as the partial or indirect

matching, the sieve-in-the-middle or the slice-and-cut technique. Finally, a method

called biclique, which permits extension of the number of rounds of a

meet-in-the-middle attack, is presented.

Chapter 8 presents meet-in-the-middle Demirci-Selçuk attacks, an advanced form

of meet-in-the-middle cryptanalysis, particularly successful on reduced versions of

the AES. The chapter starts by presenting the basic form of this attack and discusses

its application to the AES. Then, several refinements and techniques are given. A

discussion of how to choose the best parameters for mounting such an attack is

provided, and finally a series of tools for applying a meet-in-the-middle attack in an

automated way are briefly presented.

Invariant attacks are a form of structural cryptanalysis against block ciphers and

cryptographic permutations that showed to be particularly efficient against some

lightweight cryptographic designs. Chapter 9 presents the most important concepts

and ideas behind two important invariant attacks classes, the invariant subspace
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xvi Symmetric Cryptography 2

attacks and the nonlinear invariant attacks. Methods to detect potential vulnerabilities

in cryptographic designs that could lead to the presence of invariants are discussed.

Finally, design criteria to prevent attacks based on invariants are provided, and a link

between invariant attacks and linear approximations is discussed.

Chapter 10 gives an overview of higher order differential and integral attacks as

well as some of their most important variants. All these attacks exploit either some

algebraic or some structural property of the underlying design, or sometimes both

type of properties at the same time. The chapter starts by describing the notions of

integrals and higher order derivatives. The notion of algebraic degree, essential for

these attacks, and its properties for iterated permutations are presented next. A

powerful tool, called the division property, that can be seen as a combination of

integral and higher order differential cryptanalysis is given. Finally, attacks based on

integrals are discussed.

Cube attacks and cube testers are additional methods of algebraic cryptanalysis

that target designs with a relatively low number of nonlinear operations. Chapter 11

is dedicated to this class of attacks and summarizes the main ideas of these

techniques. The classical cube attack that aims at recovering the secret key by

analyzing the algebraic form of the cipher is described first. Then, a related

distinguishing technique, called cube testers, is presented. Finally, conditional

differential attacks and dynamic cube attacks, key recovery techniques related to

cube attacks, are briefly given.

Chapter 12 describes correlation attacks against stream ciphers, one of the most

well-studied and efficient cryptanalysis technique against this class of algorithms.

The main idea of attacks against nonlinear combination generators is first presented.

The link between correlation attacks and the linear codes decoding problem is next

presented. Notably, the so-called fast correlation attacks that are attacks exploiting

the above link to speed up the decoding problem are extensively analyzed. Finally,

the chapter is concluded with two generalizations of correlation attacks on the stream

ciphers E0 and A5/1.

ARX ciphers are constructions that only use the operations of modular addition,

rotation and XOR to compute their output. These ciphers, described in Chapter 13,

permit constant-time and extremely fast implementations in software and have been

used in several popular designs and standards. The basic structure of such schemes is

first described. Then, the development of ARX ciphers since the 1980s until today is

provided. The properties of modular addition, the only nonlinear operation in these

constructions, are discussed next as these properties are crucial for understanding the

security of these schemes. Finally, methods and tools for analyzing the security of

ARX ciphers are presented.

The NIST SHA-3 competition was a public competition held by the US National

Institute of Standards and Technology (NIST) between 2008 and 2012. Its goal was
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Preface xvii

to develop and standardize a new hash function called SHA-3. During the 4 years of

the competition, many new hash function cryptanalysis techniques emerged.

Chapter 14 is dedicated to the presentation of some of these techniques. First, a

discussion of the difference between attacks against keyed and keyless primitives is

provided. Then, the biggest part of this chapter is dedicated to the description of the

rebound attack, probably the most powerful technique that emerged in this context

against substitution-permutation network (SPN)-based hash functions. At the end of

this chapter, other new cryptanalysis methods developed against some SHA-3

candidates, notably the internal differential and the rotation cryptanalysis, are

presented.

SHA-1 is a standardized cryptographic hash function, deprecated since 2011, but

that was implemented inside a multitude of industrial products for decades and is still

in use in many applications. The cryptanalysis efforts against this standard form a

fascinating series of results until the practical break of the function in 2017.

Chapter 15 is dedicated to the cryptanalysis of SHA-1 and describes the most

important cryptanalysis techniques that were developed while trying to break SHA-1.

The second part of this book is consecrated to the discussion of some promising

future directions for the field of symmetric cryptology.

During the last decade, many resource-constrained computing environments were

developed and largely deployed. Most of them treat sensitive data and need to

implement cryptographic algorithms to ensure their security. However, most of the

general-purpose cryptographic algorithms cannot be implemented on such

constrained devices while keeping decent performances, thus new cryptographic

constructions are needed. Lightweight cryptography encompasses all cryptographic

primitives, schemes and protocols that are optimized for resource-constrained

devices. Chapter 16 is dedicated to lightweight cryptography and provides an

overview of the standardization efforts, desired features and design trends for these

applications. The NIST standardization process for lightweight cryptography, a

public competition launched in 2018, is notably discussed.

The future arrival of quantum computers will have enormous consequences for

the field of cryptography. The cryptographic community has been devoting

significant time and effort over several years in anticipation of these potential effects.

We know today that the most deployed public key schemes will be broken, because

notably of Shor’s algorithm, and for this reason the public key community is actively

searching for solutions and replacements. However, for symmetric algorithms, the

situation is different. The main quantum algorithm relevant to symmetric

cryptography is Grover’s algorithm that permits to accelerate the generic exhaustive

search attack by a square root. Thus, doubling the size of the key would potentially

be sufficient to overcome this problem. However, it is naïve to believe that this will

be the only consequence for symmetric schemes. For this reason, for some years, a
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xviii Symmetric Cryptography 2

new domain dedicated to the quantum cryptanalysis of symmetric primitives, modes

and constructions emerged. The most important of these efforts and the latest results

are described in Chapter 17 of this book.

Not all symmetric algorithms are intended to be run on classical computing

environments such as CPUs or smartcards. Chapter 18 describes the last efforts made

in designing the newly introduced arithmetization-oriented (AO) symmetric ciphers,

intended to be used within some particular zero-knowledge protocols, homomorphic

encryption (HE) or multi-party computation (MPC) schemes. This chapter describes

the most important design strategies for this family of ciphers and briefly discusses

the most promising cryptanalysis techniques against them.

Chapter 19 describes finally some promising future directions for the design of

symmetric primitives. In particular, doubly extendable cryptographic keyed (deck)

functions are discussed.

The field of cryptography has never stopped evolving since the appearance of the

first commercial cryptographic applications in the 1970s. Due to this constant

evolution, providing a complete survey of all the design trends, cryptanalysis

techniques or proof methods is an extremely difficult task. We believe, however, that

this book offers a good starting point to all readers interested in learning about the

most important and promising results of the field, in particularly to all those wishing

to learn how to design and analyze a secure symmetric cipher. We believe that the

two volumes of this work will be helpful to researchers, master’s and PhD students

studying or working in the field of cryptography as well as to all professionals

working in the field of cybersecurity.

July 2023
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