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Differential Attack

If there are many x such that E κ (x) ⊕ E κ (x ⊕ a) = b, then the cipher is not secure.

Basic Block Cipher Structure

How do we build block ciphers that prevent such attacks (as well as others)?

Basic Block Cipher Structure How do we build block ciphers that prevent such attacks (as well as others)? The S-Box (2/2)

Importance of the S-Box

If S is such that

S(x) ⊕ S(x ⊕ a) = b
does not have many solutions x for all (a, b) then the cipher may be proved secure against differential attacks.

The S-Box (2/2)

Importance of the S-Box

If S is such that

S(x) ⊕ S(x ⊕ a) = b
does not have many solutions x for all (a, b) then the cipher may be proved secure against differential attacks.

In academic papers presenting new block ciphers, the choice of S is carefully explained. The Two Tables

S-Box Design

Let S : F n 2 → F n 2 be an S-Box.

Definition (DDT)

The Difference Distribution The Two Tables

Let S : F n 2 → F n 2 be an S-Box.

Definition (DDT)

The Difference Distribution Table of S is a matrix of size

2 n × 2 n such that DDT[a, b] = #{x ∈ F n 2 | S (x ⊕ a) ⊕ S(x) = b}.

Definition (LAT)

The Linear Approximations Table of S is a matrix of size The DDT of S.

2 n × 2 n such that LAT[a, b] = #{x ∈ F n 2 | x • a = S(x) • b} -2 n-1 = 1 2 × ∑ x∈F n 2 (-1)
       
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Belarussian inspiration

The last standard of Belarus (BelT) uses an 8-bit S-box, somewhat similar to π...

Streebog and Kuznyechik

Decomposing the Mysterious S-Box Generation Process Cryptographic Properties

Conclusion for Kuznyechik/Stribog?

The Russian S-Box was built like a strange Feistel... ... or was it?

Belarussian inspiration

The last standard of Belarus (BelT) uses an 8-bit S-box, somewhat similar to π... 

κ: an affine function F m 2 → F 2 2m with κ(F m 2 ) ⊕ F 2 m = F 2 2m , s: a permutation of Z/(2 m -1)Z;
it works as follows:

     π(0) = κ(0) , π ( (α 2 m +1 ) j ) = κ(2 m -j), for 1 ≤ j ≤ 2 m -1 , π ( α i+(2 m +1)j ) = κ(2 m -i) ⊕ ( α 2 m +1 ) s(j) , for 0 < i, 0 ≤ j < 2 m -1 .
Streebog 

Cosets to Cosets

F 2 8 π(F 2 8 ) = F 2 8 {0} {fc} F * 2 4 κ(0) ⊕ F * 2 4 α 16 F * 2 4 κ((F 4 2 ) *
) Decomposing the Mysterious S-Box Generation Process Cryptographic Properties

Cosets to Cosets

F 2 8 π(F 2 8 ) = F 2 8 {0} {fc} F * 2 4 κ(0) ⊕ F * 2 4 α 16 F * 2 4 κ((F 4 2 ) * ) ... α 2 F * 2 4 α 1 F * 2 4 κ(15) ⊕ F * 2 4 κ(14) ⊕ F * 2 4
... Decomposing the Mysterious S-Box Generation Process Cryptographic Properties 

Cosets to Cosets

F 2 8 π(F 2 8 ) = F 2 8 {0} {fc} F * 2 4 κ(0) ⊕ F * 2 4 α 16 F * 2 4 κ((F 4 2 ) * ) ... α 2 F * 2 4 α 1 F * 2 4 κ(15) ⊕ F * 2 4 κ(14) ⊕ F * 2 4 ... ... Decomposing the Mysterious S-Box Generation Process Cryptographic Properties Why it is Worrying Russia's π {0} V α × V α 2 × V ... α 16 × V κ(0) ⊕ V κ(15) ⊕ V κ(14) ⊕ V ... κ({1, . . . , 15}) κ(0) ... Backdoored S-box κ(0) ⊕ V κ(15) ⊕ V κ(14) ⊕ V ... β(0) ⊕ W β(15) ⊕ W β(14) ⊕ W ...

  There are many symmetric algorithms! Hash functions, MACs... Definition (Block Cipher) Input: n-bit block x Parameter: k-bit key κ Output: n-bit block E κ (x) Symmetry: E and E -1 use the same κ are many symmetric algorithms! Hash functions, MACs... Definition (Block Cipher) Input: n-bit block x Parameter: k-bit key κ Output: n-bit block E κ (x)Symmetry: E and E -1 use the same κ at a typical cryptanalysis technique: the differential attack.

  How do we build block ciphers that prevent such attacks (as well as others)?Such a block cipher iterates the round function above several times. S is the Substitution Box (S-Box).

  The S-Box (1/2)The S-Box π of the latest Russian standards, Kuznyechik (BC) and Streebog (HF).

.

  .. based on a finite field exponential! Decomposing the Mysterious S-Box Generation Process Cryptographic Properties A Third and Final Decomposition: the TKlog π is a TKlog! π operates on F 2 2m where m = 4 using:α: a generator of F 2 2m ,

  

  Using the sage.crypto.sboxes module.
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T and U are mini-block ciphers ; µ and η are linear permutations.

  Everything is wrong except for the green part.
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March 2014 First mentions of a LW standardization process

Streebog and Kuznyechik

be an S-Box.

L. Perrin. Partitions in the S-box of Streebog and Kuznyechik. IACR ToSC. 2019.

ASCII characters that fit on 7 bits: this program is 1155-bit long It is impossible that all 2 1684 8-bit permutations have an implementation this short!

https://codegolf.stackexchange.com/questions/186498/ proving-that-a-russian-cryptographic-standard-is-too-structured Timeline July GOST standardization of Streebog Aug. RFC for Streebog (RFC6986) June GOST standardization of Kuznyechik Mar. RFC for Kuznyechik (RFC7801) May Publication of the first decomposition Oct. ISO standardization of Streebog (ISO 10118-3) Jan. Publication of the final decomposition 3 Feb. Kuznyechik at ISO: decision post-poned Sep. Kuznyechik at ISO: thanks, but no thanks

The Russian delegation failed to convince the experts that they were honest: the standardizatoin of Kuznyechik was refused