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Context

Since Shor showed that quantum computers could break the RSA and Diffie-Hellman
cryptosystems [13], the most widely used asymmetric schemes to day, the cryptographic
community has focused on the design and analysis of suitable quantum-resistant replace-
ments.

In symmetric cryptography, the situation was different. Grover’s algorithm [8] gives a
quadratic speedup for the exhaustive search of a secret key. From this generic result came
the folklore belief that “doubling the key length is sufficient”. Indeed, doubling the length
of the key makes the quantum attack with Grover’s search at least as costly, in number of
operations, as the classical exhaustive search of the original key.

In this paper, we focus on the case of key-recovery attacks on a block cipher Fj
(instantiated with a secret key k) to which the attacker has only black box access.

Superposition Attacks. When the quantum adversary makes only classical queries, that
is, gets classical tuples (z, Ex(x)), all quantum attacks known to date have reached at most
a quadratic speedup on their classical counterparts. However, Kuwakado and Morii [10]
first showed that a quantum adversary could do better in the superposition query model.
Here, the adversary can query a quantum oracle |z)|0) — |x) |Ex(z)). Some classically
secure constructions, such as the Even-Mansour cipher, become completely broken in
this model [11], due to a quantum-only structural attack. These attacks rely on Simon’s
period-finding algorithm [14], which solves the following problem.

Problem 1 (Boolean period-finding). Given access to a two-to-one function f such that
Va,y, f(z) = fly) < y € {x,x ® s} for some value s (the period), then find s.
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Figure 1: The Even-Mansour cipher [6]. The permutation II is a public component drawn
uniformly at random.

The attack on the Even-Mansour cipher (Figure 1) then runs as follows: given quantum
query access to the cipher Ey, ,(x) = ko @ II(k1 & x) where II is a public permutation, we
can query the function f(z) = Ek, k,(z) & II(z), which admits k; as a period!. Simon’s

I This function might not be two-to-one, but this is not an issue as long as it is periodic [9, 4].



algorithm retrieves k; in O(n) quantum queries to f (hence to the cipher) and about
O(n3) computations.

Offline-Simon. 1In [5], the authors introduced the offline-Simon algorithm (presented at
QIP 2020), which was the first use of Simon’s algorithm in the classical query model. It
targets the following problem:

Problem 2 (Finding a periodic function). Let f and (g;,i € I) be injective functions from
{0,1}™ to {0,1}™ for some n,m, where (g;) is a family indexed by i € I, such that for a
single ig € I, x — f(x) ® g;(x) is periodic. Given quantum access to f and G(i,z) = g;(x),
ﬁ’fld io.

In previous work, this problem was solved with a Grover search over I, in which Simon’s
algorithm checks if f @ g; is periodic [12]. This method requires to query f and G at each
iteration. In offline-Simon, f is queried only O(n) times, at the beginning of the algorithm
(hence the offline denomination), and these queries are reused during the search iterates.

Because they are computed only once, it becomes possible to construct them using a
large number of classical queries (z, f(z)). This technique yields improved time-memory
trade-offs in quantum attacks on several cipher constructions, such as Even-Mansour.
However, it still reaches a quadratic speedup in time at best.

Contributions

In this paper, we present the first key-recovery attack on a block cipher construction that,
with classical queries only, reaches a more than quadratic quantum speedup. This attack
is based on an extension of offline-Simon and allows to target several constructions with a
speedup of a factor 2.5 instead of 2.

Our main example is the double-XOR Cascade construction (2XOR in what follows),
introduced by Gazi and Tessaro [7]. This construction (Figure 2) takes an ideal n-bit block
cipher E and increases its key by n bits, using a new whitening key z.
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Figure 2: The 2XOR construction of [7]. E is an ideal n-bit block cipher, z is an n-bit key,
k is a k-bit key and k is 7(k) for some chosen permutation without fixpoints.

On the one hand, the 2XOR construction has a classical security proof. In this paper,
we also give a self-contained proof of a variation we called EFX. When the internal key
k has 2n bits, any classical adversary having black-box access to F and a permutation
P that is either 2XOR£Z(x) for a random choice of k, z, or a random permutation, must
make at least 9(25”/ 2) queries to E to distinguish the two cases with constant advantage.
Note that an adversary that recovers the key k can distinguish, as it can then recover z
and compute the result of any query to 2XOR,€ . (z) without actually querying it.

On the other hand, we show that, in this precise case, a quantum adversary can recover
the key in time O(2"). For this, we extend offline-Simon to solve the following problem.

Problem 3 (Finding a periodic function). Let f : {0,1}" — {0,1}™ be an injective
function, (g; : {0,1}™ — {0,1}™,i € I) a family of functions such that for a single
io € I, g; is periodic. Let U be a unitary operator such that U[i) 3, c o 1y [2) [f(2)) =
1) 2 e o.ayn

io.

y)19i(y)). Given classical access to f and quantum access to U and UT find




In the case of 2XOR, we instantiate Problem 3 with f(z) = 2XOR,§Z(x), and
gi(z) = B (2XOR{ () ® Ei(x).

We define
Uli)|z) | f(2)) = [i) |2) | B (f(2)) & Eq(x)) .

Note that this operator is indeed easy to compute, as it requires only to first compute
in-place E{l, and then to add E;(x) to the third register, with ¢ and z in the first two.

It is easy to see that g; is periodic, as this reduces to the Even-Mansour quantum
attack.

Attack details. We use 2" classical queries to build, in a first step, the offline queries
that offline-Simon requires:
E
> [2)[2XORE ()

z€{0,1}"

They will be reused during the quantum search on k.

Then, for the second step, the periodicity check on ¢ is done by first applying U on
i) > . |z) |2XOR£Z(x)>, and then applying Simon’s algorithm on g;.

This first step costs (5(2”) time, as does the second if k has 2n bits. This also matches
a lower bound which can be obtained easily.

Attack tradeoffs. This attack also works for other key sizes, and with a smaller number
of queries. However, the largest gap, 2.5, is only reached when k has 2n bits and the
adversary does O(2") classical queries.

Implications

Apart from solving a long-standing open question in quantum cryptanalysis, our result
shows that generic key-length extension techniques, which might be a first choice for ensur-
ing post-quantum security, should be analyzed with care. Indeed, the 2XOR construction
is shown to offer roughly as much security as its internal component FE itself.

The problems that we are trying to solve, that is, recovering the key of a block cipher
construction (with an ideal component inside), can also be studied from the point of
view of query complexity. Indeed, we can consider the number of quantum queries to
the component (E in the case of 2XOR) made by a quantum adversary, compared to the
number of classical queries made by a classical adversary. Our result then becomes a
separation between the quantum and classical query complexities of a certain function
of E, which corresponds to performing the key-recovery attack. However, there is no
connection with the studies in the query complexity of total functions [3], because we
considered average-case algorithms. In this case, no general relation is known between
the quantum and randomized query complexities [1]. However, it is still possible that a
polynomial relation holds in our case, and this is an interesting open question.

Another question is by how much this gap may be increased. The algorithm that
we used, offline-Simon, does not seem capable of reaching more than a 2.5 gap. A
cubic separation could be achievable by replacing Simon’s algorithm by another quantum
algorithm (e.g. solving k-forrelation [2]), but to date, we have not identified any such
problem of cryptographic interest.
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