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Abstract. These days the ability to prove an individual identity is crucial in so-

cial, economic and legal aspects of life. Identity resolution is the process of se-

mantic reconciliation that determines whether a single identity is the same when 

being described differently. The importance of identity resolution has been 

greatly felt these days in the world of online social networking where personal 

details can be fabricated or manipulated easily. In this research a new graph-

based approach has been used for identity resolution, which tries to resolve an 

identity based on the similarity of attribute values which are related to different 

identities in a dataset. Graph analysis techniques such as centrality measurement 

and community detection have been used in this approach. Moreover, a new iden-

tity model has been used for the first time. This method has been tested on SPIRIT 

policing dataset, which is an anonymized dataset used in SPIRIT project funded 

by European Union’s Horizon 2020. There are 892 identity records in this dataset 

and two of them are ‘known’ identities who are using two different names, but 

they are both belonging to the same person. These two identities were recognized 

successfully after using the presented method in this paper. This method can as-

sist police forces in their investigation process to find criminals and those who 

committed a fraud. It can also be useful in other fields such as finance and bank-

ing, marketing or customer service. 

Keywords: Identity Resolution, Identity Model, Graph Analysis, Community 

Detection, Centrality Measurement. 

1 Introduction 

1.1 Importance of Identity Resolution 

Identity can be described as a set of identifiable characteristics that can distinguish one 

individual from another. Nowadays electronic records are replacing paper-based docu-

ments and identity records can be generated easily. Therefore, duplicate and false 
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identity records are quite common in electronic systems and databases because of lack 

of sufficient verification or validation during data entry processes [1]. In this situation, 

finding an effective solution to address this issue is extremely critical and it can facili-

tate fighting crime, terrorism or enforce national security. Li and Wang [1] pointed out 

that criminals and terrorists try to hide their true identity via using fake identities. There 

are some cases documented by government reports which are showing terrorists in dif-

ferent countries have committed different identity crimes such as falsifying passports 

or birth certificates to facilitate their travelling or their financial operations [2,3]. The 

problem of multiple identities for an individual can mislead police and law enforcement 

investigators [4]. Identity resolution is a pathway to tackle problems when it becomes 

intensely difficult to determine if the resultant identity is same when criminals describe 

it differently. 

1.2 Identity Model  

There should be a clear identity model before starting identity resolution process. Based 

on the identity theories from the social science literature, an individual’s identity is 

considered to have two basic components, namely a personal identity and a social iden-

tity. A personal identity is one’s self-perception as an individual, whereas a social iden-

tity is one’s biographical history that builds up over time [5]. These two aspects of 

identity have been considered by researchers for identity resolution. But the previous 

identity models have been suffering from some limitations which can affect on the ac-

curacy of the results. In fact, individuals are not isolated but interconnected to each 

another in a society. The social context associated with an individual can be clues that 

reveal his or her undeniable identity. Recognizing the limitations of personal attributes, 

many recent studies have started exploiting social context information for identity res-

olution.  

For instance, Ananthakrishna et al. [6] introduced a method that eliminates dupli-

cates in data warehouses using a dimensional hierarchy over the link relations. This 

method can improve the performance of the matching technique by only comparing 

those attribute values that have the same foreign key dependency. For instance, the 

similarity of two identity will be analyzed only when both of them live in the same city. 

Afterwards, Kalashnikov et al. [7] combined co-affiliation and co-authorship relation-

ships and created a new resolution model for reference disambiguation. In another re-

search, Köpcke and Rahm [8] categorized entity resolution methods into context match-

ers and attribute value matchers. They explain that attribute value matchers rely on de-

scriptive attributes, while context matchers consider information inferred from social 

interactions which is represented as linkages in a graph.  

A new identity model for identity resolution has been used in this research. In addi-

tion to physical and social aspects of an identity, this new identity model is considering 

two more aspects of an identity which results in considering more attributes and can 

improve the accuracy and reliability of the identity resolution. This will be explained 

in methodology section. 
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1.3 Identity resolution methods 

Existing identity resolution methods can be categorized into two groups which are (1) 

rule-based and (2) machine learning methods. Most of the rule-based identity resolution 

methods have been developed based on the matching rules. As an example, for a simple 

rule, two identity records match only if their first name, surname, and date of birth 

values are identical [9]. Li and Wang [1] explained that matching rules try to have high 

precision, but they usually suffer from low sensitivity in detecting true matches. This is 

because of data quality issues such as missing data, entry error and deceptions. They 

also discussed that the most important challenge for a rule-based method can be crea-

tion of the rule set because creating an effective and comprehensive rule set can be very 

complicated and time consuming and the rules may not be portable and applicable 

across different contexts.  

Creating a comprehensive rule sets can be highly time consuming and expensive. 

Another issue might be portability as some of rules could be dependent to a specific 

domain and not portable across different domains. In this situation, machine learning 

can be considered as an alternative approach to manual rule coding because it can au-

tomatically recognize patterns in training data with matching pairs. This will help to 

build a resolution model for new identity records. Li and Wang [1] explained that when 

there is a pair of identity records, distance measures can be defined for different de-

scriptive attributes and then they can be combined into an overall score. The overall 

distance score will be compared to a pre-defined threshold and the pair should be con-

sidered as a match if this score is below or above the threshold.  

One of the first identity resolution methods was a data association method for link-

ing criminal records that possibly refer to the same suspect [10]. This method was com-

paring two different records and calculating an overall distance measure as a weighted 

sum of the distance measures of all corresponding feature values. In another attempt, 

Wang et al. [11] proposed a record linkage method which was detecting misleading 

identities by comparing four attributes and combining them into an overall distance 

score. These attributes were (1) name, (2) date of birth, (3) social security number, and 

(4) address. They used a supervised learning method to determine a threshold for match 

decisions. This was done via using a set of identity pairs which were labelled by an 

expert. Wang et al. [12] discussed that these methods perform based on a limited num-

ber of descriptive attributes and the most important issue in this case is that they tend 

to fail if one or more of considered attributes contains missing values.  

In another study, a graph-based method for entity resolution was proposed by 

Bhattacharya and Getoor [13]. This new method defined a distance measure that com-

bined graph-based relational similarity with corresponding attribute similarities be-

tween each entity reference pair. They extended this approach later and proposed a 

collective entity resolution method. As a result, instead of simply making pair-wise 

entity comparisons, they could derive new social information and incorporate it into 

further resolution process repeatedly. 

There were some other researchers tackled the issue of one person having several 

profiles on different social media platforms and some techniques for matching user 

profiles have been developed. For instance, a CRF-based approach was proposed by 
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Bartunov et al. [14]. They used two user graphs which were created using both user 

profile attributes and social linkages and then they combined these two graphs. These 

researchers have successfully demonstrated that social information can help to improve 

the performance of identity resolution, when incorporated in matching algorithms.  

2 Methodology 

2.1      SPIRIT Policing Dataset  

SPIRIT policing dataset is an anonymized dataset which has been used in SPIRIT pro-

ject funded by European Union’s Horizon 2020. This dataset includes 891 identities, 

and each identity has 30 different attributes. Eight of these attributes will be considered 

in this research which are (1) postcode, (2) date of birth, (3) town, (4) offence, (5) gen-

der, (6) street name, (7) district, and (8) ethnicity. There are two ‘known’ identities in 

this dataset who are using two different names ‘Billy Smith’ and ‘Mariet Snehh’ but 

they are both belonging to the same person. 

 

2.2     Identity Model 

 

Identity refers to those attributes that enable us to recognize an individual from others. 

A new identity model has been used in this research for the first time, which includes 

four categories of attributes. The first category is physical identity which includes char-

acteristics which an object or person is definitively recognizable or known by. The sec-

ond category is official identity which is the identity that carries a legal status, usually 

issued by governments to their citizens. The third category is virtual identity which is 

the identity created by human user that acts as an interface between physical person and 

virtual person that other users see on their computer screen. It is a model for self ex-

pression, and tools for virtual interaction and a representation of a user in a virtual 

world. Finally, the fourth category is social identity which is a set of behavioral or per-

sonal characteristics by which an individual is recognizable as a member of a group. 

2.3     Graph Creation 

Eight graphs will be created after selecting 8 highly valued attributes which were men-

tioned in the previous section. In this case, for instance if 4 identities have the same 

postcode, the graph shows that these 4 identities are connected to each other. In these 

graphs, the nodes will be presenting a person with his/her first name and surname, and 

each edge will be showing that there is a similarity between two nodes (person). 

2.4    Community Detection Algorithm 

After graph creation step, the Louvain algorithm will be used for community detec-

tion based on the selected attributes. This method is a very efficient method for identi-

fying communities in large networks. Blondel et al. [15] mentioned that the Louvain 
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method has been used successfully for analyzing different type of networks and for 

sizes up to 100 million nodes and billions of links. They also pointed out that the anal-

ysis of a typical network of 2 million nodes takes 2 minutes on a standard PC. In fact, 

this method is a greedy optimization method which tries to optimize the modularity of 

a partition of the network [15]. Modularity is a metric that can be used to quantify the 

quality of an assignment of nodes to communities. In other words, modularity can be 

defined as a value between −1 and 1 that measures the density of links inside commu-

nities compared to links between communities [16]. For a weighted graph, modularity 

is defined as:  

                           𝑀 =
1

2𝑘
∑ [𝑄𝑥𝑦 −

𝑝𝑥𝑝𝑦

2𝑘
] 𝛿(𝑛𝑥 , 𝑛𝑦)𝑥𝑦                                            (1) 

 

In this equation, 𝑄𝑥𝑦 represents the edge weight between nodes 𝑥 and 𝑦. 𝑝𝑥 and 𝑝𝑦  

are the sum of the weights of the edges attached to nodes 𝑥 and 𝑦. 𝑘 is the sum of all of 

the edge weights in the graph. 𝑛𝑥 and 𝑛𝑦 are the communities of the nodes and 𝛿 is a 

Kronecker delta which is a function of tow variables. It is 1 if the variables are equal 

and it is 0 if the variables are not equal. Equation 2 explains this.  

 

                                            𝛿𝑤𝑡 {
0   𝑥𝑓 𝑤 ≠ 𝑡
1   𝑥𝑓 𝑤 = 𝑡

                                                           (2) 

 
In the Louvain algorithm, optimization will be performed in two steps. In the first 

step, small communities will be found by optimizing modularity locally. Then in the 

second step, the nodes which are belonging to the same community will be cumulated 

and a new network will be built where its nodes are the communities. These steps will 

be repeated until a maximum of modularity is achieved and a hierarchy of communities 

is produced [15]. In other words, in the first step, each node in the network will be 

assigned to its own community. Then for each node 𝑥, the change in modularity will be 

calculated for removing node 𝑥 from its own community and moving it into the com-

munity of each neighbor 𝑦 of 𝑥. Equation (3) explains the process of inserting 𝑥 to the 

community of 𝑦.  

 

                  ∆𝑀 =  [
∑ + 2𝑝𝑥,𝑖𝑛 𝑖𝑛

2𝑘
− (

∑ + 𝑝𝑥𝑡𝑜𝑡

2𝑘
)

2
] − [

∑  𝑖𝑛

2𝑘
− (

∑  𝑡𝑜𝑡

2𝑘
)

2
− (

𝑝𝑥

2𝑘
)

2
]                      (3) 

 

In this equation, ∑  𝑖𝑛 is the sum of all the weights of the links inside the community that 

node 𝑥 is moving into. ∑  𝑡𝑜𝑡 is the sum of all the weights of the links to nodes in the 

community that node 𝑥 is moving into. Moreover, the weighted degree of node 𝑥 is 

represented by 𝑝𝑥  𝑎𝑛𝑑 the sum of the weights of the links between node 𝑥 and other 

nodes in the community that 𝑥 is moving into, is represented by 𝑝𝑥,𝑖𝑛. Finally, 𝑘 is the 

sum of the weights of all links in the network. Table 1 shows some of the most im-

portant studies used Louvain method for community detection. 
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2.5     Investigating Potential Targets 

One of the most important things in network analysis is finding the most important 

nodes in a graph. Newman [17] explained that ‘centrality’ is a term that can be used to 

describe importance of individual nodes in a graph and ‘degree of a node’ is the number 

of edges that it has. The nodes with more connections are more influential and important 

in a network. As a result, the person with more friends in a social graph, is the one that 

is more central. Thus, in the next step of our method, eight different lists of names will 

be provided based on the measurement of centrality and the degree of nodes in each 

graph. Top 20 nodes based on their degree (number of connections that they have) will 

be recorded in each list. Then these lists will be compared with each other to find the 

similar identities. If any identity is repeated in at least five lists, it will be recorded in a 

new list as a potential target. Following this step, a new list of all related identities to 

the potential targets will be provided. 

 

Table 1. Louvain Method for Community Detection 

2.6     Phonetic Algorithms 

In the next step, a cascading method will be used for applying three phonetic algorithms 

on the potential targets and their relevant identities in order to detect any possible hu-

man errors during data entry or wrong information given by the person. Three phonetic 

algorithms have been implemented for indexing names by sound. They are (1) Soundex, 

(2) Metaphone, and (3) Jaro-Winkler that will be applied following each other on the 

potential targets and their relevant identities. This means that in the first cycle, Soundex 

method will be applied. Then in the second cycle Metaphone will be applied on the 

results of Soundex method. Finally, in the third cycle the Jaro-Winkler method will be 

applied on the results of Metaphone method. Thus, we narrow down the results to get 

the best output. As a result, all similar first names and surnames to the potential target 

identities and their relevant identities, with a potential of being manipulated will be 

detected to be considered in the next step. 

 

Project Number of nodes Source 

Twitter social network 2.4M  Divide and Conquer: Partitioning Online Social Networks [18]. 

Mobile phone networks 4M  Tracking the Evolution of Communities in Dynamic Social Networks [19]. 

Flickr 1.8M   
Real World Routing Using Virtual World Information [20]. LiveJournal 5.3M  

YouTube 1.1M 

Citation network 6M  Subject clustering analysis based on ISI category classification [21]. 

LinkedIn social network 21M  Mapping search relevance to social networks 
[22]. 
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2.7     Comparison Process 

After applying Soundex, Metaphone and Jaro-Winkler algorithms using a cascading 

method, all potential targets and their relevant identities as well as similar identities 

with a potential of using manipulated forenames and surnames will be added to a new 

dataset for comparison purpose. All attributes of the potential targets and their relevant 

identities in the new dataset will be compared separately and similarity will be scored. 

This means that all 30 attributes for each one of these identities in SPIRIT policing 

dataset will be considered for comparison and scoring process. The same identities will 

be investigated based on the similarity scores. 

3 Results and discussion 

 

 

 

 

 

 

 

 

Fig. 1. Graph based on the same postcode 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Graphs for eight selected attributes 
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As it was explained in the methodology, eight attributes in SPIRIT policing dataset 

were selected and they are including (1) postcode, (2) date of birth, (3) town, (4) of-

fence, (5) gender, (6) street name, (7) district, and (8) ethnicity. As a result, in the first 

step 8 graphs were created. Figure 1 shows one of these graphs, which was created 

based on the same postcodes and it shows that Billy Smith, Lorret Denhart and Mariet 

Snehh have been using the same postcode. Moreover, Figure 2 shows all eight created 

graphs. 

In the second step, the Louvain algorithm was used for community detection based 

on the 8 selected attributes. Figure 3 shows the community detection graphs. 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
  

 

 

 

 

 

 

 

 

Fig. 3. Community detection graphs 

Following this step, centrality and the degree of nodes in each graph were measured, 

and top 20 nodes in each graph were recorded in eight different lists. These lists were 

compared, and those identities which were repeated in at least 5 lists were recorded in 

a new list for potential targets. Table 3 shows the surnames which were repeated in at 

least five lists. 
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Table 2. Surnames which were repeated at least in 5 lists. 

 
Top 20 nodes in 

postcode 

graph 

town 

graph 

date of 

birth graph 

offence 

graph 

street 

name graph 
ALTUNDALL  

DROACH  
FIEL  

GROTHER 

BECKFOREST  

BESSER  
BLAESER  

BORDELON  

DICIANI  

DORCUS 
DRAWBAUGH  

GAYROR  

GELTZ  
GETEL  

JUNCALL  

KER  

SNEHH  

KNIISIS  

POOZEY 

SMITH 

AINSBURY  

ADRE  
ARTHURS 

BATISTE 

BORDELON 

BOSSERMAN  
DENHART 

GAYROR 

VELLOIRS 

SMITH  

SNEHH  

BECH 

GROTHER 
FETTES  

BHOTT 

BUTLAND 

'CORSA 
DEGNER 

DORCUS 

FONES 

SMITH 

VELLOIRS 
BOWLES 

DENHART 

GLAASOW  

KER 
MERRET 

ANCHORRS 

ASTFALCK  

SNEHH 
BARCELONA  

BECH 

BECKFOREST  
BERROW 

BHOTT 

BLAESER 

BLATZ 
BORDELON 

BRADWICK 

BRAHMS 

BROWEL 

AINSBURY 

ALTUNDALL  
AMENT 

ALOKS 

VELLOIRS 

ADRE  
SNEHH 

ASTFALCK 

BECKFOREST  

BALOW 
BORDELON  

ALOI  

CRECO 
FAHREN  

KER  

SMITH 

GOSNEL 
BARCELONA 

GAYROR 

FILLINGHAM  

BESSER  

ADRE  
GLAASOW  

DICIANI 

BALOW 

SMITH  
CRECO 

SNEHH 

FETTES 

BRAHMS 
CRECO 

DORCUS 

FAHREN  
KER 

BORDELON  

GETEL 

JUNCALL 
GAYROR 

KNIISIS 

SATVINGRER 

According to Table 2, three surnames including Smith, Snehh and Bordleon were ex-

isted in at least five lists for top 20 nodes. These lists are related to (1) postcode graph, 

(2) town graph, (3) date of birth graph, (4) offence graph, and (5) street name graph. 

The relevant surnames to these surnames were detected in the next step based on their 

connections in different graphs and they were added to a new dataset after applying the 

phonetic algorithms. Table 3 shows these identities. 

 

Table 3. Potential target names and their identities 

 
Loret Denhart 

Billy Smith 

Nizie Bordelon 

Mariet Snehh 

Jasmalinne Beckforest 

Kemp Bech 

 

This new dataset was included all 30 attributes for each identity. These 30 attributes 

were mentioned in section A of the methodology. Figure 4 shows a screenshot from a 

part of the new dataset, which is created after applying Soundex, Metaphone and Jaro-

Winkler algorithms. 

As figure 4 shows, some of the names in this dataset were repeated. The reason is that 

some of the values of their different attributes are different. For instance, there are two 

rows for Kemp Bech. This is because there are two different postcodes related to this 

name and this person was committed two different offences. As a result, there are two 

rows related to this person with different values for two attributes including postcode 

and offence. Finally, every single row of this dataset was compared with other rows 

and based on the number of attributes which had the same value, a score was assigned 

to show the similarity between each two identities. After comparing these scores, it was 

realized that two identities including Billy Smith and Mariet Snehh have the most 
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similarity. As it was explained in section A of the methodology, these two were 

‘known’ identities in SPIRIT policing dataset who had two different names, but they 

were both belonging to the same person. Thus, the system was successful in resolve 

their identities. 

 

 

Fig. 4. New dataset including all potential targets and their relevant identities to be used for comparison 

process. 

4 Conclusion 

This research introduces a new graph-based approach for identity resolution. In this 

approach, graph analysis techniques such as community detection and centrality meas-

urement have been used. Furthermore, this research introduces a new identity model 

which represents four different types of attributes including (1) physical attributes, (2) 

social attributes, (3) official attributes, and (4) virtual attributes. SPIRIT policing da-

taset was used for testing this method. This dataset is an anonymized dataset which has 

been used in SPIRIT project funded by European Union’s Horizon 2020 and includes 

892 identity records. Two of these identities are ‘known’ identities which both are be-

longing to the same person, but they are using two different names. The methodology 

presented in this paper successfully recognized these two identities in SPIRIT policing 

dataset and the expected results were exactly the same as actual results. This identity 

resolution approach can effectively facilitate the investigation process for police forces 

and assist them to find criminals and individuals who committed a fraud. It can also be 

useful for other similar datasets which are containing identity records related to other 

fields such as finance and banking, customer service or marketing. 
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