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Abstract. Screaming-channel attacks enable Electromagnetic (EM) Side-
Channel Attacks (SCAs) at larger distances due to higher EM leakage
energies than traditional SCAs, relaxing the requirement of close access
to the victim. This attack can be mounted on devices integrating Radio
Frequency (RF) modules on the same die as digital circuits, where the RF
can unintentionally capture, modulate, amplify, and transmit the leak-
age along with legitimate signals. Leakage results from digital switching
activity, so the hypothesis of previous works was that this leakage would
appear at multiples of the digital clock frequency, i.e., harmonics.

This work demonstrates that compromising signals appear not only at
the harmonics and that leakage at non-harmonics can be exploited for
successful attacks. Indeed, the transformations undergone by the leaked
signal are complex due to propagation effects through the substrate and
power and ground planes, so the leakage also appears at other frequen-
cies. We first propose two methodologies to locate frequencies that con-
tain leakage and demonstrate that it appears at non-harmonic frequen-
cies. Then, our experimental results show that screaming-channel attacks
at non-harmonic frequencies can be as successful as at harmonics when
retrieving a 16-byte AES key. As the RF spectrum is polluted by interfer-
ing signals, we run experiments and show successful attacks in a more re-
alistic, noisy environment where harmonic frequencies are contaminated
by multi-path fading and interference. These attacks at non-harmonic
frequencies increase the attack surface by providing attackers with an
increased number of potential frequencies where attacks can succeed.

Keywords: Cybersecurity - hardware security - electromagnetic side
channels - screaming-channel attacks

1 Introduction

Side-Channel Attacks (SCAs) [9, 26] allow retrieving confidential information
from computing devices by exploiting the correlation of internal data with the
leakage produced while computing over these data. The term side channel is
therefore used to refer to physical leakage signals carrying confidential informa-
tion. Side channels are general to CMOS computing devices and can take many
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forms, from runtime variations of system power consumption [18] to Electromag-
netic (EM) emanations [12]. Screaming channels are a specific form of EM side
channel that occurs on mixed-signal devices, where a Radio Frequency (RF)
module is co-located on the same die as digital modules. In this context, the
leakage of the digital part reaches the RF module, which can transmit it over
a distance of several meters. This phenomenon allows attackers to mount side-
channel attacks at distances from the victim. The seminal work of Camurati et
al. [7] demonstrated how screaming-channel attacks can succeed at distances of
up to 15 meters.

Leakage is generated by the switching activity of the transistors from the
digital part of the victim system, which operates at a clock frequency Fy.
When observed on a spectrum analyzer, the leakage power spectral density is
shaped as peaks at the harmonics of F, (i.e. n X Fg where n € Z). What makes
screaming-channel attacks different from other SCAs is that the harmonics, after
being modulated by the RF module, are visible around the carrier frequency Frp
of the legitimate RF signal (Section 2.2).

A limitation of this attack is that the harmonics of F,;; can be modulated at
the same frequency as some interfering signals, such as WiF1i signals. Since these
interfering signals are transmitted voluntarily, they are stronger than the leakage
signal, which, as a result, can be easily polluted and hence quickly become non-
exploitable.

To overcome this limitation and further study the risk posed by screaming
channels, this paper studies the attack’s feasibility when capturing signals at
frequencies other than the harmonics of the digital processing clock. Specifically,
we seek to answer the following question: is exploitable leakage also present
at frequencies other than the harmonics? If this question is answered
positively, attackers can have an extensive choice of potential frequencies to select
from and find one that is not polluted by environmental noise during the attack.
Such a property can also be an enabler to effectively extend the framework
of multi-channel attacks [4], which attack by combining different side-channel
sources, and combine different frequencies in the context of modulated leakage
signals.

To summarize, we investigate the presence of leakage over the spectrum at
non-harmonic frequencies and demonstrate that this leakage can be used to build
successful attacks. We propose the following contributions:

— Two methodologies to search for exploitable leakage over the spec-
trum. The first is based on a fized vs. fized t-test [11], and the second is an
original contribution based on Virtual Trigger (VT) [15].

— With these methodologies, we demonstrate that leakage in screaming-
channel attacks is not only present at harmonic frequencies, as
explored in previous works [7,27], but it is also spread over a large share of
the near-carrier spectrum.

— We compare both methods and demonstrate a significant reduction in
the exploration time when looking for exploitable frequencies with the
second methodology based on pattern detection.
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— We evaluate the effectiveness of attacks at non-harmonic frequencies
in a noiseless environment and show how this effectiveness can sometimes be
higher at non-harmonics.

— We demonstrate successful attacks in more realistic scenarios. We
apply the proposed methodologies and the insights learned when attacking
at non-harmonics and build attacks in a context where most harmonics are
polluted by other standard signals typically found in the spectrum.

The rest of this paper is organized as follows: section 2 introduces related and
previous works on screaming-channel attacks. The attack scenario of our work
and the setup are described in section 3. The two methods we propose to search
for leakage over the spectrum are presented in section 4. Afterward, in section 5,
we demonstrate the attack feasibility by exploiting the leakages found at non-
harmonic frequencies. Section 6 demonstrates the attack in a more challenging,
and therefore more realistic, scenario. Lastly, section 7 concludes the paper.

2 Related works

2.1 Side-channel attacks

By capturing the leakage generated by computing devices, attackers can mount
SCAs to jeopardize confidentiality and recover internal secret data. The most
common methods used to build SCAs are Differential Power Analysis (DPA) [16],
Correlation Power Analysis (CPA) [5], Mutual Information Analysis (MIA) [13],
Template Attacks (TA) [8] and more recently Deep Learning (DL) [19]. The steep
peaks of the signals resulting from the switching activity of transistors in digital
devices produce leakage signals whose variations correlate with that switching
activity and, therefore, with the data over which the processor computes. That
leakage signal is then most often found in the EM emanations [12] or the power
consumption variations [18] of the victim device.

The leakage signal of interest is generated by the digital part of the system
from the switching activity of the transistors occurring when data is being com-
puted or moving through the chip. In a synchronous device, transistors switch
at a pace much influenced by a unique digital clock signal. The leakage resulting
from successions of transitions and non-transitions is originally modulated by
this clock, which acts as an oscillator [3]. Since the clock is a square wave signal,
its Fourier transform corresponds to peaks located at the harmonics H(f) of its
main oscillating frequency F, as formalized in Equation (1), with A4,, being
the respective amplitudes of each harmonic.

H(f) =202 o And(f — nFar) (1)

Theoretically, if the clock signal was a perfect square with a duty cycle of
50%, its frequency spectrum would have peaks only at the odd harmonics. How-
ever, in practice, the duty cycle is never perfect, and peaks also appear at even
harmonics [1] as illustrated in Fig. 1. This is why the frequency spectrum of
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Fig. 1: Digital clock harmonics: Theoretically, since the clock signal is a square
wave with a duty cycle of 50%, its Fourier transform should contain only the
odd harmonics (green peaks). But a real clock signal does not have a duty cycle
perfectly equal to 50%. Hence the even harmonics (blue peaks) also appear.

conventional side-channels SC, being the digital noise N(f) modulated by the
clock signal, has a peak of energy at each harmonic of the clock frequency as
formalized in Equation (2).

SC(f) = N(f) « H(f) = 232 oo N(f) x And(f — nFer) (2)

n=—oo

A limitation of traditional SCAs to capture clean leakage signals is that at-
tackers must be in very close proximity to the victim device for a successful
attack, usually only a few millimeters away. There are, however, some specific
scenarios that allow an attacker to take distance from the device [10,24]. One
scenario for gaining distance from the device, which is the focus of this paper, is
the so-called screaming-channel attack [7]. In this attack, the leakage is transmit-
ted by an RF module that sits beside the digital part of a mixed-signal chip on
the same die, allowing the attacker to capture it at a distance of several meters.

2.2 Screaming-channel attacks

Mixed-signal devices are heterogeneous platforms with digital and analog mod-
ules integrated into the same die. One of these analog modules can be the RF
chain needed to build a System-on-a-Chip (SoC) with radio communications
capabilities. This tight integration has the advantage of reducing the power con-
sumption or the transmission delay between the digital and RF modules, as well
as the cost of the final device. However, the very nature of this type of device
has already been proven to be a hardware vulnerability [7].

Fig. 2 illustrates a mixed-signal device. Compared to regular side-channels in
digital devices, the leakage resulting from the switching activity in mixed-signal
systems can travel through the substrate by the so-called substrate coupling
effect [2,17,20,23]. This way, leakage signals can reach the radio transceivers of
the RF part, which is very sensitive to noise and hence prone to capture these
slight variations carrying information that correlates with secret data.

The leakage from the digital part, which is the one that would be used to build
a traditional SCA is, as expressed in Equation (3), modulated at the frequency of
the legitimate RF signal Frp, amplified and then transmitted by the RF module
through the antenna. As a result, this amplification can bring, i.e., scream, the
leakage signal at distances of several meters. In Camurati et al. use case [7],
the transmitted Bluetooth signal is centered at 2.4GHz, and the device clock
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Fig.2: Screaming-channel attacks: The conventional leakage of the digital
part perturbates the RF module of the analog part, present on the same die.
The radio transceivers here modulate the leakage around the frequency of the
legitimate signal and transmit it at a longer distance (up to several meters).

frequency is 64MHz. The leakage harmonics are therefore at 2.4GHz + multiples
of 64GHz, i.e., 2.464GHz, 2.528 GHz, 2.592GHz, etc.

ScreamC’(f) = SC(f) * FRF = ZSLOZ_OON(]C) X Ané(f — TLFclk — FRF) (3)

In their seminal work, Camurati et al. [7] demonstrated that an attack using
this modulated leakage is possible. Authors also conducted further works to
understand better the properties of the leakage in this context [6]. In this original
use case, the device transmits a Bluetooth signal from a commodity low-power
SoC while the digital part (an Arm Cortex-M4 microcontroller) executes AES
encryptions. The authors reported performing the screaming-channel attack at
up to 15 meters and observed some leakage at up to 60 meters.

The limitation of this scenario is that the leakage carries low energy compared
to other legitimate signals potentially present at the harmonic frequencies. As a
result, attacks can be very difficult to conduct at those frequencies when they
are polluted. This sets a high uncertainty on the feasibility of the attack in a
noisy environment where all harmonics would be polluted. The following sections
demonstrate that attackers do not have to limit themselves to attack at a very
limited set of harmonic frequencies. On the contrary, a wide spectrum is at their
disposal to compromise the system, which increases the threat that screaming-
channel attacks represent. To the best of our knowledge, this is the first work
to demonstrate that the attack is possible at non-harmonics. All previous works
on screaming-channel attacks [6,7,27] used one harmonic (the second harmonic
at 2.528 GHz) to perform the attack.
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(a) Wired setup (b) Wireless setup

Fig.3: Experimental setup: (a) shows our wired setup for noiseless experi-
ments and (b) an attacker at 7 meters from the victim. This last one contains:
1) (blue arrow) the victim PCA10040 device running AES and transmitting a
Bluetooth signal at 2.4 GHz.; and 2) (orange arrow) the SDR device that collects
the data-correlated leakage from the victim.

3 The attack scenario and setup

This paper considers a scenario where the victim is a mixed-signal device that
executes a Cryptographic Process (CP) while transmitting an RF signal in par-
allel. Since the leakage is emitted by the RF module, the attacker can capture it
with a Software Defined Radio (SDR) device. The attacker’s goal is to recover
the secret key used by the CPs from this remotely captured leakage signal.

Fig. 3 shows the attack setup used for all experiments. The victim device is
an nRF52832 from Nordic instrument*. It contains an Arm Cortex M4 processor
and an RF module. The attacker device is a USRP N210° using an SBX daughter
board that can measure a signal between 400 MHz and 4.4 GHz and has a
bandwidth of 40 MHz. To collect the leakage at distance, a parabolic grid antenna
with a gain of 26 dBi is used. The computer used for all our experiments has a
4-core Intel Xeon(R) CPU E3-1226 V3 @ 3.30 GHz, and 8 GB RAM.

The legitimate RF signal is a Bluetooth signal transmitted at 2.4GHz without
frequency hopping®. The attacked encryption algorithm is a software implemen-
tation of AES-128, whose encryption on the considered microcontroller takes
870us. In the following, we describe the steps used in the experiments to collect
traces. One trace corresponds to the collected leakage signal produced by one
CP execution.

* https://www.nordicsemi.com /Software-and-tools/Development-Kits/nRF52-DK.

® https://www.ettus.com/all-products/un210-kit/

5 Frequency-hopping is the repeated switching of the carrier frequency during radio
transmission to reduce interference and avoid interception. In the case of Bluetooth
transmissions, switching occurs among 81 channels, from 2.4GHz to 2.48GHz with
1MHz wide bands.
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Fig.4: Signal processing steps for leakage collection: a) The SDR device
collects the leakage at the targeted frequency, potentially containing leakage.
b) Trace segmentation is processed on the demodulated signal. ¢) After being
segmented, the leakage is low-pass filtered at 550KHz to reduce noise.

3.1 Leakage collection

Fig. 4 shows the steps undergone by the leakage signal. First, the USRP de-
modulates the RF signal at a given frequency, Ftested, that potentially carries
leakage. Then, the USRP samples the baseband signal at 5 MHz. The choice
of this sampling frequency is based on previous works on screaming-channel at-
tacks [6,7,27], which we also use as it has so far provided sufficient resolution
for successful attacks. Although a study of the impact of sampling frequency on
screaming-channel attack success could be an interesting subject, it is out of the
scope of this paper.

3.2 Trace segmentation

To segment the obtained raw traces’, i.e., to separate the segments corresponding

to each individual AES encryption, pattern recognition is used. It consists in
identifying the locations within the raw trace matching with the shape of the
leakage produced by CPs. The steps applied for pattern recognition, chosen
empirically for their good performance on the problem at hand, are the following:

1. Low-pass filter the raw trace with a cutoff frequency at the sampling fre-
quency divided by 4: 5MHz/4 = 1.125MHz.

2. Compute the sliding correlation between the pattern and the filtered trace.

3. The peaks obtained during the sliding correlation are expected to correspond
to the locations of the AES segments. Segment the raw trace by cutting it
at these locations.

4. To reduce noise, low-pass filter the obtained segments with a cutoff frequency
of 550KHz.

To extract an initial pattern, we use VT [15] as pattern extraction technique,
illustrated on Fig. 5. This study shows that by knowing the precise time duration
L, between 2 CPs, it is possible to segment a raw trace containing leakage
produced by a series of CP executions. Averaging the obtained segments returns
a representative pattern of the leakage produced by that device each time it
executes a CP. The study also describes a procedure to find this precise length
Lep.

" A raw trace corresponds to the collected signal, sampled and quantized by the SDR.
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Fig. 5: Virtual Trigger (VT) [15]: Knowing the precise duration between 2 CP
executions L, enables the segmentation of a raw trace. Splitting this raw trace
in segments whose starts are separated by L., returns segments all containing
leakage of one CP execution. Averaging these segments returns a reduced-noise
segment which can be used as a pattern

3.3 Time diversity

As in previous works on screaming-channel attacks, time diversity is used to
reduce noise from the leakage collection. It consists in running N encryptions
with exactly the same data (plaintext and key) and averaging their leakage.
Since the N encryptions are computing the same data, the leakage they produce
would be very similar, and hence averaging tends to cancel the random noise
contributions. While also typical in regular side-channel attacks, this is especially
important in the case of screaming-channel attacks, as the leakage captured by
the attacker contains additional noise due to the transmission channel.

In the remaining of this paper, this reduced-noise segment is called a trace.
The number N is set to 10 in the experiments where the leakage is collected
through a cable (Sections 4.1 and 5). It is increased to 50 for the experiments
where it is collected at a distance with an antenna (Section 6). These values
are significantly different from the 500 traces used in [6] when attacking at a
distance. While this brings additional difficulty in running a successful attack,
it allowed us to run the experiments in a more reasonable time of 6 days instead
of 5 weeks. For each experiment, the number of traces collected will be noted as
NbTraces X NTime,Diversity

4 Searching for leakage at non-harmonic frequencies

Fig. 6 shows a part of the frequency spectrum at the output of the victim board
while transmitting a Bluetooth signal at 2.4 GHz. Next to the legitimate signal
peak, other peaks with lower energy appear. These correspond to the first 4
harmonics of the leakage from the digital part. They are present at frequencies
equal to 2.4 GHz plus multiples of 64 MHz, which is the digital clock frequency.
Therefore, one would intuitively assume that the leakage from the digital part
transmitted by the victim board is stronger at these harmonics and hence that
it would be more challenging to perform the attack at other frequencies. For
this reason, previous works on screaming-channel attacks [6,27] use harmonic
frequencies for the attack. The second harmonic is typically the one used, as it
is often less polluted by interfering signals, while the first harmonic is located
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Fig. 6: Frequency spectrum of the victim output: The highest peak on the
left (blue text) is the legitimate RF signal at 2.4 GHz. The following peaks (red
text) are the first four leakage harmonics at 2.464 GHz, 2.528 GHz, 2.592 GHz,
and 2.656 GHz.
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Fig. 7: Comparison of the steps of the two methods. Both first segment a
raw trace using VT. Then, the first builds a pattern used for the collection phase
and performs a t-test with the N collected traces (in the presented experiment,
N = 500). Whereas the second uses the segments returned by VT to test if the
raw trace actually contains leakage.

within a frequency band used by signals like Bluetooth or WiFi. Nevertheless, it
can be seen on the spectrum that some variations in energy are also present be-
tween these harmonics, suggesting that leakage could potentially be distributed
continuously along the spectrum.

The first question we want to answer is: is the leakage from the digital part
only present at the harmonic frequencies, or does it also appear at other frequen-
cies? To answer this question, we propose two methodologies to investigate
at which frequencies the leakage exists in the spectrum. The first con-
sists in running a t-test at each tested frequency. This test is commonly used by
the side-channel community to determine whether the internal data computed
by the CPs has an impact on the leakage. Then we propose a second method
that reduces the implementation complexity while giving similar results. It is
an adaptation of the method used in [15] to extract the CP leakage pattern; we
refer to this second method as pattern detection. It consists in analyzing whether
or not a signal collected at a given frequency is good enough to extract a CP
pattern; if yes, this means that leakage is present. Fig. 7 illustrates the difference
between the two methods, described in the remainder of this section. Compared
with the first methodology, the second method removes the most time-consuming
phase, which is the collection of (500) synchronized traces needed for the t-test.
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4.1 Leakage localization using t-test method

In this first investigation, a fixed vs. fixed t-test is performed [11] at each tested
frequency. This test indicates whether or not some leakage samples depend on
the internal data computed by the Cryptographic Processes (CPs). Therefore, if
the t-test is conclusive at a given frequency, i.e., the score is over 4.58, this means
leakage is present there, as it is a necessary condition for the t-test to detect a
dependency. We chose to perform a fixed vs. fixed t-test as Durvaux et al. [11]
demonstrated that it needs fewer traces to detect data dependencies compared to
the classical fixed vs. random Test Vector Leakage Assesment (TVLA) test [14].

To perform this test, two sets of CPs are executed with unique plaintext and
key per set. All CPs in one set are computed with the values of their respective
set. The leakage generated during the CP executions is collected. Using leakage
samples from a common time point within CPs, i.e., leakage samples generated
by the same operations, we compute a t-test as indicated in the following Eq. (4):

fiy — 1
t-test = ————— (4)
of | o3
NN,

where {i; represents the average of the samples belonging to the i, set, o7 is their
variance, and N; the number of samples in this set. Thus, for the t-test to work,
it is necessary to synchronize the collection of the leakage with the execution
of CPs perfectly to know which samples correspond to which time point from
one leakage collection to another. The leakage collection method in section 3 is
used for this. For pattern recognition, a different pattern must be extracted for
each frequency, as the shape of the CP leakage differs among frequencies. The
VT [15] technique is used to automate pattern extraction.

In the experiment we collect 500 traces at each frequency using the wired
setup from Fig 3a. This methodology is used over the frequency range 1.4GHz
to 3.4GHz (2.4 +/- 1 GHz), with a resolution of 1 MHz. These parameters are
application-dependent and can be adjusted according to each particular use case
in order to test a wider frequency band or to change the resolution.

Experimental results Fig. 8 shows the results of the t-test. At each frequency,
the maximum absolute value of the t-test is kept as a score. Frequencies corre-
sponding to the harmonics are highlighted in blue. If the leakage had only been
present at these frequencies, the score would have been higher than this thresh-
old only at these locations, but it can be observed that the score is also above 4.5
at other frequencies, suggesting that leakage is also present at non-harmonics.
In fact, even if the highest peaks are at the first 2 harmonics, the score is very
high around the first 3 harmonics and is above the threshold over a band of more
than 500 MHz of width (almost until the 6th harmonic). This is true on both
the right and left sides of the spectrum.

8 This score means that there is information leakage with confidence > 0.99999 [11,
14,25]



Attacking at non-harmonic frequencies in screaming-channel attacks 11

Legitimate signal (2.4 GHz)
Harmonic frequencies
T-test score

—-== T-test threshold (4.5)

55 PRy apnprpa gy 1 P78 SRt R . TR T e e —

1504 1632 1760 1888 2016 2144 2272 2400 2528 2656 2784 2912 3040 3168 3296
Frequency (MHz)
Fig.8: Results of t-test (black curve): frequencies with a score higher than
4.5 (red horizontal dashed line) are considered as the ones where the leakage has
been detected. Green central dash-dotted line: frequency of the legitimate signal
(2.4 GHz). Blue vertical dotted lines: position of harmonic frequencies.

The advantage of employing this t-test method to localize leakage in the
spectrum is that it gives a result that we know how to interpret, as the t-test is
a well-known tool in the side-channel community. The downside of this method
is that the collection phase takes 27 hours. A way to reduce this time would be to
collect fewer traces at each frequency. As introduced, these results were obtained
using 500 traces at each frequency sub-band (250 traces per set). If we repeat
the experiment for 300 traces, the time is reduced to 15 hours. However, 16.89%
of the frequencies previously identified as carrying leakage with the experiment
using 500 traces are not detected anymore. Then if this method is used with
an insufficient number of traces, there is a risk of not detecting frequencies that
actually carry leakage. For example, in our experiments, frequencies between
the 5th and 6th harmonics, which already have a low score with 500 traces per
frequency, are not detected anymore by the t-test when it is performed with
only 300 traces. It is, in fact, very difficult to determine how many traces are
enough because the exploitable frequencies are unknown, and hence we cannot
know if some are missing. We limit the number of traces to 500 to maintain the
experiment time tractable. However, there is no guarantee that some frequencies,
that could in fact contain exploitable leakage, remain undetected.

Therefore, in the next section, we propose a methodology that is more adapted
to our requirements: detecting the presence of leakage in as many frequencies
as fast as possible. The objective of this original method is to reduce the test
complexity and, thus, its processing time. We apply this methodology to the
same experiment and demonstrate equivalent results.

4.2 Leakage localization using pattern detection method

This method consists of testing the similarity of segments returned by VT (c.f.
section 3). If leakage is present in the raw trace collected at the tested frequency
F, then these segments should all correspond to the leakage of one Cryptographic
Process (CP) execution and have the same shape, so the similarity test should
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Fig.9: Pattern detection method based on Virtual Trigger (VT), which con-
sists in segmenting a raw trace by knowing the precise time duration L., between
2 CPs. If the raw trace is collected at a frequency actually containing leakage,
the obtained segments should correspond to leakage coming from the CP and
then be similar to each other, i.e., have the same shape.

be conclusive. We evaluate segment similarity with an adaptation of Virtual
Trigger (VT) [15] as illustrated in Fig. 9.

We refer to this test as pattern detection. The algorithm of the pattern de-
tection method is formalized in Algorithm 1. First, a raw trace is collected at
the tested frequency f (line 6). This trace is segmented using VT (line 7), it is
cut in Nsegs=50 segments, each segment with a size L., equal to the sampling
frequency xthe time duration between 2 CPs. The similarity test between the re-
sulting segments is applied (lines 8 to 10). This test can be repeated Nyests times
(loop from lines 4 to 11) and the results averaged (line 12). In our experiments,
Niests 1s initially set to 10. This method is applied over the same frequency range
as in the first method.

Experimental results and discussions The black curve in Fig. 10 corre-
sponds to the results Lyesence(f) in Algorithm 1. They are expressed as a cor-
relation, which is representative of the similarity between segments. The higher
the correlation, the more likely the CP pattern is present. To make sure that, as
expected, the correlation is high only at certain frequencies due to the presence
of CP leakage, we repeat the same experiment, but now the victim does not
perform any CPs. The red curve shows the results of this second test. It can be
seen that when CPs are not executed, there are still peaks around the carrier
frequency (2.4 GHz) due to digital activity. However, the correlations are much
weaker because when segmenting the raw traces the segments obtained are not
similar as they did not correspond to CP leakage.

To compare both methods, we show their results side by side in Fig. 11.
Similarly to the threshold of 4.5 used in the t-test method, we need to set an-
other condition for this second method to consider the detection as positive. The
comparison of both methods for a threshold of minimum correlation larger or
equal to 0.75 is shown in Fig. 11. We chose this threshold as it corresponds to
the highest score of the test in the absence of leakage (red curve). Therefore,
any score below this threshold cannot be taken as an indication of the presence
of leakage. For both methods, the frequencies where their respective condition
is met are highlighted in green. For this selected threshold of 0.75, we found
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Algorithm 1 Pattern detection for leakage evaluation on a frequency range

Input:
L¢p, : The precise CP length
Nsegs : The number of CPs to cut in one Raw Trace
Niests : The number of tests per frequency
Fotart, Fstop, 0F : Start, Stop and Step Frequencies
Output:
Lpresence: Estimation of the leakage presence at each tested frequency
c F Fstay-t
repeat
S« ] > S: Similarity
for 7 < 0 to Niests do
The victim device starts executing a series of CPs
RawTrace < Signal collected by SDR at the tested frequency F
Segs + Segmentation(RawTrace) using VT
Sega + average(pair Segs)
Segp < average(odd Segs)
10: S.append(p(Sega, Segr)) > Compute correlation p
11: end for
12: Lpresence (F) < Mean(S)
13: F «+— F+6f
14: until f >= Fyop
15: return Lyresence

©

after analyzing the results for each frequency that both methods yield the same
results for 93.95% of the tested frequencies.

For this second method, it took 50 minutes instead of the 27 hours in method
1 of Section 4.1. It is possible to further reduce this time by reducing the number
of similarity tests performed at each frequency. As introduced, Nyests Was initially
set to 10 tests per frequency. We repeated the experiment reducing Nes:s to only
1. In this case, leakage localization took only 15 minutes without significantly
altering the results, and 94.78% of the detected frequencies with Ny.s:s=10 were
still detected with Nyegis=1.

5 Attacking at non-harmonics

In Section 4, we demonstrated that the leakage is also present at non-harmonics
frequencies. This brings another question: how efficient are attacks at these
non-harmonic frequencies? To answer the question, the attack is performed
on a part of the spectrum where the leakage localization methods gave the best
results. To keep the experimentation phase tractable, experiments only cover
the right-hand side of the spectrum (i.e., positive) with respect to the legitimate
signal. Indeed, the objective of the experiment is not to evaluate all possible
frequencies on this particular type of device but to determine if an attack is
possible at non-harmonic frequencies and to compare their performance to at-
tacks at harmonic frequencies. The experiment covers a range of frequencies from
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Fig.10: Presence of leakage over the spectrum: The graph shows the cor-
relation between the segment of references according to the frequency where
the signal was collected when CPs are running (Black curve) and not running
(Red curve). Green Central dash-dotted line: frequency of the legitimate signal
(2.4 GHz). Blue vertical dotted lines: position of harmonic frequencies.

2.45 GHz to 2.6 GHz, and attacks are centered at 150 different frequencies, with
1MHz steps. One may note that the attack would probably also be possible at
other frequencies, including the one on the left part of the spectrum. However,
as indicated, we focus only on the right half side to keep the experimentation
phase in a reasonable time.

5.1 The attack and score

In our experiments, we run profiled correlation attacks [11], where the attacker
has access to a similar device as the victim. This enables the attacker to build a
profile for this type of device and learn the leakage behavior. During the attack
phase, for each key byte, an assumption (i.e., hypothesis) is made on their value.
The 256 possible hypotheses are tested, each getting a probability to be the
correct one based on the correlation between the estimated leakage using the
profile on one side, and the real leakage produced by the victim on the other.
The hypothesis giving the highest probability is assumed to be the correct one.

In many cases, some bytes are incorrectly guessed, but it is still possible to
brute-force the correct key. A brute-force approach [22] consists in testing the
ranked keys from the most probable, according to the probabilities computed
during the attack, until finding the right one. The number of keys tested by the
brute-force algorithm before reaching the correct one is the Key Rank and is
representative of the complexity to recover the key. The lower the key rank is,
the better the attack performs, as the brute-force attack needs less time to reach
the correct key. When the key rank is lower than 232, it takes about 5 minutes
on the experimental computer to brute-force the key. When lower than 23°, the
brute-force takes about 1 hour. In the remainder of this paper, this key rank is
kept as the criteria to evaluate the efficiency of an attack as in previous works [6].
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Fig. 11: Comparison of the results of the two methods: The upper graph
shows frequencies where t-test score > 4.5 (green underlined), hence those car-
rying leakage as introduced in Section 4.1. The lower graph shows the results for
the pattern detection method where correlation threshold > 0.75 . The results
obtained using the pattern detection method with this threshold are the same
for 93.95% of the tested frequencies.

5.2 Experiment and results

In this first experiment, the victim and attacker are still connected by a cable
(Fig. 3a). Two sets of 15000 x 10 traces are collected at each frequency, one to
build the profile and the other to test the attack. The collection phase takes 4
days. For each attack, we compute the key rank and show the results in Fig. 12a.
The experiment confirms that the attack is not only succeeding at the harmonics
as expected but also at many other frequencies. Then, this finding increases the
number of potential frequencies to use to succeed in the attack. The key rank
is lower than 232 at the 3 harmonics as they are not polluted. Among the 147
non-harmonics, 105 have a key rank lower than 232 and 12 lower than 23°.

As the experiment is fully automated, it is important to notice that a very
high key rank at a given frequency does not ensure the attack is necessarily more
difficult there. But it can be tried to make it work better by putting more effort
into it, which is not our concern here.

6 Attacking in challenging conditions

After demonstrating attacks are also possible at frequencies other than the har-
monics, we investigate how useful this finding is in a noisy environment when
attacking at a distance. The questions targeted by this second experiment are
the following: In a noisy environment where harmonics are polluted, can
non-harmonic frequencies keep the attack feasible? Can the attack be
better at non-harmonic frequencies than at harmonic frequencies

In the experiments presented in this section, the leakage is collected using
the antenna and the setup shown in Fig. 3b. Compared to the first experiment
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we increase time diversity from 10 to 50, but collect the same number of traces
at each frequency (15000 x 50). The patterns used for the collection phase and
profiles used for the attack are the ones that were built in Section 5.2. The key
rank is kept as the attack score.

6.1 Attacking at a distance in a noisy environment

A first test is performed with the antenna at 2 meters. In these conditions,
the collection phase takes six days. Fig. 12b shows the results. As expected,
we can observe how the noisy environment reduces the number of exploitable
frequencies. This is particularly visible around the first harmonic at 2.464 GHz,
where WiFi and Bluetooth signals are present. Among the 150 frequencies, the
rank is lower than 232 only at 2 harmonics, as the first one is polluted. Among
the 147 non-harmonics, 78 have a rank lower than 232 and 12 lower than 235,

6.2 Attacking with fewer traces

A common goal of side-channel attacks is to succeed with as few traces as possi-
ble. We re-computed the attack with the traces collected at 2 meters but reduced
the number of traces per attack to 750 x 50 (from 15000 x 50). We were then able
to set up (15000/750 = 20 attacks at each frequency). The experiment provides
the results shown in Fig. 12¢ After sorting the 150 frequencies according to the
average of their scores (average of the 20 log2(key rank)), the harmonics ranked
at the 3'4, 7*h and 121% place. This proves that some non-harmonics can even
get better scores than harmonic frequencies.

6.3 Attacking at a further distance

As screaming-channel attacks try to enable attacks where attackers are as far
as possible from the victim, we run a new round of attack experiments with
the antenna put at a distance of 7 meters. This time 50° attacks are performed
under the exact same conditions at each frequency. To keep the experiments
feasible in a reasonable time, we reduced the number of tested frequencies. The
frequencies selected for this attack at 7 meters are chosen among the ones where
the attack performed best in the 2-meters scenario using 750 traces. The results
of the attacks at 7 meters are shown in Fig. 12d. In this case there is only one
harmonic that still gets a key rank lower than 23°, while most of the
selected non-harmonics still work. Among the 9 which were selected, 5 have
a lower rank than 232 and 2 than 23°.

Fig. 13 shows the results of the same attacks, but it focuses on the evolution of
the key rank according to the number of traces used. Again, we keep the average
of the 50 log2 (key rank) as the attack score for each frequency. When using
the same harmonic as in previous works [6,7,27] (the second one at 2.528 GHz),

9 50 is the minimal number usually considered by the side-channel community for
statistically meaningful results
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(d) Attack at 7 meters using 750 traces (50 attacks per frequency)

Fig. 12: Experimental results: Key Rank (the lower, the better). Underlying
colors per frequency indicate key ranks of: green <= to 232 (approx. 5 mins
brute-force), blue <= to 235 (approx. 1 hour brute-fore), red > to 23°. For (c)
and (d), the graph shows: (1) a central box with the distribution of scores from
the first quartile to the third; (2) whiskers with the extension of the remaining
scores by 1.5% the inter-quartile range (equal to the difference between the third
and first quartile); and (3) a horizontal line with the median score of the attacks.

the key rank decreases but very slowly. Then in our case, to get a rank lower
than 23° using this frequency, it is necessary to collect up to 30286 x 50 traces.
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Fig.13: Attack at 7 meters: a) Key Rank (the lower, the better) according to
the number of traces used for the attack. b) Same results with reduced scale.

These results show how allowing to search for leakage at frequencies other than
the harmonics considerably reduces the number of traces needed to get the same
results. The best non-harmonic frequency, at 2.484 GHz, needs only 65 x50 traces
to get this result, which is even better than the best harmonic at 2.592 GHz,
where the number of traces required is 166 x 50.

7 Discussion and conclusion

This work defied the assumption that screaming-channel attacks perform best
(or only) at harmonics of the digital processing clock of the victim, frequencies
where the leakage was so far supposed to be present with the highest amplitude.
To investigate this, we proposed two methods to locate and evaluate leakage
over a band of the frequency spectrum. The first method, the most intuitive
and direct, builds from the literature on side-channel attacks and tries to find
exploitable leakage through a t-test at each tested frequency. We used a fixed vs.
fixed test due to its better performance with fewer traces. The second method
is an original contribution of this work that tries to reduce the implementation
complexity and the processing time while keeping the same quality of results
as the first method, which uses a standard methodology accepted by the side-
channel community. Exploiting these two methods, we demonstrate that the
leakage is also present at a large amount of non-harmonic frequencies.

The presence of leakage at non-harmonics is consistent with previous stud-
ies [21], demonstrating that when the digital part creates noise at a given fre-
quency, and as this noise travels through the CMOS substrate, the latter acts as
a filter that spreads the noise over a wider frequency band. As a consequence,
the noise can be found on the RF side at frequencies other than the harmonics.

We considered only one type of device, the same used by previous works on
screaming-channel attacks, that is still available off-the-shelf at the time of our
study. The present study does not prove that leakage will always be present at
non-harmonics on any other device. However, it highlights the fact that leakage
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presence has to be checked there, too, as it is possible to find it at these fre-
quencies, even if stronger peaks at harmonics give the intuitive idea that leakage
would appear mainly there. This is exactly what we have proved in this work.

This study also demonstrates how this phenomenon can make attacks feasible
in cases where all exploitable harmonics are polluted by interfering signals, as
the case in more realistic, real-life scenarios. The studied phenomenon can also
reduce the number of traces needed for the attack. Compared with the perfor-
mance of the attack at the best harmonic, using the best non-harmonic enables
to reduce by 60% the number of traces needed to get a key rank under 23°.

In future works, it could be interesting to detect the best frequencies first
and then focus the efforts only on them. For example, by building better profiles:
in our work, in order to build profiles at a large number (150) of frequencies,
these profiles were built with only 150K traces (15000 x 10), which is relatively
small compared with previous works (1 to 5M traces per profile). One can also
extend the range of attacks to a distance where no harmonic gives a reasonable
key rank (for example, superior to 23?) with a given maximum number of traces
and observe how many meters a non-harmonic attack is capable of gaining.
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