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Abstract. This paper reports ongoing research for the definition of a
data-driven self-healing system using machine learning (ML) techniques
that can perform automatic and timely detection of fault types and loca-
tions. Specifically, the proposed method makes use of spectrogram-based
CNN modeling of the 3-phase voltage signals. Furthermore, to keep hu-
man operators informed about why certain decisions were made, i.e., to
facilitate the interpretability of the black-box ML model, we propose a
novel explanation approach that highlight regions in the input spectro-
gram that contributed the most for the prediction task at hand (e.g.,
fault type or location) - or visual explanation.

Keywords: Self-healing system · Interpretability · Fault prediction.

1 Introduction and Context

Electrical grids are susceptible to a variety of electrical abnormalities, failures,
and security threats, which if not tackled abruptly, in some cases they can leave a
devastating impact on lives and the country’s critical industries, leading to a na-
tional dilemma as the result of a cascading effect [5, 6]. Over the last decade, the
problem of automatic fault detection has been studied from various viewing an-
gles using a combination of tools and techniques from computer science, electrical
engineering, statistics, and artificial intelligence (AI) and in particular using au-
tomatic data-driven machine learning (ML) algorithms [2, 7]. From a software
point of view, the use of SCADA (Supervisory Control And Data Acquisition)
has dominated the electrical industry. SCADA is a control system architecture
composed of computers, networked data communications, and graphical user
interfaces (GUIs) for high-level process supervisory management tasks [4]. The
users of the SCADA, however, can be diverse ranging from electrical engineers
to expert data-scientists, and lower professional-level workers.

? Authors are listed in alphabetical order. Corresponding author: Fatemeh Nazary



2 Ardito, Deldjoo, Di Sciascio, Nazary, and Sapienza

Distribution Network

Communication

Data 
collection 

Information 
Layer

Automation
Layer

Fault 
detection 
and type

Fault 
location 

Map Bari Scada dashboard 

Service Impact 
Analysis

Event List User 
notification 

Work-force 
managemen

Attack 
Detection

SCADA-based 
data collection

voltage and 
current

Voltage and current 
breaker

Data dashboard Interpretable
prediction 

Fig. 1. The 3-layered management architecture of an electricity provider network. The
red modules show our contribution.

2 Overview of the self-healing management system of an
electricity provider workflow

We model the self-healing management system of an electricity distributor as
shown in Figure 1 according to hierarchical architecture, where the lowest layer
is the closest level to the input data (i.e., raw electrical signals), and the highest
level is semantic data that are supposed to be understandable to the human
observer, thus bottom (data)→top (user). We describe the functionality of
each layer below:

1. Data-collection level: The main role of the data collection layer is the
acquisition of electrical, and logical data e.g., whether the fault breaker status
is close (0) or open (1). The data collection task by an electricity provider
is mainly managed by the SCADA (short for Supervisory control and data
acquisition) system, which is a standard approach to different types of input
data.

2. Automation levels: This level is responsible for automating the decision-
making by the system. Fault classification is the functionality that is inside
the operative center, however, traditionally it relies on the knowledge of
specialists that analyze fault to understand if it is necessary to inspect the
feeder. Attack detection (remote control part of smart grid), is mainly man-
aged by the telecommunication network. The workforce management unit
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relates to the crew who directly goes to check the problem. Service impact
analysis deals with regulatory and quality of service. We have added an accu-
rate data-driven location prediction system (where the latter is shown with
red color) for isolating faulty zones or their precise location. We believe this
can be a crucial part of modernized self-healing SGs since it expedites the
dispatch of the crew members to the targeted (faulty) areas.

3. Information level: This level is responsible for reporting the monitoring
status and fault decision outcomes to the user/operator. Practically, this
is implemented in electricity providers using SCADA dashboard and data
dashboard that can summarize data or give some detailed information to
the user, depending on the type level of analysis he is interested in.

In the next section, we elaborate our contribution to the existing management
self-healing system of the electricity provider.

3 Our proposed contribution

We propose ISCADA, interpretable SCADA that aims to augment fault pre-
diction results in SGs with information that facilitates interpreting them to
both experts and non-experts operators or users. To this end, we have built
a deep-learning-based fault prediction system3 that can provide accurate and
interpretable fault type and location with relatively high precision. ISCADA ex-
tends the traditional SCADA by adding other components in the specific layers,
as shown with red colors in Figure 1. They include a fault location detection (au-
tomation layer) and interpretable fault prediction visualization (data layer). We
now describe the main idea and the functioning mechanism behind the proposed
work.

As shown in Figure 2, starting from the raw 3-phase voltage signal collected
from a hypothetical faulty area (zone A), we transform the data into a spectro-
gram representation, which will serve as a visual time-frequency representation
of the original signal [3]. This representation is not only an efficient represen-
tation of the signal as it contains both time and frequency representation, but
also a suitable technique for visual inspection of the fault prediction results ac-
cording to time and frequency changes in the signal. For the fault prediction
system, we build a data-driven classification system utilizing a powerful deep
convolutional neural network (CNN). Furthermore, an approach based on
gradient-weighted class activation mapping (Grad-CAM) [8] technique is utilized
to highlight important regions in the spectrogram that can explain fault type
and location, or visual explanation. The result of the explanation is a heatmap
visualizing where on the spectrogram images the network was paying attention
to. These can provide insightful visual cues to the human operator about the
characteristics of the faults and can keep them in the loop.

A hypothetical extension of these results would involve how to turn such
interpretable outcomes [1, 2] into an explanation for non-expert users. In our

3 This work is currently under review at the IEEE Transaction of smart grids (SG)
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Fig. 2. Illustration of the principles behind the proposed intereptable fault prediction
system

scenario, we can use the result of fault prediction as an input to a knowledge
graph or other semantic repository of knowledge that can be also found freely on
the web. An example of such freely available resource we can name of DBPedia,
as shown in Figure 2. The results are presented to the user in terms of multi-
modal explanation using natural language (results returned from the KG) and
visual outcome (the result of the automated fault prediction system shown with
the red zone over the spectrograms).

4 Conclusion

In this paper, we have reported the results of an ongoing research work aiming
at the definition of an interpretable and accurate data-driven self-healing sys-
tem using machine learning (ML). The end goal on the one hand is to perform
automatic and timely detection of fault types and locations; on the other hand,
we aim to make the prediction results interpretable to the user. We discussed
briefly the main insights behind our proposed CNN-based modelling of fault
spectrograms and the Grad-CAM technique, and how the latter can be used to
make the decisions made by the system more transparent.
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