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The Quantum Decoding Problem

André Chailloux! and Jean-Pierre Tillich!
Inria de Paris, {andre.chailloux,jean-pierre.tillich }@inria.fr

Abstract

One of the founding results of lattice based cryptography is a quantum reduction from the
Short Integer Solution problem to the Learning with Errors problem introduced by Regev. It
has recently been pointed out by Chen, Liu and Zhandry that this reduction can be made more
powerful by replacing the learning with errors problem with a quantum equivalent, where the
errors are given in quantum superposition. In the context of codes, this can be adapted to
a reduction from finding short codewords to a quantum decoding problem for random linear
codes.

We therefore consider in this paper the quantum decoding problem, where we are given
a superposition of noisy versions of a codeword and we want to recover the corresponding
codeword. When we measure the superposition, we get back the usual classical decoding
problem for which the best known algorithms are in the constant rate and error-rate regime
exponential in the codelength. However, we will show here that when the noise rate is small
enough, then the quantum decoding problem can be solved in quantum polynomial time.
Moreover, we also show that the problem can in principle be solved quantumly (albeit not
efficiently) for noise rates for which the associated classical decoding problem cannot be solved
at all for information theoretic reasons.

We then revisit Regev’s reduction in the context of codes. We show that using our al-
gorithms for the quantum decoding problem in Regev’s reduction matches the best known
quantum algorithms for the short codeword problem. This shows in some sense the tightness
of Regev’s reduction when considering the quantum decoding problem and also paves the way
for new quantum algorithms for the short codeword problem.
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1 Introduction

1.1 General context

Error correcting codes which appeared first as the fundamental tool to transmit information reli-
ably through a noisy channel [Sha48] have found their way outside this kind of applications, such as
for instance in average case complexity [Lev87], or when locally testable codes were found to be the
combinatorial core for probabilistically checkable proofs (PCP) [Din07]. Another important appli-
cation domain for error correction is cryptography with Shamir’s secret sharing scheme [Sha79],
authentication protocols [Ste93], pseudorandom generators [FS96], signature schemes [Ste93], or
public-key encryption schemes [McET8| [Ale11] MTSB12]. Contrarily to the applications in reliable
communication, data storage, or application in complexity theory where finding suitable families
of structured codes is the problem that has to be addressed, many of these applications in cryp-
tography deal with random linear codes, and more precisely take advantage of the hardness of
decoding a generic linear code.

The decoding problem corresponds to decoding the k-dimensional vector space € (i.e., the
code) generated by the rows of a randomly generated G € ]F’;X" (which is called a generating
matriz of the code) :

€2 {uG: uecF}. (1)

Here F, denotes the finite field with ¢ elements. In the decoding problem, we are given the
noisy codeword ¢ + e where ¢ belongs to ¥ and we are asked to find the original codeword c.

Problem 1 (DP(q,n,k, f)). The decoding problem with positive integer parameters q,n,k and a
probability distribution f on Fy is defined as:

o Input: (G,c+ e) where G € F’;X" and u € ]Ff; are sampled uniformly at random over
their domain - which generates a random codeword ¢ = uG - and e is sampled from the
distribution f.

e Goal: from (G,c+ e), find c.

This problem for random codes has been studied for a long time and despite many efforts on
this issue, the best algorithms are exponential in the codelength n for natural noise distributions

f in the regime where k is linear in n and the rate Ré% bounded away from 0 and 1 [Pra62]
Ste88, [Dum&9, MMTTI] BIMMI12, MO15, [CDMT22).

The most common noise distribution studied in this context is the uniform distribution over
the errors of fixed Hamming weight ¢, but there are also other distributions, like in the binary
case (¢ = 2) the i.i.d Bernoulli distribution model which is frequently found in the Learning
Parity with Noise problem (LPN) [GGR98]. When the number of samples of the LPN problem
is fixed, this is exactly the decoding problem defined above where n is equal to the number of
available LPN samples. When the number of samples in LPN is unlimited, this can be viewed
as a decoding problem where we might add on the fly as many columns in G as we need (and
as many corresponding positions in uG + e). The LWE problem in its standard form [Reg05] is
a slight variation on the input alphabet, it is Z, rather than the finite field F, and as in LPN,
the number of samples is often assumed to be unlimited. The noise distribution is frequently the
discrete Gaussian distribution in this case.

The fact that in LPN, n can grow unlimited with a fixed value of k and a fixed noise distribution
can only make the problem simpler than the decoding problem. Interestingly enough, there are
now algorithms solving the LPN problem like the Blum-Kalai-Wasserman algorithm [BKWO03]

which solve the problem with only subexponential complexity of the form 20<%) whereas no
algorithm with such a complexity is known for n = O (k) (all known algorithms have exponential



complexity in this case). Note that as soon as n = ) (kHE) for any absolute constant € > 0, the

best known algorithm [Lyu05] is somewhat in between, namely 90(metez®) and consists in building
many new LPN samples from the original pool of samples. In terms of the decoding problem given
above, this consists in adding artificially new columns to the generator matrix G given above by
summing a small number of columns of G (together with the relevant positions of uG + e) to
artificially enlarge the value of n and then solve the new decoding problem for this larger matrix.
In our work, we will only be interested in the linear regime setting i.e. k = O(n).

It should be added here that the LWE problem has proved much more versatile than LPN
for building cryptographic primitives. Indeed, it does not only allow to build cryptosystems
from it [Reg05], but also allows to obtain advanced cryptographic functionalities such as fully
homomorphic encryption [BVII] or attribute-based encryption [GVWI3| for instance. It should
also be mentioned that three out of the four signature schemes, public key encryption schemes or
key establishment protocols supposed to resist to a quantum computer which were selected by the
NIST for standardization are based on the hardness of this problem (see https://csrc.nist.
gov/Projects/post-quantum-cryptography/selected-algorithms-2022).

While the security of many code-based cryptosystems relies on the hardness of the decoding
problem, it can also be based on finding a “short” codeword (as in [MTSBI2] or in |[AHIT17,
BLVWI9, [YZW™19] to build collision resistant hash functions), a problem which is stated as
follows.

Problem 2 (SCP(q, n, k,w)). The short codeword problem with parameters q,n,k,w € N is defined
as:

o Given: H € F,Sn_k)xn which is sampled uniformly at random,
e Find: ¢ € F} \ {0} such that He™ = 0 and the weight |c| of ¢ satisfies |c| < w.

Here we are looking for a non-zero codeword ¢ of weight < w in the k-dimensional code ¢
defined by the so-called parity-check matrix H, namelyﬂ :

%Q{CGFZZHCTZG}.

The weight function which is generally used here is the Hamming weight, i.e. for a vector * =

(w1,--- ,z,) € Fy, its Hamming weight is defined as

lz| 2 #{i € [1,n] : ; # O}

We will only deal with this weight here. The lattice version of this problem is called the Short
Integer Solution (SIS) problem. It consists in replacing the finite field F, by Z, and using as weight
function the euclidean weight />, , #? (and by representing the elements in Z, as {—[(q —
1)/2],---,0,---,[(¢g = 1)/2]}). Tt was introduced in the seminal work [Ajt96] and used there
to build a family of one-way functions based on the difficulty of this problem. What made this
problem so attractive is that it was shown there to be as hard on average as a worst case short
lattice vector problem.

Decoding and looking for short codewords are problems that have been conjectured to be
extremely close. They have been studied for a long time, and the best algorithms for solving these
two problems are the same, namely Information Set Decoding algorithms [Pra62] [Ste88), [Dum89|
MMTI11, BJMMI12, MO15, BM17]. A reduction from decoding to the problem of finding short

1The short codeword problem is usually defined by picking a random parity-check matrix H € ]an_k)xn and
not a random generating matrix G € ]Ff;XTL but the differences are minor (see for example [Deb23|) and one could
also define this problem via the generating matrix of a code as we did for the decoding problem.
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codewords is known but in an LPN context [AHI™17, BLVWT9, [YZW ™19, [DR22]. However, until
recently and even in an LPN context, no reduction was known in the other direction before [DRT23]
which gave a quantum reduction from SCP to DP which followed the path of the breakthrough
result of [Reg05] which reduced the problem of sampling short lattice vectors to LWE. Note that
the reduction [Reg05] was not classical but quantum. Later on, it was shown in [SSTX09] that the
quantum reduction technique of Regev allows to reduce quantumly SIS to LWE, and this kind of
reduction also applies to structured versions of these problems, namely Ideal-SIS can be reduced
to Ideal-LWE.

There is a fundamental difficulty of reducing the search of low weight codewords to decoding a
linear code which is due to the fact that the nature of these two problems is very different. Decoding
concentrates on a region of parameters where there is typically just one solution, whereas finding
low weight codewords concentrates on a region of parameters where there are many solutions
(and typically an exponential number of solutions). This makes these problems inherently very
different. This was also the case for the reduction of SIS to LWE and the fact that we can have a
reduction from one to another by looking for quantum reductions instead of classical reductions
was really a breakthrough at that time.

It is also worthwhile to notice that all these problems, DP, LPN, LWE, SCP, SIS are all widely
believed to be hard also for a quantum computer. The best quantum algorithms for solving
these problems have not changed much the picture, the complexity exponent gets essentially only
reduced by a constant factor when compared to the best classical algorithms achieving this task,
see for instance [Berl0, BJLMI13] [KT17, LMvdP15l Laal6, [CL21]. Indeed, as explained above,
most public-key cryptosystems and digital signature schemes that are being standardized right
now by the NIST are based on the presumed hardness of LWE, and there are also alternate
fourth round finalists of the competition [ABCT22, |AAB"22b, |AAB"22a] which are based on the
hardness of binary DP.

1.2 Regev’s quantum reduction and follow-up work

Regev’s quantum reduction[Reg05] is at the core of complexity reductions for these problems,
which with [Ajt96] essentially started lattice-based cryptography. His approach when rephrased in
the coding context is based on the following observation. Suppose that we were able to construct a
quantum superposition \/g Y cee 2oecin V f(€)|c+e) of noisy codewords of a code C of dimension
q
k over Iy, for a normalization factor Z. If we would apply the quantum Fourier transform on such
a state, then because of the periodicity property of such a state we would get a superposition
concentrating solely on the codewords of the dual C* of C, that is ﬁ doetect \/ j?(cl)|cl>. Here

fis the (classical) Fourier transform of f that we will properly define in the technical part of the
paper. Recall that the dual code is defined as

Definition 1 (dual code). Let C be a linear code over Fy, i.e. a k-dimensional subspace of Fy for
some k and n. The dual code C* is an (n — k) dimensional subspace of [y defined by

CrE{deF!:d-c=0, Ve e},

where x -y =), x;y; stands for the inner product between the vectors x and y.
Now, we can expect that if f concentrates on fairly small weights, then fwould also concentrate

on rather small weights and therefore we would have a way of sampling low weight (dual) codewords

and solve SCP for the dual code. The point is now that \/;ZCEC > ecin V f(€)lc+ e) could be
q

obtained by solving the DP problem on states that are easy to construct. This is the main idea
of Regev’s reduction. More precisely, the whole algorithm works as follows



Step 1. Creation of the tensor product of a uniform superposition of codewords and a quantum

superposition of noise
o=/ Cle) 3 Vel

ceC EG]F{;

Step 2. Entangling the codeword with the noise by adding the first register to the second one
and then swapping the two registers

162) = \/qT S V@l + elle).

ceC ee]Fg

Step 3. Disentangling the two registers by decoding ¢ + e and therefore finding ¢ which allows
to erase the second register

|62) = \/gz Y Viele+elo).

ceC eckFy

(The different normalizing factor Z arises when the above decoding procedure is imperfect and we
condition on measuring 0 in the last register.)

Step 4. Applying the quantum Fourier transform on the first register and get

% S V@)

dect

Step 5. Measure the first register and get some d in C*.

This approach is at the heart of the quantum reductions obtained in [Reg05], [SSTX09, [DRT23].
It is also a crucial ingredient in the paper [YZ22] proving verifiable quantum advantage by con-
structing - among other things - one-way functions that are even collision resistant against clas-
sical adversaries but are easily invertible quantumly. In [Reg05] [SSTX09, [DRT23], the crucial
erasing/disentangling step is performed with the help of a classical decoding algorithm. Indeed
any (classical or quantum) algorithm that can recover ¢ from ¢ + e can be applied coherently to
erase the last register in step iﬂ .

A key insight observed in [CLZ22] is that it is actually enough to recover |¢) from the state
Zeeng V f(e)|le+ e) so we are given a superposition of all the noisy codewords ¢ + e and not a

fixed one. This means we have to solve the following problem

Problem 3 (QDP(q,n,k, f)). The quantum decoding problem with positive integer parameters
q;n, k and a probability distribution f on Ky is defined as:

o Input: Take G € IF’;X” and u € IE"; sampled uniformly at random over their domain. Let
c=uG and |Y¢) éZeGF" Vf(e)le+e). The (quantum) input to this problem is (G, |1c)).

e Goal: given (G, |¢.)), find c.

2Indeed, having such an algorithm means we can construct the unitary U : |c + €)|0) — |c + e)|c). Applying
the inverse of this unitary will give the erasure operation.




It’s not clear a priori whether this is helpful or not. If one measures the state |i.) then one
recovers a noisy codeword and we are back to the classical decoding problem.

However, having improvements by directly solving the (LWE variant of the) above problem
has been proposed in [CLZ22] where a polynomial time quantum algorithm based on Regev’s
approach solving SIS is proposed for the o, norm (and not the euclidean norm as is standard
there) for extremely high rate codes. Here the decoding problem is obtained by measuring the
qudits in an appropriate basis allowing to rule out certain values for the code-symbols, and then
they use the Arora-Ge algorithm [AGII] for recovering completely the codeword by solving an
algebraic system which for the parameters that are considered there, is of polynomial complexity.
Despite the fact that the parameters of the SIS problem are highly degenerate, no efficient classical
algorithm performing this task is known. This paper puts forward the S-LWE and the C-LWE
problems. Informally the first problem is the one we solve in Step 3 above and the second one is
just to create directly the uniform superposition of noisy codewords obtained at Step 3.

1.3 Contributions

Our work has 2 starting points. First, the quantum reduction of [DRI23] between the short
codeword problem and the decoding problem in the regime relevant for code-based cryptography
i.e. a constant code rate % and constant error rate. Then, the key insight of [CLZ22] that
one requires to solve the quantum decoding problem in the above reduction which can make it
more efficient. Instead on focusing too much on the reduction, our aim is first to study here
the quantum decoding problem for its own sake. Indeed, the problem is already interesting as a
quantum generalization of the decoding problem and the fact it is used in the above reduction
creates strong motivation for studying it.

In this work, we focus only on the Bernoulli noise of parameter p. This means we consider the
error function e

I e
o)==yl (27)

which in turn means that for any ¢ = (¢1,...,¢,) € [y, we can rewrite

n

e) = Y Vilellete) =@ \/1—p|ci>+a§*,/qfl|ci+a>

eckFy i=1

For this Bernoulli noise with parameter p, the associated quantum decoding problem is written
QDP(g,n,k,p). We show that indeed, the complexity of the quantum decoding problem signifi-
cantly differs from its classical counterpart. Our contributions can be summarized as

A polynomial time algorithm for QDP when the noise is low enough (but still of constant rate).
We will show that the quantum problem QDP defined here is probably much easier than its classical

counterpart DP. Indeed, for fixed rate R 2 % only exponential-time algorithms are known for DP
for natural noise models, for instance the Bernoulli i.i.d model where ¢ = 2, Pr(e; = 1) = p
for which all algorithms solving it are exponential for p in (0,1). This is not the case for the
associated QDP problem, where we will show that by using Unambiguous State Discrimination
(USD) together with linear algebra we can solve the problem in polynomial time up to some
limiting value of p which is strictly between 0 and 1 for a fixed rate R. We generalize this result
for any ¢ by generalizing existing bounds on USD and also present an algorithm for partial binary

unambiguous state discrimination which could be of independent interest.



A problem which can be solved above capacity. There is an information theoretic limit for any
algorithm solving classically or quantumly the classical decoding problem DP. When the rate
exceeds the capacity of the noisy channel specified by f (and if this is an i.i.d. noise) then above
the capacity of the noisy channel it is just impossible to solve with say polynomial error probability
the decoding problem just because there are exponentially many candidates at least as likely as
the right candidate. The problem becomes intractable just because of this reason. For instance
in the Bernoulli model above, the rate R = k/n has to be smaller than 1 — h(p) where h(z) is
the binary entropy function, h(x) = —xlogy(z) — (1 — z)logy(1 — x). Somewhat surprisingly, it
turns out that we can go above the Shannon capacity for the QDP problem. Moreover, with the
help of the Pretty Good Measurement (PGM) we can fully characterize the noise range where the
problem is tractable.

Applying QDP solvers in Regev’s reduction. Both algorithms (the one using USD and the other
one based on PGM) can be applied to sample small weight dual codewords and solve SCP. By
applying the quantum reduction steps above, together with our polynomial time solving QDP we

obtain non-zero codewords of relative weight w = /n satisfying w < (g=1)A=R) Interestingly
enough, this is precisely the smallest weight that can be reached by the best known polynomial
time algorithm, namely a minor variant of the Prange algorithm [Pra62]. On the other hand, we
will show that there is no hope to have a proper general reduction of SCP to QDP, by providing
examples showing that we can solve QDP in a certain noise regime and still get nothing useful
for SCP after using it in Regev’s reduction. However, we can adapt the PGM to still have some
small codewords up to the tractability bound. Our examples really show that we have to analyze
properly the state that we have at Step 3. of the reduction on a case by case basis.

We now perform a detailed description of our contributions.

1.3.1 Using USD as a means of improving quantum algorithms for QDP

The binary setting. Our first idea, which extends naturally the work of [CLZ22] is to apply USD
for the quantum decoding problem. We first consider the binary setting, i.e. ¢ = 2. This means
the states |U.) = Zeemg v/ f(e)lc+ e) for which we want to recover ¢ are of the form

|We) = ®\/1 —plei) +/pll — ci).

Consider a fixed coordinate i for which we have the state /1 — p|c;) +/p|1 — ¢;) which we call
|¢P ). By measuring this state in the computational basis we get ¢; wp. 1 —p and 1 —¢; wp. p.
This measurement is actually the measurement that distinguishes best [¢)g) and |¢1).

Another measurement of interest is unambiguous state discrimination. Here, the goal is not
to distinguish optimally between |¢%) and |¢/7) but to make sure that our guess is always correct
but allowing for some abort. In this setting, we have the following

Proposition 1 (Unambiguous state discrimination). For any p € [0,1], there exists a quantum
measurement that on input Y2 ) outputs c; wp. 1 —2+/p(1 —p) and outputs L otherwise.

Using this measurement, the probability of guessing correctly ¢; is always smaller than 1 — p
for p < % However, we know exactly when we succeed in guessing ¢;. This will be extremely
useful for decoding. Indeed, if we recover k values of ¢; we recover the complete codeword ¢ with
good probability by linear algebra by using the fact that ¢ = mG with G € ]FéC X" This will lead

to



Theorem 1. Let R € [0,1]. For any p < (%)L, there exists a quantum algorithm that solves
QDP(2,n, |Rn|,p) wp. 1 — 279%™ in time poly(n). Here for a real number z € [0,1], - stands

1-2y/z(1—x)

for 5

Interpretation as changing the noise channel and partial unambiguous state discrimination. A
nice interpretation of the above algorithm is that when the error is in quantum superposition, one
can use quantum measurements to change the noise model. For example in the above, if we are

given [1).,) = /1 — plc;) + /p|1 — ¢;) then
e One can measure in the computational basis to obtain ¢; that has been flipped wp. p.
e One can use unambiguous state discrimination in which case ¢; has been erased wp. 24/p(1 — p).

What we show in Theorem [1| is that the second strategy is actually much more powerful for
recovering the codeword c. A natural question to ask is whether this can further be generalized
to other measurements.

In this work, we actually generalize Unambiguous State Discrimination as follows: given |, ),
the measurement will sometimes output L but it can also fail with some small probability. We
prove the following
Proposition 2 (Partial Unambiguous State Discrimination). Let p,s € [0, %) with s < p and let
u= 15%. There exists a quantum measurement that when applied to |tc,) = /1T = ple;) +/p|1 —cs)
outputs ¢; wp. u(l —s), (1 —¢;) wp. us and L wp. 1 — u.

Notice that this generalizes both the standard measurement (by taking s = p) and unambiguous
state discrimination (by taking s = 0 which gives u = 2pt). This seems a very natural way
of generalizing Unambiguous State Discrimination but is not something we have found in the
literature and could be of independent interest. We can use this measurement not to provide new
polynomial time algorithm but rather to give a reduction between different Quantum Decoding
problems, which we detail in the full text.

The general setting. The unambiguous state discrimination approach works in the g-ary setting
as well. A difficulty here is that optimal unambiguous state discrimination is not known in general
for more than 2 states, but in certain situations where we have a symmetric set of states [CB98]
we know how to perform optimal USD. This would apply in our case case where ¢ is prime. We
have generalized sligthly the approach of [CB98] to be able to apply it to any finite field size q.
We get finally a result very similar to the binary case

1
Theorem 2. Let R € [0,1]. For any p < (qul)R) , there exists a quantum algorithm that solves
QDP(q,n, |[Rn],p) wp. 1 — 27U in time poly(n).

Here we have used a notation which “generalizes” the p notation used in the binary setting.

(V=2 a-D-vz)’
a .

Notation 1. For a real number x € [0,1], 2+ stands for

This quantity depends on ¢ which will be clear from the context. Note that when ¢ = 2 we get

1-2¢/z(1—=x
2

) which coincides with the one given in the binary case.



1.3.2 Determining exactly the tractability of the quantum decoding problem

We are now interested in the tractability of QDP(q,n,k,p) meaning when is it possible from
an information theoretic perspective to solve this problem. In order to study this problem, a
fundamental quantity is dmin(R) defined below, sometimes referred to as the Gilbert-Varshamov
distance

Notation 2. Let R € [0,1]. We define dmin(R) 2 hy'(1—R), where ho(x) 2 —(1—x)log, (1 —x) —
rlog, (qf—l) hq is a bijection from x € [O, ﬂ} to [0,1] and we define h;* : [0,1] — [O, %} st.

q
hyt(hg(z)) =z forx e [0, %] .

For the classical setting, it is well understood that DP(q,n, k,p) is not tractable when p >
Smin(£), meaning that even an unbounded algorithm will solve the problem wp. o(1).

We would like now to understand what happens in the quantum setting. Techniques based on
(partial) unambiguous state discrimination will not work in the regime p > 0pin(R). Since we are
only interested in the tractability of the problem, we can consider optimal quantum algorithms for
discriminating between the states [¥c) = >, Y f(e)|le+ e) where f accounts for the Bernoulli
noise of parameter p. This problem can be addressed by using the Pretty Good Measurement
(PGM) which has turned out to be a very useful tool in quantum information. If we define Ppgm
as the probability that the pretty good measurement succeeds in solving our problem and define
Popr as the maximal probability that any measurement succeeds, we have [BK02l, [Mon06]

2
Popr < Ppam < Popr.

This means that if the problem is tractable then Popr = Q(1) which implies Ppaym = ©(1). On
the other hand, if the problem is intractable then Popr = o(1) which implies Ppgy = o(1). In
conclusion, in order to study the tractability of the quantum decoding problem, it is enough to
look at the PGM associated with the problem of distinguishing the states {|U.)}. We show the
following

Theorem 3. Let R € (0,1).

o Forp < (6min(1 — R))", QDP(g, n, |[Rn], p) can be solved using the PGM wp. Ppay = Q(1)
hence the problem is tractable.

e Forp> (6min(1 — R))", QDP(q,n, | Rn,p), the probability that the PGM solves this problem
is Ppgay = o(1) hence the problem is intractable.

The pretty good measurement associated to this distinguishing problem actually has a a lot of
structure. It is actually a projective measurement on an orthonormal basis corresponding which
can be seen as a Fourier basis involving the shifted dual codes of the code C we are working on.

Comparing the complexity of the decoding problem and the quantum decoding problem With
this full characterization, we compare the hardness, and tractability of the classical and quan-
tum decoding problems. For p = 0, we have of course a polynomial time algorithm to solve
DP(g,n,|Rn|,0). For 0 < p < dmin(R), the problem is tractable and the best known classical or
quantum algorithms run in time 2% . For p > Omin(R), we know the problem is intractable. In
the quantum setting, we obtain a very different picture. A comparison of these results is presented
in Figures [I| and 2] where we use the following terminology

e Easy: there exists an algorithm that runs in time poly(n).

e Hard: the best known algorithm runs in time 220" but there could potentially be more
efficient algorithms.

10



e Intractable: we know that any (even unbounded) algorithm can solve the problem wp. at
most o(1).

Figure 1: Hardness and tractability of the decoding problem DP(gq,n,|Rn],p), for any fixed
R € [0,1], as a function of p.
Hard Intractable
I |
0 6min(R) =

Q‘H
hS

Figure 2: Hardness and tractability of the quantum decoding problem QDP(q,n, | Rn], p), for any
fixed R € [0,1], as a function of p.
Hard Intractable
I n | I P
o (") (Buin(1 = R))* “

q

This gives a proper characterization of the difficulty of the Quantum Decoding Problem. In
our next contribution, we will apply them in Regev’s quantum reduction in order to derive some
results for the short codeword problem. As we will show, the results from Figure 2] will match
exactly our knowledge for the short codeword problem.

1.3.3 Using our algorithms in Regev’s reduction

We are now interested in solving the short codeword problem using Regev’s reduction and the
algorithms we described in the previous section. The known hardness of the short codeword
problem is summarized in the figure below

Figure 3: Hardness and tractability of the short codeword problem SCP(gq,n, | Rn|,p) for a fixed
R € (0,1), as a function of p.
Intractable Hard

[ I | | w

0 Omin(R) w (qgl)

For our coding context, the only known reduction is the following

Proposition 3 ([DRT23|, informal). Fiz integers n,q > 2 as well as parameters R,p € (0,1) st.
P < Omin(R). From any quantum algorithm that solves DP(q,n, [(1— R)n], p) with high probability,
there exists a quantum algorithm that solves SCP(q,n, | Rn|, p*) with high probability where recall

_ (VOa1-vp)’
_ ! ,

that p*

How can we characterize the efficiency of this reduction? Let us consider the best algorithms
for DP(gq,n, [(1— R)n], p*) and see what algorithms does it give for SCP(g, n, | Rn],p). We obtain
the following result, summarized in Figure[d] We can see that the obtained algorithm for the short
decoding problem is significantly worsﬂ than best known algorithm for this problem (see Figure|3)).
But in the light of our previous results, this is understandable, Regev’s reduction actually requires

30ne can check that we always have (dmin(1 — R))® > &min(R).
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to solve the quantum decoding problem and we just showed that it is much simpler than the
decoding problem. If we could directly use the above proposition with our algorithms, we would
obtain the following results, summarized in Figure

Figure 4: On the top, best known (classical or quantum) algorithms for DP (g, n, [(1— R)n],p). On

the bottom, complexity of a quantum algorithm for SCP(q, n, [ Rn], p) that uses the best algorithm

for DP(¢,n, [(1 — R)n],p) and then uses Proposition
Hard Intractable

| ' p [DPl,n[(1- R)nl.p)]

0 Omin(1 — R) -1

q

l Proposition

Intractable Hard
| I

0 (Gmin(1 = R))™ =

(-,
—

p [SCP(q,n, [Rn],p) |

)

Figure 5: On the top, our quantum algorithms for QDP(g,n,[(1 — R)n],p). On the bot-
tom, complexity of a quantum algorithm for SCP(gq,n, [Rn],p) that would use our algorithms
QDP(g,n, [(1 — R)n],p) and then Proposition [3| when applicable
Hard Intractable
Y e — o p [P (- Rjnl.p)]
0 (T) (6min(R))

q

l Proposition [3|if applicable

Intractable Hard
| | | L p [SCP(g,n, [Rn],p)]

0 Spmin(R) (q—l)lgl—R) (qu

Here, if we could apply Proposition [3] with our algorithms, we would recover exactly the same
complexities as the best known algorithms for SCPﬂ However, it’s not clear whether this is the
case. What we do is that for each of our algorithms, we try to perform Regev’s reduction and see
what we obtain. We show the following:

e If we take our polynomial time algorithms involving unambiguous state discrimination for
the quantum decoding problem in Regev’s reduction, we can find in quantum polynomial
time small codewords down to Prange’s bound, i.e. down to % (the Easy zone in

1
Figure . The bound (w#) comes from bounds on quantum unambiguous state

discrimination and it is quite remarkable that after the quantum reduction, it corresponds
exactly to Prange’s bound where the short codeword problem is easy.

e If we use our algorithm involving the Pretty Good Measurement in Regev’s reduction, the
following happens:

4We say we recover the same complexities only in the sense that we recover the areas which are
easy,hard,intractable. We’re not claiming that within these areas, the running times are exactly the same.
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1. If we apply the PGM directly, we will most often be in regimes where we measure 0 in
the final step so we will not be able to solve the Short Codeword problem.

2. We can slightly tweak the PGM so that we can solve the corresponding short codeword
problem for all the regimes where it is tractable (the Hard zone in Figure [3)).

3. We also show another example where we can slightly tweak the PGM but where the
reduction utterly fails, meaning that the state we obtain after Step 4 is | L}, so measuring
will give absolutely no information about a small dual codeword. This shows that there
is no hope to perform a generic reduction (i.e. a generalization of Proposition between
the quantum decoding problem and the short codeword problem with this method.

These results show that, while it is impossible to have a generic reduction from QDP to SCP
with this method, it is - at least for our examples - possible to find algorithms for QDP that will
give results according to Figure [5] and recover the areas where the problem is easy and where it
is tractable. This can be seen as quite a surprise since our bounds on QDP essentially come from
information theory and best known bounds on SCP comes from classical coding theory and seem
unrelated at first.

2 Preliminaries

2.1 Notations and basic probabilities

Sets, finite field. The finite field with ¢ elements is denoted by F,. Z, denotes the ring of integers
modulo ¢g. The cardinality of a finite set £ is denoted by |£|. The set of integers {a,a + 1,--- ,b}
between the integers a and b is denoted by [a,b]. For a positive integer n, [n] denotes [1,n].
< S means that x is sampled uniformly from the set S.

Vector and matrices. For a Hermitian matrix M we write that M > 0 when M is positive semi-
definite. Vectors are row vectors as is standard in the coding community and «T denotes the
transpose of a vector or a matrix. In particular, vectors will always be denoted by bold small
letters and matrices with bold capital letters. For a subset J C [n] of positions of the vector
T =2T1,...,%,, 7 = (x;)jecs denotes the vector formed by the entries indexed by J. For a matrix
G e F’;X" and a subset of columns J C [n], G € stl‘]l denotes the submatrix formed by its
columns indexed by J.

Lemma 1 (Hoeffding’s inequality). Let X, ..., X,, be independent random Bernoulli variables with
parameter p. We have

Pr[z X; <pn—ay/n] < 9—2a%
i—1

2.2 Random linear codes
2.2.1 Basic properties

For a vector * = x1,...,7, € Fy, we define the Hamming weight |z| = [{i : z; # 0}|. For
¢,n,w € N* with ¢ > 2, we define the (Hamming) sphere of radius w as SE" = {z € F}) : |z| = w}.
A code C can be specified by a generating matrix G € IF’;X”, in which case C = {uG : u € ]F’q“} or
via a parity-check matrix H € Fj "™ in which case C = {y : HyT = 0}.

(André: Si ces quantités suivantes ne sont pas utilisées ici, peut-étre les mettre directement
dans la section correspondante aux propriétés avancées sur les codes aléatoires.)
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Definition 2 (g-ary entropy). We define the g-ary entropy hy : [0,1] — [0,1] s.t. h(z) = —zlog (qf—l> -
(1—=x)log(l—=x) if z € (0,1) and hqe(0) = hy(1) = 0.

hg is increasing for z € [0, q%ql] and deceasing for x € [%, 1]. Moreover, hq(%) =1

Definition 3 (Inverse g-ary entropy). hy is a bijection from [0, q%ql} to [0,1] and we define hy* :
0.1 > [0.552] st b (hy(@) = for o € [0.552].

q

Definition 4 (Relative Gilbert-Varshamov distance). The (relative) Gilbert- Varshamov distance for
q-ary codes Omin(R, q) corresponding to the rate R is defined as dmin(R,q) = h;l(l —R).

Definition 5 (Relative maximum weight). The (relative) maximum weight for q-ary code dmax (R, q)
is defined as the unique solution x in [%, 1] of hq(x) = R if it exists. If such an = does not exist,

we just write dmax(R, q) = L.

Omin (R, q) corresponds to the typical asymptotic relative minimum distance of a random linear
code over F, of rate R, whereas the second quantity (when it is not L) is equal to the typical
asymptotic relative maximum distance. Generally ¢ will be clear from the context and we will
drop the dependency in ¢ and simply write dpin(R) and 0max(R).

Definition 6 (Inverse of a full rank matrix). Let k < n and G € IFZX” be a matriz of full rank k.
We define the pseudo-inverse G=1 € FZX’“ as a matriz satisfying Yu € Fg, (uG) -G~ ! = u. [jp:
Cette matrice n’est pas unique, j’ai changé "inverse” en ”pseudo-inverse” et "the” par a”.|

Proposition 4. Let m > k and let G + Fqum. We have
Prlrank(G) = k] > 1 — ¢"=™.

Proposition 5. Let ¢ = sG for some s € IF’; and G € IF’;X”. Let J C [n] s.t. Gy is of rank k.
Then we have ¢ = CJG;lG.

Proof. Notice that ¢; = sG;. If Gy is of full rank k then G;' is well defined and ¢;G;' =
SGJG;l = s. From there, we conclude CJG;lG =sG =c. O
2.2.2 Classical and quantum decoding problems

Before defining our coding problem, we define the Bernoulli error distributions that we will use.

Definition 7. For q € N*, with ¢ > 2 and w € [0,1], we define the Bernoulli probability function

S
by : Fy — R satisfying by(0) =1 —w and by(i) = ;*5 for i #0.

Definition 8. For ¢ € N*, with ¢ > 2 and w € [0, 1] we define the distribution B(q,w) sampled as
follows: pick x w.p. by(x), return x.

We now define the Bernoulli distribution on vectors on Fq" where each coordinate is taken
according to B(q,w).

Definition 9. For ¢,n € N*, w € [0,1], with ¢ > 2 we define the distribution B(g,n,w) sampled
as follows: fori € {1,...,n}, x; + B(q,w), return € = x1,...,x,. Notice that sampling from

||
B(g,n,w) is equivalent to the following sampling procedure: pick & w.p. (ﬁ) (1 — w)rl=l,

return x.
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What we are interested here is the decoding problem as it arises in cryptography, but we will
describe it here by using the langage of information theory. We have a message m € Fé“ which is
encoded via a generating matrix G € F qu". The encoded message mG is sent through a channel
and an error e occurs. The receiver gets the message mG + e and his goal is to recover m. Notice
that the receiver also knows the generating matrix G so his goal is, given G and y = mG + e, to
recover m.

The way we model the error is that e is sampled from the Bernoulli distribution B(q,n,w) for
some chosen w. Note that there are other choices for the error model that can be of interest that
we discuss in the next section. We first define the distribution of input/solution to our decoding
problem.

Definition 10. For q,n,k € N*, with ¢ > 2, for w € [0,1], we define the distribution | D(q,n, k,w)

sampled as follows: G < {0,1}**" m « ]F’;, c = mG, e + B(g,n,w), y = c+ e, return
(G,y,0).

We can now define our classical decoding problem

Definition 11. For g,n,k € N*, with ¢ > 2, for w € [0, 1], the decoding problem | DP(q,n, k,w) | is

the following. We sample (G,y,c) + D(g,n, k,w) and the goal is, given only (G,y), to recover c.

Another problem of interest is finding short codewords.

Definition 12. Forg,n,k € N withq > 2 andw € (0,1), the short codeword problem| SCP(q,n, k,w)

nx(n—=k)

is the following. We sample H < F, and the goal is, given H, to find ¢ € Fy\{0} st.
Hc™ =0 and |c] < wn.

We now consider the quantum decoding problem. Now, instead of choosing a random error
e from B(g,n,w) and constructing y = ¢ + e, we construct a quantum state that is a superposi-
tion of all these noisy codewords. This motivates the following definition for the input/solution
distribution.

Definition 13. For g,n,k € N*, with ¢ > 2 and w € [0, 1], we define the distribution | Dg(q,n, k,w)

sampled as follows: G < {0,1}F*", m « FF c = mG, |[c) =3 cpn VwIel(1 —w)nlel|c +e),
return (G, |te), €).

From there, we define our quantum decoding problem.

Definition 14. For q,n,k € N*, with ¢ > 2, for w € [0,1], the decoding problem ‘ QDP(q,n, k:,w)‘

is the following. We sample (G, |1e), €) < Do(q,n,k,w) and the goal is, given only (G, |e)), to
Tecover c.

The above definition can be generalized to any probability function P : Fj — R by considering

the state |¢c) = > .cpn VP(e)|c + €). Moreover, and this is specific to the quantum setting,
q

this can be generalized to any function f : Fy — C with |f[2 = 1 by considering the state

[the) = Zequ" f(e)|le+ e). This is what motivates the following definitions.

Definition 15. For q,n,k € N*, with ¢ > 2, for f : Ty — C with || f||2 = 1, we define the distribution
Do(q,n, k, f) | sampled as follows: G «+ {0,1}k*" m «+ F’;, c=mG, |1h.) = ZeeF; f(e)le+e),
return (G, |[¢e), ).

Definition 16. For q,n,k € N*, with ¢ > 2, for f : Fy — C with | f||2 = 1, the decoding problem

‘QDP(q,n,k,f) ‘ is the following. We sample (G, |1¢), ¢) < Dol(q,n, k, f) and the goal is, given
only (G, |ve)), to recover c.
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2.2.3 Punctured codes and Prange’s algorithm
We will use in what follows the notion of punctured and shortened code.

Definition 17 (Punctured and shortened code). Let C C Fy be a linear code over F, of length n.
Let J C [n] be a subset of code positions. The punctured code Cj with respect to J is defined
as C; = {cj : ¢ € C}. The shortened code C’ with respect to J is defined as C’ = {c; : ¢ €
C, ciup\g = 0} (i.e. the set of codewords of C where we keep only the positions in J and which are
zero outside J ).

It is readily seen that these two operations commute when taking the dual

Lemma 2. For any linear code C and any subset J of positions of this code

cnt = (4’

@) = ),

A variation of the Prange algorithm. We recall here a result which is essentially folklore in coding
theory, namely that there is a probabilistic polynomial time algorithm for finding short codewords
in a random linear code of dimension k£ and length n over I, which produces short codewords

of weight {WJ. It simply uses linear algebra. For this, consider a parity-check matrix

He an_k)xn of C and run © (y/n) times the following procedure
1. Choose uniformly at random subset J of k positions of C. Let J = [n] \ J.

2. If Hy is not of rank n — k, abort and else choose ¢ on J as a random vector of Hamming
weight 1.

3. Find the remaining entries of ¢ by solving the linear system

HjCjT = 7H‘]CJT

4. If |c| = {WJ output c.

q

The rationale behind this algorithm is that the expected weight of such a cis 1+ W

that it can be proved that it takes the right weight with probability 2 (ﬁ) Note that all the

known (be they classical or quantum) algorithms that produce asymptotically relative weights

and

w < W where R = % is the code rate have exponential complexity.

2.3 Distinguishing quantum states

Proposition 6 (Helstrom’s measurement). Let |1g), [t)1) be 2 quantum pure states s.t. |{to|11)]
u. There exists a quantum projective measurement I1 = {Ily, 111 } s.t. Ve € {0, 1}, tr(I.|ve) (.|) =
1 + V1—u?

2 PR

and

. 1 —u2
In the above measurement, the measurement gives the correct answer w.p. % + 12 Y

gives the opposite answer w.p. % — 7”2*“2 Another measurement of interest is the one arising
in the context of unambiguous state discrimination. Here we allow the measurement to answer
“I don’t know” (which corresponds to outcome 2). What we require from the measurement is
that if the measurement does not answer 2 then it always answers the correct value. The optimal

unambiguous measurement is given by the proposition below.
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Proposition 7 (Unambiguous State Discrimination). Let |¢g), |101) be 2 quantum pure states s.t.
[{(to|th1)| = u. There exists a POVM F = {Fy, F1, Fao} s.t. Ve € {0, 1}, tr(Fe|e) (Ye]) =1 — u and
tr(Fa[ve) (Ye]) = u.

The optimal unambiguous measurement is not known when there are more than 2 states. We
present a detailed analysis of USD with ¢ states in Section where we give known results and
also provide some new ones.

The final measurement of interest is the Pretty Good Measurement, which is a generic mea-
surement to distinguish n quantum states.

Definition 18 (Pretty Good Measurement). Consider an ensemble {|1;)}icin) of 1 quantum pure
states. The Pretty Good Measurement associated to this ensemble is the POV M {M;};epn) with

M;=p 2|\ (hilp™2  given p= Z |hi) (il

i€[n]

One can easily check that each M; = 0 and that ", M; = p_%pp_% =1.

Proposition 8. [BK02, [Mon06] Consider an ensemble {|;)}icin) of n quantum pure states and
{M;}icpn) the associated pretty good measurement. We consider the setting where i is chosen at
random and we want to recover i from |1;). Let Ppgy be the probability of success using the PGM
and Popr be the optimal success probability. This means

1
Prem = — > tr ([e) (il M)
1
P - il N (| N
OPT ?]1\%7}{ n XZ: tr([eps) (v N3)
where the mazimum is over all POVMs {N;}icn). We have

Ppam < Popr £V Ppaum.

2.4 The classical and quantum Fourier transform on F}
In this article, we will use the quantum Fourier transform on Fy; where F, is the finite field F,.
Definition and basic properties. It is based on the characters of the group (E’;,—i—) which are

defined as follows (for more details see [LN97, Chap 5, S1], in particular a description of the
characters in terms of the trace function is given in [LN97, Ch. 5, S1, Th. 5.7]).

Definition 19. Fiz q = p° for a prime integer p and an integer s > 1. The characters of Fy are
the functions x, : Fq — C indexed by elements y € Fy defined as follows

2 tr(z-y)
Xy (2) 2 ,  with
tr(a) 2 ataP+a 4 ta”

where the product x -y corresponds to the product of elements in F,. We extend the definition to
vectors x,y € Fy as follows:

AN
Xy(‘l’) = H?:lei (z4)-
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2imwx
When g is prime, we have x,(z) = e « “ . In the case where q is not prime, the above definition

is not necessarily easy to handle for computations. Fortunately, characters have many desirable
properties that we can use for our calculations.

Proposition 9. The characters x, : Fyy — C have the following properties

1. (Group Homomorphism). Yy € Fy, xy is a group homomorphism from (Fy,+) to (C,)
meaning that Va,x' € By, xy (T + ') = xy(x) - xy(x').

2. (Symmetry). Ve,y € T, xy(x) = X(y)

3. (Orthogonality of characters). The characters are orthogonal functions meaning that Ve, x' €
Fy, ZyGFZ’ Xy(Z)Xy (@) = ¢"0g.a- In particular Zyng Ixy(®)|> = q and Yz € IF;‘\

{0}7 Eyemg Xy(m) =0.
Notice that these imply some other properties on characters. For instance x,(0) = 1 or

Ixy(x)| = 1 for any @,y € Fy. The orthogonality of characters, allows to define a unitary
transform which is is nothing but the classical or the quantum Fourier transform on Fy.

Definition 20. For a function f : ¥y — C, we define the (classical) Fourier transform f as

> xa®)f ().

yery

~ 1
fl@) = —
qn
The quantum Fourier transform QFT on Fy is the quantum unitary satisfying Va € Fy,

QFT|z) = jq» S xe@)ly).
yeFn

We will also write |¢) 2 QFT |¢).
Note that when |¢)) = Zmeﬂ?g f(x)|x) we have
)= J(@)x).
zelFy

The Fourier transform can also be viewed as expressing the coefficients of a state in the Fourier
basis {|&),x € F'} as shown by

Fact 1. Let |¢)) = ZyEFZ; fW)ly), then

This follows on the spot from the fact that if [¢)) = > pn cz|Z), then

J}n S W) = f(-a).

y€eF?

Ce = (®|¢) =
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Translations amount to multiplication by a phase in the Fourier basis. It will be convenient for
what follows to bring in the shift and phase operators which are defined by

Definition 21 (shift and phase operators). For b inIFy, let Xy be the shift operator Xp|x) = |x +b)
and Zy be the phase operator Zp = x(b)|x).

The main properties of the Fourier transform follow from the fact that the characters are the
common eigenbasis of all shift operators (and therefore all convolution operators). In the quantum
setting, this amounts to the fact that the quantum states {|z), € F} form an eigenbasis of the
shift operators as shown by

Proposition 10. We have for all b in Fy that |Z) is an eigenstate of Xp associated to the eigenvalue
Xz(—b) and

Xp-QFT = QFT-Z_, (2)
QFT X, = Z, QFT. (3)

Proof. Let € Fj. We observe that

X, QFT|z) = \/;7 > Xa(W)y +b)
yGFg
1
= = Xz(y — b)|y)
\/q»y;n

= QFT -Z_y|z).

This computation shows that |Z) = QFT |x) is an eigenstate of the shift operator X} associated
to the eigenvalue x(—b). The other equality follows from this and the symmetry property [2| of
Proposition [9] which implies that

QFT' = QFT (4)

where by M we mean the (complex) conjugate operator of the operator M which is defined by
Mézm’y My y|z)(y| when M = 3" M,y [2)(yl. namely implies that
QrTt. X} =21, - QFT!

This in turn means that
QFT - X_, =2, - QFT,

or equivalently

QFT-X_p=Zp - QFT

which gives
QFT-X_, =74 - QFT,

and therefore proving . O

We will focus on the following quantum states [1)) = v/1 = 7[0) + > cp 1/ 777 |) associated

to a g-ary channel of crossover probability 7. Indeed, when we measure such a quantum state,
we namely get an element of I, which can be viewed as a sample of an error output by such a
channel. The quantum Fourier transform applied to such states yields a state of the same form,
since it is readily verified that
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Lemma 3. Let 7 € [0, %] and |) = V1 —=7[0) + 3 eps /7l We have

QFT[v) = V1—7L0)+ Y \a

a€lFy

with T

L _ (Vena=—m-v7)’
- :

Proof. We write

QFT [¢)) = FZIy ,/ sza

yeF, yE]F aE]F*

N (\/7+\/qq—7Tl) |0>+y§; (\/7_ V q(qT—1)> )

where in the last equality we used the fact that for y £ 0, we have Zaqu Xa(y) = Zae]pq Xy(a) =

0 (by using first the symmetry property and then the orthogonality property of characters of
Proposition E[) This implies that ) g Xa(y) = —xo(y) = —1. In order to conclude, notice that
q

e

which means we can rewrite QFT [¢) = V1 — 7(0) + 37 p. qT_—Ll. O

We will also need to describe how the quantum Fourier transform acts on shifts of |¢))

Lemma 4. Let 7 € [0, 4 ] b € F, and denote by |yp) the state Xp|h) where |1/1> V1—r7]0) +

ZaeF; Tl We have
[e) = \/ﬁ|b>+z\/:|a>
a#b

QFT[¢h) = V1I-7H0)+ Y xa(b)

o€k

fa).

Proof. The first point follows right away from the definition of these quantities, whereas the second
point follows on the spot from Fact 10| and the previous lemma:s:

QFT [¢p) = QFT-Xplt))
= Z,-QFT[¢) (by Fact [10)

Zy | V1—7L0) + Z |a (by Lemma [3)

aEF*

VI—r o+ 3 xa)

acFy

o).
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Applying the quantum Fourier transform on periodic states. Regev’s reduction applies to states
which are periodic. In our case, they will be of the form ﬁ Y ocec ZeEIFZ; f(e)lc+ e) where Z is

some normalizing constant, C some linear code of length n over F; and f some function from Fy
to C. This state can be written as ﬁ ZEGF{? g(x)|x) where g(x) = > ..o f(x —c). We clearly

have in this case g(x + ¢) = g(x) for any x € F} and any ¢ € C. For such states, we have the
following

Proposition 11. Consider a function f :Fy — C. We have for all linear codes C C Fy :

T | 3N fleliere) | - 'fg S fwly)

c€eC ecFp yeCt
where Z is some normalizing constant.

Proof. The proposition follows from the following computation

% S Y Y vyletely)

QFT %Z Z fle)lc+e)

ceC eclFy eckFy ceC xely
1
= ﬁ Z f(e) Z Xy(e)|y>ZXy(c)
eck? yelry ceC
C|
= ﬁ Z xy(e)f(e) Z 1Y) (5)
eck? yect
C| S F
= —= ) fWly)
\/Z yeCt
where () follows from a slight generalization of (3) of Proposition [9] namely that
> xyle) = |C|ifyect
ceC

= 0 otherwise,

which follows by a similar reasoning by noticing that C* can be vieved as the set of trivial characters

acting on C:
{y eFy i xylc) =1, Ve e C} =C*.

3 Algorithms for the binary quantum decoding problem

3.1 Quantum polynomial time algorithm using unambiguous state discrimination

We present our first quantum algorithm that directly uses unambiguous state discrimination.

Theorem 4. Let R € (0,1). For anyw < (%)L 2 %f \/ﬂ, there exists a quantum algorithm
that solves QDP(2,n, | Rn],w) w.p. 1 — 272,
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Proof. We fix R,w, as well as n € N and k = | Rn|. We consider an instance of QDP(2, R, k,w)
so we have a random matrix G <+ {0,1}**" ¢ = mG for a randomly chosen m < {0,1}* and
the state [¥e) = @i, [¢¢) where [¢¢) = V1 —w|c;) + /w|l — ¢;). We consider the following
algorithm for solving our Quantum Decoding Problem

Quantum algorithm for QDP using USD

1. Start from |¥.) = @), [¢%). Notice that |[(1§[¢¢)] = 2¢/w(l — w).

2. Perform the optimal unambiguous measurement from Proposition [7] on each qubit
of |¥.) in order to guess ¢;, which can be done w.p. p = 1 — [(W§|WY)] = 1 —
2y/w(l —w) 29wk, Let J C [n] be the set of indices where this measurement suc-
ceeds. The algorithm recovers here c;.

3. If Gy € {0,1}**1/] is of rank k, recover ¢ from c; by computing ¢;G;'G.

Let p = 2w, Since w < (%)L, we have 2w > R and there exists an absolute constant v > 0 s.t.
p = R+ ~. Let X; be the random variable s.t. X;(i € J) =1 and X;(i ¢ J) = 0. The X, are
independent random Bernoulli variables with parameter p. Using Hoeffding’s inequality, we first
compute

P1:Pr{|J\Zk+?] > Pr

= yn 22n
> X an—2] >1-2""2
=1

Then, using Proposition [4] we compute
mn —yn
P2=Pr[rank(GJ):k;‘ |.]] 21@—1—7} >1-277",

Notice that the algorithm recovers ¢ so from Proposition [5} if rank(G ;) = k then the algorithm
successfully recovers c. If we define Pg,.. to be the probability of success of the algorithm, we

therefore have
Psyee > Prrank(Gy) = k] > PP, > 1 — 270,

O

Using complex phases. It is also possible to put complex phases in front of the error. This means
we consider the states .
We) = Q) VI —wlei) + Viwe' |1 — ;).
i=1

Interesting phenomena appear and we refer to Appendix [A] for a full analysis.

3.2 Reduction between quantum decoding problems in the binary setting

The above algorithm is interesting as it presents an polynomial time algorithm for the quan-
tum decoding problem in a regime where its classical counterpart requires - with our current
knowledge - an exponential classical or quantum algorithm. However, it completely fails when
w > (%)l and the best algorithm for QDP(2,n, | Rn|,w) is still by first measuring and then solv-
ing DP(2,n, | Rn],w). Is there a way to improve the best algorithms QDP(2,n, | Rn],w) by using
ideas of the previous section? The answer is yes. Instead of using USD, we use what we call partial
Unambiguous State Discrimination. Our measurement will still abort with some probability but

22



when it does not abort, we still allow a small probability failure but which will typically be smaller
than if we used Helstrom’s measurement. With this technique we can actually show a general
reduction theorem for QDP.

Theorem 5. Let R € (0,1). Letw € [0,3) and w’ € [0, 3) satisfying: w' < w and ﬁ > R. Let
any p > ﬁ Let also k = |Rn]. Then QDP(2,n,k,w) < QDP(2, |pn], k,w') meaning that if
we have an algorithm that solves QDP (2, |pn], k,w’), we can use it to solve QDP(2,n, k,w).

In order to prove our theorem, we first present our partial unambiguous state discrimination
protocol. As a special case, we obtain our previous algorithm by taking w’ = 0 (the theorem can
then be applied when R < 2w™).

3.2.1 Partial unambiguous state discrimination

We define 1) = v/1—wlb) + vw|l —b). Recall that (¢§[y4) = 2y/w(l —w) = 1 — 2wt. Fix
1

w,w’ € (0, 5) with " < w. We use the following lemma

Lemma 5. Let o = 1/(:)/; and B8 = /1 —«a2. There exists a unitary U operation acting on
span{[0), |1),[2)} s.t

Ulyg) = alyg’) + B2)
Ulps) = alys’) + 812)

Proof. [jp: J’enleve le proof sketch, la preuve en appendice est trop longue et n’est pas plus
convaincante que le calcul ici.] With the choice of « that was made the hermitian product (¢§ |¢{)
and their image is preserved. As a matter of fact

WEY) = 2y/w(l —w) =1 — 2w (6)
Now, if we let [1/}) 2 oy} + B]2) for b € {0, 1}, then we have

Wolvt) = lal@y [wy") + |82
= JaP(1—2(W)")+ 182 (by @)
= 1- 2|oz|2 (w’)J' (by using |B|2 =1- \a|2)

= 1-2wt (with our choice of «).

By definition of 8, |¢§) and |¢}) are both of norm 1. This together with the equality (¥§|¢y) =
(¢ |v1) we just proved shows that U as defined above preserves the hermitian product on span{y§, ¢4} =
span{|0), [1)}. It suffices to choose U|2) of norm 1 and orthogonal to both |¢{) and |¢]) to obtain

a unitary transform since by construction it preserves the hermitian product on span{|0), |1}, |2)}.
O

Proposition 12. Let w,w’ € (0, %) with w' < w. There exists a quantum measurement s.t. when it

is applied on |y), the resulting state is |1/)g’/> w.p. ‘*’—; and |2y w.p. 1 — W

(w (W)t
Proof. Start from [¢¢’) and apply the unitary U from Lemma |[5| Then, perform the two outcomes
projective measurement {(|0)(0] + [1)(1]),|2)(2|} on the state Uly) = aly’) + B|2). We obtain
the first outcome w.p. |a|> = (:ﬁ and the resulting state is [/¢") and the second outcome w.p.

|32 and the resulting outcome is |2). O

Unambiguous state discrimination can be seen as a special case of this operation by taking
w’ = 0, which gives a = V2w, and the probability of success is a? = 2wt =1 — (Y |v¥).
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3.2.2 Proof of Theorem [5

In order to prove Theorem [5] one can just apply the algorithm of Section [3.1]in a similar fashion.
We take any w,w’ € (0, 3) with w’ < w and ﬁ > R. We also fix p > ﬁ

We want to solve QDP(2,n, k,w) using an algorithm that solves QDP(2, |pn], k,w’). We start
from G € FF*™ as well as [1he) = @i, [¢/%). We consider the following algorithm

Quantum algorithm for QDP using partial USD

1. Perform the quantum measurement of Proposition on each register of |[¢.). Let
J C [n] be the set of indices where this measurement succeeds i.e. where we obtain
[¥¢). By discarding the indices not in .J, we obtain

|be,) = ® |,(/)2;L/>

icJ

2. Notice that ¢; € C; and recovering ¢y from |¢.,) is a quantum decoding problem
on Cy, more precisely an instance of QDP(2,|J|,k,w’). As long as |J| > |pn], we
use our QDP(q,n, [pn],w’) (by potentially removing excess coordinates if necessary if
|J| > |pn]) to recover c;.

3. We recover c from c; by computing ¢ JGle.

By definition, we recover c¢;. We just have to bound the probability to recover ¢. Notice that

in Step 1, we have from Proposition [12|that the measurement will succeed w.p. ;",; - >p> R for

each index. As in Section this implies that with overwhelming probability, |J| > |pn]| which
in turn implies that we can recover ¢ from c; with overwhelming probability.

3.2.3 Interpretation of the above as changing the noise model

In this section, we show how performing (partial) unambiguous state discrimination on a state
[¥p) = V1 — w|b) + v/w|1 — b) can be seen as a way to change the noise model applied on the bit
b. We first define different notions of noisy channels in the binary setting.

Definition 22. For a bit b, an error probability w and abort probability p, we define the distributions
of the Binary Symmetric Channel BSC(b,w), of the Binary Erasure Channel BEC(b,p) and of
the Binary Symmetric with Errors and Erasures Channel BSEEC(b,w,p) sampled as follows:
BSC(b,w): return b wp. (1 —w) and (1 —b) wp. w.
BEC(b,p) : return b wp. (1 —p) and L wp. p.
BSEEC(b,w,p) : return b wp. (1 —p)(1 —w),(1 —b) wp. (1 —p)w and L wp. p.

For a bit b, flipping it w.p. w can be seen as passing b through a binary symmetric channel
BSC(w). Having this error in superposition means that we have access to the quantum state.
Our results can be interpreted as follows

Proposition 13. From |yp) = v/1 — w|b) + v/w|1 — b) it is possible to:

1. Generate y < BSC(b,w) simply by measuring |¢yp).
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2. Generate y < BEC(b,1 — 2w™r) by performing unambiguous state discrimination on |1y).

3. Generatey < BSEEC(b, (%)J—,p) for any abort probability p € [0,1—2w™], by performing
partial unambiguous state discrimination on |y).
Notice that the third case generalizes the 2 first cases by respectively taking p = 0 and p =
1 —2w™. This shows the advantage of having the noise in quantum superposition. It is possible to
change the noise from the one coming from a Binary Symmetric Channel to the one coming from
a Binary Erasure Channel or a Binary Symmetric with Errors and Erasures Channel.

4 Polynomial time algorithm for QDP in the ¢-ary setting

As we saw in the previous section, unambiguous state discrimination is crucial for polynomial time
algorithm for QDP. While this task is very well understood in the binary case, we do not have any
general formula in the g-ary setting. Fortunately, the states we consider will have enough structure
so that we can fully characterize the optimal unambiguous state discrimination algorithm. We first
present this characterization, which is essentially a generalization of the work of [CB9§|]. We then
use this unambiguous state discrimination in the ¢-ary setting to derive our quantum algorithm
for QDP in the g-ary setting, in the same spirit as what we did in Section [3.1

4.1 Unambiguous state discrimination in the ¢-ary setting

Definition 23. An unambiguous state discrimination measurement associated to some states |1g), . . .

is a POVM {Ey,...,Ex_1,Er} (where Er stands for the failure outcome) s.t.
Vi, j #i € [0,N — 1], tr(Eith;) (1h;]) = 0.

To such a POVM, we associate the quantities Pjétr(Ejo)(wj\) (the probability of correctly
o . N— -
guessing j when given |v;), as well as the average success probability Pp = % E;-V:Ol P;.
The optimal unambiguous measurement is not known when there are more than 2 states,

however it is known in a case where the states we want to distinguish are linearly independent,
have the same a priori probabilities and are symmetric in the following sense [BKMHY7]

Definition 24 (symmetric states). A set {|Yo), - ,|¥n-1)} in a Hilbert space H of dimension N
1s symmetric if and only if there exists a unitary transformation U of order N on H such that for

any i and j in [0, N — 1] we have |¢;) = UI~|y);).
In such a case, the optimal unambiguous measurement is known [CB9S§]|

Proposition 14 (Unambiguous State Discrimination of Symmetric States). Let {|1o), - ,|¢¥n—-1)}
be a set of N symmetric states associated to a unitary transform U. Let {Ey,...,En_1, EF}E
any unambiguous state discrimination measurement associated to these states and let P; and Pp
be the associated success probabilities. Pp always satisfies
Pp <N i 2 7
D < Teﬁ}&lﬂ'cr' (7)
where ¢, are the coordinates of |1o) in the eigenbasis {|y.),r € [0,N — 1]} of U, i.e. |¢o) =
Zf’;ol crlvr). There is a POVM which meets with equality.
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A corollary of this result is obtained by taking the Hilbert space of dimension a prime number
p and take U as the shift operator U|z) = |z + 1) where addition is performed in F,. It is easy to
verify that in this case, the maximal average probability of discrimination Pr s given by

Pimax _ . - 2
D p min | f(r)]

when [tg) = > cr f(e)le). This is a consequence of the fact that an eigenbasis of U is given by
{|Z),z € F,} (this is implied by Proposition and from

o) = Y F(—o)[3).

z€F,

The last equation follows from Fact We will actually use and prove a slightly more general
result, where in particular the dimension of the Hilbert space is not prime anymore (in which case
we can not apply Proposition

Proposition 15. Let |¢) = Zyeng f@)ly) for some function f : Fy — C s.t. |fll2 =1 and for

b € Ty, let [1p) éXb\w. When the states |vp) are all linearly independent, unambiguous state
discrimination of the states {|vp), b € ]FZ} is possible and has a maximal average probability of
discrimination given by

——=—maxr

Pp™" = ¢" min |f(=)

The proof of this statement borrows many ideas from [CB98]. Before giving it, we have to
recall a few points (see [CB98| S II] for more details) about unambiguous state discrimination.

Unambiguous state discrimination of linearly independent states. Let H be the Hilbert space
spanned by the [tp)’s for b ranging over Fy. An optimal (leading to the maximal average proba-
bility of discrimination) POVM {Ep, b € Fy} U{EFr} distinguishing unambiguously all the [3),
where Ejp detects unambiguously [¢p) for all b in [y, can be chosen of the form

_ Py
Ey = |<wé|wb>|2|¢b><¢b| (8)

where Py is the probability of detecting |¢p) given that the input state was of this form and the
{|vy), b€ F'} are the reciprocal states of the |¢p)’s. [1h5) is the state (unique up to a irrelevant
phase) which belongs to H and is orthogonal to all other [1,) for a ranging over I \ {b}. The
average probability of discrimination is then

1
Po= ) P
beFy

Let

Ep2 Y By

beky

Since Ep + Er = 1 and Ep should be a positive semi-definite operator, it is readily verified
that an optimum POVM (i.e. one that gives the maximum average probability of discrimination)

has necessarily its maximum eigenvalue Ayax(Ep) equal to 1. From these considerations, we see

that if we bring in Ay 2 m | ) (i | then the problem of maximizing Pp is nothing but the
b

problem of maximizing qi ZbEFZ; Py given that 0 < P, < 1 for all bin Fy and 1 —ZbeF? PybAp =0
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(i.e. is a positive semi-definite matrix). No general solution to this problem is known, with the
notable exception of the symmetric states case given above and our case given in Proposition
An averaging argument can be used in such a case to show that actually in the optimal solution
all the P; can be chosen to be equal which makes the optimization trivial.

An averaging argument. The proof of Proposition [14] of [CB98] relies essentially on an averaging
argument which is used to show that there is an optimal POVM that satisfies a certain kind of
invariance relation and whose individual discrimination probabilities are all the same. We show
that a similar result also holds in our case

Lemma 6. Assume that an optimal POVM is {Ep,b € F}} U{EFr}. Denote by Pp™" its average

probability of discrimination. Define for all b in Fy, Ey* 2 q% > acin Xalb—aX_o. We also let

Egve 2 ZbeF; Egve and Efv° 21— Efe. Then {Ege, b € Fy} U{ER} is also an optimal POVM
that satisfies for all a in Fy the invariance relation XoEg°X _o = Ey*°. Moreover for this new

POVM, the discrimination probability PE¢ é<1pl,|E{,“’e|z/Jb) of |e) is equal to the maximal average
discrimination probability Py for all b in Fy.

Proof. Clearly for all @ in Fy, the POVM {XoEpX_q,b€ IE‘Z} U{XaErX_a} gives an unambigu-
ous discrimination for the set of states {|tp),b € Fy}. We call this POVM, the original POVM
shifted by a. However now the operator XqFEpX _ 4 detects the state [thg+p). Let Pp be the discrimi-
nation probability of |ip) by the operator Ey, that is P, = (9| Ep|ts) and P be the discrimination
probability of the same state, but this time by the POVM {X,EpX_4,b € IFZ} U{XeErX_o}.
Since |1p) is now detected by XgEp—qX_q, we have for all b and a in Fy

Pl;l =Ppaq- (9)
From these considerations, we clearly see that E3V® = q% > ack? XaFEp_aX_q detects |¢p) with
probability P2V = ﬁ acF? Py_q = Pp. However, we also have to show that {E2®, b € Fpu

{E#*°} defines a POVM. All the Ep¥° are clearly positive semi-definite, it remains to check that

N . . . . .
E%©=1 — E¥*° is also positive semi-definite. For this, we observe that

N
ave - ave
£y = E Ey
beF?

= qin Z Z XaEBp oX o

beFy acky

-1 Z Z XoEpX_a

beF? acFr

L)

1
- LS xmx,

q acky
where Ep éZbe]F" Ey. By convexity of the maximum eigenvalue on the space of Hermitian
operators on H we have

ave 1 a
)\max( D )S 771 Z )\max(ED) (10)
ackFy
where B = Zbew XoEpX_4. The shifted POVM by a is indeed a POVM and we have therefore
q

Amax(E%) < 1. This together with shows that Apax(F%°) < 1 and that therefore F&° =
1 — E%° is indeed positive semi-definite. O
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Choosing the appropriate basis. The appropriate basis which simplifies a lot the computation is
the common diagonalization basis of all the X3’s. It is given by the “character” basis {|Z), z € F} }
(see Proposition and we have

Xo|Z) = X2(=b)[@). (11)

From this, we deduce that for all b in Fy' we have

Xo= 3 xal-b)[3)(3| (12)

zely

If we express |tg) in this basis, we obtain

o) = 3 cal@)

zeFy
then all the other ones are given by
|¢b> = Xb|w0> = Z cme(_b)|£> (13)
weIE‘g

It is readily verified that the reciprocal states are given by
U8 == 3 Sxel(-b)E) (1)
V7 S Ca
where Z = 3 cpn |cz| 7%, Indeed, we observe that for any @ and b in F}' we have
q
qn
(Y le) = Z Xe(—a)Xa(—b) = Z Xe(a—b) = 1_5(a,b) (15)
wE]F" wE]F" \/2

where §(x, y) is the Kronecker function which is equal to 1 iff x = y and to 0 otherwise.
We have now all the tools we need to prove Proposition

Proof of Proposition[I5 From Lemma [f] we can choose the Ejp of the optimal POVM as
Py
[ [vw) |2

By (15) we know that |(yi|vp)|? = %, and therefore by plugging this expression in and
using (I3]) and we obtain

Ey = E [0 ) (W5 |- (16)

Z Pp 1 —
Eb = o5 — Xz —bX —b)|x Yy
7 2 e T CIR
yG]Ff'
Pp 1 N
= 2 Y = wl-o)w®)@)d
q a:G]FZ CaCy
yery
Py .
= on —XblY —X)|T){Y
o 2 e, v PR
yGIle
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From this we infer that

Ep = ZE;,

beF?

Pp 1 i~
= o Z Z ——xb(y — z)[Z) (Y|
q CxCy

bEF;wEFg
y€ElFy

— ;—22 S L ey — =)@ @l

CaC
xcF" beFn 7Y

yGFZ
Pp [N
= = :E: ‘E‘T§\$><m|
q zelkFy z

where in the last line we used that ), _p. x6(y — ) = ¢"0(x,y) by Proposition E} Since the
a —_

Pp
T tmery Teal?

the fact that we should have A\pax(Ep) < 1 in order EF to be positive semi-definite, we have

|Z)(Z|’s form an orthonormal set of projectors we have that Apnax(Ep) = From

Pp < ¢" min |cm|2.
zely

Clearly the optimum is attained when we have equality here and therefore

Pp™™ = ¢" min |ep)?
zely
o n : Y 2
= ¢ min |f(z)]
where we used Fact [1| for the last point which gives ¢, = f(—w) O

Remark 1. [t is readily seen that the two crucial ingredients of the proof are that (i) we can take
an “average” of an optimal solution to show that there is an optimal solution where all states are
discriminated with the same probability, (i) a basis which simplifies the computation. (i) holds in
a more general case where the set of states is of the form {U|Y),U € G} where G is a finite group
of unitaries. On top of that, (ii) holds for instance if the group G is Abelian, the nice basis is then
provided by the common diagonalization basis of the U’s. It other words, it is straightforward to
generalize Proposition |14 in the case where the set of states is of the form {Uly),U € G} where
G is a finite Abelian group.

4.2 Quantum polynomial time algorithm for QDP in the ¢-ary setting

The goal of the previous subsection was to extend unambiguous state discrimination to our g-ary
setting. When we apply Proposition [15]in our case we obtain

Proposition 16 (Unambiguous state discrimination, g-ary case). Let w < %. For each a € Fy,

we define [a) = V1 —wla) + 3y, /5571b)- There exists a POVM {{Eq}aer,, Er} s.t.

iR
A W
Va € Py, tr(Eqlta)(tal) = Pusa = qq_ 1

Va,b # a € Fy, tr(Ep|te){a]) =0
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Notice that since {{Eq}aer,, Er} is a POVM, this implies for each a € Fy tr(Er|vq)(Ya|) =

n
‘w
l_Pusd: _({Ij

Proof. We define |[¢)) =3 p f(2)|z) with f(0) = V1 —w and f(z) = /%7 for x € Fj. With
this definition, |1)q) = X,|¢). As computed in Lemma [3 we have

wt
q—1

FO) =V1i-wt ; fly) =

for y € .

2
V(@1 (1-w)—+/w ~ a
with wt = (V@ )(q ) . One can check that for w € [0, q%ql], we have f(0) > f(y) for
y € ;. We use Proposition With n = 1 to immediately get

q-w
qg—1

Pusa = q- H%lin |f(y)|2 =

O

It also turns that this operation can be implemented efficiently in poly-log time (in ¢) as shown
by

Proposition 17. Consider the unitary U acting on |14)|0) as

1L
. . w
UO|O:O(uO +\/1—u21)> withw= | —%—
0)10) = [0) (/0) | T

Ula)|0) = |a)|0) Va € T
With our choice of function f, the above unambiguous state discrimination quantum measurement

can be done by applying U on |14)|0) and and then measuring the output state in the computational
basis. This can be done in time O(polylog(q)).

Proof. Let us start the proof by writing |1,) in the Fourier basis {Z, x € F,}. This can be done
by observing that

L¢a> = )(a|¢0
= X, QFT-QFT'|¢)

L
= X, QFT | V1-wt|0)+ Z qw_il|fy> (by Lemmaand (wl‘)l =w)

WeFa

[
= QFT-Z_, | V1—wt|0)+ Z %h) (by Lemma 4]
weFé

= QFT [Vi—wto+ Y x_aw)\/q“_le

veFa

VIZ0t0) + 3 xeab)yf 25

wewa
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Applying U on [1),)]0), we obtain

) = UIal0) = {0/ T=0t0)+ 3 a0 | 0+ VI V=T,

’yE]F;

Notice that uv1 — wt = /(‘;’TLl and that |a) = = Zweﬂ?q X—a(7)7) (by Fact . From there, we

q
can rewrite

1
B0 = || 71010} + VI — VI wtO)).
We now measure all the qubits in the computational basis. If the last qubit is 0, the measurement
outputs the value « in the first register. If the last qubit is 1, we output Fail. The measurement
succeeds and outputs the correct value o w.p. Z“’%. The time to perform U is essentially the time to
perform two Quantum Fourier Transforms so U can be efficiently computed in time O(polylog(q)),
the whole measurement can be done in time O(polylog(q)). O

We can now present our polynomial time algorithm in the g-ary setting:

Theorem 6. Let R > 0 and w € (0, %) satisfying % > R. There exists a quantum algorithm

that solves QDP(q,n, | Rn|,w) in time poly(n,log(q)).

Proof. We fix R > 0,k = |Rn] and w € (0, q%ql) satisfying *5 > R. We are given a random
generating matrix G € IFZX” with associated code C as well as a state |¢c) = @, |¢¢,) for a

randomly chosen ¢ € C, where
w
) = VI—aled + 30\ [l
TH#C; q
As in Section we consider the following algorithm.

Quantum algorithm for QDP using ¢g-ary USD

1. Perform the optimal unambiguous measurement given in Proposition [I6] from Proposi-

g-1°
J C [n] be the set of indices where this measurement succeeds. The algorithm recovers
here c;.

£
tion EI on each register ¢ in order to guess ¢;, which can be done w.p. Pysq = &-. Let

2. If Gy e IE‘];XU' is of rank k, recover ¢ from c¢; by computing CJG;lG.

By our choice of w, we have P,sq > R which means that there exists an absolute constant
v > 0 s.t. Pysg = R+ . This in turn implies that the success probability of this algorithm is
1 — o(1), using the same arguments as in Section O

5 (In)tractability of the quantum decoding problem
In this section we provide a full characterization of the tractability of QDP(q,n,k,w). We show

that the problem is tractable i.e. there exists a quantum algorithm that solves the problem w.p.
1—0(1) (as n — 400 and ¢ = (1)) for any absolute constant w < (Smin(q, 1 — k/n))". We will
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simplify the notation as alluded in Subsection [2.1)and write from now on just dyin(1—k/n) instead
of dmin(g, 1 — k/n). Moreover, R denotes in the whole section the rate % of the code we decode:

Rékz/n.

Notice here that we do not put here any restriction on the running time of the algorithm. On the
other hand, we show that the problem is intractable i.e. all quantum algorithms solve the problem
w.p. at most o(1) for any absolute constant w > (6min(1 — R))™

In order to prove our results, we will focus on a single quantum algorithm: the one that
performs a pretty good measurement. Recall that in the quantum decoding problem, we have to

w

recover ¢ from [¢he) = Y, \/(Q)M(l —w)"~lellc + €). In order to prove our results, we will

focus on a single quantum algorithm performing the pretty good measurement on the Fourier
transforms of these states. For the tractability result, we show that the PGM recovers ¢ w.p.
1 —0(1). For the intractability result, we show that the PGM recovers ¢ w.p. o(1). But we know
from Proposition [§] that this implies that any quantum algorithm will recover ¢ w.p. o(1) hence
the intractability result.

We first study the PGM for any error function f and then apply our results to f(e) =

\/(ﬁ)‘e‘ (1 — w)m~lel in order to show our (in)tractability results.

5.1 Computing the PGM associated to the quantum decoding problem

We fix a generating matrix G and an associated code C. In order to study our PGM, we define
the shifted dual codes of C A
Cr={zxc Fy: GzT = s}

Notice that Cg = C* where Ct is the dual code of C. For each shifted dual code Cy, we fix an

S

element us € C. We have C& = {us +d : d € Ct}. This means that for all ¢ in C and all y in Cx

Xe(Y) = Xelus)

Moreover, for any s, s’ in IF"; s.t. 8’ # s, since us + uy ¢ CH, we have

D Xelta + 1) = 0 (17)
ceC
Now fix any error function f : Fy — C s.t. |[fll2 = 1, and consider the states [ie) =
> ecrn f(€)|c +e). The goal is to recover c. Actually, we will start from hﬁ) = QFT|¢¢)
instead of |1).) and apply the Pretty Good Measurement on the ensemble of states {hﬁ)} The

distinguishing problem is equivalent since applying QFT is a unitary operation. We first define
the states

|WS>é Z F)ly)  (not normalized)
yeCt

Ws A [Ws)

W)= T

as well as ng 2 W)l = /> yecs |f(y)|2. We first write |@) in the {|Ws)} basis.

Lemma 7. |17)Z> = ZseIF’; Xe(us)|Ws).
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Proof. We write

selfk xeCy- ecF»
= Z Xe(us) Z f(a:)|cc> = Z Xe(ts)|Ws)
serk xeCH seCy

We can now explicit the PGM associated to the states |@>
Proposition 18. The PGM associated to the ensemble of states {@:)}cec is the projective mea-
surement {|Ye)(Ye|teee where |Ye) = \F Zsew Xc(us)|W ).
Proof. We write the PGM {M_} associated to the states W)C> using Definition

Mo = p V2 le) (el given p = 3 [ie) (el

ccFk

We now write

p= [0e)(Wel =3 > Xelus — ua)|Wa)(War| =q* Y [Wa) (Wi

cec ceC s,s'cFk s€Fk

where we use Equation as well as x.(0) = 1 for the last equality. Using the fact that the
|Ws) are pairwise orthogonal (since they have disjoint support in the computational basis), the

|Ws)(Ws|’s are pairwise orthogonal projectors and we have
p=q" Y n3[Ws)(Ws| hence p~/? = Z
SEHTL’; SG]F"

and

71/2'#’6 = \/7 Z Xc Us |W | > (18)

seFk

Here |Y.) is a pure state of norm 1. Also, notice that these states are pairwise orthogonal. So
M. = |Y¢)(Y¢| and the PGM is just the projective measurement {|Y.)(Ye|}cec- O

Finally, we can explicit the probability that the PGM succeeds on the states |@;)

— 2
Proposition 19. The PGM succeeds to recover ¢ from |the) w.p. ﬁ (Zseﬂ?k ns> .
q

Proof. From the previous proposition, the PGM we use is the projective measurement {|Yz)(Ye|}ccc
with |Ye) = ﬁ > scrk Xelus)|Ws). For each ¢ € C, we write using Lemmaﬂ as well as the ex-
q q

pression of |Y.) the probability p. that this measurement succeeds

Z<WS|W = Z Ns (19)

s scFk

2

A - 1
Pc= |<YC|¢C>‘2 =k
q
which immediately gives us the result. O
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Remark 2. Since |1/b:> is of norm 1, we have immediately from Lemmalj that Zsng nZ=1.In

the case where all the norms are equal, we have ng = \/q—F which gives indeed Ppgy = 1. On
the other hand, if these norms are highly unbalanced the probability that the PGM succeeds is very
low.

5.2 (In)tractability results
5.2.1 First computations and probabilistic arguments on random codes

We go back to our quantum decoding problem. Our error function corresonds to the g-ary

n—le lel
symmetric channel so f(e) = (v1 — w) . (1 /q%) we have (see Lemma ’

[yl
1

fu) = (Vi—why =

q—1

2
vV (g—1)(1—w)—y/w
with wt = ( el 7 ) f> . For a fixed G € Fi*" and associated code C (we will not make
this dependency explicit in the notation to simplify it), we define

A

nee = 1Y f@yl

yeCt
A i
asc(t) = |[{yeCy:lyl=t}

A _ t(n X . .
We also define S(t) = M~ Notice that ng ¢ corresponds exactly to ns defined in the previous
section but we made the dependency in C explicit. Our goal is to compute the success probability

of the PGM on average on G so using Proposition we want to bound the quantity

2
1

Prem =Ec |+ Z Ng,C
q sE]F’;
We first write
n OJJ‘ t
we= 1w =Y ancl) (225 ) - w (20)
yeCst t=0 q

and recall from Remark |2 that »__px n2 ¢ = 1. We see that to compute Ppgys, we have to say
ks,

something about the terms as(t,C). We first have the following, which was proven for example in
[Deb23]:

Proposition 20. Vt # 0, Eg [as(t,C)] = S(1).

But the expected value will not be enough. We will need concentration bounds coming from
the second moment technique

Proposition 21 (Second moment technique, Proposition 3 from [Deb23]). Fiz any s € FF and
t € [1,n]. For any € > 0, we have

qg—1

e25(t)’

Pr [lasc(t) = S(1)] > eS(1)] <
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In particular, take e = S(t)~/3, we have

1 q—1
%I‘ as,C(t) < S(t)(lf S(t)l/g):| < S(t)l/S'

We can now observe two things

1. From the above proposition combined with Equation we have that when S(t) is expo-
nential, which happens when ¢ = yn with v € (dpmin(1 — R), 0max(1 — R))

r‘smax ( 1— R)n]

o~ st . ) (1—whynt, (21)

t=|8min(1—R)n| ¢—1

2. In order to estimate the above sum, first notice that

3 s (“) (1 —whynt = ;Z (==t @

t=0 q—1 q

But the above sum is actually the cumulative sum of the binomial distribution with param-
eters n and w™. It concentrates around the weight nw=. This is formalized by the following
proposition

Proposition 22. For any absolute constant € > 0,
[(w+e)n] 1

3 S(t)( d ) (1—(&)"—'5:%(1—0(1)). (23)

-1
t=|(wt—e)n] q q

We now have all the tools for our (in)tractability proofs. The main idea is the following: when
t = wn with w < duin(1 — R)*, we have w® € (Smin(1 — R), max(1 — R)) and so we can combine
Equations to show that for most G, ”i,c = qik(l —0(1)). On the other hand, when w >

Smin(1— R)T, we have wh ¢ (Omin(1 — R), dmax(1 — R)) and so we can combine Equations
to show that for most G, nﬁ’c = 0(1). The next sections will make these arguments formal and
show how this allows us to conclude.

5.2.2 Tractability

We use the notations previously defined in Section w will be considered as a fixed constant
in (0,1). Our main claim is the following

2
Proposition 23. If w < (Omin(1 — R))* then Ppgy = q%EG [(Zsew nsjc> ] =1-o0(1).

¢
Proof. Using we know that n? o = Y21 asc(t) (%) (1—wb)"~*. Since w < (6min(1 — R))™,

q
we have wh > 6pin(1 — R) so we fix § > 0 s.t. wb —§ > 6pin(1 — R). We therefore write

L(w™ +8)n] n

ez Y e () aowhr

t=|(wt—38)n]
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We define tg = |[(wt —&)n] and t; = |[(w + 0)n]. Recall that asc(t) is typically close to S(t) as
shown by Lemma This gives for t € ([(wh — 8)n], [(wr + 6)n])

Pér [as,c(t) < S()(1 - S(tol)l/?')} < PGT |:as,C(t) <S)(1 - W)
ca-l -l
= S(013 = S(te)1/3
and 1 (g—1)(t1—to+1)
P(’;r {Vt € [to, t1], as,c(t) > S(t)(1 - S'(to)l/i’)} Z 1= 4 S(t2)1/30

This implies

t1 wt t _ 1=
%fniﬁzE;S@xl—S&w“%(q_l>(1—wlwt121—(q %$MU?+1” (24)
We have
ty OJL t t1 UJL t
58001 - 80 (57 ) (1= e = (- S Y50 (1) 1wt
_ (1 - 5(20)71/3)1((”)

where K (n) 2 :I:tg @) (wl)t (1 —wh)"t and K(n) = 1 —o(1) as n tends to infinity by Propo-

sition By plugging this equality in the left-hand side of we obtain

1—S(tg)~1/3 —1)(t1 — ¢
by { . ¢<;>K<m] SRS U]

q S(to)/®

Since tg = [(w — &)n] with dmin(1 — R) < (wh — 6) < Smax(1 — R), we have S(ty) = ¢*(™ which

implies
1 — S(to)~1/3 1— S(tg)~1/3
%Mdz¢(?IWW@sz¢%’mﬁ

q q
1— S(tg)~1/3 (¢ = D(t1 — to)
> \/(#C]((n)~ <1 ‘SKtO)LﬂS)
1
= (1—0(1))
which gives
Eal> nscl > V(1 - o(1)) (25)
seFk

\Y
™
Q

(X))? and Equation [25]to get

) >1-o0(1)

In order to conclude, we use Jensen’s inequality Eg(X?)

2
1 1
Ppan = qkaG (Z ns,c) > p (EG [Z Ns,C

seFy

36



5.2.3 Intractability

Again, we use the same notation as in the previous sections with a fixed w € (0,1). We show that

if w is too large then p Ec(Ppam) is an o(1) as shown by

Theorem 7. Let G € IE‘ZX” be a random generating matriz and C be the associated code. Let
w > (6min(1 — R))" and let the states [¢e) = > ecin f(€)lc+ e) with
q

o= \/<qb—ul> Sy

The pretty good measurement distinguishes the states 1) w.p. P = o(1).

Again, we will heavily build on the expression of ns ¢ given by in terms of the asc(t)’s.
The proof is based on the following steps

Step 1. Let us start by giving an upper-bound on as ¢(¢) which holds with probability close to 1
for large values of K

Lemma 8. For any K > 0, any t in [1,n] and any s € ]F’q“, we have Prg [asc(t) > K-S(t)] < +
which directly implies
1
<K. >1- —.
%r [asc(t) < K-S(t)] >1 % (26)
Proof. This is just Markov’s inequality Prg [as,c(t) < KEg(asc(t))] < + by recalling that

Ea(asc(t)) = S(). O
A rather immediate corollary of this result is that

Corollary 1. For any 6 >0, s in F¥ and t in [1,n] \ [(dmin(1 — R) — 6)n, (6max(1 — R) + 0)n], we
have with probability 1 — q~*™) that as c(t) = 0.

Proof. Tn such a case we have S(t) = ¢~ | since S(t) < ¢"ha(t/M)=k/7) and we use Lemma
with K = —~— to obtain

V/S(t)

Pr [as7c(t) < S(t)} >1— /St =1- ¢ 2.

We can conclude by using the fact that as ¢(t) is an non negative integer so if as ¢ (t) < 4/S(t) < 1
then necessarily as ¢(t) = 0. O

Step 2. The previous results allow to show that

Lemma 9. Let w > (6min(1 — R))©. There exists an & > 0 such that for any s € F% which is non
zero we have

P |: > 7k/2fsn:| _ 752(n).
Gr Ns,c Z 4 q

Proof. Let us recall
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By using Corollary |1 and as ¢(0) = 0 for s # 0, we obtain that for any absolute constant ¢ > 0,

H‘smaxﬂ“;)"—‘

wt ' n— n
Vs € F(f\{O}, lér ni,c = Z asc(t) (q — 1) (1—wh)nt| >1— %M, (27)
tzl_((;min_é)nj

where to simplify notation we simply write dpmin and dpax for dmin (1 — R) and dpmax(1 — R) respec-
tively. Then by using Lemma |8 we also deduce that for any 4,4 > 0,

[Gmaxtd)n] L
vse O Brdes Y. s () a-whr 2 1ot
t={(Gmin—0)n]
We observe now that
[l Wi\ Lo Temtand
> s () a-et =g > (29)

t:L(Sminfﬁ)nJ t= L(‘sminfé)nj

where p(t) 2 (1) (wh)E(1 = wh)™~" is the probability that a binomial variable of parameters n and

w takes the value t. By using the fact that w® < (6min — 6”7 )n for some 6” > 0 and the Hoeffding
inequality (see Lemma we deduce that for § = ¢”/2, it holds that ZIS[‘E;"J_F(SE}”J p(t) < ¢ %"
s _ gt

for some §” > 0. By choosing ' < §”, we obtain that nsc is less than ¢~ */2="=2 " with
probability 1 — ¢~ We just have to choose ¢ = (6"’ — §’)/2 to finish the proof. O

We are ready now to prove Theorem [7]

Proof of Theorem[7 For s € IF’;, let G.(s) ={G € F’;X" ‘Msc > g F/?=="}. Also, for G € IF’;X”,
let S.(G) = {s # 0:nsc > ¢ */275"}. The previous lemma tells us that Vs # 0, |G-(s)| = o(|G|)
where |G| = ¢"* is the total number of possible matrices G € F£*". Now, notice that

S IG-(3) = [{(G,8)  nac = a2 = 315G,
s#0 G
This implies that Y ;g |9:(G)| = o(|Gl¢") and Eg[|S:(G)[] = o(¢"). Now fix G € FF*". We

write

2 2 2

Zns,c = | noc + Z nsc + Z Ns,c §3ngvc+3 Z nge | +3 Z NgC

scFy s€5:(G) 5¢5:(G) 5€5:(G) 5¢5:(G)
(29)
2
< 3n(2),c n 3|SE(G)| Z nic +3 (qk/Zfen) (30)
s#0
< 35.(G)| + o(¢") .

Here follows from the inequality (z +y + 2)? < 322 + 3y? + 322 (which can be proved by
noticing that 322 +3y? + 322 — (v +y+2)2 = (z —y)? + (y — 2)® + (v — 2)?). follows from
the Cauchy-Schwartz inequality and is a consequence of Y g n2 . = 1 which also gives

n% ¢ < 1. In order to conclude, we write

P:Ecqik 3 e sqik(SEG[|s€<G>n+o<qk>)=o<1>.

k
SEFy
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6 From the quantum decoding problem to the short codeword
problem

In this section, we show how to apply our algorithm for the quantum decoding problem into
Regev’s reduction in order to obtain quantum algorithms for the short codeword problem.

We fix n,k’,q € N with ¢ > 2 as well as w’ € (0,1). We start from a random instance
G € IE‘Z/X” of SCP(q,n,k’,w’). Let C' be the code associated to G’ and C = (C’)* the dual code
of C'. The idea will be to solve a quantum decoding problem associated to C, i.e. from the state

[the) = > ecrn f(€)|c+e) where ¢ belongs to C, we want to recover ¢. Then we apply the quantum
q

Fourier transform and measure in the computational basis to obtain a short codeword of C’. We
also define k = n — k' and

A i S/ R
q =

2

w

Recall also, using w® = ' that

q—1

v
Flv) = ( “) (Vi) "

Remark. We use this notation &', w’ so that the problem we reduce to is a QDP(q, n, k,w) with a
generating matrix G € F’;X". This allows us to keep notation consistent with the previous section

but be aware that the Short Codeword problem we are solving is on C’ = C+.

6.1 Regev’s reduction for codes

We now describe Regev’s reduction for codes. As we will see, this does not necessarily give a
reduction from the short codeword problem to the quantum decoding problem because of the
small error in the quantum decoding algorithm. We consider the formulation of this reduction
from [SSTX09] and adapted in [DRT23] in the context of codes.

We first construct

Qo) NZZf le)

ceC ecky

and add ¢ to the second register to obtain

1 \/|? Zl W)c where W)c Z f |c—|— e

ceC EE]F"

The idea is then to recover ¢ from |i.) using an algorithm for the quantum decoding problem. If
this can be done perfectly, we can actually use this algorithm to erase the first register and obtain
the state

Q) NZWJC

ceC
We then apply the Quantum Fourier Transform on this state to get

ch =vIC1 > Fw)ly)

cEC yecl’!
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This follows from Proposition Finally, we measure this state in the computational basis and
hope to find a small codeword.
The algorithm can be summarized by

Algorithm of the quantum reduction.

Initial state preparation : 1€2) Z Z fle)le)le)
\/ |C

ceC ecky

adding c to e: =) = \/W Z Z fle)le)lc+e) = 1C|Z e} [Ye)

ceC eE]F"

decoding and erasing 1st register — |{2) =

WD Yie)

ceC

QFT on the 2nd register: —  |Q3) = Z |0) |¢c VI[C| Z f )|0)|y)
V |C ceC yecl’
measuring the whole state: —  |0)]y) (where y € C' =Ct)

There are a two issues that can make the above algorithm not work as we want:

e The quantum decoding problem used in order to go from |Q21) to |Q22) does not work perfectly
in many cases. Even if we have an algorithm which works w.p. 1 — o(1), this can greatly
change the state |Q23) that we have at the endﬂ This also means we have to explicit each
time our quantum decoding procedure and analyze thoroughly the resulting state.

e Even if we obtain exactly the state \/|C|>_, cc/ F(@)y) we want, for values of w’ which are
too large, this algorithm will actually always output y = 0 but we want a small non-zero
codeword so our algorithm will not work.

In this section, we show that our algorithms (or slight variants of our algorithms) can be
successfully used in Regev’s reduction in order to solve the Short Codeword Problem despite the
above shortcomings. We show the following:

1. If we take our polynomial time algorithms for the quantum decoding problem (Section [4)) we

can find in quantum polynomial time small codewords down to Prange’s bound, i.e. down

(n— k/)(q 1) _ k(g=1)
q

to . Notice however that our algorithm obtains a state |Q3) very far

from the theoretical state |Q3) = — 1), but we still show how to obtain a small
\/ﬁ ceC

codeword in C after performing QFT and measuring.

2. If we consider the tractability regime and if we take the Pretty Good Measurement associated
to the states |i.), we show that we actually exactly get the state |[{23) we are looking for (up
to a normalization factor). We then look at this PGM and 2 variants:

(a) If we finish the analysis with the PGM, we will most often be in regimes where we
measure 0 in the final step so we will not be able to solve the Short Codeword problem.

(b) We can slightly tweak the PGM so that it will give us a short codeword down to the
tractability bound.

5This seems counterintuitive at first as we would expect the final state to be e-close to the ideal state if the
quantum decoding succeeds w.p. 1 —e. However, we are in regimes where an ideal quantum decoder does not exist
so such continuity arguments will not hold. As it will appear in our analysis, it is possible to slightly tweak the
measurements used in the Quantum Decoding Problem and greatly change the outcome state.
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(c) We also show another example where we can slightly tweak the PGM but where the
reduction utterly fails, meaning that the state we obtain before measuring is | L). This
shows that there is no hope to perform generic reduction between the quantum decoding
problem and the short codeword problem with this method.

6.2 The quantum reduction with unambiguous state discrimination

We first show how to use our quantum polynomial time algorithms for the quantum decoding in
Regev’s reduction. We first construct

Q) \/|?Z| c)|ve), where [1¢e) = Zf e+ e).

ceC eE]F"

We then apply unambiguous state discrimination measurement on |1e) = @7, [¢¢,). Recall that
by using the version of unambiguous state discrimination presented in Proposition [17] for each 1,
we perform a unitary U on the ' register of [€2;) that does the following for each ¢; € F:

Ulthe,)10) = /Busa|eid |0) + /T — Dusa0)]1).

Here N
w . q /

g—1 q-1
After applying this (coherent) USD, we obtain the state

) NZ ( (@ Voundled]0) + VI=D —pusd@n))

Pusda = ¢ (32)

ceC
doley > Bales).
\/E ceC JCln]

where

. - _ Vi) = |ci)|0)  ifieJ
= @hi i { ) |
i=1

|vi) = [0)|1)  otherwise

and B; = /(1 = Pusa)™ 1/ (Pusa)!’l. J here corresponds to the set of indices where the USD
succeeded. Notice that one can efficiently recover J from |¢;) by looking at the outcome registers,
so we can add it to obtain the state

Q3) \/|?Z| Z Bales)ld).

ceC

We now measure J to obtain the state

194(J))

WZ' c)|es).

ceC

Notice that |J| follows the distribution D(p,gq) with pyeq > R so, there exists an absolute
constant ¢ > 0, s.t. (R4 e)n < |J| < (pyeg)n W.p. at least 5 — o(1) (the probability that
|[J] < pysa is at least %) Moreover, using the same argument as 1n Section we can recover ¢
from ¢y w.p. 1 — o(1). This means we can erase the register ¢ in |Q4(.J)) to get

) = g 2le) = 1 2 e
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We apply the Fourier transform on this state to get

s 1

Qs5(J)) = —— .
25(7) |(CJ)L|y€%L|y>

(g=1)|J]| < (g— 1)pu>dn — )

By measuring this state, we get a vector y € (C;)* of weight at most w'n

w.p. ©(1). Here we used (32)) for the last equality. The crux is that by Lemma [2] we have
)t =)

In other words, we get words in C* shortened at .J, meaning dual codewords that are 0 outside J.
We have therefore constructed a word z € C* s.t. z; = y; if j € J and z; = 0 otherwise.
In conclusion, we just proved the following

Theorem 8. The above algorithm, that performs Regev’s reduction and uses unambiguous state
discrimination for the quantum decoding problem, can solve in polynomial time SCP(q,n, k', w")

—1)k —1)(n—Fk'
forw >4 q) =l )gn ) w.p. O(1).
Notice that we can repeat this algorithm to amplify the success probability. Our algorithm

can go down to Prange’s bound w, which is the best known bound for polynomial time
algorithms for the short codeword problem. The whole algorithm is summarized by:

Algorithm of the quantum reduction in the case of USD.

Initial state preparation: Q) = Z Z f(e
v |C ceC eclFy
adding c to e: = Q) = Z Z fle)le)lc+e) = Z| Ythe)
cEC ecky \/W ceC

applying coherent USD: = Q) = \/|? Z ( <® VPusal€i)[0) + /1 — pusd/o\>|1>>>
ceC i=1

= \MZ\ ZﬁﬂcJ

ceC

put J in the last register using [¢;) +— [Q3) \/|7 Z| Z Bylen)|J)

ceC  JCln)
measure J = Q) = \/|? ;C leY|er)
erase ¢ = Q) = \/|? ; les) \/‘? CEZCJ le)
QFT: = Q) = TJ ye(zc;% ly)
measuring the whole state: — ly) (where y € (C;)* = (Ct)’ cct)

6.3 The Quantum reduction with the Pretty Good Measurement

We now study Regev’s reduction when we use the PGM for the quantum decoding problem. We
consider the basis {|Y¢)}eec described in the previous section associated to the states {|1¢) }eec-
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We showed that

Ve € C, <1//)\C|Yc> = +v/Ppam

where Ppagy is the probability that the Pretty Good Measurement succeeds. We now unfold
Regev’s reduction. We start from the state |2;) with a slight change, we apply namely immediately
the QFT on the second register to get

) WZ\ )ltbe)

ceC

with |1e) = >, f(e)|lc + e). We then perform coherently the PGM on the second register and

write the output on the third register. This means that if we write each |1Z,:> = wec e Yer),
we obtain

Q2) \/|?Z| Zacc/|Y )e)

ceC c’eC

We then subtract the value of the third register in the first register to get

€23 \/» Z acele —c)|Ye)c)

c,c’eC

Finally, we reverse the PGM between registers 2 and 3 to obtain the state

c’)|Yer)[0)

| 4 \/E Z CVcc’lc

c,c’eC

From the discussion at the beginning of this section, we have that for any ¢ € C, ac.c = vPrcwm.
This means we can rewrite the above state as

> VPramlO)Ye) + Y acele—c)|Ye)
\% ‘C| c’'eC e,c'#c

= /Ppam|0) (\/EZY )—!— Z Qeele— ) |Ye).

ceC c,c’'#c

The next step of the reduction is to measure the first register of [04). Since the states |Y./) are
orthogonal and of norm 1, we measure 0 w.p. Ppgn in the first register and the second register
becomes

Qs) \/WZ|C Wo) = Zf

ceC yEC’

where ng 2 HZyEC’ ]?(y) ly)|. We measure this final state to potentially measure a small codeword.
Let a(t) = |{y € C’ : |y| = t}. Note that this quantity corresponds to ag(t,C’) as defined in
Subsection The probability p(t) that the above algorithms finds a word of weight ¢ in C’ is

p(t) = —a(®)|F(0)2, (33)

g
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where we overload the notation f to mean that f(t) = f(y) for any y s.t. |y| =t (recall that ]?(y)
is constant for any of these y). The issue here is that for w’ small enough, we will almost always
measure 0. Indeed,

_fo)? RO 1£(0)2

ng o Y afOR  FO))R+ Y a) FOR

Here, notice that

FO)P = (1 —w)"
Pr | S a()IF0)P < 5 | =1 o)

t£0 q

where for the last inequality, we use the concentration bounds for a(t) = ag(t,C’) of Section

So when ' < 1 — q_%, we measure 0 with high probability. This unfortunately happens quite
often and it is a problem because in our short codeword problem, we want to find a small non-zero
vector.

6.3.1 A counterexample that shows complete failure

We show that things can go even worse when slightly changing the measurement used. We show
that instead of measuring |0), we can measure some given state | L) orthogonal to all the |Ws).
Recall from Proposition [I§] that

ZXC Us |W

se]Fk

Also, the state resulting from Regev’s reduction is the state ) .. |Ye) = \W()). Our modified
measurement can give an extra outcome which will be an u € Fy\C and we define S = C U {u}.
Let

z0e 1 (11 L)W | veec
|>\/q7|>+;x()l> €
|Z) £ [Wo)

Notice that the |Z,) are pairwise orthogonal and span({|Zy)}yes) = span({\wg}seyg, | L)) =
span({ﬂc\)}cec, |L)). This means the measurement {|Zy)}ycs will be complete when measuring

any |te). R
Recall that [1)¢) = ﬁ > scrk Xs(us)|Ws), so we have
q q

1
Veel, (1/Jc|Z Zﬂs = /Pram — > v/Pram — —=
s;éO V4 q

2
This means the above measurement solves the quantum decoding problem wp. (\/ PGM — ) >

2
<\/PPGM — \/1q—k> which is 1 — 0(1) as long as PPGM =1- 0(1).
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Now, we perform the reduction presented in Section We just rewrite the states of the
reduction

Ql> \/WZ| W)c

ceC

where ﬁc,y = <1/)c‘Zy>

Q) lc)
\/|? CGZC yEeS

Q3) = — e ylCc—

1) m g;esﬁ e — )l Zy)ly)

Q) Beyle — )| Z,)|0) = | /P —”O>ol Beyle —
= 5 el ( o= ) O T+ = S e

n
Vit

2
when we measure the first register, we obtain 0 w.p. (\/PPGM — \;OT) , and the resulting state
q

where in the last line, we use that 3. . = (\/PPGM — e ) for each ¢ € C. This means that

is [Q5) = D _.cc |Ze) = | L) which shows that the reduction entirely fails in this case.

6.3.2 A measurement that works

Finally, we show a measurement that will make the reduction work when Ppgm = 1 — o(1).
The idea is similar to the one of section We add an extra outcome u € Fy\C and define
S =CU{u}. We now define

. Zyec’:y;£0 J?(y)|y>
|Uo) = —
12=yccryzo fWIW
1 —
Veel, |Z.) = W |Uo) + §XC(US)|WS>
[ Zu) = 10)

The |Z.) are exactly the states |Y.) of the pretty good measurement but we removed the
|0) component of |Wp). In order to make the measurement complete, we add an extra basis
element |Z,,). We therefore have a projective measurement {|Z,)}yes Again, we have (¥¢|Z.) >

2

1 1
v e N
Then, ff we measure this state |Up), we will get a codeword of weight ¢ w.p.

__a@lfoP
Yoo ald)|F(B)2

and p(0) = 0, where a(t) is the number of codewords of weight ¢ in C’. Recall that

and independent of ¢ so w.p. at least (\/PPGM — ) , we get the state |Up).

p(t) = , VE#0

t

f(t)( < ) (Vi)

qg—1

and we are in the regime where Ppgays = 1 —0(1) which means that w < (dmin (1 — %))J— and hence
w > 5m1n(nnk) - 5min(%’)~
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Using Proposition [22| and the expression of f(¢), as well as concentration bounds for a(t), we
have that for any absolute constant ¢ > 0, Zi(:ﬁ(:,alzj)n | p(t) = 1 — o(1). This means we will
measure a word of weight approximately |w'n| in C’.

Discussion. These 3 examples above show that it is very easy to slightly modify the algorithm for
solving the quantum decoding problem and drastically change the result after Regev’s reduction.
We therefore cannot have proper reduction theorems between the quantum decoding problem and
the short codeword problem but we have to analyze on a case by case basis whether an algorithm
for the quantum decoding problem can be used for finding a short codeword. On the positive side
of the reduction, we can summarize our results as follows:

Proposition 24. Let ¢,n,k € N with ¢ > 2 and w € (0,1). Let also R = L%j, W = wt and
K=n-—k.

o For w < (%)J—, there exists a quantum algorithm running in time poly(n,log(q)) that
solves QDP(q,n, k,w) w.p. 1 — o(1) (Theorem@ . Moreover, this algorithm can be used
using Regev’s reduction to solve SCP(q,n, k', w') in time poly(n,log(q)) (Section .

o For w < (6min(1 — R))*, there exists a quantum algorithm (for which we don’t specify the
running time but which could be exponential in n) that solves QDP(q,n, k,w) w.p. 1 — o(1)
(Proposition . This algorithm can be (slightly tweaked but with success probability still
1—0(1)) and used in Regev’s reduction to solve SCP(q,n,k',w') w.p. ©(1) (Section[6.5.9).
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A General phases

We consider more general error functions f(e) = /1 i ‘e‘)( Oy/t)lel with t € [0,3] and 6 €
[0, 27), which means we consider the states

i) = > flele+e) =@ VI—tle) + Vi1 - ;).
ec{0,1}" i=1
Again, we consider unambiguous states discrimination between the following two states
Co) = VI —=1[0) + V1) 5 |¢) = eV 0) + V1 —1[1).
We have |(Gol¢1)| = [Vt(1 —t)(e? + e)| = 2/t(1 —t)|cos(d)|. From there, we have that

decoding with this unambiguous measurement is possible w.h.p as long as

k
1 —24/t(1 —t)| cos(d |>ﬁ (34)

Now, what do we get in the dual? Let

¥r) = \f Y flelete

ceC,ec{0,1}n

where Z is a normalizing constant. We write

) = W > fwly).

yeCt

Moreover, we write
(ﬁ E+eVE) [0) +
(F E+e”VE) o) -

(VI=t-e"Vi) )
(VITE- Vi) )

|<O> \/‘
|<1> \/’

This means that f( )— L (\/1 —t+ ie\[)(n_‘y‘) =+ ( - 19\[)|y| The probability p(t, 0)
to measure 1 on each coordmate in the above is glv n by

7
NG

’\/1 N ] ( (VI =1 — Vicos(8))? + tsin2(0)> (35)
1
=2 (1 N cos(e)) (36)
In the case Equation [34|is saturated, meaning 1 —24/t(1 — t)| cos(8)| ~ £, we have p(t,0) = 5= as
long as cos() > 0 (otherwise, we have the symmetric for large weights) Wthh is Prange’s bound

Notice that the above only works when Equation can be saturated, so we can not take § = /2
for example.
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