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Abstract. We envision a unique social interaction system, ‘users-as-
beacons’ built upon Bluetooth Low Energy (BLE) beacon technology,
that could provide potential privacy benefits. It leverages BLE to em-
ploy the user devices to act as mobile beacons. Its potential applications
include community-based social networking, localized advertising, and
instant reviewing. To evaluate the potential for this system and inform
design, we conducted an exploratory interview study of 27 participants
of a hypothetical localized content-creating system. Using a design pro-
totype and multiple scenarios as prompts, we asked questions regarding
users’ perceptions of the potential benefits and challenges of a users-
as-beacons system, focusing in particular on their privacy concerns and
needs. Our results indicate that users do perceive the benefit of increased
trustworthiness of user-beacons, but do not have expectations of greater
location or behavioral tracking privacy. We highlight multiple design
challenges of this system in supporting the trustworthy, relevant, and
timely sharing of posts between people in a community.

Keywords: Bluetooth Low Energy - Beacons - Users-as-beacons - In-
ternet of Things - Trust - Location privacy - Peer-interaction

1 Introduction

Bluetooth Low Energy (BLE) Beacon technology is primarily used for indoor
location estimation and providing contextual information with low energy con-
sumption and low-cost mobile beacons. BLE is widely adopted by a vast range
of industries. For example, in 2016, 93% of U.S. baseball stadiums had been
equipped with beacons to facilitate visitors finding seating locations, restrooms,
and other facilities[1]. With over 90% of smartphones being BLE enabled[2],
there are a variety of systems that potentially can be built on top of this technol-
ogy. In fact, during the current Covid-19 pandemic, one of the privacy-preserving
methods of contact tracing for limiting the spread of SARS-COV-2 infection is
through BLE [3,4], utilizing its ability to detect proximity to other beacons
without requiring GPS location. In this paper, we are exploring a potential use
of beacons for a social system we refer to as ‘users-as-beacons’. This system
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will leverage current BLE enabled smartphones by turning them into beacons
themselves, which we refer to as a user-beacon. Combined with cloud integra-
tion, such a system can become a social web of information. This would enable a
unique method of peer-to-peer interactions among users, with potential privacy
and trust benefits.

In this platform, whenever user-beacons are within BLE range (100 meters
in the open, less indoors), they exchange their unique id’s, allowing them to
download each other’s content from the cloud. We believe a users-as-beacons
system can be deployed for a variety of social applications, including;:

— Community-based social network: Users-as-beacons can be used for a localized
social network, such as on a college campus, for circulating news and events
throughout the community, or as a method of social posting within localized
events and festivals.

— Localized advertising platform for shopping areas: If user-beacons are deployed
throughout a shopping area, current offers, coupons, or other information from
a shop can spread from one point to an entire area surrounding the store.

— Crowdsourced localized platform for reviewing places: Users-as-beacons can
potentially be a localized instant review system for places such as restaurants,
businesses, recreational facilities, and so on, similar to Google and Yelp but by
crowd-sourcing from, and spreading to, users in a locality.

While a users-as-beacons system can offer functionality similar to existing social
platforms or review sites, we believe it may provide several benefits, including

— Trust: We believe the platform will be particularly useful where a user would
benefit from trusting the physical presence of another user. As the system would
require a device to be physically present somewhere to be a user-beacon, faking
a user-beacon would be a difficult task on a large scale.

— Location privacy: This platform enables an entirely localized method of user-
to-user communication within Bluetooth range. Users need to be physically
nearby another person, so users’ locations do not need to be tracked or shared.
Thus, the system may increase location privacy, as content can spread without
the user-beacons sharing their GPS locations with the system or other people
[5]. The system would also be resilient against GPS spoofing.

— Localization and potential of peer-interaction: This system provides a unique
way of information dissemination, and thus allows potential peer-interaction
among nearby users. Users may be able to directly meet and talk about a com-
ment that they might think is helpful, which would make it more reliable and
further increase trust. Yet, this potential for face-to-face interaction may raise
privacy concerns and requirements for protecting one’s identity.

Yet, similar to other social platforms this system will not be fully immune to
adversaries, fake posts and location tracking. While requiring a beacon will make
large-scale spoofing more difficult, there is no guarantee the beacon is connected
to a real person. Moreover, the system could be more physically invasive since,
depending on the implementation of the system, users could potentially be phys-
ically approached by others in proximity to them. Therefore, this kind of system
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will only be worth deploying if the benefits are valued by users when weighed
against the potential privacy risks, all of which can be understood through use
of the application. To investigate the potential of users-as-beacons applications
and inform the design of such a platform, we conducted a formative study of
user perceptions of envisioned applications of the system.

This paper explores the following research questions: (i) what privacy and
trust benefits do users perceive of social users-as-beacons applications; (ii) what
are users’ expectations in how they would use such a system; and (iii) what are
their privacy concerns or barriers to using such a system? We report the results
of two versions of an exploratory interview study involving 27 participants from
diverse backgrounds. The interviews were structured around a users-as-beacons
design prototype[6] as well as several specific scenarios of the use of the system.
Participants were asked about their perceptions in sharing and receiving content
from people around them, their envisioned context and motivations of use, and
their privacy concerns and expectations.

To summarize, the contributions of this paper are: (i) identifying the poten-
tial social applications of users-as-beacons involving mobile user-to-user com-
munication; (ii) user perceptions of the potential benefits and use of a users-
as-beacons review application; (iii) an understanding of the privacy concerns
and expectations of being a user-beacon; and (iv) the design challenges and
initial guidelines for implementing
a privacy-preserving users-as-beacons  userbeacon broadcaster User-beacon receiver
prototype.
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2 Application example

One type of application we envision is
a crowd-sourced, localized social plat-
form, such as for sharing information
at a festival. Figure 1 shows an exam-
ple screenshot. In this scenario, ‘Kim’
visits a food festival and decides to
share a picture of the food she likes.
She takes a photo of her food and
creates a post to share with others
around her at the festival. The post’s
content is uploaded to the cloud. As
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ceivers would have their own unique

repositories of posts, depending on

who has been encountered. There are a variety of features one could imagine
in such a system, such as bookmarking and sorting posts, endorsing and for-
warding posts, and customizing when the posts are shared and received.

3 Background

3.1 User Generated Content and Review Systems

In users-as-beacons applications, users become content creators, and share their
content to their surroundings. Thus, research on user-generated content creation
can inform the design of our proposed system. Hansen et al. [7] and Lawrence
et al. [8] investigated the effectiveness of consumer-generated content and found
that based on its realism, authenticity, and trustworthiness, user-generated con-
tent is much more effective than company-created content for advertising. More-
over, user-generated content can engage more people, and create a community of
content creators[9-12]. Therefore, amalgamating with BLE to create a localized
community of user-generated content creators has strong potential for building
trustworthy social interaction.

One key type of user-generated contents that has been investigated are user
reviews. Many platforms invest in incentives for reviewers, and sometimes even
fake user reviews to appear competitive [13,14]. Much research has been done
on how to identify and mitigate fake reviews in various review platforms, such
as Yelp and Amazon. For any kind of review system, the reputation of the users
and the reliability of their reviews are very important. [15-17].

One viable application of users-as-beacons is a localized review system sim-
ilar to online review systems such as Yelp or Google reviews, but with reviews
delivered based on physical presence that could potentially increase trust. In
existing research, the user experience between the reviewers is often ignored,
because there is little direct interaction possible. On the other hand, in a users-
as-beacons system, physical interaction among the reviewers is much more likely
to occur and could be seen as both beneficial and a cause for concern.

3.2 Data and Social Privacy in Mobile Systems

Users-as-beacons leverages users’ capability of socializing with other users in
a mobile environment. Unlike other social networking platforms, where it is
imperative to manage one’s personal information, in ‘users-as-beacons’ it is more
important to maintain desired peer-interactions. There is a clear tension between
reduced privacy risks by not allowing location-tracking, and increased reliability
of contents, with potential loss of inter-personal privacy. Hence, it is essential
to explore users’ perceived comfort around others, as well as concerns regarding
data dissemination, behavioral tracking, and privacy more generally.

In current social platforms, users are increasingly getting concerned about
their data privacy, even while they are sharing significant amounts of information
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with other users [18-20]. As a result, we have seen the increased utilization
of privacy settings and cautions about social interaction on popular platforms
[21,22]. Behavioral tracking and targeted advertising on social sites are also
important privacy concerns of many consumers [23-26]. As we explore social
applications of user-beacons, we expect that similar privacy concerns will also
be important factors in the design and adoption of such a system.

BLE technology is currently used to provide location-based services. While
a users-as-beacons system is not dependent on estimating location and would
not require the collection of location data, the system could still potentially infer
location and users may still perceive the system as a location-based service. Users
would still be sharing their proximity to surrounding user-beacons. Early studies
found that location-based mobile services are often perceived as privacy intrusive,
and users want granular control over location settings [27-29]. However, over
time these concerns may fade, and people have become comfortable sharing their
location with their friends and other users, provided that they have control over
location sharing settings [30-32]. In contrast to sharing locations with friends,
users remain concerned about sharing their locations with advertisers and third
parties [33,34]. Yet, despite these concerns, many users regularly share their
location with applications, perhaps due to their lack of awareness of the extent
of location tracking [30]. We expect similar location concerns in users-as-beacons,
which our study investigates.

Several frameworks have been developed to manage the security and privacy
of BLE-based systems. Bello-Ogunu et al developed a beacon privacy manager
framework based on user-derived policies and their analysis showed that crowd-
sourced privacy managers are effective for managing the privacy of BLE based
systems [35]. There are different approaches to make BLE-sensing platforms
more privacy-preserving by not allowing them to track the trajectory of users.
For example, Higuchi et al. developed a Anonycast [36] to deliver precise lo-
cation information to pedestrian’s smartphones leveraging the crowd-tracking
systems while keeping the users anonymous. Schulz et al. developed a security
concept to prevent the possibility of requesting tracking and forgery in indoor
location tracking beacons [37]. Gao et al. developed a privacy-preserving frame-
work called TrPF [38] to preserve user privacy when the devices are deployed in
a participatory sensing environment.

3.3 Proximity-based Peer to Peer (P2P) Applications

Users-as-beacons is an example of a proximity-based peer to peer application,
which have been previously investigated with other technologies. For example,
Xing et al. developed a P2P proximity-based content sharing application us-
ing Wi-Fi [39]. Jung et al. developed a content sharing application to coopera-
tively download content from Bluetooth access points [40]. Shen et al. developed
MobiUS, a collaborative video downloader application to watch high resolution
videos over adjacent mobile devices [41]. And, Beach et al. developed WhozThat,
a platform to share context-aware personal identification information to lower
the barrier to social discourse [42].
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However, none of these previous examples involve trusted reviews and social
exchanges, particularly in a BLE-based interaction scenario. The only similar
application scenario was introduced very recently with Covid-19 contact tracing.
Several countries and organizations have created contact tracing systems to limit
the spread of the SARS-COV-2 virus on top of BLE, as a decentralized, privacy-
preserving proximity tracing system [3, 4,43]. The privacy benefits of using BLE
for contact tracing have made it reliable and effective. In this paper, we describe
a more social use of this technology, which poses very different trade-offs between
utility and privacy.

3.4 Users’ Perceptions of BLE Beacons

Our idea of users-as-beacons is a system built on top of BLE beacons. There-
fore, we now describe how people have already embraced this technology, as well
as the privacy concerns and other challenges that have been raised. BLE bea-
con technology is especially useful for indoor settings, by enabling a plethora
of location-based services [44, 45]. While the technical implications of BLE bea-
cons have been well researched, only a few researchers have examined users’
perceptions and privacy needs around this technology. Thamm et al. [46] found
that although 58% of the users have experience with Bluetooth, only 4% knew
about BLE beacons. Also, even after explaining what BLE beacons are, 44%
of the users did not agree to the use of beacons, mainly because of the fear
of misuse of the collected data. Yao et al. identified several factors, including
information flow and users knowledge about beacons system, that lead to peo-
ple’s conceptions of the technology and its privacy risks [45]. They suggested
that user education is essential to reduce the likelihood of users overlooking real
privacy problems, as well as mitigating unnecessary concerns. Bello-Ogunu et
al. proposed a crowdsourced beacon rating system to allow users to define fine-
grained policies for using particular beacons [47]. Although users-as-beacons is
meant to be built upon BLE, the idea of having live user-beacons changes the
privacy implications, with less potential for behavior and location tracking, yet
increased potential for peer interaction and interpersonal privacy invasions. We
seek to understand these perceptions in this paper.

4 Exploring user perceptions

We conducted a user study with 27 participants to explore people’s thoughts
about a users-as-beacons system and its applications, factors they would consider
in utilizing such a system, and their reactions to various situations unique to this
system. We focused, in particular, on privacy concerns as compared to similar
pervasive technologies. We chose a consumer generated advertising and review
system as our example application domain to conduct the study, because this
allows us to explore many different contexts of users’ daily lives. We conducted
an interview study, using a design prototype to enable participants to have a
more concrete understanding of sharing and receiving posts or reviews (Figure
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2). We also described several different scenarios that participants might face in
using the system as a prompt for additional interview questions. These scenarios
and the summary of the interview questions are described below.

Initially, the design prototype and scenarios centered around usage in shop-
ping and advertising products. However, after conducting 13 interviews, we found
that a significant portion of the participants saw greater potential in the use of
a users-as-beacons system in other contexts such as restaurant review, social
interaction, or event promotion. Thus, we redesigned the design prototype and
study scenarios to explore the possibility of deploying the system in more social
contexts. We then interviewed 14 additional participants. Each interview was
conducted in an indoor lab setting and took approximately 40-45 minutes. At
the beginning of each interview we described the functionality of a user-beacons
system and our design prototype briefly to the participants. Both of the user
study designs were approved by our university IRB.

4.1 User study 1: users-as-beacons in a shopping area
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* * * * ProCase 14 - Laptop Bag
\ Shot Glass
\ 51
\ /
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Bob Smith
O snarlighore
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. collectiblel Bob Smith
o S Thermateili ice Great ¥

__

(a) The participant is (b) Interviewer re- (c) The participant
creating a post ceived the post received a post from
the interviewer
Fig. 2: Screen-shots of the design prototype built for conducting study 1.

— Scenario one, signing up and creating posts: We started the study by asking
the participants to register themselves using our design prototype. Then we
discussed a shopping mall scenario, asking the participant to select an example
product and write and share a review. When the participant shared the post, the
interviewer received it (Figure 2b). Then the interviewer showed the participant
the receiver’s view and asked about their general perceptions of using such a
system, and their opinion of sharing their personal information in the reviews.
— Scenario two, receiving posts: The participant then received a review from
the interviewer (Figure 2c), and was asked about their perceptions of receiving
posts from those around them, their intentions about interacting with others,
and their perceived motivations for making posts.
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— Scenario three, different places: The interviewer described a daily life scenario
where the user’s device is beaconing throughout the day, in various contexts.
The interviewer then asked about beaconing in different places and incentives
that may impact usage decisions.

— Scenario four, control over the system: To understand the participant’s reac-
tion toward interacting with other users, we outlined a scenario where we gave
the participant some controls to avoid the interaction by adding a short delay to
a posted review. Participants then described their perceptions of that potential
feature and its use and other kinds of desired controls in the system.

— Scenario five, content types: Here, the interviewer asked the participant to
create a review of sensitive content (underwear), and then asked about the per-
ceived comfort of sharing reviews of different kinds of content, along with the
impact of potential incentives.

— Scenario six, peer influence: The interviewer described receiving a review of
desired content from someone nearby and then questioned participants’ expec-
tations for interaction with people around them.

— Final questions: Finally, the interviewer asked questions about privacy con-
cerns and potential applications of the system and then ended with a survey of
demographics, education, and everyday Internet activities.

4.2 User study 2: users-as-beacons for reviewing places, services,
and localized events

In the second study, we developed a slightly different design-prototype to investi-
gate users’ thoughts on making posts about places, small businesses, restaurants,
social causes, and local events. Like study 1, we discussed the system’s function-
alities and demonstrated how the participant would receive and send reviews,
and described several scenarios as part of the interview.

— Scenario one, registering and receiving posts: The interview started with the
participant receiving two posts from the interviewer, a food review and a service
recommendation. Then the interviewer asked the participant several questions
related to receiving posts from people around them.

— Scenario two, creating posts: The participant used the design-prototype to
create two posts, one for a small business and another to promote a social
cause. Participants were then asked about their perceptions of reviewing dif-
ferent places, services, or social causes. They also answered questions regarding
the different contexts in which they could envision using the system.

— Scenario three, instant reviews: The interviewer then described a restaurant
scenario where the participant was having dinner and wanted to leave a review.
The interviewer asked the participant several questions related to posting reviews
and review timing.

— Scenario four, reviewing small businesses: The next scenario was about the
participant hiring a pest control service. They were then asked about their opin-
ion on reviewing small businesses, their motivation, and the factors they would
consider in posting such reviews.
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— Scenario five, contextual controls and preferences: Like the fourth scenario
in the first interview, we described two social situations, then asked questions
about interaction with others and participants’ perceived needs for controls and
preferences over potential interaction.

— Final questions: Like study 1, we asked general questions on overall percep-
tions, privacy, and suggested features and then ended with a survey of demo-
graphics, education, and everyday Internet activities.

4.3 Participant Recruitment and Demographics

We recruited 27 participants in total around our university campus, through our
institutional research service, and recruiting posts through social media in neigh-
borhood groups. We also utilized Snowball sampling, where initial participants
suggested additional participants. After the interview session, each participant
was compensated with a $10 gift card. Among the 27 participants, 11 of them
were males, and 16 of them were females. Five of them were from the age range
18-24, 19 of them were from range 25-34, and 3 others were of the age 35 and
above. The participants were from variety of occupations, including 13 students,
physicians, administrators, health educators, and career advisers.

4.4 Analysis

This is an exploratory, formative study to understand the potential behaviors
and concerns of users within a UaB system. Thus, we conducted inductive coding
for each interview separately, and involved an additional coder for the 2nd in-
terview who had not seen the first codebook. All interviews were transcribed for
analysis. We first analyzed the 13 participants in Study 1. As a primary coder,
the first author conducted inductive coding for three sample participants and
discussed it with the other authors. The authors agreed on a codebook contain-
ing 15 codes. The primary coder then coded the remaining transcripts with the
codebook. Based on initial results, we decided to conduct the second interview
study before further analysis. This time two researchers independently coded
three sample participants from the second study, comparing and merging their
code books with discussion among all authors. An agreement was reached on
the codebook and all codes for those 3 participants, resulting in a codebook of
19 separate codes. The two coders then coded all remaining participants inde-
pendently with no further changes to the codebook. When coding was complete,
the researchers discussed and resolved any disagreements. Disagreements were
tracked, and inter-rater agreement was calculated at 96.47%.

The contexts and the scenarios were slightly different between the two stud-
ies; thus, the codebooks are slightly different from each other based on instant
reviews, irrelevant reviews, irritating notifications, and writing reviews in differ-
ent places. Overall, nine codes were the same between the two studies. Thus, as a
final step, we grouped all the codes from both of the codebooks into higher-level
categories to merge results for both of the studies altogether. While discussing
the results, we enumerate the participants 1 to 13 for the first set of interviews
and 21 to 34 for the second set of interviews.
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4.5 Limitations

The limitations of our study are similar to other exploratory, qualitative studies.
The sample size for each study was relatively small, with heavy student and uni-
versity employee representation. Thus, participants were likely more educated
than a general population, with views that may not match others from different
populations or cultures outside of the United States. The system was also hy-
pothetical, which means participants were discussing initial responses that may
not accurately reflect later behavior with such a system. These responses may
have also been more positive to be polite to the interviewer. Despite these biases,
we believe our results provide valuable early feedback on the potential of this
system, as well as inform the design of such a system.

5 Results

While the two interviews differed somewhat, many of the perceptions and reac-
tions are similar across both studies. Thus, we describe our findings together, and
only distinguish between the two versions as needed to further explain results or
compare reactions if they differed. We regularly specify the number of partici-
pants while describing a specific perception in order to describe the prevalence
of a sentiment in our sample. However, these numbers are not representative of a
more general population. We also use generalized keywords with ‘a few’ describ-
ing 2-6 participants, ‘some’ as 7-13 participants, ‘majority’ as 14-16 participants,
and ‘most’ as more than 17 participants.

5.1 Receiving posts: benefits and trust

The most immediate reaction of participants to the notion of receiving posts
from surrounding people was that it is not likely to be fake and instead would
come from real people around them. For example, P30 said, “I would prefer to
trust the people close to me, or want to hear from people who are nearby me.
This Beacon idea is appealing in that sense because I know that people around me
are referencing that.” And another example from P1: “I may receive posts from
my neighbors, right? I know them, so I would trust them...” Thus, trust emerged
as a key perception, and users reacted positively to the possibility of increased
trust through this system. In order to trust the posts, they also expressed desire
for users to not be anonymous so they could know where an opinion came from.

Participants also talked about the types of posts they would be most inter-
ested in. In study 1, most participants thought that the product reviews were
useful to receive, but only in shopping areas, depending on time and context.
They agreed that the most useful posts to receive would be of restaurants and
local places. P22 said, “I would wanna receive reviews of food, restaurants, home
services, probably Craigslist kind of things- sold things around me.” Participants
also mentioned the usefulness of receiving discounts, as well as updates about
nearby events.
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However, many did not like the idea of promoting social causes. And, they
wanted to receive service recommendations only when they needed them. All but
three participants said that the relevance and context of the received posts are
essential. Thus, most participants talked about customization features to filter
the types of posts they are most interested in. A majority of the participants
thought that receiving many instant notifications from others could be irritating.
P2 said, “Sometimes I see that people are saturated by posts. One of my concerns
is that there is already a lot out there, I do not want any new system to add
more.” And, P33 said, “I think if I start to receive [posts] too much, like especially
since I have the Apple watch and I have the notifications turned on. It buzzes
all the time, and if I am in a meeting, I think people think that I must be really
rude when I am looking at my watch.”

Some said that notifications can be very distracting to regular activities,
even when they might actually be receiving relevant posts. Thus, the overall
message was that the system would need to have different kinds of controls and
preferences to filter and block notifications, and to customize or subscribe to
different kinds of posts of interest.

5.2 Making posts: interests and concerns

Participants were open to making posts if they liked the product or place and
they trust the people around them. P21 said, “Actually when I am sending
my [post], I would think that it might help people around me.” Users compared
this system to existing review platforms, such as Google or Yelp, and thought
that this platform would be similarly useful. Similar to preferences for receiving
different kinds of posts, participants stated that they would mostly make posts
about restaurants and interesting places. They generally wanted to support small
businesses as well, but only a few wanted to use it for social causes or services
recommendations.

In many of the participants’ opinions, making instant posts was a matter of
discomfort. In study 2, when asked about writing a food review in a restaurant,
12 participants stated that they would not write a review while still in the
restaurant, but later, when they are out of the area. One reason was that writing
reviews requires time. “What would be rather cool is that if this app knew that I
ate at whatever the restaurant was, they send me a reminder later, saying, hey
I know that you ate here yesterday, what do you think?” P28. Participants also
mentioned not writing a post immediately because of potential social interaction
that might result. As P31 said, “I would probably not want [to let people know]
instantly. I think if I am sitting there at the restaurant, like, I do mot want
them to come and say, ‘Oh I know who that was!” I am worried about probably
restaurant management.”

The importance of social norms and network effects also emerged in how
participants might react to such a system. As P6 said, “For now, I have my
concerns. But, if after a few years it becomes a trend, then I might not feel
that way.” Participants also acknowledged that while it may feel strange at first
to advertise certain products or places, that perception could change if that
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became more visible and normal. We asked participants about what incentives
would motivate them to use such a users-as-beacons system. Most participants
thought that cash back or redeemable points would be a good motivation. Even
those with high concerns over negative peer-interaction would think twice if they
get incentives. As P31 said, “I am doing this study because I am getting a gift
card, so any incentives are certainly gonna peak interest to an extent.”

In the second study, many participants thought that community feedback
such as an upvote, downvote, or comments from the people around who read
their posts would increase the appeal to make more posts. P31 commented, “/
think people, in general, like to see how many people are giving attention to them.
So, just seeing how many people you have reached, I think it is motivational.”
Others also thought that getting free items, such as a free cup of coffee or free
donut can be a good motivation: “I definitely think that would be cool; like Google
has their opinion reward thing. For example, you go to a restaurant and get a
free drink or something.” -P27

We wanted to know how the participants felt about sharing their personal
information with other users nearby. All felt that it was acceptable to share their
first name with the posts. However, most of the participants were cautious about
sharing their full name, as that would identify them, and instead would prefer
an alias. All but two were hesitant to share their photo. As P2 said, “It’s when
you can match a name and a face, I could see potential privacy problems. So,
[sharing] photo is a concern.”

Moreover, some were worried about trusting the peers to whom they are dis-
closing their information and thus desired anonymity. “I might need the anonymity,
because, you never know who is around, who is going to get it.” -P31. Five par-
ticipants specifically mentioned concerns over being stalked and several others
mentioned identify theft; as P12 said, “It would also be a privacy issue if someone
sees my photo and sees my name, I mean that is a lot of personal information, for
predators or stalkers who can then easily get my photo and contact information.”

5.3 Interacting with others: comfort and concerns

Twenty-three participants anticipated that people around them would come and
talk to them about their posts. Seven of them felt some kind of discomfort in
that, mainly because this was entirely a situation that they have never expe-
rienced. P7 said, “It is kind of uncomfortable, because we never had this kind
of experience before. Online reviews are different. Nobody knows the person who
wrote it.” Some people felt discomfort because they were not comfortable talk-
ing to strangers. P28 suggested the virtual communication feature would be
preferred, similar to existing review platforms, “I would be fine if there is a way
for someone to reply to my post, saying, hey, I have some questions about your
review there. But, I would not want strangers to come and talk to me.”.

In study 1, we described an option to delay sharing a post in the shopping
area to prevent unwanted interactions with others. Nine of the 13 participants in
that study thought such a delay would be a good idea for various reasons, such
as the sensitivity of the content, public exposure, and interference from store
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management. P2 said, “If I really want to review a sensitive product, then delay
might be a useful feature to have.”

Yet, eight participants were positive about potential interaction. Two of them
were even delighted to interact with people. The participants thought that it is
a new way of sharing thoughts and thus they can have a conversation with real
users. P27 said, “I would make friends out of it. There could be some negative
experience, but that is probably less likely to happen.” A few participants, such
as P10, took this model of real-time and localized communication as a new
way of socialization. She said, “There’s this culture of fear, and so I might only
share information with a privileged group, people who I am inside with. Whereas,
I might be in a different world, want to share information with anyone and
everyone because that might come from the place of trust and community and
society. So, an app like this could start to change that kind of way of thinking...”

In both versions of the study, we asked the participants about their opinions
on beaconing in different contexts. In public places, 19 of the participants wanted
to keep the devices’ beacons open, particularly if they earned rewards for doing
so. P33 said, “It is like the Nextdoor app. I have the alerts turned on for that,
and if there is something happens to my neighbors and they say something about
it, I can help them... This could be a place where everybody can pay attention to
their neighbors without having to physically do that. They could use the beaconing
app, where they can feel the connection with their neighbors.”

Yet, participants were less sure about the need for beaconing with people
in other contexts. For example, five participants did not want to keep beacon-
ing in the workplace and expressed concerns about sharing too much private
information with their colleagues. Only five participants were willing to keep
beaconing at home; most felt that home is for family, and they wanted little to
no intrusion there. As P31 said, “I don’t know if I would keep it on all the time in
general. Whenever you are at the birthday party, you are spending time with the
people around you. You don’t want to be having them look at their phones just
because you broadcasted something.” Several participants also argued that they
can directly talk to the people they know instead of digitally posting something.

There was a common feeling against facing the establishment related to mak-
ing posts about businesses, and that those in authority could interfere when a
user is writing opinions. For example, three participants wanted to use the post-
ing delay because of fear that store management might want to confront them if
they post a negative review. P3 said, “I think a delay would be a good idea if the
manager would want to try to find you; if I fear that the manager might misbe-
have, they could be angry or something.” Interestingly, in the second study, the
participants were also thinking about confronting the restaurant management
when they made a food review post. And P31 said, “I think if I am sitting there
at the restaurant, I do not want them to know who that was. I am worried about
probably the restaurant management.” Moreover, 7 participants were worried
that store management might want to intervene in the system to promote their
products. P8 said, “I would question the reviews of their own employees. I know
that many employees might try to push their products.”
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5.4 Perceived privacy in users-as-beacons

The participants expressed several privacy concerns perceived from our explana-
tion of the system, many of which were the same threats found with the Internet
and digital media. Participants were particularly concerned because, beyond just
their posts, they were not sure what kind of information the app would need to
prompt them to write such posts. Thus, behavioral tracking was a big concern
(n=11). P1 said, “How the app knows what I already purchased? So, is it through
my email? And are they then pulling purchase orders?” And P29 said, “Using
one app leads to using another app. so they send information to each other, and
then the next thing you know there is another ad, another service sending you
the information. Phone number, email addresses, all these things are connected.”
Yet, participants also discussed that existing applications and platforms already
utilize such personal information, and thus they would also have similar levels
of trust in reputable organizations. P31 said, “We already know that Google is
probably trading our identity, so, you know there are analytic and stuff on every-
thing, on social media, Yelp, Instagram, Google reviews.” Thus, these privacy
concerns were not related to the users-as-beacons concept itself, but merely using
yet another social platform that may require access to personal information.

Not surprisingly, location tracking was a primary concern. P5 said, “Also [
can be tracked by the companies. They also know that I am around. That is a bit
creepy.” P11 said, “I would wonder about how my information is being used, not
just from the users of the system, but also from the businesses. What are they
doing with the information and the decisions are they making?” Interestingly,
one of the potential benefits of users-as-beacons is that the app would not need
to accurately track location in order to work. Yet, users seemed to be expecting
that their apps would know their location, even if not needed, and were thus not
expecting any improvement in location privacy from this system. Surprisingly,
some people wanted behavioral and location tracking to make the use of the
system more convenient and receive tailored posts. P3 said, “I would prefer a
system that uses a location-based model that can automatically sort this thing
out for me. I would like to receive the things related to where I am now. If I am
a sender, I do not want to be a person who sends out-of-place things.”

As mentioned previously, a few of the participants were worried about their
physical privacy and expressed their fear of being tracked by predators and
stalkers. P10 said, “If I am somewhere, using a beacon, someone can find me.
I am worried about being tracked. People can track me easily if they follow my
beacon.”. Others did not worry as much much mainly because they already use
several apps where they can turn the user location sharing off.

Despite perceiving that one benefit of a users-as-beacons system was the
increased trustworthiness of the posts, the majority of participants were still
concerned about spamming from fake users and bots. This was also tied to their
desire to not be overwhelmed by too many irrelevant notifications. P11 said,
“Being spammed will be a concern, it might be overwhelming to receive so many,
especially if you do not have any control.” Participants were also worried that,
if they shared their full name along with their photos, it would become easy for
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spammers to create fake accounts using their identity, and use them to spam
others who already trust those users. Thus, people were concerned about how
their information would be managed and used, or misused.

These concerns are similar to many existing applications already in use, and
thus users were often expressing a desire to remain in control of their infor-
mation and identity in this novel application. As P8 said, “I always put reviews
somewhere and I put my name behind that, positive or negative. I don’t mind that
aspect, it’s just the control I am worried about.” Participants also expressed a de-
sire to control the audience of their posts, or block posts from other user-beacons.
Thus, these issues overlap with needs and challenges of audience management
in social media systems more generally.

Some participants also acknowledged that they would make a trade-off be-
tween the benefits and incentives received, and what they were willing to share.
As with any privacy calculus, the nuanced context matters. For example, some
participants were quite positive about supporting small businesses, and would
not need many external incentives to express their opinions or share personal
information. Thus, while the participants in the first study which focused on ad-
vertising products frequently mentioned the need for financial incentives, most
of the participants in the second study were interested in using the system re-
gardless of the incentives. And as mentioned in the previous sections, if such
a system were to become widespread and normal behavior, then their privacy
concerns would be lessened.

6 Discussion and Implications

In this paper, we introduced a potential social system that can be built on top of
BLE beacon technology leveraging the ubiquity of BLE enabled smartphones. We
envision this system as a privacy-preserving localized information dissemination
system. The primary benefits include localized services without having to share
the location through devices, limiting the vulnerability of GPS-spoofing, and
potentially restricting the scope of having fake users, thus improving trust and
maintaining reliable communication among the users. Moreover, this system will
facilitate a localized information sharing system, which will enable potential
peer-interactions. We explore user reactions to multiple types of posts, including
social posts, product, places, and event reviews.

6.1 Feasibility and applicability of the system

While overall response was relatively positive, users expressed a range of concerns
that will need to be addressed for the successful development and deployment
of such a system.

Trust: One of the most prominent user opinions of users-as-beacons was
about the trustworthiness of the content in the system. In traditional systems,
user-generated content is often considered more trustworthy than the contents
generated by organizations and companies|7, 8]. We have found a similar notion
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in our proposed platform, that enables users to create their own content. Users
also seemed to understand the usefulness of a localized system such as this,
perceiving that the platform would ensure the physical presence of user-beacons
in their surroundings, ensuring the realism of posts in the system. Thus, users
did perceive increased trust, and valued this benefit. This provides motivation
that our proposed system is worth further development.

Location privacy: Yet, while we tried to make sure that participants realized
that their actual location was not needed by the system, users did not discuss
location privacy benefits. Interestingly, some of the participants even wanted
their location to be tracked in order to gain the benefits of tailored and relevant
posts. So, even though location privacy is a potential benefit of the proposed
system over related mobile applications, users did not perceive or value the
privacy-preserving nature of users-as-beacons. In this case, the only benefit to
the users would be the ability to function if GPS was disabled.

Localization and potential of peer-interaction: We also talked about possible
peer-interaction as this system is localized and has the potential to create a local
social interaction system. It is highly possible for the users to directly meet people
who post nearby and talk about those posts. The participants showed mixed
reaction to this possibility. They have not experienced this type of interaction
before. On the one hand, it is new and thus, participants were not entirely sure
how they would feel about it. Some of them did not perceive it as a benefit, and
were thus were worried about their identities being public. On the other hand,
other participants appreciated the chance of interactions, as that might make the
system reliable, and enjoyed the possibility of a new form of social interaction.

We believe the primary application domain for this kind of system would
be a localized extension to current social interaction systems, with increased
reliability. Based on our study, this system has potential in localized socializa-
tion, reviewing places, event advertising, and supporting businesses and events in
particular locations. And, despite some concerns over the potential social inter-
action with strangers, participants felt that this type of system would be useful
mostly in locally constrained areas, such as festivals and events, or restaurants
and shopping areas, where posts would also be most relevant and people could
trust their peers. Some participants also saw potential benefits in the interaction
between community members that such a system could provide.

6.2 Design Challenges

We believe our exploratory study encourages us to continue to explore users as
beacons, and our initial results highlight several key challenges that we will need
to address through the design of such a system and research in greater depth.
Managing trustworthiness: The biggest benefit the users perceived about the
system is the trustworthiness of the contents. However, participants were still
wary about sharing their personal information with the system and other user-
beacons. Yet, the more users would share their personal information, the more
trustworthy the contents become for receivers, and the more useful the entire
system. Clearly, there is a tension between being able to know and trust those
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providing content in a users as beacons system, and a desire to restrict the
sharing of personal information and remain private. Moreover, a user-beacon
needs to be there to make posts, but it doesn’t mean that it would always be a
real person. It still can be faked, for example by a shop, even if it is comparatively
harder than in current online systems. While this did not come up a lot in the
interviews, users would need to understand this possibility in a real deployment.
As with other novel technologies, users’ comfort in sharing personal information
may lessen over time, as they become more comfortable with how the system
works and as they see others trusting the system. Therefore, it will be a challenge
to provide users with sufficient awareness of others’ access of their personal
information and controls to restrict information sharing and maintain privacy,
while still providing sufficient utility through trustworthy content.

Relevance and timeliness: In both our design prototypes, we demonstrated
how a post was delivered instantly to another user (the interviewer). Yet, we
always envisioned that notifications would need to be delivered intelligently to
reduce overload. On the one hand, users benefit from knowing about content
in a timely manner, while users are nearby others who want to broadcast this
content. Yet, participants’ biggest concern was the annoyance of too many no-
tifications, particularly of things that were not of interest to them. However,
eliminating notifications and moving to a less synchronous delivery of content
may also reduce the potential benefit of receiving content that is localized and
the potential of user-poster interaction enabled by the system. Many also dis-
cussed how they wanted the posts they received to be contextually relevant to
them, and mentioned different ideas for achieving that both through automatic
tailoring and explicit user controls for filtering content, thus trading-off privacy
for benefits. Therefore, a key challenge in this system will be to ensure the rel-
evant and timely delivery of the content users receive with an acceptable level
of trade-off between benefits and privacy, and investigating which methods can
achieve these goals. This relevance may be achievable by restricting the system
to very time- or location-constrained contexts, such as particular events.

Managing peer-interaction: Some participants were not at all comfortable
with interacting with others as a result of making posts, yet others embraced the
benefits of peer communication and were intrigued with the possibility of greater
social interaction. Thus, another challenge is enabling users to manage their
openness to such peer interactions, while maintaining comfort and privacy. In
study 1 we mentioned one potential mechanism to participants, that of delaying
delivery of a post to users. There are likely other novel mechanisms that we
can explore to provide users with methods for managing their boundaries, and
protecting themselves from intrusion.

6.3 Future research needs

While this initial investigation provided a range of user opinions, these will likely
differ and depend on the details of a specific design and context of use. In addition
to the challenges raised above, there are a number of additional issues we believe
can be explored within this type of system.
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User privacy: In this study, users experienced a rather simple demonstra-
tion and a spoken description of the system, which might be insufficient to
understand how the system works, without time for participants to become ha-
bituated to it. Future research needs to investigate how users respond over the
long term to such a system, where do they find the most benefits and how
does their privacy-behavior change over time? What concerns will arise as users
repeatedly encounter the same people, in the same or different places? What
positive and negative experiences will shape user behaviors, and lead to greater
or reduced usage?

Within the Covid-19 contact tracing context, Reichert et al.[48], Bell et
al.[49], and Tang et al.[50] discuss tools and techniques to prevent privacy threats
from the perspectives of patients, potential patients, hospitals, and health pro-
fessionals. Similar solutions would be needed for future social U-a-B applications,
which may be functionally similar yet have different privacy trade-offs.

Incentives: We did question users about the potential incentives for using
a users-as-beacons system. However, we did not examine this question deeply,
and users for the most part answered based on experiences with online review
platforms rather than more social platforms. Thus, we need to examine what
incentives would be necessary and effective in motivating users to adopt and pro-
vide content to such a system. Examining this question can also provide insight
into the key question of how users would trade off the benefits and incentives
provided against their privacy concerns and needs.

Real life implementation: While we have outlined a users-as-beacons sys-
tem abstractly in this paper, and implemented a basic system in our design
prototype, there are many additional questions about how to best design and
implement such a system for real world deployment. Designs are likely to dif-
fer based on the context and domain of use, including different solutions to the
various challenges we raised above. We plan to further prototype a system using
our university campus as a testbed for understanding the feasibility and use of
users-as-beacons as a localized social interaction platform.

7 Conclusion

We believe that the widespread Bluetooth Low Energy technology provides an
infrastructure on which to explore novel systems that may provide both interest-
ing applications and privacy benefits to users. Our exploratory study shows that
users do perceive some benefits in a users-as-beacons social system, namely trust
and the potential for peer-interaction, yet did not value the increased location
privacy and were more concerned about receiving content relevant to them. Our
results also demonstrate that there are still many issues surrounding privacy and
peer-to-peer interaction that need additional understanding and careful design
in order to develop a successful system. We plan to use our results to design
and deploy prototypes to examine these issues more deeply, providing insights
into the incentives and privacy trade-offs in this novel mobile communication
system.
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