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Research on blockchain privacy protection mechanism in
financial transaction services based on zero-knowledge
proof and federal learning

Wang Maoguang! Wang Tianming' Ji Haoyue!

! College of Information, Central University of Finance and Economics, Beijing 10000, China

Abstract. In the financial transaction system centering on blockchain technol-
ogy, institutions at different levels have different powers and roles, so that they
have dissimilar private contents to protect. Taking supply chain financing as an
example, a multi-level blockchain system is proposed in this paper. The main
steps of building the system are as follows: Firstly, commercial banks and regu-
latory authorities cooperatively establish a risk control model by Federal Learn-
ing. Secondly, the private transaction information will be preserved by zero-
knowledge proofs for downstream suppliers. Finally, an architecture of multi-
level blockchain is designed to supervise the financial trading for guaranteeing
credibility. The experimental results show that the system is more beneficial to
privacy protection. By incorporating Federal Learning, it can provide stronger
security and more reliable risk control. Further, that can also improve the effi-
ciency and performance of the financial transaction system.

Keywords: Blockchain, Federal learning, Zero-knowledge proof, Privacy pro-
tection, Supply chain.

1 Introduction

With the global development of blockchain represented by cryptocurrency, blockchain
has received extensive attention from the Internet industry, financial institutions, and
academia. Blockchain 3.0 has penetrated various industries. The essence of blockchain
reduces the cost of trust. As a result, Internet giants and international financial institu-
tions have started to invest heavily in blockchain. Issues such as consensus mechanism
and privacy protection continue to be popular topics of current research.

Blockchain is widely used in the financial industry because of its characteristics such
as non-tamperability. These financial applications based on blockchain have different
functions so that they face different privacy-preserving issues. In this paper, we take
the privacy protection of accounts receivable financing in the supply chain as an entry
point, solving two problems. One is that how to preserve the privacy of transaction
information between suppliers. Another is that how to train the risk control model when
the lending institutions such as commercial banks store their private data on local de-
vices.



Firstly, to prevent counterparties from stealing trade secrets in transaction infor-
mation, it is necessary to establish a transaction mechanism for privacy protection. One
way to enhance privacy protection is to generate many random account addresses for
each user [1][2] and every address only be used once. However, it is troublesome for
the user to maintain a large number of addresses. Therefore, in this paper, we will hide
the transaction amount, which could preserve private data while there is only one ad-
dress/account per user.

Second, a large number of commercial banks apply Al technology to train a more
accurate and intelligent risk control model. However, due to the factors such as eco-
nomic utility, legal policies, and standard systems, data sharing among participants
faces the dilemma of "unwillingness, fear, and inability", which forms "data silos" [3],
[4]. This has seriously hindered the training and enhancement of risk control models.
Therefore, it can not wait to protect the private data of all parties while satisfying the
data requirements of risk control models [5]. Federal Learning has the characteristics
of "data available but not visible, data not moved but model moved". So we use this
technology to achieve collaborative training among participants. The combination of
Federated Learning and blockchain ensures a shared ledger smart contracts and collab-
orative training of model while considering the privacy of data. The main works of this
paper consist of three aspects:

1) We design a multi-level blockchain architecture. The architecture is divided into
two levels. Especially, commercial banks are viewed as the link between the two levels.
The first level is a management blockchain consisting of regulators and commercial
banks, which is mainly used to build risk control models and give credit ratings. An-
other level is the blockchain between commercial banks and suppliers, which can rec-
ord transaction information in the supply chain.

2) We propose a financial transaction mechanism by incorporating zero-knowledge
proof. Particularly, a double balance model is designed to hide the transaction amount,
which could protect the private transaction information between suppliers.

3) We propose a secure data-sharing framework that combines blockchain with Fed-
eral Learning. Specifically, an algorithm POQ (Proof of Quality) is designed to deter-
mine how to select the participants in Federal Learning.

2 Related work

Zero-Knowledge Proof (ZKP) means that a prover can make a verifier believe that a
certain assertion is correct without providing any useful information. In recent years,
ZKP has been developed rapidly. It is viewed as a very promising solution to protect
blockchain privacy. For UTXO (unused transaction output model), the existing privacy-
preserving projects are included Zerocash [6], Monero [7], Zerocoin [8], Dash [9], and
CoinJoin [10]. However, there are few schemes with effective privacy protection like
DSC [11] in the account model. For the blockchain, the most popular zero-knowledge
proof system is zk-SNARK. Zk-SNARK have also been used in the literature [12][13]
to achieve privacy protection. Among them, the initialized settings of traditional zk-



SNARK are disposable trusted settings for a specific circuit. After the circuit changed,
the initialized settings need to be reset [14]. For better reuse of the initialized settings,
several new schemes have recently been proposed in academia [15], [16]. Among them,
Fractal [17], Halo [18], and Supersonic [19] design the publicly transparent initialized
settings that can generate a common reference string (CRS) without additional varia-
bles. However, it is still inappropriate to apply these new schemes to blockchains. Be-
cause their proof sizes are much larger than these of traditional schemes. Moreover,
Sonic [20], Marlin [21] and PLONK [22] design the generic initialized settings that
could create a shared and updatable structured reference string (SRS) using additional
variables. Therefore, they theoretically support an unlimited number of arbitrary cir-
cuits. Besides, Bulletproof[23] is also an effective zero-knowledge proof that does not
require the trusted initialized settings. Zether [25] implements a variant mechanism of
Bulletproof to hide the transaction amount and addresses with the help of EIGamal
encryption. But the computational and verification costs of its provers are still much
higher than those of zk-SNARKSs. We found that Groth16 [26] can generate proofs with
low time complexity and space complexity. Therefore, we utilize the Groth16 proof
system to achieve zero-knowledge proofs [27].

Federated Learning provides a possibility to construct a global model while preserv-
ing the training data. The literature [27], [28], [29] propose the distributed frameworks
by combining blockchain with federated learning while maintaining the security and
trustworthiness of blockchain. At the same time, the communication efficiency in the
blockchain is also optimized. Some scholars [28] propose a secure architecture author-
ized by blockchain for sharing data, which stores the federated models through block-
chain and ensures the security of the data sharing process. The article [29] proposes a
new privacy-preserving mechanism and designs a two-stage solution that includes the
transformation of intelligent data and detection of collaborative data leakage The work
is proven to be high accuracy, efficiency, and reliability. Inspired by the above works,
we propose the proof of quality, i.e., POQ, to improve the efficiency of federated train-
ing.

3 Multi-level blockchain system privacy protection mechanism

3.1  Privacy protection based on zero-knowledge proof and double balance

The architecture of this system includes three types of nodes: regulators, commercial
banks, and suppliers who need the loan. Two types of blockchains are composed from
those nodes. Different types of nodes publish different content by their roles. The con-
structed architecture of the system is shown in Figure 1:
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Blockchain 1 is the blockchain between commercial bank and lender supplier: it con-
sists of commercial banks and lender suppliers. And it is used to maintain the transac-
tion records among enterprises. In addition, it can hide important transaction infor-
mation through zero-knowledge proof and protect supplier privacy by setting up a dou-
ble-balanced transaction model. Meanwhile, reputation rating is introduced. The sup-
pliers with different reputation scores have different rights when posting transactions.
Suppliers with low reputation scores will be faced to cancel the permission of zero-
knowledge proof. Vendors with a very poor reputation will have their transaction priv-
ileges removed.



Blockchain 2 is the blockchain between commercial bank and regulator: its function
is mainly to give a reputation score to each lender. This chain combines the features of
federal learning and blockchain. The regulator acts as a task publisher and the commer-
cial banks are viewed as participants in Federal Learning. The publisher first sends the
initial global risk control model to the participants in the form of outsourcing. Then,
during per round of collaborative training, each participant iteratively trains his local
model without uploading his private training data to the publisher. In contrast, the pa-
rameters of the local model are sent to the publisher. Then the publisher aggregates the
parameters from all participants to update the global model. After that, the publisher
uploads the global model to Blockchain 2 forguaranteeing the global model to be im-
mutable. We also introduce a quality metric to select participants according to the qual-
ity scores by POQ That can avoid some malicious nodes affecting the performance of
the overall model. All commercial banks form a consensus committee, which uses the
PBFT consensus algorithm to verify the blocks.

3.2 Privacy protection based on zero knowledge proof and double balance

This section introduced in detail how to protect transaction privacy of the transaction
system in blockchain 1 based on ZKP and double-balance technology. Common sym-
bols used in the paper are shown in Table 1 below.

Table 1 symbol definition

Expression Description
A Sender Alice
B Recipient Bob
sk, The private key of A
Pk The public key of A
addry The address of A
pt_balance, The plaintext balance of A
zk_balance, Zero knowledge balance of A
Ledgery Account book
TDSet Global data table
SNSet Serial number table
CRH Anti-collision hash function
COMM,,, A non-interactive commitment
scheme for hiding account balances




COMM;, A non-interactive commitment
scheme for hiding transfer amounts
cmty Express balance commitment of A
valuey The plaintext balance of A
SNy Serial number associated with
cmty
Ty Random number confusing sny,
PRF Pseudorandom function
cmt, Commitment to transfer the
amount

Entities are defined as follows:

e [Ledger
Anyone can access Ledger at any time. It is a block containing all transactions

e Address key pair
Each user has a pair of address keys (sk pk). Account address:addr: = CRH (pk)

e Commitment
Balance commitment refers to the commitment to account balance, i.e. cmt, =
COMM,.(addr,, value,, sny,14). COMM),, is a non interactive commitment scheme
for statistical hiding of account balance, with hidden and bound attributes.

e Public data Table
The public data table is used to store one-time variables including 7DSet and SNSet.
TCMSety represents the data sheet of all publicly announced fund transfer commit-
ments cmt,, in block blocky.

Definition of zk-SNARK:
The zk-SNARKSs scheme [12]-[14] can be represented as the following polynomial tu-
ple:
I (Setup, KeyGen, GenProof, VerProof)
The transaction algorithm are as follows:

e Setup (1) - pp,: Preset a random security parameter A, the algorithm will
generate and output a public parameter list pp; = (F,, p, Gy, Py, Gy, e, P,, Gr), where
Fp is a finite field and p is a prime number; (G, G,, G) are cyclic groups of order p;
Gy is derived from G; X G,; e is a bilinear pair; P; and P, are generators of G, and
G, respectively; Fp is a finite field.

e Keygen (c) = (pky, vk;): Preset a circuit C, and the algorithm generates a
key pair (pk,, vk;) via the public parameter pp, as theproof key and verification key
of the zero-knowledge proof.

e Genproof (pk,, X,d) — m: Preset key pk;, a state declaration X and a private
evidence d, this algorithm is used to generate a zero knowledge proof 1, and returns L
if it fails. Among the input parameters, pk, is the proof key to generating the zero-



knowledge proof; X and d are used as the inputs of circuit C; T is the zero-knowledge
proof, which can prove that ¥ and d indeed meet the relationship constructed by circuit
C.

e Verproof (vk,,X,m) - B: Preset key vk, the state declaration X and zero
knowledge proof m, this algorithm can verify the correctness of zero knowledge proof.
If zero knowledge verification is successful, output B = 1; Otherwise, output B = 0.

The Main functions are as follows:

e Setup(1})— pp;Preset the security parameter A, the algorithm generates the
system public parameter pp with number of A bits by a trusted third party, and the
parameter pp is public.

e CreateAccount(pp)—{addr, (sk pk),tt}; Preset the public parameter pp, the al-
gorithm creates an account address addrfor the user and generates a key pair (sk, pk),
in which the private key sk is used to access private data and decrypt the ciphertext
data in the transaction,and the public key pk is used to encrypt the transaction data to
be submitted, and tt is adopted as a traceable label,which is shared with commercial
banks and regulatory authorities, and enables them to track the transaction.

e Mint (pp, zk_balance,, sk,, v) = {zk_balancey, tx . }; This algorithm en-
ables account A to convert plaintext amount v into-zero knowledge amount and merge
it with the current zero-knowledge balance.

e Redeem(pp,zk balance,, sky, v )= {zk_balance), txpeqeem}; This algo-
rithm enables account A to send zero-knowledge balance into plaintext balance and
merge it with the current plaintext balance. The operation is similar to Mint.

e Send(pp,zk_balancey, sk,, pkg, v, tt)— {zk_balancey, txs.,,}; This algo-
rithm enables sender a to send zero-knowledge amount to receiver B. After tXgeng
transaction is generated by hiding the transaction amount and receiver address, account
A informs account B offline of the transaction hash value hy,_, ,: = CRH(tXgenq), SO
that account B can retrieve and parse tXgsenq. At the same time, the regulator can track
the receiver through the tracking tag tag. The process is shown in Figure 2:
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e Deposit ( Ledgerr , pp, ( skg pkp) , hixg,,, zk_balanceg,tt) —
{zk_balanceg, txpeposi¢ }; This algorithm allows recipient B to check the collection and
deposit the received amount into its own account. Preset the current Ledger, public
parameter pp, the account key pair (skg, pkg), the hash value h;, . of txg.,, and
current zero-knowledge balance of account B zk_balanceg, It is possible for receiver
B to call the Deposit algorithm to make a collection deposit to obtain a new zero-
knowledge balance zk_balancey and generate the transaction tXpeposit » According to
the transaction hash value h., , . generated by sender A, receiver B is allowed to re-
trieve and parse tXgeng t0 COnstruct tXpeposic for deposit. The operation is similar to
Send.

e Vertx (Ledgerr, pp, tx) — b; Preset the current ledger, public parameter pp,
transaction ¢x. It is possible for verifier to use this algorithm to check whether all zero-
knowledge transactions are valid. If valid, output 1, invalid output 0.

33 Construction of federal learning risk control model

Federated learning can ensure that the training data of participants are not out of the
local while training the global model, so as to protect the data privacy effectively. The
federated learning system architecture in this thesis includes task publishers, task par-
ticipants and blockchain 2. Publishers and participants need to register accounts on the
blockchain to obtain their own public-private key pairs.

Definition of quality score:

Because the scheme proposed in this thesis is open, an effective management mecha-
nism is needed to evaluate the quality of federated learning between nodes, so as to
eliminate the situation that malicious nodes may destroy the whole federated learning
task. Here a quality scoring algorithm POQ is established to score each node.

In this quality scoring algorithm POQ), the task publisher scores the participants ac-
cording to the impact of the participants on the model quality in each task. Among
them, the model uploaded by participants after training through local data which im-
proves the accuracy of the overall model, is recorded as a positive interaction event, on
the contrary, the model which reduces the accuracy of the model is recorded as a neg-
ative interaction event. ; represents the number of positive interaction events made by
participant i, and the initial value is 1. f; represents the number of negative interaction
events made by participant i, and the initial value is 0. b; indicates the credibility of
participant I. Because both positive interaction events and negative interaction events
will occur in federal learning tasks. However, from the actual results, negative interac-
tion events can usually lead to serious consequences. Therefore, negative interaction
events have high weights. So let K and t be the weights of positive interaction events
and negative interaction events respectively, where k =2 and T = 3, so

ka; (1)

L ka;j+tB;i

Suppose the initial score of each node as p = 20 and the reliability weight as u = 50.
Considering that some nodes cannot participate in the following training due to the
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vicious circle caused by the poor training effect of the model at the beginning, a com-
pensation score is added to each node (suppose s as the training number, y; as the last
training number of participant i, the weight h = 0.8, and the compensation is ((s-y;) *
h) < 30), so as to ensure that each node has the opportunity to participate in training.
Therefore, the quality score S; of participant i by the s time training is:

uka;

Si=p+(s—yirh+ ) @)
The federal learning algorithm is as follows:

Algorithm 1 federated learning algorithm

input:

The current quality score of all nodes (S;,S;,S3,..Sy), n is the total number of all
nodes in blockchain 1.

A set of participants w requesting participation in federal learning;

Global iteration times of Federated learning task, N;

output:

Final accuracy of federal learning tasks, a;

Quality score of all participants (54, S,, S3,..S,);

1: The federal learning task publisher publishes the task and receives the W;

2: The task publisher obtains the quality score of each node in W;

3: The task publisher selects K nodes with the highest scores as participants accord-
ing to the quality score S; of all participants in W or special requirements to obtain the
final participant set n

4: fori=0;i<k;i+ +do

5: The task publisher publishes the global model to the participants in the;

6: Participants in set n download the model and train the model through local

data.

7: After training, upload the trained model;

8: The task publisher updates the global model from the collected model data;

9 end for

10: After this task, update the quality scores of all nodes (S;, S,, Ss, .. Sp,) according
to the POQ algorithm;

11: return A and (54, S5, S3,..S,)s

Steps 1 to 3: Release federated learning tasks. The task publisher broadcasts the fed-
erated learning tasks it needs and specific data requirements. After receiving the broad-
cast, each participant node decides whether to apply to the federal learning task. Then
the publisher calculates the quality score of the participant node requested to apply, and
selects an appropriate number of participants to participate in federal learning and train-
ing according to the quality score or special requirements.

Steps 4 to 10: Conduct federated learning. The task publisher publishes an initial
machine learning model as a global shared model. After each participant trains his own
local data and uploads new model parameters, the task publisher tests the accuracy of
the model through the test set and updates its quality score.
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Step 11: Update the final model and upload the model and training records to the
blockchain. The publisher submits the legal but unconfirmed relevant data generated in
this round of asynchronous global model training to the block. The publisher digitally
signs and broadcasts the packaged blocks and enters the block verification stage. Fi-
nally, the consensus committee verifies the effectiveness of the blocks through the
PBFT consensus mechanism.

4 Experimental design and evaluation

Construction of accounts receivable financing scheme:

Accounts receivable financing is a type of financing arrangement in which suppliers
who need funds (i.e. financiers and general suppliers) conditionally transfer or pledge
accounts receivable, and commercial banks and other lending institutions provide fi-
nancial services such as financing funds to enterprises. Here, we set the following 8
nodes:

The blockchain network consists of four users and four administrators. The accounts
receivable financing process is as follows: first, the upstream suppliers in the supply
chain sign a purchase agreement with the core enterprise, stipulating that the upstream
suppliers provide with goods, and the core enterprise pays within a certain time after
receiving the goods. Every transaction between suppliers and the core enterprise goes
up the chain. Secondly, upstream suppliers, as financiers, apply for loans from com-
mercial banks and other financial institutions, and then the core enterprises make re-
payment / repurchase commitments. Banks and credit rating agencies can check the
capital transactions between suppliers and the core enterprise, and finally commercial
banks decide whether to lend loans according to the evaluation results.

We build an 8-node multi-layer blockchain through FISCO alliance chain [30], and
each organization has two nodes. Node A is the commercial bank node. Node B is the
regulatory authority node. Node C and node D are upstream supplier nodes. Blockchain
1 establishes a risk control model through federated learning in the form of smart con-
tract, and scores nodes C and D through the risk control model. This thesis sets up three
virtual machines (Ubuntu 20.04LTS system AMD Ryzen 5 2600x,
32gNvidial650SUPER), and carries out cooperative training of federal learning
through the federal learning platform FATE [31].

Federated learning experiment design:

Blockchain 1 is used in the federal learning experiment, and the horizontal federal
learning experiment is carried out by using the built-in online loan data set of FATE
federal learning platform. The logistic regression model is used as the training model.
Set 1 task publisher and 2 task participants. Figure 3 shows the results:
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Comparison of effects of different data sets
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Figure 3 Federal Learning results

Zero-knowledge proof experiment design:

Organization C and organization D are supplier nodes. Here, they use the double bal-
ance transaction model based on zero-knowledge proof to hide the transaction amount
and the other party’s address, so as to achieve privacy protection. At the same time,
commercial bank node A has the right to cancel the zero-knowledge proof transaction
permission of C or D. Here, we use Libsnark cryptography library to implement zk-
SNARK scheme. zk-SNARK are used to generate zero-knowledge proofs for the cir-
cuits constructed by these transactions. The key pair used for zk-SNARK generation or
verification proof is preinstalled on each node.

For example, supplier A and supplier B register accounts and obtain account ad-
dresses and key pairs respectively. When A wants to initiate an account transfer to B,
A transfers the plaintext balance X to zero-knowledge balance by generating a balance
commitment and initiates a Mint transaction. Each node links the transaction after ver-
ifying that the commitment is valid through the BPFT consensus mechanism. Then A
generates a new zero-knowledge balance commitment and transfers the zero-
knowledge amount v to B through Send. The transaction is linked, and A informs B of
the hash value of the transaction offline. Therefore, node B can analyze the transaction
with its own key and transfer the zero-knowledge amount transferred by A to its own
zero-knowledge balance.
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Blockchain 2 is used in the transaction experiment. We compared the zero-
knowledge proof application Zerocash on the market. The test is conducted from the
two dimensions of time and space, and the results are shown in Table 2. The above
experiment shows that our privacy protection mechanism can effectively improve the
operation efficiency of most systems while ensuring account privacy, and federated
learning can improve the model training efficiency while protecting data privacy.

Table 2 Comparison Experiment of zero knowledge proof transaction

Zero-knowledge proof system Zerocash system

Setup Time 97.4s 274.3s Time Setup
pp 266MB 1.87G pp

Create Ac- Time Ims 743ms Time Create

count Pk 64B 343B Addr create

Mint Time 4.82s lps Time Mint
Tx 357B 72B tx

Redeem Time 4.73s 104.2s Time Pour
Tx 357B

Send Time 8.51s 1004B tx
Tx 509B

Deposit Time 18.75s | 2.14ms Time Receive
Tx 433B

Vertx Time | 14.52ms | 28.63ms Time Verify
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5 Conclusion

In the financial transaction system, a single blockchain system cannot meet the actual
needs. Therefore, this thesis constructs a multi-level blockchain system to meet the ap-
plication needs. Aiming at the privacy protection problems involved in blockchain
transactions, a double balance transaction model based on zero knowledge is adopted
to ensure the transaction privacy between suppliers. In addition, federal learning is used
to solve the problem of "data island" between financial institutions and protect data
privacy. Finally, through theoretical analysis and a series of comparative experiments,
the effectiveness of the scheme is verified and the potential applications are fantastic.
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