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Abstract. COVID-19, BREXIT, global terrorism, and political ideologies such 

as “America First” have increasingly laid bare ethical, political and operational 

stresses attached to international border crossings. Organizations tasked with the 

management of international borders are having to cope with new threats to 

border management and more and more are choosing to incorporate the Internet 

of Things (IoT) technologies within their border management processes as a 

means of governing mobility. However, whilst the introduction of IoT can 

introduce a number of benefits, the adaptation of new technologies presents 

substantial challenges to border management organizations and can introduce a 

number of unforeseen risks such as encroachment on the rights of the individual, 

lack of transparent governance, absence of legal legitimacy, opaque delegation 

of responsibilities between communitarian organizations and unethical decision-

making or behavior. This article proposes a framework for the adaptation of IoT 

by border management organizations which aims at helping border management 

organizations overcome the challenges presented by the implementation of IoT. 

The implementation of this framework includes wide-ranging changes to the 

structure of the organization, changes to processes and systems, and changes to 

the continuous training and development of staff members. 
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1 Introduction 

COVID-19, global terrorism, BREXIT and political movements such as “America 

First” have increasingly laid bare ethical, political and operational stresses facing the 

government of international border crossings. In the face of heightened political 

pressure, organizations tasked with the management of international borders are having 

to cope with new threats to border management, despite traditional constraints such as 

limited budgets and reduced staff. As such, countries are increasingly choosing to 

digitalize the government of international borders by incorporating Internet of Things 

(IoT) technologies within their border management processes [1] as a means of 
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improving the governance of mobilities [2] and improving the policing and security of 

international borders [3].  

The IoT is a network of objects that communicate between themselves and other 

internet-enabled devices over the Internet allowing organizations to monitor and control 

the physical world remotely [4], [5]. However, border management organizations face 

unique challenges to IoT implementation, such as the large numbers of people and 

goods which cross international borders, the large areas which need to monitored and 

secured [6], and the need for international cooperation [7]. Furthermore, border 

management organizations are choosing more often for a pre-liminal and post-liminal 

approach to border security as opposed to a liminal approach. Whilst the introduction 

of IoT can introduce a number of benefits for border management purposes, the 

delegation of control to technology and the increasing lack of physical presence 

presents substantial challenges and can introduce a number of unforeseen risks such as 

encroachment on the rights of the individual, lack of transparent governance, lack of 

legal legitimacy, opaque delegation of responsibilities between organizations, unethical 

decision-making or behavior [8] and a mutual lack of trust.  

Despite the popularity of IoT technology for border management, particularly with 

regards to biometrics such as fingerprint scanners, facial recognition or iris scanners, 

the adoption of such technologies has proved in the past to be challenging for border 

management organizations [9], [10]. The reasons for these failures are often due not to 

technological deficiencies but are often more rooted in social aspects. For example, 

because maritime rescue services are not part of EUROSUR, border guards do not 

necessarily share information with them due to ill-defined responsibilities within 

Europe [9]. Furthermore, despite the growing number of investigations into the 

technological possibilities of smart borders, little research has been done on the social 

impact of IoT implementation, in particular as to its impact on border management 

organizations as well as their inter-organizational relationships. This article addresses 

this knowledge gap by discussing a review of background literature and proposing a 

framework for the adaptation of IoT by border management organizations. 

This research investigates the impact of IoT implementation on border management 

organizations using Duality of Technology theory [11] as underlying logic. The central 

question asks what conditions border management organizations should take into 

account when adapting IoT for the digitalization of border government? This article 

proposes a framework for the adaptation of IoT by border management organizations 

and concludes that implementing this framework requires organizations to develop 

capabilities which ensure that the introduction of IoT fits the purposes of border control 

whilst also mitigating the accompanying risks to the border management organization. 

The development of these capabilities may include wide-ranging changes to the 

structure of the organization, changes to processes and systems, and changes to the 

continuous training and development of staff members. 

This article reads as follows, in section two of this article the methodology followed 

to develop the framework for adaptation of IoT for border management on the basis of 

propositions developed in a systematic review of literature is described. In section three 

the systematic review of literature is described and propositions for a framework of IoT 

adaptation for border management are synthesized. In section four a framework for the 



 

adaptation of the IoT for border management organizations is described and discussed. 

In section five, conclusions are drawn and proposals are made for further research. 

2 Methodology 

The proposed framework for IoT adaptation for border management organizations was 

developed on the basis of a systematic review of background literature. This literature 

review follows the method proposed by Webster & Watson [12] and synthesizes 

literature with regards to the adaptation of IoT by border management organizations.  

Our research objective is to understand under what conditions IoT can best be adapted 

by border management organizations. However, there is only limited research on IoT 

adaptation for border management and models for the adaptation of IoT in border 

management organizations are missing This article fills this gap by describing a 

framework for IoT adaptation by border management organizations. The framework 

can be used by border management organizations to coordinate the successful 

adaptation of IoT and mitigate the negative impact of IoT implementations. Duality of 

technology theory [11] was used as underlying logic to order and analyze relevant 

literature in order to ensure sufficient coverage of essential topics. Based on Giddens' 

[13] theory of structuration, duality of technology [11] describes technology as 

assuming structural properties whilst being the product of human action. Orlikowski 

identifies four main relationships, namely: 1) technology as a product of human agency, 

2) technology as a medium of human agency, 3) organizational conditions of interaction 

with technology and, 4) organizational consequences of interaction with technology. 

Using duality of technology theory as basis for the literature review serves to help us 

understand what adaptation of IoT for border management entails by providing a multi-

perspective analysis of the phenomenon.  

As suggested by Webster & Watson [12], the review of literature is limited to the 

adaptation of IoT by border management organizations, although due to the importance 

of interactions between cross-border organizations, these relationships have also been 

taken into consideration. Furthermore, because the adaptation of IoT for border 

management is a relatively new phenomenon, the literature review is restricted to 

literature published after 1999. The literature review was also limited to the databases 

Scopus, Web of Science and Google Scholar. On the 27th of February 2021, the search 

string (“Internet of Things” AND (“border management” OR “border control” OR 

“mobility governance” OR “border policing”) AND “organizations”) returned 684 hits. 

Forward and backward searches were conducted until saturation of information was 

achieved. Based on this consideration, a selection of 31 relevant articles was made 

based on the criteria that they specifically address the influence or impact of IoT 

applications on border management organizations and digital border government. 

When articles dealt with similar technologies or had similar conclusions, the most 

recently published article was selected for inclusion. The articles were then organized 

according to the logic provided by duality of technology theory in order to generate the 

requirements for the framework of IoT adaptation for border management 



organizations, and propositions which form the basis of the framework were 

synthesized out of the grouped literature. 

3 Literature Review 

According to Scholl [14, p. 1], digital government includes, “the use of information 

technology to support government operations, engage citizens, and provide government 

services”. Border management organizations across the world are increasingly adapting 

digital technologies to support the interaction between travelers and border officials. 

According to Lindgren et al. [15] the adaptation of emerging technologies such as IoT 

helps fulfill the primary goals of digital government such as improving efficiency and 

service quality as well as increasing government transparency concerning, for instance, 

the search criteria that are being applied. The situation whereby a form of ubiquitous 

artificial intelligence is created by networking physical objects over the internet is 

commonly referred to as the IoT [16]. The automated generation and analysis of data 

provided by the IoT is often of better quality than traditional data generated by 

traditional means, is often more timely and has substantially larger volumes [17]. As 

such, much of the value of IoT is derived from the data the IoT produces [1]. As the 

concept of smart borders is data intensive [8], IoT has a large potential to improve the 

digital government of international borders [18] through the policing of international 

borders [19] such as using artificial intelligence to detect patterns in smuggling routes, 

improving mobility management [20] through the use of wifi-based pax tracking or 

check-in touchpoints for example the management of migration [21] through the use of 

entry decision-making engines, and improving support processes through data driven 

border management. 

However, the development and use of IoT data and applications carries risk and is 

reliant on a number of conditions which are often more social in nature such as the need 

to ensure privacy [22] and security [19] and the need to maintain public trust and 

transparency [21], but also are related to organizational change such as the need for 

new skills and business processes [23]. This means that a mix of variant conditions are 

to be met prior to the border management adaptation process. 

3.1 IoT as a medium of human agency in border management applications 

IoT as a medium of human agency [11] takes the perspective that IoT is used by border 

management organizations in particular use cases to improve the efficiency or 

effectiveness of their processes or, for example, to reduce overhead, arbitrary decision-

making, and lower costs. Due to the particular challenges facing border management 

organizations such as the need to monitor and control vast and sometimes sparsely 

populated border areas in a wide variety of conditions, as well as the need to protect the 

security of the many whilst ensuring the privacy and dignity of the individual, border 

management organizations are more frequently turning to automated IoT solutions to 

find solutions to these challenges. Table 1 below presents the popular uses for IoT in 



 

border management organizations. As such the framework for IoT adaptation for border 

management organizations should include these use domains. 

Table 1. Uses of IoT for Border Management Organizations 

Business Domain IoT Use Domain Literature 

Border policing • Predictive and prescriptive border policing (e.g. 

with regards to trafficking) 

[10], [24], [25] 

• Non-invasive inspection [6], [21] 

• Monitoring and surveillance [9], [10], [19], 

[25] 

• Corruption prevention [19], [26] 

• Fraud detection [21], [26] 

Mobility 

Governance 
• Migrant tracking and control [2], [9], [10], 

[21], [27] 

• Health inspection [21], [27] 

• Identification and authentication management [2], [21], [28]–

[30] 

• Seamless flow [21], [27] 

• Asylum management [6], [31] 

• Irregular immigration [6], [7], [9], 

[25] 

• Identifying criminals and fugitives [20], [27], [32] 

Border Security • Crowd detection and management [1] 

• Individual/personal security [21] 

• Calamity prevention and control [1] 

• Asset security [6] 

• Cyber security [19] 

• Weapons guidance [1] 

• Anti-terrorism intelligence [2] 

• Situational awareness [1] 

Support • Logistics [1] 

• Predictive maintenance [1] 

• Fleet monitoring and management [1] 

• Individual supplies [1] 

• Workforce training and healthcare [1] 

 

More and more, border management organizations tend to focus their management 

processes on the generation of intelligence which allows them to predict and prescribe 

actions with regards to border policing [10], mobility governance [27], and border 

security [1], as well as improving necessary support processes such as logistics. This 

suggests that the digitalization of the border government process through IoT 

adaptation may improve the efficiency of operational and tactical processes. As such, 

proposition 1 reads as follows: border management organizations which adapt IoT for 

border management purposes are more likely to have improved operational and 

tactical border management processes. 



3.2 IoT as a product of human agency in border management applications 

IoT implementation projects in the past have not always been successful [9] as border 

management organizations have technological requirements which are specific to the 

border management domain. In addition to physical, economic and geographic 

requirements border management organizations also have to take complex issues into 

consideration such as national security and political pressures. This often requires 

border management organizations to develop and manage bespoke solutions in-house. 

Adaptation of IoT technology for border management is therefore often a complex 

undertaking. Table 2 below presents necessary adaptation issues of IoT for border 

management organizations. As such the framework for IoT adaptation for border 

management organizations should include these product development domains. 

Table 2. Development of IoT for border management 

Business Domain IoT Product Domain Literature 

IT Management • Redesign of Information Technology (IT) 

infrastructure 

[1], [32]–[35] 

• Scalability [32], [33] 

• Energy efficiency [1] 

• Sensor development [1], [33], [34] 

• Interoperability [1], [10], [28], 

[33] 

• Rapid deployment [1], [33] 

• Accessibility [34] 

• Connectivity [1], [32], [33] 

Data 

Management 
• Redesign of data infrastructure [29], [30] 

• Digital security [32], [33] 

• International cyber security [7], [36], [37] 

• Sensor calibration [1], [33], [34] 

• Bias detection [29], [30] 

 

Many of the challenges associated with IoT adaptation are considered to be of a 

technical nature, particularly with regards to digital security[32], but it is often in the 

(mis)use or analysis of the data in which the failures of IoT implementations in border 

management settings occur [30]. This suggests that achieving the efficiency goals of 

digital border government may require that border management organizations  address 

data and IT management considerations. As such, proposition 2 reads as follows: 

border management organizations with mature IT and data management processes are 

more likely be able to successfully adapt IoT for border management purposes. 

3.3 Organizational conditions of interaction with IoT in a border 

management context 

Due to the complexity of IoT adaptation for border management successful IoT 

implementations require a number of organizational conditions to be met before 

implementation can occur in an operational setting. Modern border management is no 



 

longer a question of simply monitoring travelers at a single point of entry. The traveler’s 

journey often begins before they have left home as many border crossings worldwide 

require such things as passports and visas. Contemporary border management is a 

combination of off-shore migration management, border crossing management and in-

country mobility management and this requires not only interdepartmental 

coordination, but also international and inter-organizational cooperation. Table 3 below 

presents necessary organizational conditions for adaptation of IoT for border 

management organizations. As such the framework for IoT adaptation for border 

management organizations should include the fulfilment of these organizational 

conditions. 

Table 3. Organizational conditions for IoT adaptation in border management organizations 

Business Domain Organizational condition Literature 

IT Governance • Security framework (including budget, staff, 

processes, standards, policies, technology) 

[19], [22], [34] 

• Technical framework (including budget, staff, 

processes, international standards, policies) 

[26], [33]–[36] 

• Systemization of administrative policies [10], [20], [33] 

Data Governance • Legal frameworks for data collection, storage and 

analysis 

[20], [21], 

[32], [34], [37] 

• Data quality management [16], [19], [37] 

• Data protection (privacy) framework (including 

budget, staff, processes, standards, policies, 

technology) 

[19], [22], 

[26], [28], [34] 

• Data access management [19], [32], [38] 

• Data sharing framework (including budget, staff, 

processes, standards, policies, technology) 

[19], [26], 

[32], [38], [39] 

• International cooperation frameworks [32], [33], 

[36], [39] 

• Interorganizational cooperation frameworks [10], [33], [38] 

• Interdepartmental cooperation [10], [26], [33] 

• Data ethics framework [10], [21], 

[34], [37] 

 

Although the technical challenges of IoT adaptation are myriad, the importance of the 

data governance domain is often overlooked in implementation projects [22]. Data 

governance has been shown to be a vital component of successful artificial intelligence 

initiatives [40]. This suggests that IT governance and data governance may be essential 

processes for achieving the objectives of digital border government. As such 

proposition 3 reads as follows: border management organizations with mature IT and 

data governance processes are more likely able to successfully adapt IoT for border 

management purposes. 



3.4 Organizational consequences of interaction with IoT in a border 

management context 

Once IoT has been adapted and implemented in a border management setting, many 

border management organizations are in turn faced with consequences which are often 

unanticipated and which, in turn, need to be managed. For example, the simple act of 

creating a new border entry point can create large changes in migration patterns. Table 

4 below presents necessary potentially unforeseen organizational consequences of 

adaptation of IoT for border management organizations. As such the framework for IoT 

adaptation for border management organizations should include the taking into account 

of these consequences. 

Table 4. Organizational consequences of IoT adaptation for border management organizations 

Business Domain Organizational consequence Literature 

Direct 

organizational 

consequences 

• New skills required, some skills become obsolete [40], [41] 

• New departments required, some departments 

become obsolete 

[40], [41] 

• New business processes required, some processes 

become obsolete 

[40], [41] 

• Higher support costs [21], [26], 

[34], [35], [42] 

Indirect 

organizational 

consequences 

• Lack of public trust [8], [19], [26], 

[36] 

• Reduced transparency [8], [19], [36] 

• Incorrect digital profiling/ chances of bias [21], [29], [31] 

• Changing mobility patterns [10], [32] 

• Heightened biopolitics [21], [31] 

• Heightened chance of discrimination [21], [31] 

 

Implementation projects often necessarily focus on short-term goals and gains due to 

time and budgetary constraints [21]. However, many of the changes wrought by the 

implementation of IoT in border management settings can have long-term 

consequences for the public and for the border management organization itself. This 

suggests that border management organizations may need to be aware of these potential 

long-term consequences before IoT implementation occurs in order to be able to 

mitigate these consequences and achieve their digital border government goals. 

Proposition 4 therefore reads as follows: border management organizations which are 

aware of the direct and indirect consequences of IoT are more likely to be able to adapt 

IoT for border management purposes in a sustainable fashion. 

4 A Proposed Framework for IoT Adaptation for Border 

Management Organizations 

The review of background literature synthesized four propositions for the adaptation of 

IoT for border management organizations. Proposition 1 proposes that IoT may be 



 

adapted for use in border management operations. The literature review provides a 

plethora of potential use cases such as the use of IoT for border policing, border 

security, mobility governance and support. In order for these use cases to be 

implemented, IoT technology needs to be adapted for use in a border management 

setting. Proposition 2 proposes that IoT needs to be specifically developed for border 

management as border management organizations have specific requirements such as 

the need for international cooperation. The use of IoT in border management is also 

only possible if certain organizational conditions are met. As such, proposition 3 

proposes that IoT initiatives in border management settings are more likely to be 

successful if these organizational conditions are met. As a result of meeting these 

requirements and implementing IoT applications, proposition 4 proposes that many 

border management organizations are faced with consequences which are often 

unanticipated and which, in turn, need to be managed. These propositions follow the 

underlying logic of duality of technology theory [11] and are included in the framework 

as depicted by figure 1 below.  

 

 

Fig. 1. A proposed framework for IoT adaptation for border management organizations 

The framework of IoT adaptation for border management organizations as depicted in 

figure 1 above shows that tensions arise between each of the four focus domains. These 

tensions have been lettered ‘a’ through to ‘d’ and are explained as follows: 

a) Effective use of IoT in border management situations requires legal and ethical 

frameworks, skilled staff, well-managed technology and new business processes, 

however, consequences such as privacy and security considerations can also 

constrain the use of IoT in border management. 

b) IoT can only be used once it has been implemented, but IoT is generally only 

implemented once specific application to cases has been identified. 

c) Adaptation of IoT for border management solutions requires innovative 

knowledge, new departments, additional staffing and greater investments in IT in 

border management organizations on the short term, however, on the long term the 

results may contribute to efficiency gains and cost reductions in operations. 



d) Adaptation of IoT requires new legal frameworks, skills, processes and 

technology, but once implemented may cause other skills, staff and processes to 

become obsolete. 

Many IoT applications in border management settings have not achieved the effect 

initially desired by the organization or have introduced unforeseen complexities for the 

organization. Moreover,  costs of IoT implementations are often deemed exorbitant. 

The proposed framework as depicted above in figure 1 allows border management 

organizations to become aware of the conditions as well as tensions in the development 

of IoT as well as its implementation in an operational setting. A smart anticipation to 

these tensions allows border management organizations to decide on ways to mitigate 

accompanying risks and ensure that necessary organizational conditions have been met 

before being confronted by these risks in a post-pilot setting. 

5 Conclusion 

Border management organizations need to adapt IoT before use in border management 

situations. This adaptation of IoT introduces changes into the border management 

organization. In this article we applied the duality of technology theory [11] to the 

adaptation of IoT for border management and confirmed the dual nature of IoT in 

border management settings. The majority of studies on IoT in border management tend 

to focus on a single dimension such as the use of IoT for border management purposes, 

however, confirmation of the duality of IoT in border management shows that 

adaptation of IoT for border management is multi-dimensional. This means that when 

border management organizations choose to adapt IoT for their purposes, they need to 

understand how IoT adaptation will in turn structure the organization or introduce 

potentially unexpected risks before, during and after a border management pilot 

programme. 

Based on a review of background literature, this article synthesized four propositions 

which were used to form the basis of the proposed framework. While this article is 

limited to a literature review, further research is recommended in order to test the 

propositions and the framework in a real-life setting. This direction can hardly be 

regarded as a luxury, given the high speed of developments in the arena of border 

management, where border control starts at home and only stops when one has reached 

his or her destination.  
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