The C programming language ISO/IEC IS 9899:2018 The compiled code only performs visible effects.

How the compiler achieves that is their business/secret.

Internal rewriting into more efficient code with equivalent semantics.

Storage-backed objects

Pointers allow access to objects from different angles/views.

Many optimizations can only be applied if access is unique.

Possible aliasing inhibits optimizations.

Aliasing techniques in C

Type-based aliasing analysis 

  void f(int * a, float * b) { // * a and * b will never alias } restrict-based aliasing analysis void g(float * restrict a, float * restrict b) { // * a and * b will never alias } interdiction based aliasing prevention // address of toto may never be taken register double toto = 35.4; is a continuous chunk of storage with a unique ID When a declared object or compound literal is instantiated Static storage duration: program startup program termination Thread storage duration: thread startup thread termination Automatic storage duration: scope entrance scope exit Allocated storage duration: { malloc, calloc, realloc } { free, realloc } Recycled storage (stack or heap) new ID Provenance Each valid pointer holds an ID of the corresponding storage instance an cerberus.cl.cam.ac.uk/cerberus Exposure and synthesis Terminology pointer to integer conversion: the whole storage instance is exposed integer to pointer conversion: the pointer is synthesized Similar features printf or scanf with %p byte fiddling with in-storage representation of pointers fwrite or fread of a pointer representation Disambiguation Two provenances for a synthesized pointer A synthesized pointer p may point simultaneously to the end of exposed J and the start of exposed K |______ J ______|______ K ______| ^p Rule Only a use with either provenance J or K is allowed.

  executable examples A paper on the semantic specification The "diff" to the C standard three annexes to the TS Write the specification itself ISO language is quite particular can, may, shall, should . . . all have very restricted use terminology sometimes fixed in other ISO documents ISO has no modern collaborative tools ISO is quite restrictive for the editorial "style"
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How to avoid aliasing for out-of-bounds accesses?