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Abstract. The emergence of Citizen Relationship Management (CzRM) for gov-
ernment plays a central role in developing citizen relationships and e-participa-
tion. As such, the South African government has shown its commitment towards
citizenry and the provision of effective service delivery. Social Media Analytics
(SMA) has emerged as a potential new solution to support decision-making for
service delivery in CzRM. It is believed that the demand for SMA adoption will
increasingly rise. However, the reality of social media Big Data comes with the
challenges of analysing it in a way that brings Big Value. The purpose of this
paper is to identify the challenges of social media Big Data Analytics (BDA) and
to incorporate these in a conceptual model that can be used by governments to
support the e-participation of citizens. The model was developed through a sys-
tematic literature review (SLR). The findings revealed that data challenges relate
to designing an optimal architecture for analysing data that caters for both historic
data and real-time data at the same time. The paper highlight that process chal-
lenges relate to all the activities in the data lifecycle such as data acquisition and
warehousing; data mining and cleaning; data aggregation and integration; analy-
sis and modelling; and data interpretation. The paper also identifies six types of
data management challenges: privacy, security, data governance, data and infor-
mation sharing, cost/operational expenditures, and data ownership.

Keywords: Citizen Relationship Management, Data Lifecycle, Big Data, Big
Data Analytics, e-Participation, Social Media Analytics.

1 Introduction

Social Media Analytics (SMA) can provide a decision-making framework that can
influence the quality of social media Big Data for citizen e-participation; however, this
attempt will need well-defined tools and guidelines for the usage thereof [1]. SMA has
also the potential to use advanced techniques to analyse patterns in social media data to
enable informed and insightful decision-making for Citizen Relationship Management



(CzRM) [2], [3]. CzRM is the growing effort of governments around the world to strive
to respond rapidly to their citizens by fostering a closer relationship with them, thereby
creating more efficient service delivery and e-participation. e-Participation often em-
powers citizens through social media to act in bottom-up decision-making processes.
Information and Communication Technology (ICT) has led to the rise of e-participa-
tion, whereby governments adopt digital tools to promote citizen involvement in what
is referred to as “CzRM” [4]. Recently, [5] argued that the potential of Big Data for
digital tools is often not met since it presents a data set that is so large or complex that
it is difficult to process and manage this data using traditional data processing and man-
agement applications. The effective and efficient storage and retrieval of vast amounts
of structured as well as unstructured data, referred to as Big Data, remains a challenge
[6].

The many advantages of social media for government have been highlighted in sev-
eral studies [7], [8], [9], [10]. Some of these advantages are improved service delivery,
improved decision-making, transparency, an improved organisation image and more
inclusive policy processes. However, [11], [12] report that governments lack valid and
reliable measures for determining and analysing the effects of social media. Without
these measures they remain unable to align their social media initiatives with organisa-
tional strategies and ultimately create business value. Several studies [13], [14], [15]
indicate that the use of social media and ICTs in a government context increases col-
laboration amongst stakeholders, enabling feedback and promoting citizen e-participa-
tion.

Whilst there are a few studies of social media adoption in Africa that show evidence
of developing countries joining the social media race [16], there are very few studies
reporting on social media Big Data, BDA or SMA in these countries. The most popular
social media platforms used in Africa were found to be Twitter and Facebook [17].
Twitter was mostly used for political election campaigns, political movements, strate-
gies for African tourism on cultural heritage, and topic models, while Facebook was
mostly used for political revolutions, communication and health delivery.

The main problem identified in this paper is that existing models are more focused
on SMA and Big Data Analytics (BDA) in general [18], [19], [20], [21] and are not
specific to social media BDA (i.e SMA) for citizen e-participation. They also do not
consider the data value chain or the challenges for addressing service delivery and cit-
izen e-participation with social media. There is also a lack of related research in Africa.
This gap was addressed by conducting a systematic literature review (SLR) in order to
design a conceptual model. The structure of the paper is as follows: Section 2 provides
an overview of the research question and method adopted in the research. Section 3
reports on review findings: the data lifecycle and SMA challenges. Section 4 reports on
discussions and implications for research in Africa. Section 5 concludes the paper and
provides an agenda for future possible research.



2 Research Question and Method

The research reported on in this paper adopted the SLR approach to answering re-
search questions as proposed by [22]. The SLR will contribute by means of identifying,
evaluating and interpreting all available research relevant to the main research question
for this study: “What are the challenges of social media Big Data for addressing the e-
participation of citizens?”. The SLR adopted followed the five steps proposed by [23]
as shown in Fig. 1. They are: framing questions for a review; identifying relevant work;
assessing the quality of studies; summarising the evidence; and interpreting the find-
ings.

2.1 Framing Questions for a Review

The problems that were addressed by the review were specified in the form of clear,
unambiguous and structured questions before beginning the review work.

2.2 ldentifying Relevant Work

The search for studies was extensive and multiple sources (both computerised and
printed) were searched using keywords including “BDA, social media, SMA”. A total
of 87 papers were used in this research, however, a total of 54 papers were sampled and
selected for more detailed analysis. The study selection criteria flowed directly from
the review question. Papers older than seven years were excluded as SMA is a nascent
phenomenon in the field of Information Systems.

2.3 Assessing the Quality of Studies

In Step 3, the 54 selected studies from Step 2 were subjected to a more refined quality
assessment by use of general critical appraisal guides and design-based quality check-
lists. These assessments were used for exploring heterogeneity and informing decisions
regarding suitability of meta-analysis (Step 4).

2.4 Summarising the Evidence

Data synthesis consists of tabulation of study characteristics. Therefore, two tables were
compiled to achieve this synthesis.

2.5 Interpreting the Findings

The findings were interpreted and exploration for heterogeneity helped the research
determine whether the overall summary can be trusted, and, where necessary, the ef-
fects observed in high-quality studies were used for generating inferences. Any recom-
mendations were graded by reference to the strengths and weaknesses of the evidence.



REVIEW EVIDENCE SAMPLE OF ARTICLES
Framing question What are the challenges of social media
—_——
for review Big Data for addressing the e-participation
of citizens?
* 47 Papers
|dentifying « Challenges of BDA and SMA in the data lifecycle
—_—. i i i —_—
relevant work Review of SMA research in an African context 40 Papers
i
A ) h ¢ 28 Papers
s'sessmgt e: —eep - Refined quality
quality of studies * 26 Papers
i
Summarising the —_  , Table 1:List of BDA and SMA challenges
evidence
i
Interpreting the _ & Inferences 54 total sampled papers

findings

Fig 1: Adoption of the five comprehensive steps of SLR (Author’s own source).

3 Review Findings: Data Lifecycle and SMA Challenges

A study conducted by [24] argues that all data available in the form of Big Data are
not useful for analysis or decision-making. For this reason, the challenges of Big Data,
with a focus on social media data, were reviewed in the SLR as these challenges might
also influence the quality of social media Big Data, which can influence the adoption
and success of SMA. These challenges have not yet been adequately addressed [25],
[26], [27], [28]. The number of studies [29], [30] that have reported challenges of Big
Data, do not consider associated challenges related to techniques for data analysis and
those related to SMA and BDA. There are limited studies that focus on SMA for gov-
ernment and e-participation. A recent study of Big Data challenges proposed by [28]
provided useful insight into the research problem and classified the challenges accord-
ing to three categories of the data lifecycle. The categories are: Data; Process and Man-
agement. The findings of the SLR for this study was classified according to the same
three categories and the summary is shown in Table 1. The conceptual model of SMA
challenges in the data lifecycle is then illustrated in Fig. 2.



Table 1: Challenges of BDA and SMA in the data lifecycle

Challenge Context Source
DATA CHALLENGES
Designing an analytics architecture to cater for 7 Vs Big Data [31]
with legacy databases
PROCESS CHALLENGES
Lack of reliable data sources for data collection Big Data [32], [33]
Lack of value to service delivery due to unreliable Service Delivery [14]
alignment between social media initiatives and gov- to citizens; e-
ernment strategies participation;

Social media;
Government

Lack of fault tolerance techniques SMA [34], [35]
Visualisation of data Big Data [35], [36]
MANAGEMENT CHALLENGES
Data privacy, security and control issues due to het- Big Data [37]
erogeneous data and data sources
The lack of Big Data management presents difficul- Big Data; [6], [33]
ties for government to sort this data on privacy lev- Government
els and to apply security according to these levels
The lack of Big Data infrastructure has compro- Big Data [38], [39],
mised the security, privacy & confidentiality of data [40], [41],
through unintended, unauthorised access or inappro- [42], [43].
priate access by privileged users
The lack of data management tools and techniques Government; [28], [44]
result in a negative impact on the decision making Decision making
process of government
The lack of Big Data governance causes low levels SMA [35]
of accessibility for SMA
The lack of data ownership results in the quick Big Data [40]
spread of incorrect or false information
Operational costs & budget allocations Decision making [45]
A lack of skills for SMA & related tools presents SMA [46]

difficulties for government to interpret data

3.1 Data Challenges

relate to the seven characteristics of the data itself (e.g. volume, velocity, variety, vari-
ability, veracity, visualisation and value) [30]; called the 7 “V’s of Big Data. These
characteristics make the data an unfit candidate to currently employed and tested data-
base architectures [31]. As such, the challenges include capturing, analysis, storage,
searching, sharing, visualisation, data transfer and privacy violations, which have been
characterised as contributing factors to the 7 ‘V’s [32]. Data challenges relate to de-
signing an optimal architecture for analysing data that caters for both historic data and



real-time data at the same time [31], [35]. Legacy database architectures are insuffi-
cient.

3.2 Process Challenges

are related to the series of “how” techniques, which include: how to capture data, how
to integrate data, how to transform data, how to select the right model for analysis and
how to provide the results [28]. The heterogeneity, scale, timeliness, complexity, and
privacy problems with Big Data hamper the progress at all phases of the process that
can create value from data [32]. Regardless of where Big Data is generated from and
shared to, the lack of analysis techniques results in huge challenges of not capitalising
on crucial data which might bring “Big Value” for government [24], [29], [47], [28].
Process challenges relate to all the activities in the data lifecycle such as data acquisition
and warehousing; data mining and cleaning; data aggregation and integration; analysis
and modelling; and data interpretation. These challenges can therefore be further clas-
sified into the phases of the data value chain proposed by [48].

Data acquisition scenarios involves high-volume, high-velocity, high-variety, but
low-value data, which makes it important to have adaptable and time-efficient gather-
ing, filtering, and cleaning algorithms that ensure that only the high-value fragments of
the data are actually processed by data warehouse analyses [49]. A study conducted by
[24] suggest that in order to handle the challenges there is a need to know various com-
putational complexities, information security, and computational methods in order to
analyse Big Data. The lack of fault tolerance techniques results in unpredicted failures
and compromises data analysis [35],[34].

Organisations are struggling to create business value from social media initiatives
since they lack valid and reliable measures for SMA and therefore cannot align these
initiatives with organisational strategies [14]. The lack of information on who social
media users are, and how they decide what to post online, can contribute to difficulties
in confidently interpreting the content of social media posts [46]. Visualisation is
needed for intelligence, but this is a challenge since tools lack capacity due to large data
sets and the continuous evolving nature of the data. It is presently difficult to recognise
interesting patterns and correlations from social media data. The increasing size and
number of datasets due to technological advancements in data collection introduces
problems of complexity, transparency, integrity and interpretation [50].

3.3  Management Challenges

relate to the tools and techniques needed for effective data management and for obtain-
ing valuable information from voluminous and multifaceted data, which supports deci-
sion-making in an organisation [44]. Big Data consists of a large amount of complex
data; therefore, it is very difficult for an organization to sort this data on privacy levels
and apply security according to these levels [51]. “Big Data is not just about volume
and from various sources; it is about its other characteristics such as size, speed of data,
structure and quality and new-generation analytic technologies that help organisations
get more value from their information assets” [52].



The six types of data management challenges proposed by [28] are: 1) Privacy; 2)
Security; 3) Data governance; 4) Data and information sharing; 5) Cost/operational ex-
penditures; and 6) Data ownership. However, our model incorporates privacy within
security as done in [41]. Data and information sharing and ownership were grouped
together due to the close relationship between these concepts. The resulting model
therefore has four types of data management challenges.

Privacy and security — According to [37], data security and privacy issues can be
potentially exasperated by the volume, variety, and wide area deployment of the system
infrastructure to support Big Data applications. Social networks are all around us and
their popularity is vast. People share a lot of personal information in these networks
without any concern for what the organisation behind these networks will do with their
data, resulting in a huge threat to our personal privacy [40], [41], [43]. It is not an easy
task to address this problem. One suggestion is for new redefined legislation to increase
the protection of data privacy. Other have proposed a technique that can be used to
increase the control that users have over their own data in social networks, whilst others
have recommended distorting the data by adding noise.

According to [38], there is always a possibility of occurrence of security violations
by unintended, unauthorised access or inappropriate access by privileged users. As
such, securing data from security breaches should be top priority for organisations. IT
infrastructure security was particularly highlighted by [41] and [39] as security chal-
lenges. IT infrastructure security can be of a major concern since Big Data is a new
technology and it may not be understood well by all companies or governments [39],
[41]. Integrity and reactive security were emphasised by [42] as challenges related to
Big Data. Integrity is the maintenance of the consistency, trustworthiness and accuracy
of data and is one of the three dimensions of security (along with confidentiality and
availability).

Data governance — Governments desire data management and information quality,
which forms part of data governance [28]. Data governance can be defined as “the pro-
cesses, policies, standards, organisation and technology required to manage and ensure
the availability, accessibility, quality, consistency, auditability and data security in or-
ganisations or institutions” [53]. According to [54], “adopting data governance is ad-
vantageous, because it is a service based on standardised, repeatable processes and is
designed to enable the transparency of data-related processes and cost reduction. It is
also useful, because it refers to rules, policies, standards; decision rights; accountabili-
ties and methods of enforcement”.

Data and information sharing and ownership — The rising increase of social media
has resulted in a new, dynamic form of interpersonal communication globally [55]. It
provides users with constant and continuous information sharing, a platform for con-
necting and collaborating with others and for conveying their thoughts across the world
through various mediums; for example, social networking (Facebook), micro-blogging
(Twitter, Tumblr), image sharing (Imgur, Flickr) and video hosting and sharing
(YouTube, Dailymotion, Vimeo). However, where organisations store large scale da-
tasets, it is an overwhelming task to share and integrate key information across the or-



ganisation or between different organisations [28]. The need to share data and infor-
mation should be balanced and controlled to ensure maximum effect, as this will allow
organisations to establish close connections and harmonisation with other stakeholders.

Cost/operational expenditures - Decision makers find it difficult to decide on budget
and cost allocation for handling, managing, and analysing Big Data [1].

. N

/ Data Challenges \ /Management Challenges\

(Characteristics of data)
Process Challenges

Privacy
Volume Security
Velocity - ITinfrastructure security
Variety - Integrity and reactive security
Variability Data governance (including data

Veracity quality & data accessibility)
Data and information sharing

Visualisation
Cost and operational expenditure

Value
Data ownership

& / &kills gap /

Data Value Chain

| Collection—> Tracking—> Preparation Intelligence —> Value

Data acquisition and warehousing; Data analysis & modelling;
data mining & cleaning; data interpretation
data aggregation and integration

Fig 2: Model of SMA challenges in the data lifecycle (Authors’ own source)

4 Discussions and Implications for Research in Africa

In the SLR, only two papers [40, 43] related to challenges in Big Data in Africa. The
search was therefore extended to include a review of studies that reported on Big Data
or SMA activities occurring in Africa. From this review only 40 papers were identified
and only 26 were deemed relevant for a more detailed analysis. A summary of these
papers is provided in Appendix A. From this review it is evident that there is a paucity
of research related to Big Data and SMA in Africa. This section reflects on these stud-
ies in light of the challenges and findings identified in the previous sections.

The study of [56] report that the use of social media by anti- and pro-government
groups has been widely publicised, and some suggest that social media was afforded
too much credit in the political changes and reforms that occurred in places such as
Tunisia, Egypt, Libya, and the ongoing conflict in Syria. The impact of online social



media on the voting behavior of the Tunisian voters in the 2014 elections was investi-
gated by [57]. The findings unveiled the debate about the political uses of social net-
works and their effect on the voting behavior of the Tunisian voters.

A study conducted on Nigeria’s general election of 2015 [16] revealed social media
as the major influencer and that SMA can contribute in predicting trends that may in-
fluence developing economies. On the other hand, the substantial benefits from Big
Data and analytics that were reaped by the mobile phone industry in Nigeria [58] re-
vealed that proper correlations of social media data can help to reveal more complete
and deeper insight of customer needs, thus enriching the operators with more revenue.

A qualitative study done by [40] highlighted the impact of social media as a com-
munication tool, its efficacy and the paradigm change it has brought to the communi-
cation process in Namibia. The findings showed that social media challenges were the
quick spread of incorrect information as well as compromised security for Internet us-
ers. A study showing the role of social media in South Africa explored social media
contributions on communication and interaction between health practitioners and pa-
tients; this type of ever-growing, social media subscriber—based platform can be of sig-
nificant use in improving healthcare delivery to society [59]. The study also proposed
a framework to guide integration of social media with healthcare Big Data through
which service delivery to patients can be improved. The model contributed to
healthcare workers’ awareness on how social media can possibly be used to improve
the services that they provide to the needy. Another study of healthcare Big Data in
Morocco [43] also highlighted the privacy challenges in healthcare, mainly related to
methods used to ensure the privacy of patient data such as diagnosed diseases, doctor’s
appointments with patients and prescribed medication.

Furthermore, [60] explored how different features, extracted from social media data,
impact the performance of different classifiers of social media in South Africa. The
findings revealed that the researchers were able to build models that can classify posts
using text features as well as a mixture of text features.

A study showing the role of social media and its impact on the 2011 Egyptian revo-
lution was conducted by [61]. This revolution has often been termed the “Facebook
Revolution” or “Twitter Revolution”. There are many ambiguities as to the extent to
which social media affected these movements. An investigation conducted by [62]
aimed to shed some light on the broad characteristics of tweets about African cultural
heritage. The findings identified possible implications and strategies for tourism stake-
holders in their use of social media in general and Twitter in particular. It was found
that tourism stakeholders could use text analysis of publicly available tweet messages
to improve tourism. Social media interactions on the financial performance of commer-
cial banks in Kenya was found to offer a platform for marketing and sales of products,
development of new product brands and access to real-time customer feedback thereby
supporting an enhanced understanding of the needs of their customers [63].
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5 Conclusions and Future Work

This paper reports on the initial, exploratory phase of a larger, ongoing research pro-
ject. The aim of the paper was to identify the challenges of social media Big Data and
SMA and to propose a model that can provide guidance to practitioners and researchers.
If these challenges are addressed, the success of SMA projects can be improved, par-
ticularly in government. This classification has three categories, based on the data life
cycle, namely: 1) Data; 2) Process; and 3) Management. The challenges of social media
Big Data for supporting the context of citizens’ e-participation, service delivery and
decision making were identified (Table 1). An important contribution of the paper is
the extension of the data challenge category to the full data value chain, so as to reach
the potential Big Value of Big Data (see Fig 2). The paper also made a contribution to
research conducted in Africa.

In Africa there is great potential for using SMA to support decision making and e-
participation of citizens. However, many challenges need to be overcome. By address-
ing the challenges of Big Data and SMA identified in this study (Table 1 and Fig 2),
governments can improve decision making, e-participation and ultimately service de-
livery to citizens. There is a dire need for additional research on the challenges and
future research directions regarding analysing social media Big Data. The novelty of
this paper lies in the design and use of a conceptual model for social media Big Data to
inform the e-participation of citizens and decision making of management in govern-
ment. Improved decision-making can assist in a smart city strategy for governments.
The study limitation is that it has no empirical evaluation in a practical context as it is
based on secondary data from existing literature studies. Future work will include the
evaluation of the proposed model.
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