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Learning-based evaluation of routing protocol in
Vehicular Network using WEKA

Amal Hadrich!, Amel Meddeb Makhlouf?3, and Faouzi Zarai®

National School of Electronics and Telecommunications, Sfax, Tunisia

Abstract. Internet of things connects any object to another and com-
municate with them using the most performed routing protocol. But in
vehicular networks, topology and communication links frequently change
due to the high mobility of vehicles. So, the key challenge of our work is
to choose the best routing protocol using machine learning algorithms.
When choosing routing protocol, most research focuses on the improve-
ment of the performance of specific routing protocol using one machine
learning algorithm. In this paper, we propose a solution in order to find
the best routing protocol in such critical condition using machine learn-
ing algorithms in order to maximize the precision of the true positive
rate. After the use of a specific algorithms such as Artificial Neural Net-
work, Random Forest and Naive Bayes, we found that the last one is the
best algorithm when it have all the true positive rate with a precision
equal to 0.9987 to select the best routing protocol.

Keywords: Vehicular Networks - Routing Protocol - Machine Learning
Algorithms.

1 Introduction

Recent advances in networks have given rise to the emergence of vehicular net-
works. The research work has started from the past few years on the area of
Mobile Ad-hoc Networks also called as MANETS (Mobile Adhoc NETworks).
It allows the mobile nodes to communicate in one to one and one to many
without any predefined infrastructure. The protocols which are required to sup-
port MANETS are more complex when compared to other non-mobile networks
because of the mobility and of the non-existence predefined infrastructure or
topology for MANETS. New technologies are used to provide more and more fa-
cilities including safety applications. Among these networks, Vehicular networks
are a subclass of MANET', where vehicles are simulated as mobile nodes. The
vehicular network is a self organizing network to provide Intelligent Transport
System(ITS). Users in vehicles connect to the Internet at any time in order
to obtain the desired services. There are three types of common communication
models in vehicular networks: vehicle-to-infrastructure (V2I), vehicle-to-roadside
(V2R) and vehicle-to-vehicle (V2V) [15]. The routing protocol is an important
aspect in communication between networks. It is a set of rules that are framed
for exchanging the information in a network from one node to another node.
MANET routing protocols are divided into three categories: Proactive routing



protocol means that the routing information is maintained in the background
irrespective of communication requests like the protocol OLSR (Optimized Link
State Routing Protocol), reactive routing protocol opens the route only when it
is necessary for a node to communicate with each other such as AODV (Ad-hoc
On-demand Distance Vector), DSR (Dynamic Source Routing) and ZRP (Zone
Routing Protocol) is an example of hybrid routing protocols that is introduced
to reduce the control overhead of proactive routing protocols and decrease the
initial route discovery delay in reactive routing protocols. The main difference
between the MANET and vehicular routing is network topology, mobility pat-
terns, demographics, density of nodes at different timings, rapid changes in node
arriving and leaving the network. Vehicular networks was divided into three cat-
egories [1,2]:

* Routing information: It is also divided into two categories like topology-
based routing protocols that use link information that exists in the network
and position-based routing protocols use GPS devices.

* Transmission strategies: It is divided into three categories, where broadcast
routing protocols are frequently used in vehicular network, multicast such as
cluster-based routing protocols and geocast routing protocols and unicast.

* Delay tolerant: It is useful to help balance traffic loads and reduces traveling
time.

Figure 1 represents vehicular routing protocol chosen in our work and their cat-
egories.
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Fig. 1: Vehicular routing protocol chosen in our work.

Vehicles in their network have high mobility, which causes a changement
in the network topology and the connections unstability. Recently, the nature-
inspired intelligence algorithms have been widely used as direct search and op-
timization tools in many different problems where machine learning algorithms
used for the choose of the best route for the devices. For this reason, we propose a
solution to choose the best routing protocol depending on the network topology
using machine learning algorithms. The remainder of this paper is organized as
follows. Section 2 reviews the related works. Section 3 introduces our proposed
solution in order to choose the perfect routing protocol. Section 4 shows the



evaluation results. Section 5 concludes this paper and gives some possible future
perspectives.

2 Related work

Researchs focus to design an efficient routing algorithms that is adaptable to the
mobility characteristics of vehicular network.

Marzak et al. [3] proposed a new vehicular clustering algorithm based on the
ANN (Artificial Neural Network) system to select cluster-head. This algorithm
increases network connectivity and improves the stability of the cluster struc-
ture. Moreover, research in [4] introduced a Modified AODV routing protocol
of VANET communications using fuzzy neural network algorithm to determine
the best route from the source node to the destination node through several
intermediate nodes. Because of the importance of stability and the security in
vehicular networks, research in [6] presents a secure and stable AODV, named
GSS-AODV, based on the fuzzy neural network to ensure that the calculated
node stability is in accordance with the actual situation. Zaho et al. [5] proposed
a greedy forwarding algorithm based on SVM (Support Vector Machine) to pro-
cess the vehicle data and to generate routing metric. This algorithm reduces the
packet loss and network delay.

The above-mentioned literatures [3—6] mainly use machine learning methods to
increase the network connectivity, determine the best route, improve the perfor-
mance of the network and applications, increase the stability of the protection
and reduce the packet loss and network delay. But, they still do not applicated
this approach only in one protocol or a cluster and use only one algorithm named
ANN or SVM. However, to determine the best protocol, we have to use several
machine learning algorithms according to the high value of accuracy to avoid the
problem of the accidents and improve the performance and the protection. The
most related work is presented by Marzak et al. [3] because it selects the best
vehicular routing protocol using machine learning algorithm according to the
feature specification, but the last mentionned autor focused on cluster routing
protocol and use only ANN algorithm and in our solution, we focus in all routing
protocol with the apply of machine learning algorithms.

Table 1 summarizes the studied related works and shows their limits.

3 Proposed solution

Our proposed solution set based on the parameter of routing protocol inserted
in the dataset and estimates the optimal protocol for data transmission using
machine learning algorithms in order to minimize the cost of network mainte-
nance. The proposed approach must ensure optimal operation of the network
by maximizing the stability, minimizing the delivery delay of information and
bandwidth.

For this research, we propose to study three vehicular routing protocols based
on three specifications, which are "AODV”, "DSR” and ”OLSR” with three



Table 1: Comparison with the existing and proposed solution

Solution Algorithm Protocol Limits
Clustering in Artificial Neural Clustering routing Focus on cluster
vehicular ad-hoc Network protocols routing protocol and
network using use only ANN
artificial neural algorithm.
network [3]
AODV Routing Fuzzy neural A modified AODV Focus only on
Protocol network algorithm routing protocol AODV routing
Modification With protocol using fuzzy
Dqueue (dgAODV) neural network.

and Optimization
With Neural
Network For

VANET In City

Scenario [4]

Improving Security Fuzzy neural GSS-AODV Focus only on
and Stability of network AODV routing
AODV with Fuzzy protocol using fuzzy
Neural Network in neural network.

VANET [6]
SVM based routing |SVM neural network| Vehicular routing Use only SVM
schemein protocol neural network.
VANETSs][5]
Proposed solution | All algortihms in All routing —_—

Neural Network protocols

common parameter "TTL”, "QUEUE LENGTH” and "HELLO INTERVAL”.
There is more routing protocol with their categories like position based, delay
tolerant and transmissions strategies but we choose this three routing protocol
because we find that this have some common carectrestic and features based for
the select the best routing protocol.

A particular mobile node may wish to change certain of the parameters, in par-
ticular the HELLO INTERVAL. In the latter case [10], the node should advertise
the HELLO INTERVAL in its Hello messages, by appending a Hello Interval Ex-
tension.

The routing protocol uses minimum hop count criteria to establish routes be-
tween sources and destinations. However [11], selecting the routing protocol with
minimum hop is not usually the best decision. A node which might not have suf-
ficient available buffer size could be leading to have high probability of packet
loss and network congestion and link breakage. Thus, the routing algorithm con-
sider available node queue length during routing protocol selection process.

To control congestion by applying efficient local route repair method we should
use the value of TTL [12]. A TTL value is only decreased by one at each node.
When the TTL value declines to zero, the route request packet should be dropped
even though it didn’t find the destination.



To choose the best routing protocol based on the three parameters, we base our
analysis on the following Machine Learning Algorithms:

* ANN, which are computational algorithms in order to simulate the behavior
of biological systems composed of neurons [7],

* Random Forest, which randomly creates and merges multiple decision trees
into one forest in order to create a collection of decision models to improve ac-
curacy [9]

* Naive Bayes, which are a collection of classification algorithms based on Bayes
theorem, it is not a single algorithm but a family of algorithms where all of them
share a common principle, i.e. every pair of features being classified is indepen-
dent of each other[8].

In section 3.2 there are more description about this machine learning algorithm
mentioned above. These three machine learning algorithms show interesting re-
sults to select the perfect vehicular routing protocol. Figure 2 shows the proposed
algorithm of our solution in order to minimize the cost of network maintenance.

wehicular protocol
specification (SO DWW,
OLSR, DSR)

Machine Learminmg I

Adgorithrms{annd,

Randorm Forest,
MNaive Bayes)

Apply Machine
Learming based

Ii Algorithms

Change algorithm I

Specification
of wehicular
protocol =T 2

Fig. 2: Choose of the perfect vehicular routing protocol with the apply of machine
learning based algorithms.

First, we choose three specific vehicular routing protocol named AODYV,
OLSR and DSR then we apply one machine learning algorithm like ANN, Ran-
dom Forest and Naive Bayes. To test our solution, we must compare the accuracy
with a threshold value beta flows the equation below 1.

2 x precision *x recal

(1)

beta = —
precision + recall

where recall and precision show in equations 2 and 3.
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(3)
where TP, FN and FP represent respectively True Positive , False Negative
and False Positive. If the accuracy down to beta, we must change the machine
learning algorithm. And if not, we compare the training time to a fixed value.
If the time upper to this value, we must switch the machine learning algorithm.
If not, we move to the next step in order to select the best routing protocols
with the perfect feature. So, we calculate the number of features to decide. If the
number of features is down to S, then we change the machine learning algorithm
and if not, we test the specification of the routing protocol. If this result down
to a fixed value, representing the specification of the previous result, then we
rebuild the algorithm and if not then we set this algorithm as the best vehicular
routing protocol using the perfect machine learning algorithm.
The table 2 shows the different features used in our proposed algorithm.

Table 2: Definition of the used features
Feature Name Definition
Time To Live (TTL)| It’s the number of hops that a packet is permitted to travel
before being discarded by a router.
QUEUE LENGTH | It is used to hold packets while the network interface is in the
process of transmitting another packet.
HELLO INTERVAL| A node may offer connectivity information by broadcasting
local Hello messages. A node should only use hello messages if
it is part of an active route.

First, we need a description about the routing protocol and the algorithms
chosen.

3.1 Improved protocol description

Security protocols are optimized for routing and routing maintenance protocol
processes.

AODYV routing protocol: The Ad hoc On-Demand Distance Vector (AODV)
algorithm enables dynamic, self-starting, multihop routing between participating
mobile nodes wishing to establish and maintain an ad hoc network. AODV allows
mobile nodes to obtain routes quickly for new destinations, and does not require
nodes to maintain routes to destinations that are not in active communication.
AODYV allows mobile nodes to respond to link breakages and changes in network
topology in a timely manner. Route Requests (RREQs), Route Replies (RREPs),
and Route Errors (RERRs) are the message types defined by AODV [11].



OLSR routing protocol: The Optimized Link State Routing Protocol (OLSR)
operates as a table driven, proactive protocol, i.e., ex-changes topology informa-
tion with other nodes of the network regularly [13]. Each node selects a set of
its neighbor nodes as MultiPoint Relays (MPR). In OLSR, only nodes, selected
as such MPRs, are responsible for forwarding control traffic, intended for diffu-
sion into the entire network. MPRs provide an efficient mechanism for flooding
control trafic by reducing the number of required transmissions [13].

DSR routing protocol: The Dynamic Source Routing protocol (DSR) is
a simple and efficient routing protocol designed specifically for use in multi-
hop wireless ad hoc networks of mobile nodes [14]. Using DSR, the network
is completely self-organizing and self-configuring, requiring no existing network
infrastructure or administration. Network nodes cooperate to forward packets
for each other to allow communication over multiple hops between nodes not
directly within wireless transmission range of one another.

3.2 Machine learning algorithms description

Machine learning is a method of data analysis that automates analytical model
building. It is a branch of technology that allows systems to learn from data,
identify patterns and make decisions with minimal human intervention. It has
revolutionized the world of computer science by allowing learning with large
datasets, which enables machines to change, restructure and optimize algorithms
by themselves [16]. After analysis, we choose to use three machine learning based
algorithms, namely, Artificial Neural Network (ANN), Naive Bayes and Random
Forest, because they have the most intersting resuts compared to other machine
learning algorithms.

Naive Bayes: Classification is a fundamental issue in machine learning and
data mining. Naive Bayes is the simplest form of Bayesian network, in which all
attributes are independent given the value of the class variable [8].

Figure 3 shows Naive Bayes of our solution where QL and HI represent respec-
tively QUEUE LENGTH and Hello intervall. In naive Bayes, each attribute node
has no parent except the class node.

Random Forest: Random Forests in machine learning is an ensemble learning
technique about classification, regression and other operations that depend on a
multitude of decision trees at the training time. They are fast, flexible, represent
a robust approach to mining high-dimensional data [9]. Figure 4 shows Random
Forest algorithm of our solution.

Artificial Neural Network: Artificial neural network (ANN) is a compu-
tational model that consists of several processing elements that receive inputs
and deliver outputs based on their predefined activation functions. The ANN
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Fig.4: Random Forest algorithm of our solution.

consists of a set of processing elements, also known as neurons or nodes, which
are interconnected [7]. Figure 5 represents the ANN algorithm to our solution.
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Fig.5: ANN algorithm for our solution

4 Evaluation results

For the evaluation procedure, we propose to use WEKA, which is a machine
learning workbench that supports many activities of machine learning practi-
tioners. The main features of WEKA are [17]:

* Data preprocessing: As well as a native file format (ARFF), WEKA supports
various other formats (for instance CSV, Matlab ASCII files), and database con-
nectivity through JDBC.



* Classification: One of WEKA'’s drawing cards is the more than 100 classifi-
cation methods it contains.

* Clustering: Unsupervised learning is supported by several clustering schemes.

* Attribute selection: The set of attributes used is essential for classification
performance.

* Data visualization: Data can be inspected visually by plotting attribute val-
ues against the class, or against other attribute values.
To test our solution, we choose k-folds cross-Validation model. It’s a re-sampling
procedure used to evaluate machine learning models on a limited data sample.
The procedure has a single parameter called k that refers to the number of
groups that a given data sample is to be split into. The general procedure is as
follows:
1- Shuffle the dataset randomly.
2- Split the dataset into k groups
3- For each unique group:

A- Take the group as a hold out or test data set.

B- Take the remaining groups as a training data set.

C- Fit a model on the training set and evaluate it on the test set.

D- Retain the evaluation score and discard the model.
4- Summarize the skill of the model using the sample of model evaluation scores.
Importantly, each observation in the data sample is assigned to an individual
group and stays in that group for the duration of the procedure. This means
that each sample is given the opportunity to be used in the hold out set 1 time
and used to train the model k-1 times.
The main objective of our work is to choose the best routing protocol based
on the calculation of the performance for each protocol and algorithm in order
to minimize the cost of network maintenance. First, we set k value to 10. The
retreived value of the accuracy follows the matrix below 4.

(4)

(RandomForest NaiveBayes ANN)
Accuracy =

82.22% 88.88% 80%

The simulation results show that the Random Forest Algorithm takes a de-
lay time equal to 0.15 s, ANN algorithm takes about a 0.29 s and Naive Bayes
algorithm takes a delay time equal to 0.1 s to build their model. Figures 6a, 6b
and 6¢ show the results of our machine learning algorithms, where the abscissa
axis is the protocol name and y-axis is the predicted protocol name. Figure 6a
shows the result of the Random Forest Algorithm. We notice that the random
forest presents errors in DSR and OLSR routing protocol, because the two pro-
tocols represent some commun interval of the value of TTL and queue length.
Figure 6b shows the result of the application of the ANN Algorithm. We notice
that ANN presents errors in DSR routing protocol predicted as OLSR protocol
and OLSR protocol predicted as AODV and DSR protocols. Figure 6¢ shows
the result of Naive Bayes Algorithm. We notice in this case that Naive Bayes
presents errors in DSR routing protocol predicted as OLSR, protocol.
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Fig. 6: Results of the chosen machine learning algorithms.

To evaluate the performance of our solution, we should choose the algorithm
with the accuracy > 0.8. Thus, the best three algorithms are Naive Bayes, ANN
and Random Forest. Then, we move to fix the training time, where we choose
to eliminate the algorithm with training time > 6 s. For the algorithm Random
Forest, the training time is 3s, naive Bayes is 1s and ANN algorithm is 7s.
Thus, the best two algorithms, according to the time metric, are Random Forest
and Naive Bayes. Finally, we should have one feature to chose the best routing
protocol. For the Naive Bayes the OLSR and AODV have a predicted margin
between 0.93 and 1 for the three features TTL, HELLO INTERVAL and QUEUE
LENGTH. The OLSR routing protocol has the lowest predicted margin than
AODV routing protocol for the two features TTL and QUEUE LENGTH. Thus,
the best routing protocol for the naive bayse is AODV. For Random Forest, the
routing protocol AODV has a predicted margin between 0.91 and 1 for the three
features TTL, HELLO INTERVAL and QUEUE LENGTH. Then we should
compare the margin prediction between AODV routing protocol for the two
algorithms. The predicted margin in Naive Bayes is 0.99 and in Random Forest
equal to 0.91 for the two features for TTL and QUEUE LENGTH. Than, we
can conclude, using these conditions, that best routiong protocol is AODV the
algorithm Naive Bayes. Table 3 resumes the results about the best algorithm.

To verify our resolution, Figure 7 shows the threshold curve of the OLSR
routing protocol using the Naive Bayes algorithm where the abscissa axis is the
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Table 3: Summarize of the choose the best algorithm

Algorithms Steps Accuracy |Training time|Number of Features
ANN AODV,0OLSR X NaN
Random Forest AODV,0OLSR AODV X
Naive Bayes AODV,0OLSR|AODV,0OLSR AODV

True Positive Rate and y-axis is the precision. We notice that the true positive
rate is less than 0.7, which is an interresting result of our simulations.

0.57

o33

o o.s 1

Fig. 7: The threshold curve for OLSR routing protocol with Naive Bayes algo-
rithm

Figure 8a shows the threshold curve of AODV routing protocol for the Ran-
dom Forest algorithm,to show the variation of the precision with respect to the
True Positive Rate. We notice that the true positive rate values are between 0.7
and 1. Finaly, Figure 8b shows the threshold curve of AODV routing protocol
for the Naive Bayes algorithm. We notice that all the true positive rates are
evaluated with a precision equal to 0.9987.

0 0.5 1 a 0.5 1

(a) Threshold curve using Random Forest (b) Threshold curve using Naive Bayes al-
algorithm gorithm

Fig.8: Threshold curve of AODV routing protocol.
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In conclusion, under specific conditions, the best routing protocol chosen is
AODV using Naive Bayes Algorithm with precision of the true positive rate equal
to 0.9987. Naive Bayes is the most suitable algorthim of our proposed solution
since it has the most greater precision, where the AODV routing protocol is
simple to be determined.

5 Conclusion

As the population is becoming more and more larger in the world, so vehicles
are increasing per day and simultaneously accidents are rising. There is no pro-
tection for human life and the vehicles. Vehicular network is the mostly utilized
connection that communicates among the vehicles. It is not only utilized for the
communication purpose but also could be structured for navigation and traffic
control. In this manuscript, a routing based solution has been lightened that
would help in the reduction of accidents based on the choose of the best routing
protocol using specific machine learning algorithms. The performance parame-
ters are computed to depict the effectiveness of the proposed work. The threshold
curve indicates that the AODV routing protocol when using Naive Bayes algo-
rithm is the best vehicular routing protocol, based on simulation hypothesis.
In our future work, we plan to use more features to choose the best routing
protocol. These features can be based on security and network characteristics,
which increase the efficiency of our solution.
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