N

HAL

open science

Advances in Digital Forensics XVII
Gilbert Peterson, Sujeet Shenoi

» To cite this version:

Gilbert Peterson, Sujeet Shenoi. Advances in Digital Forensics XVII: 17th IFIP WG 11.9 International
Conference, Virtual Event, February 1-2, 2021, Revised Selected Papers.
Publishing, AICT-612, 2021, IFIP Advances in Information and Communication Technology, 978-3-

030-88380-5. 10.1007/978-3-030-88381-2 . hal-03764367

HAL Id: hal-03764367
https://inria.hal.science/hal-03764367
Submitted on 31 Aug 2022

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

Springer International


https://inria.hal.science/hal-03764367
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

IFIP Advances in Information
and Communication Technology

Editor-in-Chief
Kai Rannenberg, Goethe University Frankfurt, Germany

Editorial Board Members

TC 1 — Foundations of Computer Science

Luts Soares Barbosa®, University of Minho, Braga, Portugal
TC 2 — Software: Theory and Practice

Michael Goedicke, University of Duisburg-Essen, Germany
TC 3 — Education

Arthur Tatmall®, Victoria University, Melbourne, Australia
TC 5 — Information Technology Applications

Erich J. Neuhold, University of Vienna, Austria
TC 6 — Communication Systems

Burkhard Stiller, University of Zurich, Ziirich, Switzerland
TC 7 — System Modeling and Optimization

Fredi Troltzsch, TU Berlin, Germany

TC 8 — Information Systems
Jan Pries-Heje, Roskilde University, Denmark

TC 9 — ICT and Society

David Kreps®, National University of Ireland, Galway, Ireland

TC 10 — Computer Systems Technology

612

Ricardo Reis®, Federal University of Rio Grande do Sul, Porto Alegre, Brazil

TC 11 — Security and Privacy Protection in Information Processing Systems

Steven Furnell®, Plymouth University, UK
TC 12 — Artificial Intelligence

Eunika Mercier-Laurent®, University of Reims Champagne-Ardenne, Reims, France

TC 13 — Human-Computer Interaction
Marco Winckler®, University of Nice Sophia Antipolis, France

TC 14 — Entertainment Computing
Rainer Malaka, University of Bremen, Germany


http://orcid.org/0000-�0002-�5037-�2588
http://orcid.org/0000-�0003-�4317-�971X
http://orcid.org/0000-�0002-�5776-�2888
http://orcid.org/0000-�0001-�5781-�5858
http://orcid.org/0000-�0003-�0984-�7542
http://orcid.org/0000-0003-2303-7263
http://orcid.org/0000-�0002-�0756-�6934

IFIP - The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the first World
Computer Congress held in Paris the previous year. A federation for societies working
in information processing, IFIP’s aim is two-fold: to support information processing in
the countries of its members and to encourage technology transfer to developing na-
tions. As its mission statement clearly states:

IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.

As with the Congress, participation in the open conferences is open to all and papers
may be invited or submitted. Again, submitted papers are stringently refereed.

The working conferences are structured differently. They are usually run by a work-
ing group and attendance is generally smaller and occasionally by invitation only. Their
purpose is to create an atmosphere conducive to innovation and development. Referee-
ing is also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are published as conference proceedings,
while the results of the working conferences are often published as collections of se-
lected and edited papers.

IFIP distinguishes three types of institutional membership: Country Representative
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Preface

Digital forensics deals with the acquisition, preservation, examination,
analysis and presentation of electronic evidence. Computer networks,
cloud computing, smartphones, embedded devices and the Internet of
Things have expanded the role of digital forensics beyond traditional
computer crime investigations. Practically every crime now involves
some aspect of digital evidence; digital forensics provides the techniques
and tools to articulate this evidence in legal proceedings. Digital foren-
sics also has myriad intelligence applications; furthermore, it has a vital
role in cyber security — investigations of security breaches yield valuable
information that can be used to design more secure and resilient systems.

This book, Advances in Digital Forensics XVII, is the seventeenth
volume in the annual series produced by the IFIP Working Group 11.9
on Digital Forensics, an international community of scientists, engineers
and practitioners dedicated to advancing the state of the art of research
and practice in digital forensics. The book presents original research
results and innovative applications in digital forensics. Also, it highlights
some of the major technical and legal issues related to digital evidence
and electronic crime investigations.

This volume contains thirteen revised and edited chapters based on
papers presented at the Seventeenth IFIP WG 11.9 International Con-
ference on Digital Forensics, a fully-remote event held on February 1-2,
2021. The papers were refereed by members of IFIP Working Group 11.9
and other internationally-recognized experts in digital forensics. The
post-conference manuscripts submitted by the authors were rewritten
to accommodate the suggestions provided by the conference attendees.
They were subsequently revised by the editors to produce the final chap-
ters published in this volume.

The chapters are organized into five sections: Themes and Issues, Ap-
proximate Matching Techniques, Advanced Forensic Techniques, Novel
Applications and Image Forensics. The coverage of topics highlights the
richness and vitality of the discipline, and offers promising avenues for
future research in digital forensics.
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