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Abstract. With the current high risks of cyber incidents either caused by mali-
cious cyber criminals or by accidents, there is a latent need for cyber resilience.
This discipline is a broader than the traditional cybersecurity concept as it aims
to give companies an adaptability such that they are “safe-to-fail”, i.e. that com-
panies are capable of facing cyber incidents and still continue their operations or
recover quickly. Although cyber resilience is a desirable capability in companies
it is not easy to operationalize because it requires knowledge, experience, strate-
gic planning and decision-making capabilities. These characteristics are not eas-
ily found in companies starting their cyber resilience building process such as
SMEs. Moreover, the current literature offers documents to aid in the operation-
alization of cyber resilience by giving companies several actions or policies that
build cyber resilience, but the information on how to strategize an effective cyber
resilience building process is often scarce. Therefore, this article proposes a stra-
tegic planning and self-assessment tool to aid companies in the strategic planning
of cyber resilience building. This tool contains the most important cyber resili-
ence policies for SMEs and natural progressions for them obtained from the ex-
perience of 11 experts. With these progressions companies can obtain insights on
what is their current state in each policy and what actions they can perform in
order to improve that state. Thus, the tool can be helpful to develop effective
action plans for cyber resilience building.

Keywords: Cyber Resilience; Strategic Planning; Self-Assessment Tool.

1 Introduction

Cyber incidents can be very costly for companies. Some studies estimate that the aver-
age annual cost per company is around the millions of euros [1]. This large costs are
unsustainable for many companies and especially the smaller ones [2]. Although many
Small and Medium-sized Enterprises (SMEs) disregard the possibility of being at-
tacked. However, studies suggest that they are the most vulnerable because, as a group,
they represent a high payload to the attackers [3]. Cyber incidents can have various
causes, malicious or accidental, natural or caused by humans [4, 5]. Regardless, when
the performance of the company’s systems is compromised the company will suffer
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losses. Therefore, disaster management is undoubtedly necessary in the field of cyber-
security.

Cybersecurity, however, as traditionally defined, does not usually consider the re-
sponse and recovery after an incident [6]. For this reason, many experts have shifted
towards a broader concept of cyber resilience [7-9]. This concept is considered to be
the ability of a company to anticipate, detect, withstand, recover and evolve in order to
improve their capability of facing adverse situations [10. 11]. Moreover, this concept
is also broader in the sense that it requires strategic planning, definition of organiza-
tional processes, and more human involvement [8, 9] when traditional cybersecurity
usually focused on technical solutions with minimum human interaction [6, 12].

Cyber resilience can be a potential solution to the dangerous cyber scenario in which
companies live today. Once operationalized, cyber resilience is meant to make compa-
nies safe-to-fail [4]. In other words, cyber resilience intends to make companies flexi-
ble, adaptable, ready to face challenges and recover, learn from them and thrive. How-
ever, cyber resilience is prudential, not technical, making it difficult to operationalize
by requiring strategic-level planning and decision-making which in turn require
knowledge and experience in the field.

Although there are several tools meant to aid companies in the operationalization of
cyber resilience (e.g. [7, 9, 13]), these tools are often extensive lists of policies, actions
and/or metrics with virtually no guidelines on how to prioritize these policies, actions
or metrics. Thus, these tools are designed for companies who already have the experi-
ence, knowledge, maturity and capacity to manage cyber resilience on their own by
prioritizing these policies and strategizing their own cyber resilience building process.
However, SMEs usually lack these characteristics due to low access to resources (spe-
cialized personnel, investment capability, tools, etc.). Therefore, companies like SMEs
with scarce experience and prudential capabilities for decision-making in this
field require tools to facilitate their strategic planning to effectively operationalize
cyber resilience.

Thus, the purpose of this article is to propose a strategic planning and self-assess-
ment tool in order to aid SMEs in the prioritization and strategy development. The de-
veloped tool permits target setting, and action plan development based on the natural
progression of 33 policies identified as the most important for cyber resilience manage-
ment in SMEs, therefore aiding companies in their strategy development process.

This article is structured in the following manner: section 2 contains a brief literature
review on current tools for aiding companies in their cyber resilience building. Section
3 describes the methodology used to develop the self-assessment and strategic planning
tool. Section 4 explains the results of this study. Section 5 contains a discussion on how
the results can aid companies, how to use these results and the limitations of this study.
Finally, section 6 contains the conclusions drawn from this study.

2 Literature Review

There is a plethora of tools in the literature that intend to aid companies in their cyber
resilience building. Frameworks are one example of these tools that have proliferated
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and that often include domains and policies to guide companies on what is needed in
order to operationalize cyber resilience [7, 9, 13-15]. These frameworks are widely var-
ied, containing from 4 domains [9, 16] into having over 30 of them [13]. There are
similarities between some of these frameworks, but often they are not completely
equivalent to each other on a policy to policy level or even a domain to domain level.

Similar to frameworks, there are standards that define actions and processes needed
to achieve cyber resilience capabilities [17, 18]. These standards can have more strate-
gic insight than frameworks [17], but are also extensive documents without roadmaps
on where to start the cyber resilience building process nor how to progress.

On the other hand, there are several documents with cyber resilience Key Perfor-
mance Indicators (KPIs) [19-22] meant to help companies control and optimize their
cyber resilience by using these measurable characteristics of cyber resilience. However,
these KPIs often limit to measuring technical capabilities[22] which may not cover all
the strategic and human ins and outs in cyber resilience [8].

All of these previously mentioned tools (frameworks, standards and KPIs) often rec-
ommend the customization of the tool to adapt it to the company’s circumstances and
priorities [13, 18, 22]. The indication to customize these tools is reasonable since there
is no “one-size-fits-all” solution to the operationalization of a prudential capability such
as cyber resilience [13]. However, none of these tools gives insight on how to do this
customization or how to prioritize their policies or KPIs. Therefore, these tools require
the knowledge and experience to be able to customize them and make decisions in order
to build cyber resilience through their usage.

Other tools available for companies to aid in their cyber resilience building process
are maturity models [23, 24]. These can be defined as sets of characteristics that define
a development in a certain field put sequentially in a limited number of stages or levels
[25, 26]. Maturity models are often used to assess the current state of cyber resilience
in an entity [10, 27] and due to their nature they are meant to aid companies progress
after the initial assessment. However, the current literature only offers capability ma-
turity models, which by nature are meant to describe already implemented processes
and more specifically assess how ingrained these processes are in the company’s cul-
ture [25]. Therefore, these tools can also require experience and an already begun cyber
resilience operationalization in order to be fully used by companies since the descrip-
tions of the maturity stages may not be relatable to a company that is at the beginning
stages of the operationalization.

Another type of maturity model, the progression models, are descriptions of natural
progressions of characteristics, attributes or policies over time from their most basic
form into their most complex form sequentially and in a limited number of stages [25].
These type of maturity models are not currently a part of the cyber resilience literature.
However, a cyber resilience progression with the natural progression for the different
policies would be easier for companies starting their cyber resilience building process
to relate to than the evolution of processes and capabilities which they have yet to im-
plement. Therefore, this type of model would be a good tool to better assess the cyber
resilience state of the companies and at the same time would give these companies
insight on the natural progression that the policies should follow once they implement
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them. The usage of these advantages of progression models could help address the cur-
rent scarcity of resources towards aiding in the strategic management of cyber resili-
ence in companies starting their cyber resilience operationalization.

3 Methodology

The methodology for this article can be explained in three main phases:

1. Development of a cyber resilience framework for SMEs.

2. Development of a progression model for each policy in the framework.

3. Development of the strategic planning and self-assessment tool based on the pro-
gression model.

These phases will be explained more in depth in the following subsections and a
summary is of the methodology and its phases is shown in Fig. 1.

Phase 1 Phase 2 Phase 3
Semi-structured
Literature 6 Experts’ interviews with
Review Evaluation 11 experts

Interface design

‘ ‘ Progression types
definition through 5-

step methodology for

structured interviews

f ici analysis
SalRolicies Y Tool creation

Progression
Framework model

Fig. 1. Summary of the methodology

3.1 Phase 1: Development of the cyber resilience framework

Through a literature review with 65 cyber resilience documents including frameworks,
KPIs, maturity models, etc. and the use of the grounded theory paradigm, an initial
cyber resilience framework for SMEs was developed. This initial cyber resilience
framework was evaluated and iteratively improved through the participation of six ex-
perts.

After four iterations of the experts’ feedback a cyber resilience framework with 10
domains and 33 policies was developed. More details on the development of the cyber
resilience framework can be found in [11].
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3.2 Phase 2: Development of a progression model

For this phase, 11 experts participated in the semi-structured interviews. These ex-
perts were chosen for their vast experience in the operationalization of cyber resilience
in their own context. The experts were from 3 possible profiles: organization practi-
tioners (5), cybersecurity providers (3) or cybersecurity researchers (3). These three
profiles were selected because practitioners have empirical experience on the imple-
mentation of cyber resilience policies in their own companies, cybersecurity providers
have insights on how to effectively implement these policies in companies because they
do it in a daily basis, and researchers have knowledge on the literature regarding cyber
resilience and how it should be implemented. Thus, these profiles should complement
each other and enrich the answers obtained in the interviews.

The interviews with these experts were designed in such way that the result of each
interview was a progression model for the 33 cyber resilience policies found in previous
research [11, 28]. To achieve this, experts were given a script in which the definitions
considered for cyber resilience and progression model were explained, the 10 domains
and 33 policies were listed and the explanation of the objectives of the interview.

During the interview, the experts had to define their progression model in two steps:

4. Define the starting maturity level from each policy on a 5-level scale where 1 was
the least advanced and 5 the most advanced maturity state. This 5-level scale did not
assign names to each maturity level besides the number of the level to avoid biasing
the answers. Other maturity models in the literature use between 3-6 maturity levels
[10, 23, 27] and some also choose not to define the names of each maturity level [10,
27].

5. Describe the progression of the policy from the defined starting maturity until the
most advanced maturity state (e.qg. if the starting maturity was 2, they had to describe
how the policy manifested at that level, then level 3, then 4 and finally level 5).

The experts were asked to do these two steps for each of the 33 policies of the frame-
work defined in the previous phase and were asked to be as realistic as possible while
doing so. They were also allowed to skip intermediate maturity level descriptions when
they considered the policy stayed the same as in the previous maturity level. All of these
interviews were recorded in order to ensure correct transcription of the progressions the
experts suggested, and the transcriptions were also sent back to the experts to ensure
that their ideas were correctly embodied.

Once the transcriptions were ready, they were analyzed using the 5-step methodol-
ogy for the analysis of semi-structured interviews as suggested in [29]. In other words,
the transcripts from the interviews were carefully read to identify common concepts
and characteristics among the progressions described by the experts. These common
concepts were grouped in order to define categories or progression types that were later
used to code each policy with the most fitting progression type or types. Once the pol-
icies and progressions were coded, the mode (most frequent) starting maturity and pro-
gression type (or types in case of bimodality) were calculated and this information com-
bined with the experts’ input was used to define a progression for each policy with its
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most common starting maturity level and progression types. A summary of this 5-step
methodology is shown in Fig. 2.

Material-oriented

= ' Assembly of #A o # Quantifying surveys # Detailed case
DTG analytical categories SabiiiEins of the material interpretations

analytical categories

S S

° Material with Progression types Transcripts from the Ca Cu'%““" of means DEﬁf! tion of
= '1: alor;‘ ;\r formed from common experts were coded modes, sub-modes, progression models
annotations o . and confid b
g e concepts found in the with the defined T TR s
o 0! concepts. transcripts progression types. intervals. consensuses and
- Determination of analysis of non-

Objective

CONSENsuses. __CONSEnsuses.

Fig. 2. Transcript analysis methodology summary

3.3 Phase 3: Development of the strategic planning and self-assessment
tool

With the progression model, Microsoft Excel was used to define an interface in which
companies could self-assess, then set goals for each policies maturity, and finally define
action plans in order to achieve those goals.

The interface was designed to make the tool as user-friendly as possible by using
different sheets to self-assess and using a color code to indicate the cells that the user
had to modify in each sheet (green background), cells that were defined in previous
sheets (blue background), cells from the framework (yellow background) and informa-
tive cells (white background).

With the information from the framework, the progression models for each policy
and the interface decisions, the self-assessment tool was constructed.

4 Results

Through the use of the methodology described in the previous section, the developed
cyber resilience strategic planning and self-assessment tool was based on the 10 do-
mains and 33 policies of the cyber resilience framework for SMEs. With this framework
11 experts were asked to define their own progression model for each if the 33 policies.
With the transcripts of the interviews, the common progression types were identified
and defined in order to later code the transcriptions with the corresponding progression
type for each policy and for each expert. The identified progression types in this step
were the ones shown in Table 1.

After the transcripts were analyzed to determine which progression types described
each of the expert’s progression for each policy better. The most common starting ma-
turity level and progression types for each policy were determined.
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Table 1. Identified progression types and their definitions

Progression

type

Investment
Increase

Code Definition

This code was assigned when the expert’s progression description was

1l related to an increase in the resources (mainly economic resources) dedi-
cated to implementing/operationalizing the policy.

This code was assigned when the expert’s progression description was
based on the increase of frequency in which the policy’s actions are per-
formed in the company (i.e. it was done more and more frequently as the
level increased).

This code was assigned when the expert’s progression describes an in-
crease in level of detail in which the policy is done as the maturity of the
company increases. (i.e. it started in a general way and became more de-
tailed and specific as the level increased).

This code was assigned when the expert’s progression description in-
cluded the expansion of the policy’s action in the company (e.g. the ac-
tion was performed in some sections of the company and it started being
done in more sections as the level increased).

This code was assigned when the expert’s progression description re-
ferred to the documentation or systematization of the actions (i.e. when
the policy’s actions started being intuitive or informal and where stand-
ardized and documented as the level increased).

This code was assigned when the expert’s progression description men-
tioned the decrease of dependency of the company from the help of cy-
bersecurity providers or external entities to perform the tasks related to
the policy.

This code was assigned when the expert’s progression description was
Optimization O based on the measurement and improvement of Key Performance Indica-
tors (KPIs) to optimize the performance of the policy’s actions.

This code was assigned when the expert’s progression description repre-
sented a change of attitude from the company towards the policy’s ac-
Proactivity P tions (e.g. from complying to pursuing it for their own perceived bene-
fit). The mention of continuous improvement in actions that could not be
quantified was coded under this category as well.

This code was assigned when the expert considered that the policy was
N implemented and had no further progression, or when the starting ma-
turity was considered to be at level 5.

This code was assigned when the expert’s progression description was
Technology T related to an increase in technological solutions or required more ad-
vanced technologies for the progression of the policy.

Continuity C

Specificity S

Expansion E

Formalization F

Independence |

No progres-
sion

Using the starting maturity level and the progression type, a progression model was
built for each of the 33 cyber resilience policies. The summary of the starting level of
maturity and progression types for each policy is shown in Table 2.

Table 2. Summary of starting maturity and progression types for each policy

Domain Policy 1 | 2 | 3 | 4 | 5
Develop and communicate a cyber resilience strategy. Proactivity
Govern- Comply with cyber resilience-related regulation. Expansion
ance
Assign resources (funds, people, tools, etc.) to develop cyber resilience ac-
Optimization
tivities.
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Systematically identify and document the company’s cyber risks.
Risk
Manage- Classify/prioritize the company’s cyber risks.
ment
Determine a risk tolerance threshold.
Mitigate the risks that exceed the risk tolerance threshold.
Make an inventory that lists and classifies the company’s assets and identi-
fies the critical assets.
Create and document a baseline configuration for the company’s assets.
Technolo
Asset By
Manage-
ment Create a policy to manage the changes in the assets” configurations.
Technology
Create a policy to periodically maintain the company’s assets. Proactivity
Identify and document the internal and external dependencies of the com-
’ ts. P
pany’s assets Proactivity
Threat
Identify and document the company’s threats and vulnerabilities.
and Vul- Y pany
nerability
Manage-  Mitigate the company’s threats and vulnerabilities. Optimization
ment
Assess and document the damages suffered after an incident.
Analyze the suffered incidents to find as much information as possible:
) causes, methods, objectives, point of entry, etc.
Incident
An alysis Evaluate the company’s response and response selection to the incident.
Identify lessons learned from the previous incidents and implement
measures to improve future responses, response selections, and risk man-
agement.
Define and document training and awareness plans.
Aware- Evaluate the gaps in the personnel skills needed to perform their cyber re-
nes§ a_~nd silience roles and include these gaps in the training plans.
Training
Train the personnel with technical skills.
Raise the personnel’s awareness through their training programs.
Implement measures to protect confidentiality (e.g. access control
measures, network segmentation, cryptographic techniques for data and Technology
Infor- communications, etc.)
matl(?n Implement integrity checking mechanisms for data, software, hardware
Security Technology
and firmware.
Ensure availability through backups, redundancy, and maintaining ade-
Technology
quate capacity.
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Detec- Actively monitor the company’s assets (e.g. by implementing controls/sen-
. Technology
tion Pro-  sors, IDS, etc)
cesses
and
. Define a detection process that specifies when to escalate anomalies into in-
Continu-
cidents and notifies the appropriate parties according to the type of de-
ous
. tected incident.
Monitor-
ing
Define and document plans to maintain the operations despite different
scenarios of adverse situations.
Business
Continu-  Define and document plans to respond to and recover from incidents that
ity Man-  jndude recovery time objectives and recovery point objectives.
agement
Periodically test the business continuity plans to evaluate their adequacy c
onti-
and adjust them to achieve the best possible operations under adverse situ- :
nuity
ations.
Define information sharing and cooperation agreements with external pri-
vate and public entities to improve the company’s cyber resilience capabili-
Infor- ties. Proactivity
mation
. Define and document a communication plan for emergencies that takes
Sharing
into account the management of public relations, the reparation of the com- .
and Specificity
pany’s reputation after an event, and the communication of the suffered in-
Commu-
L. cident to the authorities and other important third parties.
nication
Establish collaborative relationships with the company’s external stake-
holders (e.g. suppliers) to implement policies that help each other’s cyber
resilience goals.

The starting maturity level and progression types shown in Table 2 combined with the
responses from experts, whose opinions were coherent with these characteristics, were
used to create a progression model for each policy.

Using Microsoft Excel, and the progression model the tool was designed to have 4
sheets. The first sheet contains the self-assessment tool in which the input is the current
maturity level of the company for each cyber resilience policy. In a second sheet, the
managers can insert the goals for each policy. A third sheet for defining an action plan.
And, finally, a fourth sheet for visual representation of the current state of the company
and the targets that have been set.

In the self-assessment sheet, the progression models for each policy were inserted
so that company managers could select the maturity level according to the description
that they considered the company related the most. This sheet by itself already aids
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companies to examine their current state and therefore can be helpful for them to ad-
dress their weaknesses and reinforce or maintain their strengths. To select the maturity
level, the manager has a cell with a combo box in which the maturity levels are se-
lectable. Once the manager selected the current maturity level for the company, all other
descriptions were formatted to have a gray background in order to give a visual cue that
the selection had been registered and to highlight the selection to ensure it was aligned
with the user’s intentions.

Once the company has been self-assessed, the manager can go to the next sheet, the
target-setting sheet. In this sheet, the current maturity level selected in the self-assess-
ment is shown as reference for the manager to decide whether the company can progress
to further levels or if they wish to maintain the current maturity level. As in the self-
assessment, the descriptions for each maturity level are shown in the screen so that the
managers can make a decision based on them. Moreover, the interface behaves simi-
larly by formatting with a gray background the non-selected descriptions in order to
highlight the selected goal. This sheet is very similar to the previous sheet with the only
differences being that it contains the already-filled current maturity level and has a col-
umn for the manager to fill the targets. A section of the target setting sheet with the
governance domain is shown in Fig. 3..

Once the manager has set the goals, by using the action plan sheet and comparing
the descriptions of the current maturity level and the target maturity level, the manager
can decide which concrete actions can be used to achieve the goal, set a date to achieve
each action and set the resources that will be needed to achieve the action. For instance,
looking at the filled information in Fig. 3. in the first governance policy “Develop and
communicate a cyber resilience strategy”, the action plan sheet would show the man-
ager the descriptions of the maturity level 2 (the selected current state) and level 3 (the
selected target maturity. The descriptions are the following:

e Maturity level 2: “Once the cybersecurity basics are met, the strategy centers on
protecting the systems according to their risks (implement traditional cybersecu-
rity).”

e Maturity level 3: “The cyber resilience strategy defines resilience requirements
based on the risks of the company’s assets. The company tries to comply with these
resilience requirements to the best of their abilities. This includes having response
plans in case of incidents that could harm the compliance with these requirements.”

With these descriptions, the manager can get concrete actions needed to progress from
level 2 to level 3. For example, “defining resilience requirements” could be the first and
most important action needed to progress. Resilience requirements can be defined by
classifying assets according to their criticality in the company’s core processes. These
requirements could also consider the associated risks for each asset. All these ideas can
help the manager using the tool to define the actions that in this case would end up
improving the company’s cyber resilience strategy and cyber resilience capabilities.
Therefore, the result of the complete process would be a concrete action plan for cyber
resilience operationalization or cyber resilience improvement in the company.
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Governance

Develop and

Current Maturity Target Maturity

Level

Level

A simple strategy based on
intuition and current
knowledge is defined with
the objective to cover the
basic cybersecurity needs. In
other words, in this level,

Once the cybersecurity,
basics are met, the strategy
centers on protecting the!

The cyber resilience strategy’
defines resilience
requirements based on the
risks of the company’s
assets. The company tries to
comply with these resilience

The company's strategy is|
detailed and tries to go in|
depth on how to make the|
systems and processes as

The strategy is continuously
improved upon, trying to
implement lessons learned

develop cyber resilience

assigned for the fulfillment
of the cyber resili
strategy.

ate a cyber 2 3 . s . . i . .., [from the company's
companies should prioritize|systems according to their|requirements to the best of| ent as possible with| . B .
ence strategy. . . . N o previous iterations of the
es and measures|risks (implement traditional|their abilities. This includes|specific plans on how to| .
B . strategy and previous
to define an|cybersecurity). having response plans infrecover in case the| or mi
effective  strategy (asset case of incidents that could|protection hods fai
management, risk! harm the compliance with
management, etc.). these requirements.
The company starts
The company tries to|exploring laws and|The company continuously
The company has identified|The company does its best|comply with the laws and|regulations that can|complies with more
Comply with cyber the cyber resilience related|to comply with the most|regulations that have been|indirectly —concern theirldemanding regulations
resilience-related 3 4 laws and regulations that|directly related cyberfidentified by internally|activity and sees added|driven by their own cyber]|
regulation. directly concern their laws and|auditing which are being|value in complying with|resili impl i
regulations. complied with and which|these laws as a way toland not simply with the
are still in progress. improve their cyber|intention of complying.
. . Resources are flexib
The investments in cyber| . v
Specific, documented moved in order to maximize
Assign resources (funds, resilience are controlled N
budgets and resources are the benefits of  the
people, toals, etc.) to through KPls that the
4 4 resources that have been

company has selected to try
to optimize their allocation
of resources.

assigned and optimize the

values of the company's
KPls.

Fig. 3. Target setting sheet section
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Finally, for visual representation of the self-assessment and the set targets, the tool also
generates radar graphs with the information filled in previous sheets. An example of a
domain-level radar graph and the governance and asset management domains are
shown in Fig. 4.

Risk Management

Business Continuity
Management

Asset Management

Detection Processes and \ / Threat and Vulnerability
Continuouos Monitoring / Management

Information Security i Incident Analysis

Awareness and Training

Governance Asset Management

Fig. 4. Example visual representation (domain-level, governance and asset management)

Due to the nature of the tool, it can be used several times by the same company in order
to check how the company is improving over time, check whether the actions are work-
ing as expected, and reset the goals after each assessment. The self-assessment, espe-
cially if it is done repeatedly over time can help the company gain awareness of their
current situation and gain experience by trying to improve that situation. Therefore, the
tool addresses the necessary profiling or customization required by other aiding docu-
ments (frameworks, KPIs, etc.) but in a way in which the manager can simply use the
same suggested policies and progressions as a way to define the current company’s
profile and strategize on how to improve where they consider necessary.

5 Discussion

The main result of this paper is a tool that guides a company manager through a self-
assessment and a cyber resilience strategic planning. This tool could contribute by giv-
ing some insight on how the natural progression of cyber resilience policies commonly
looks and what specific states are common to go through when implementing one of
these policies.

As discussed during this article there is usually scarce information on how the policy
starts when first implemented by a company and how it progresses until it reaches the
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most advanced state. Therefore, the descriptions of the initial state and natural progres-
sion of companies could be useful in three different scenarios:

1. When a company is starting a cyber resilience operationalization process from the
very first steps because it describes in a realistic way the most common first mani-
festations of the policies.

2. When a manager wants to assess the current state of cyber resilience in a company
with limited knowledge and experience in the field because managers can probably
relate the current situation to these empirical descriptions.

3. And, when a manager wishes to plan at a strategic level what the next steps of the
company should be because once the manager has identified the current maturity,
the next levels can be set as goals to aim for, and the descriptions of these next levels
should serve as insight on how to achieve them.

Building cyber resilience should also help companies face the current cyber scenario
by making them flexible and adaptable towards the possible cyber incidents they may
suffer. The adaptability associated with the cyber resilience capability can make com-
panies better at continuing their operations despite adverse events. In other words, the
process of building cyber resilience by strategically implementing cyber resilience
should in turn increase the ability of a company of being “safe-to-fail”.

Moreover, the results of this paper can be combined with previous research on the
prioritization of the cyber resilience policies [11, 28]. These studies have attempted to
define the priorities of the domains and policies in the presented cyber resilience frame-
work by proposing implementation orders. Although the progression model can help
assess the current maturity state of a company and plan future implementations, the
implementation order is still necessary to prioritize the policies and decide which poli-
cies to start implementing for the most effective results. Having just the progression
model while making the strategic plan would be an improvement over having just the
list of policies but would still just have partial information on effective ways to priori-
tize. Where the progression model contributes the most is when defining actions to start
the implementation of a policy or to improve upon an existing implementation, but the
decision on which policies to implement first should be taken with the aid of an imple-
mentation order. Therefore, by combining the implementation order and strategic plan-
ning of cyber resilience operationalization, companies should have powerful tools to-
wards an effective cyber resilience operationalization.

As limitation to this study, the experts’ vast experience does not overcome their cul-
tural baggage nor the limited sample size. Most of the experts were from the same ge-
ographical area, the Basque Country, Spain, an area rich in manufacturing companies.
This cultural background could potentially affect their opinions on how the policies
progress. For similar reasons, the opinions of a sample of 11 experts may not be gener-
alizable to all companies, and further research should attempt to replicate these results
with more experts and from more varied cultural backgrounds to increase the sample
size of experts and to statistically validate the results obtained in this study. Further-
more, these results should also be validated and iteratively improved through testing in
real situations to enrich the obtained results.
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6 Conclusions

This study proposes a strategic planning and self-assessment tool based on a progres-
sion model built with data collected from semi-structured interviews to 11 experts. The
usage of this tool intends to aid companies by structuring their strategic planning to-
wards realistic goals found in the descriptions of the natural progression of policies that
the progression model provides. Correct strategic planning is key to build cyber resili-
ence in a cyber scenario that is noticeably dangerous for all types of companies, but
especially for the ones that cannot afford to not be prepared for an unforeseen cyber
incident such as SMEs.

Therefore, the tool is meant to help companies build cyber resilience capabilities by
facilitating the process of self-assessing their current state while at the same time
providing ideas on how to progress. The same tool lets companies set goals and define
action plans in order to further assist them in the strategic planning.

Future lines of research should try to mitigate this study’s limitations by attempting
to replicate the results with more experts and with experts from different cultural back-
grounds. Moreover, these results should also be tested in companies to iteratively im-
prove the results by empirical trial and error that often highlights unforeseeable
nuances.
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