
HAL Id: hal-03759112
https://inria.hal.science/hal-03759112v1

Submitted on 24 Aug 2022

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

Software Assisted Privacy Impact Assessment in
Interactive Ubiquitous Computing Systems

Alfredo Pérez Fernández, Guttorm Sindre

To cite this version:
Alfredo Pérez Fernández, Guttorm Sindre. Software Assisted Privacy Impact Assessment in Interactive
Ubiquitous Computing Systems. 18th Conference on e-Business, e-Services and e-Society (I3E), Sep
2019, Trondheim, Norway. pp.60-71, �10.1007/978-3-030-39634-3_6�. �hal-03759112�

https://inria.hal.science/hal-03759112v1
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


 
 
 
This document is the original author manuscript of a paper submitted to an IFIP 
conference proceedings or other IFIP publication by Springer Nature.  As such, there 
may be some differences in the official published version of the paper.  Such 
differences, if any, are usually due to reformatting during preparation for publication or 
minor corrections made by the author(s) during final proofreading of the publication 
manuscript. 
 
 
 



Software Assisted Privacy Impact Assessment in
Interactive Ubiquitous Computing Systems
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Abstract. Developing ubiquitous computing systems in compliance with
the data protection regulation is a difficult task. The European Gen-
eral Data Protection Regulation requests system developers to apply a
privacy-by-design methodology and perform privacy impact assessments
throughout the whole development life-cycle. Our proposal is a software
assisted process framework that facilitates the analysis of privacy impli-
cations in ubiquitous computing systems. This software has been evalu-
ated with students and ubicomp experts.
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1 Introduction

Through history, different advances in technology have tended to facilitate the
flow of information of any kind, including personal information. Probably, one
of the first and most cited references that confirm this idea is the law review
article written by Warren and Brandeis in 1890, The Right to Privacy, where
they say: “Instantaneous photographs and newspaper enterprise have invaded
the sacred precincts of private and domestic life” [32]. Personal computing and
the advent of the Internet also supposed a threat to personal privacy since the
beginning, as David and Fano mention: “If every significant action is recorded
in the mass memory of a community computer system, and programs are avail-
able for analyzing them, the daily activities of each individual could become
open to scrutiny” [6]. The last great revolution of technology we are witnessing
is the Internet of Things (IoT) and it is also raising the concern among the
population [4]. The public administration is aiming at maintaining the situa-
tion under control by hardening privacy regulations. The new European General
Data Protection Regulation (GDPR) (https://www.eugdpr.org/) is applicable
from May 25th 2018 and it requires system developers and engineers to ac-
quire a privacy-by-design (PbD) approach during the development and conduct
privacy impact assessments (PIA). However, engineers are not given concrete
indications of which steps, operations or methods should be used to accomplish
that [3, 20, 28]. The focus now is to find strategies to operationalize PbD but
there is still a gap between the set of principles and the specific tasks that
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need to be performed [15]. This gap is even more pronounced if we look at IoT
and ubiquitous computing scenarios, since most of the proposed frameworks are
developed with PC-based applications in mind, not necessarily suitable for a
situation where much of the user’s interaction with information systems will
be through surrounding smart things. Even though there are a large number of
methods, models and frameworks designed to guide developers in the analysis
of privacy threats in many different scenarios, we find that not many of these
tools have been implemented in software to automate the process. Our contribu-
tion is a software implementation of the Privacy Aware Transmission Highway
(PATH) [25] process framework. This assistant facilitates the evaluation of pri-
vacy risks in interactive ubiquitous computing scenarios. This software has been
evaluated with students and experts in ubiquitous computing systems.

In Section 2 of this paper, we analyze the related work on frameworks for
supporting privacy-by-design in HCI and ubiquitous computing. Section 3 gives
a brief description of our research methodology. We describe our proposed frame-
work and the adaptation to the software platform in Section 4. Section 5 shows
the scenarios used for the evaluation of our framework. In Section 6 we show the
result of the evaluation. Finally, Section 7 provides some concluding remarks.

2 Related Work

Iachello [11] identified existing privacy frameworks and methods in the field of
HCI, grouped as guidelines [8, 9, 17], process frameworks [7, 12, 31] and model
frameworks [13, 18,30]. STRAP [12] and PriFs [31] focus specifically in require-
ments elicitation combined with goal oriented analysis methods [5, 16]. Spieker-
mann [29] proposes a framework specific to RFID to identify privacy vulnerabil-
ities based on previously defined privacy targets. Inah Omoronyia [21] developed
PSatAnalyser a software tool to assist the analysis of smart objects based ar-
chitectures from a privacy-by-design perspective. The Software Assurance Tech-
nology Center (SATC) developed a software tool [33] that made use of natural
language processing techniques to analyze the quality of the requirements doc-
ument based on the structure of the sentences that described the requirements.
They compiled a list of quality attributes that could be measured following this
approach. Natural language processing has been proposed, as well, to analyze the
privacy policies [1] with respect to vagueness with the objective of estimating the
perception of privacy risks by the users of the system. In February 2018, the Com-
mission Nationale de l’Informatique et des Libertés (CNIL) released a template
to conduct a PIA on an IoT based scenario assisting the evaluator through a mul-
tiplatform application (https://www.cnil.fr/en/privacy-impact-assessment-pia).
Even thought the templates system provides guidance with respect to the type
of information that is needed in order to conduct the PIA, the system does not
perform any type of automated verification or validation of the entered informa-
tion, other than checking that there are no empty fields and providing guidance
to the user on how this information should be elaborated. There are a number
of limitations in the existing solutions, including, lack of evaluation in real-case
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scenarios, focus outside of ubiquitous computing scenarios and limited process
automation.

3 Research Method

The Design Science Research Methodology (DSRM) [22] has been used to con-
duct our research, since our motivation was not limited to gaining understand-
ing of privacy-by-design as phenomena, but also to generate an asset that could
be used by system engineers to ease the development and analysis of privacy
aware ubiquitous computing systems. Our approach is to conduct the six ac-
tivities of DSRM following the nominal sequential order: problem identification
and motivation, specifying the objective of the solution, design and development,
demonstration, evaluation and communication.

– Problem identification and motivation: Our initial experience, the anal-
ysis of the literature and the findings after iterating over the research process
indicate that operationalizing PbD cannot be considered a straightforward
process and needs to be assisted in some form.

– Specifying the objective of the solution: The overall objective of our
research is to develop an asset that can be used by system engineers in the
analysis and implementation of ubiquitous computing systems. This objec-
tive is divided into two, describing a process framework to guide the engineers
and implementing a software that facilitates following such a process.

– Design and development: The requirements of the process and the soft-
ware tool are elicited taking real case scenarios as examples. To do that,
we contacted a group of experts and system engineers. The requirement for
selecting the candidates was that they needed to be involved on the devel-
opment of a ubiquitous computing project, excluding system engineers and
developers of classical computer based applications. The feedback obtained
from the evaluations is used to improve the design of the PATH framework.

– Demonstration: To demonstrate the usability of the PATH framework and
the PATH assistant, we apply it to a case study application of our own, a
prototype implementation of a body coupled communication (BCC) [35]
device.

– Evaluation: The evaluation of the PATH assistant takes place in the form
of empirical experiments where experts apply it to their own projects. The
PATH framework is also evaluated in comparison with other benchmark
frameworks (the results of this study are pending publication).

During the different iterations, we have constrained our research with two main
assumptions. First, we consider the reference model proposed by Ziegeldorf [34]
as a starting point, if there is a privacy incidence in a ubiquitous computing
scenario it has to take place as the result of the interaction between the user and
the surrounding smart things (which we prefer to call interaction mechanisms).
And second, the reason why that privacy incidence is caused by an interaction
mechanism is because of one or more of its attributes.
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4 The Software Assistant

As a proof of concept, a software assistant has been implemented following the
guidelines of the Privacy Aware Transmission Highway (PATH) framework [25].
The PATH framework consists of four phases that are applied iteratively during
design and development: goal-oriented analysis (GOA), elaboration and incor-
poration of the Privacy Related Interaction Vocabulary (PRIV), PRIV based
evaluation and iteration.

4.1 Goal-oriented analysis

The PATH assistant starts by requesting the participant to introduce a textual
description of the project with the objective of identifying implicit over specifica-
tions of the interaction mechanism [26]. The text of the description is compared
against a reduced database with preselected interaction mechanisms. This de-
scription is compared against the database of interaction mechanisms to identify
potential over specifications(Figure 1). If the PATH assistant detects that the

Fig. 1. Screen capture of the automated goa for the high level description of the ap-
plication

description includes an implicit over specification a warning is displayed with the
corresponding term highlighted (In the example given, the expert is introducing
an over specification that the application needs to use GPS signals to detect the
user’s location). The interaction mechanisms are selected separately from a list
(or included if they are not present) (Figure 2).

4.2 Privacy Related Interaction Vocabulary

After the GOA phase, a list of attributes for each interaction mechanism are
presented to the user (Figure 3). The user selects those that are applicable to
the scenario that was described during the GOA phase. If an attribute of an
interaction mechanism is identified, it can be added to the list at this point and
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Fig. 2. Selection of the alternative interaction mechanisms

it will be considered for the rest of interaction mechanisms. The attributes of
the interaction mechanisms can be ranked from 1 (very low) to 5 (very high)
depending on how they are estimated by the user.

Fig. 3. Estimation of Interaction Mechanism Attributes

4.3 Privacy Impact Assessment

After the value of the attributes have been estimated for each interaction mech-
anism, another estimation is given for the likelihood of that attribute impacting
negatively on users’ privacy. The PATH assistant summarizes a chart with the
given values and calculated uncertainties that can lead to privacy threats (Figure
4). Those controversial attributes that present more disagreements and uncer-
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tainty are more relevant candidates to be investigated in a user evaluation with
a prototype.

Fig. 4. Overview of attributes estimation (Summary) and uncertain attributes that
have an impact on privacy (relevance)

4.4 Iteration

Based on the findings from the PIA, it should be possible to replace or mod-
ify the interaction mechanisms or their implementations so that the impact on
user’s privacy is minimized. After any change is made in the design or the im-
plementation of the system, a new iteration needs to be done to evaluate the
new changes.

5 Framework Evaluation Scenarios

The PATH assistant has been evaluated with eight experts in four different
scenarios, the Body Coupled Communication Based Shopping, the Adressapark,
the Museums Visitor Tracker and the Location Based Sound Player.

5.1 Body Coupled Communication Based Shopping Scenario

The Body Coupled Communication (BCC) [23,35] Based Shopping [14] is a user
scenario utilized at Linköping University (LiU) to frame their research. In this
scenario, a retail store customer holds a BCC enabled wearable or mobile device
that receives random product information when she touches a smart tag situated
in the shelf next to the product label (Figure 5, left).
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Fig. 5. Left, A customer retrieving product information in the BCC Shopping Scenario
(Image facilitated by Acreo, Ri.Se, Linköping University), Right: Scene of a typical use
case scenario of the Adressa Park (Image facilitated by Institutt for Elektronikk og
Telekommunikasjon, IET)

5.2 Adressaparken

Adressaparken [19] is an interactive media space developed as a collaboration
between the municipality of Trondheim (Trondheim kommune), the regional
newspaper Adressa (Adresseavisen), and the Norwegian University of Science
and Technology (NTNU). An audiovisual storytelling content is projected on the
ground while the user walks near the area (Figure 5, right). A set of 12 boxes
contains different sensors (temperature, air, light, sun, noise and pollution) and
each box holds a Raspberry Pi v2 with an attached night vision infrared camera.

5.3 Museum Visitors Tracker

The Museum Visitors Tracker project was originated as a collaboration between
the Technology Transfer Office (TTO) at NTNU and the Science Museum in
Trondheim (Vitensenteret). Vitensenteret had already implemented a computer
vision system to track visitors and estimate their engagement based on their
facial expression (Figure 6). The goal was to implement a privacy-friendly track-
ing system to obtain statistical information about visitors (age range, gender
and preference group) linked to the engagement metrics (time spent) for each
exhibition. To achieve this goal, it was planned to evaluate the use of BCC as
an interaction mechanism in a similar way as proposed by [24]

5.4 Location Based Sound Player

A do-it-yourself (DIY) practitioner started a personal project to conceptu-
alize an augmented noise application [10] similar to the echoes app (https:
//www.echoes.xyz). The idea of the project was to create a collection of ge-
ographically tagged sounds that could be played when the user had visited the
associated locations. Since the project was at an early stage only a few high
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Fig. 6. Example of visitors tracking based on computer vision and facial expression

level decisions were specified. Whether the sounds had to be played immedi-
ately without supervision of the user or not was to be decided in later stages of
development.

6 Evaluation results

In our evaluation of the GOA phase with the PATH assistant, two of the eight
experts introduced a high level description of an application that was detected
by the system as over specified, one for the BCC Shopping (for the term BCC)
and one for the Location Based Sound Player (for the term GPS). A total of 24
interaction mechanisms were selected by the experts, an average of three each.
For the attributes estimations a total of 216 attributes estimations were given
by the eight experts. Each estimation ranged from 1 (very low) to 5 (very high).
They gave an average estimation of 3.59 with a standard deviation of 1.27 for
customer related attributes (CA), intentionality, visibility, precision and under-
standability, and an average estimation of 2.57 with a standard deviation of 1.63
for non customer related attributes (NCA), continuity, mutability, segmentation,
directionality and mediation (Figure 7). From the given attribute estimations, 38
(18%) were accounted as a strong disagreement. We consider a strong disagree-
ment in the estimation of two attributes when two team members give opposed
values (high or very high against low or very low). If the team members partic-
ipate in the same project, the disagreements are considered internal and, if the
project is different, the disagreements are considered external. In the Adressa
Park four experts participated in the evaluation. Three of them, selected video
recording as interaction mechanism, since that was already specified as a require-
ment for the project. From the nine estimations they assigned to the attributes,
five were in disagreement with the estimations provided by the rest of the team
(internal disagreements)(Figure 8).
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Fig. 7. Overall 216 attribute estimations provided by the experts

Fig. 8. Attribute estimations for the video recording interaction mechanism provided
by the Addressaparken team.
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The experts gave a total of 24 estimations for the impact on privacy. The
average for the CAs was 3.6 with standard deviation 1.27. The average for the
NCAs was 2.57 with a standard deviation of 1.63 (Figure 9). As can be observed

Fig. 9. Average estimated attributes and average estimated privacy impact

from the difference in the standard deviation, experts tend to disagree more when
estimating attributes or impact on privacy for NCAs. Another observation is that
estimated impact on privacy on CAs is lower than the estimated corresponding
attribute, while the behaviour is the opposite for NCAs, where estimated impact
on privacy is higher than the corresponding estimated value of the corresponding
attribute. Our interpretation of this phenomena is that the practitioners tend
to give lower values to attributes that are more difficult to understand. We also
conclude that terms they understand less are associated with higher risks.

7 Conclusions and Future work

In this paper we have demonstrated our approach to automate the PIA of ubiq-
uitous computing systems. We have observed that it is possible to assist the
process of over specification detection based on the analysis of high level sys-
tem descriptions. Disagreements in the estimation of interaction mechanisms
attributes can be used, as well, as indicators of uncertainties in the PIA of a sys-
tem. Our prototype, the PATH assistant, only includes a basic search through
a small database to identify names of interaction mechanisms. A much better
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performance in the automated detection of over specified requirements could
be achieved by incorporating a more thorough natural language processing [27].
Elaborating new terms that can be incorporated to the PRIV is a difficult task
since the attributes of the interaction mechanisms are not easily perceived and
some are not so applicable to the privacy domain. We are considering the incor-
poration of two new terms in the initial PRIV, wearability (when the interaction
mechanism is being carried by the user and this could expose the location of
the user, i.e. RFIDs used in clothes) [2] and personability (when the interaction
mechanism is tightly associated with a person or group of people, their identi-
ties or personal information, i.e. mobile devices are innocuous when bought new
but, as they are used, they absorb more and more personal information after the
user logs in with different accounts, synchronizes the device with other previous
devices or take some pictures) [18]. The current implementation of the PATH as-
sistant is in the process of being adapted as an Asana (https://www.asana.com/)
plugin. It makes use of the project description to detect potential over specifica-
tions and generates a report based on identified risks for user’s privacy caused
by different interaction mechanisms. This implementation will be used for future
empirical evaluations with experts and students.
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26. A. Pérez Fernández and G. Sindre. Mitigating the Impact on Users Privacy Caused
by over Specifications in the Design of IoT Applications. Sensors, Special Issue
Security, Privacy, and Trustworthiness of Sensor Networks and Internet of Things,
19(19):4318(1–20), Oct. 2019.

27. G. Sizov. Automating Problem Analysis Using Knowledge Extracted from Text.
2017.

28. S. Spiekermann. The challenges of privacy by design. Communications of the
ACM, 55(7):38–40, 2012.



Privacy Impact Assessment in Ubiquitous Computing 13

29. S. Spiekermann. The RFID PIA Developed by Industry, Endorsed by Regulators.
In Privacy Impact Assessment, Law, Governance and Technology Series, pages
323–346. Springer, Dordrecht, 2012.

30. S. Spiekermann and L. F. Cranor. Engineering privacy. IEEE Transactions on
software engineering, 35(1):67–82, 2009.

31. K. Thomas, A. K. Bandara, B. A. Price, and B. Nuseibeh. Distilling privacy
requirements for mobile applications. In Proceedings of the 36th International
Conference on Software Engineering, pages 871–882. ACM, 2014.

32. S. D. Warren and L. D. Brandeis. The right to privacy. Harvard law review, pages
193–220, 1890.

33. W. M. Wilson, L. H. Rosenberg, and L. E. Hyatt. Automated analysis of require-
ment specifications. In Proceedings of the 19th international conference on Software
engineering, pages 161–171. ACM, 1997.

34. J. H. Ziegeldorf, O. G. Morchon, and K. Wehrle. Privacy in the Internet of Things:
threats and challenges. Security and Communication Networks, 7(12):2728–2742,
2014.

35. T. G. Zimmerman. Personal area networks: near-field intrabody communication.
IBM systems Journal, 35(3.4):609–617, 1996.


