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Abstract. Virtual enterprises (VE), is well-known to make use of open innova-

tion to achieve competitiveness, through innovation on product development. 

However, its limited resources, combined with the innovation resulted from the 

diversity of partners involved, rises some challenges to its management, specifi-

cally regarded with risk management. To fulfill these requirements, risk manage-

ment’s models, have been conceived to assist managers, on preventing threats 

with such risks, although without adequately incorporate the influence of each 

process domain on product development, as well as the subjectivity regarding 

human perception. In order to consider these issues, this work presents an ap-

proach, supported by fuzzy logic, to assess the risk’s level on product develop-

ment in an open innovation context. The model robustness, will be assessed 

through a case study, where it will be also discussed the benefits and challenges 

found. 

Keywords: Collaborative Networks, Open Innovation, New Product Develop-

ment, Risk Management, Fuzzy Logic 

1 Introduction 

The uncertainty with the economic context, and the market competition as well, have 

pushed companies to find ways to survive [1]. Based on works, found on literature, 

innovation should exist on new product development (NPD), so the organizations, can 

reach competitive advantage in the existed (or even new) markets [2].  

In this context, a VE (virtual enterprise) arises as an (temporary) organization’s al-
liance (on collaborative context), with the purpose of sharing different assets, namely 

mailto:ricardosimoessantos84@ua.pt
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resources (e.g. materials, equipment, etc.) and competencies, to develop products that 

provides a better answer to the  opportunities that might appear on market [3]. 

However, NPD it is not an easy task, especially for VEs, given the existence of 

several risks, regarding the different processes of each component/phase of the product.  

Thus, and to benefit from the collaborative network, it’s suggested the use of suita-

ble risk models in an OI (Open Innovation) context, since that OI operates essentially 

in a collaborative context [4]. However, there is few risk assessments approaches on 

literature, related to the application in OI’s context on behalf of NPD [2-3]. 

Furthermore, the choice of the OI’s “right” actor/partner, allows the risk’s minimi-

zation on each product process, and therefore, the minimization of the global risk of the 

product development, assuming therefore, one of the proposes to develop such ap-

proaches. On these context, risk management, could support VEs to mitigate unwanted 

risks that can jeopardize the success on NPD [5], by using it as a procedure to identify, 

evaluate, watch and also report, all the risk’s involved here, regarding the probabilities 

of occurrence and also the impact as well. The evaluation and the assessment of each 

risk, allows the elaboration of a set of procedures to reduce the impact of  any negative 

effects that might appear [4]. Based on common practices, on behalf of project man-

agement applications, there are on literature, several risk assessment approaches, that 

can be identified, namely; DT (Decision Trees), FTA (Fault Tree Analysis) [4], FMEA 

(Failure Mode Effects Analysis) [5], AHP (Analytic Hierarchy Process) [6] and RDM 

(Risk Diagnosing Methodology) [7], among others. However, there are works that re-

lates innovation with product development. An example, is found on [3], regarding the 

development of a risk-based technology management approach, by considering both 

innovation and product delivery quantitative objectives,  with the aim of tracking and 

the monitoring them, during its life cycle. In [8], are identified some of the risks, com-

monly appeared on open innovation projects, related to a set of situations, such as the 

leakage within market information, the external technology dependence, the difficulties 

arise with the protection of the intellectual property, among others. Still regarding the 

intellectual property protection, in [9], it is highlighted several factors related to this 

issue. Among the risk models existed on literature, is the work of [9], with focus on the 

integration of costumer’s risk assessment in NPD, or the work from [10], where it was 

designed an approach based on an open-source software to provide early warnings, as 

well as their mitigation.  

Despite the existence of several methods found on  literature, there are few ap-

proaches, related to risk management on VEs, where it’s intended to explore a possible 

existence of influence between the processes involved on the development of the prod-

uct, by also including at the same time, the human perception on defining each risk 

based on its probability of occurrence and impact as well [11]. Thus, in this paper, it 

will be presented an approach to incorporate such issues, where on Section 2 it’s de-

scribed the research method, followed by  Section 3, which describes the validation 

method of the approach, proposed in this work. Section 4 ends up with the conclusions 

and some future work recommendations. 

https://en.wikipedia.org/wiki/Business_opportunities
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2 Research Method 

2.1 Proposed Approach 

According to what was referred before, it was developed an approach to asses and ac-

count, an eventual relationship regarding the risk related to each project (concerning 

the development of each individual component/system product by considering different 

domains) and the risk, associated to each VE’s domain, as an organization created to 

develop the product. Based on [2-3][5] and [11], it’s shown on Fig.1, the risk taxonomy 

adopted, regarding Process and Product Risk levels. 

 

Fig. 1. Adopted risks (adapted from [11]) 

The execution of a project (with success or not), might have impact on several do-

mains of each organization, in particularly on VE [2-3][11]. Considering, that each pro-

cess, regarding to a product’s system component, has a development project involved 

and therefore a risk associated to it, the correspondent Project Risk Management 

(PRM), can be considered as part of the VE’s Risk Management (VERM), responsible 

for the NPD (Fig. 2). 

 

Fig. 2. Hierarchical risk level relationship between PRM and CRM 
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Furthermore, the Process Risk of a given process n (PrRn), is obtained by consider-

ing the risk achieved on its several domains, such as the Cn (Cost), Pn (Performance), 

Sn (Schedule), etc. Thus, and by knowing that each PRM, assesses its correspondent 

process through it’s different domains (cost, time and performance), each PRM regard-

ing each process can be linked to the VERM, through the product development, which 

is considered as the origin of the VE. 

Therefore, some studies (e.g. [6][12]) suggests that a given process’s risk, can in-

fluence the risk value of the VE’s overall PR (Product Risk) on its different domain. 

Thus, in study we have considered the following ones, namely, S (Strategic), O (Oper-

ations) and F (Finance) .  

The need of qualifying and even quantifying this influence, is to predict a possible 

effect from a given process n to the VE’s behavior, through the transition from a current 

phase into a new one, which results through its application [5]. The categories of the 

risk mentioned here, i.e., S (Schedule), P (Performance) and C (Cost), are presented 

and discussed on [2-3][7][12], as a set of risk elements that normally concerns the pro-

ject management. Thus, and based on [2-3][6-7], the process risk was defined, as: 

• S (Schedule): Accomplishment degree of the timeframe, in order to fulfill the dead-

lines of the project, according to the initially planned [2]. 

• P (Performance): Degree of accomplishment, regarding the technical and business 

goals, related to the project, based on the outputs of the process [6]. 

• C (Cost): Degree of accomplishment, regarding  budget constraints, related to the 

project [3][7]. 

Each project, in this way, can impact the corporate risk of the organization, through 

their associated domains with it (e.g. O (Operations), S (Schedule), F (Finance), E (En-

vironment) and IS (Information Systems)). 

In this case, and as product (VE) domains, it was considered the following ones: 

• Strategic risk (S): Related to errors that might be occur, such as a product’s tech-

nology that might not satisfy the consumer’s requirements [3][7]. 

• Operational risk (O): Regarding the deployment of the process, which includes 

some of the problems associated to the distribution and also the procurement (e.g. 

delay related to the production with the product to be launched on market) [2]. 

• Financial risk (F): Resulted from the product financing (VE) (e.g. access to working 

capitals, foreign exchange rates, interest rate risk), liquidity problems (e.g. credit 

risks), among others. [1-2]. 

Apart from the domains presented here, this model can be also expanded into other 

risk categories. 

 

2.2 Model’s Architecture 

The model presented here, was developed according to the concept of NPD (Fig.2), and 

it’s based on a single method to include the uncertainty and ambiguity of human per-

ception on risk assessment (Fig.3) regarding product development. 

Therefore, and according to the relation described before (Fig.2), the method de-

scribed here, recurs to fuzzy logic to perform an analysis (quantitative and qualitative) 
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of PR’s assessment in an OI context. This is performed by integrating process and prod-

uct development risk levels as unique approach.   
 

 

Fig. 3. Proposed model. 

The 1st level, has the purpose of assessing the PRn (process risk by considering a 

given process n), while the 2nd level, assesses the PR (product risk) level, by considering 

the InfPRPrn (influence related to each process n ) on the PR (product’s risk) (Fig.3). 

Regarding each process risk type, considered on Fig.1 (i.e. S (Schedule), P (Perfor-

mance) and C (Cost)), there is an individual risk (-RPrn), related to each product’s pro-

cess n, which is obtained from each correspondent -IPrn (expected impact) and  its cor-

respondent -PPrn (probability of occurrence) considered here (Fig.3), namely.: 

                                                  
Pr Pr Pr.n n nSR SP SI=                                                     (1) 

                                                  
Pr Pr Pr.n n nPR PP PI=                                                     (2) 

                                                  
Pr Pr Pr.n n nCR CP CI=                                                    (3) 

Based on Figs.2 and 3, the Process Risk (PrRPrn) related to a given process n, is 

obtained by gathering all of the risk categories referred here, namely: 

                                        
Pr Pr Pr PrPr . . .n SR n PR n CR nR SR PR CR  = + +                              (4) 

Through Fig. 3, there is a set of weights ( )
Pr nR−

 each one corresponded to a process 

risk category, namely Schedule (S), Performance (P) and Cost (C). Such weights, 
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satisfies the following condition: 

                                        
Pr Pr Pr

1
n n nSR TR CR  = + +                                                    (5) 

A possible influence, concerning each process risk n (PrRPrn), related to each PD 

(product development domain), is also accounted in this model by considering the ex-

istence of an expected impact variable (-𝐼𝑃rn→PD), that affects one (can be more) product 

domains. In this work, we have accounted 3 product development domains, on  behalf 

of the VE considered here, i.e.: S (Strategic), O (Operations) and F (Finance). Based on 

the risks C (Cost), S (Schedule) and P (Performance), it was obtained a set of values of 

impact, regarding each product development domain (-I𝑃rn→PD) considered here. For 

each product development domain (PD), and based on the risk manager’s perception, 

only one value is selected, among the different values of influence, from each impact 

value (-I𝑃rn→PD) for each process domain, namely; Schedule (S), Performance (P) and 

Cost (C). Thus, and for each product domain, fuzzy logic is used based on a set of 

qualitative (linguistic) variables and inference rules, in order to achieve the correspond-

ent values of -I𝑃rn→PD. The variable Ind_Inf𝑃rn (indirect influence of a given process n) 

on each product domain, is obtained by accounting the maximum value of 3 impact 

values regarding each product domain (-I𝑃rn→PD), obtained before, i.e.: 

                Pr Pr Pr Pr Pr Pr_ max , , ,..., , ,PRn n S n S n S n O n O n OInd Inf SI PI CI SI PI CI→ → → → → →=                (6)                                   

The direct influence, resulted from the impact of each process domain, is also con-

sidered here, to account the possible impact of the resources used on each process, over 

the resources applied on the NPD context, in terms of its availability. 

Therefore, the  process domain that brings more impact, allows the definition of the 

direct influence, regarding a certain process n (Dir_Inf𝑃rn), which is defined, by obtain-

ing the maximum of the 3 values mentioned above, namely: 

                                          Pr Pr Pr Pr_ max , ,n n n nDir Inf SI PI CI=                                     (7) 

Thus, the total influence from a given process n on product development ( )PrnInfPR  

will be obtained through the sum of _ PRnInd Inf  with the 
Pr_ nDir Inf , i.e.: 

                                       
Pr Pr Pr ._ . _ .n n Ind n DirInfPR Ind Inf Dir Inf = +                                  (8) 

 The weights ωDir and ωInd,. are corresponded each one, to the direct and  indirect 

influence, with the purpose of ponder the relative importance, defined by the risk man-

ager for each one of the values achieved before. All of these weights, complies with the 

following expression/condition: 

                                                 
. .1 Dir Ind = +                                                          (9) 

Thus, the product development risk for each project n (PRPrn), is resulted from the 

combination of the P PR →PD (probability of occurrence of the  event), the I PR →PD (ex-

pected impact of PR in the organization) and the 
PrnInfPR (influence from the process n 

on product development), i.e.: 

               
Pr Pr. .n PR PD PR PD nPR P I InfPR→ →=                                      (10) 

With I PR →PD and  P PR →PD, being the external impact in a given product domain 

(PD) (I PR →PD) and the correspondent value of probability of occurrence (P PR →PD). Both 
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values, results from the selection of the maximum product value, regarding each prod-

uct domain (PD) considered here (i.e. S (Strategic), F (Finance) and O (Operations)), 

namely: 
 

       , max , ,...,PR PD PR PD PR S PR S PR O PR O PR PD PR PDI P I P I P I P→ → → → → → → →=                    (11) 

The Product Risk (PR), is therefore obtained from the contribution of each Process 

Risk (PrRPrn) considered, and according to its relative importance (ωPrn), i.e.: 

                                 
Pr1 Pr1 Pr2 Pr2 Pr Pr. . .n nPR PR PR PR  = + +                                        

(12) 

Where ωPr1, ωPr2 and ωPrn, are weights, used to define the relative importance for the 

process’s 1,2 and n. 

 

2.3 Fuzzy Deployment 

The risk levels, regarding the values of PrRPrn  and PR, results from each correspondent  

FIS (Fuzzy Inference System) (Fig.3) considered here and following a set of IF-AND-

THEN heuristic rules  (by impact category). Through Fig.3 and regarding the Process 

Risk Level, the FIS F1, follows the (1-3) expressions, related to the inputs -IPrn and -

PPrn, namely:                    

                                                
Pr Pr Prn n nR P I− − −=                                                        (13) 

Therefore, the heuristic rules, concerning the FIS F1 (Fig. 4), are defined according 

to the sentence: "IF -IPrn (Impact) is I AND -PPrn (probability of occurrence) is P , THEN 

the -RPrn (process risk) is R”. 

A similar logic, based on (10), can also be performed, for the PRPrn (Product Risk 

level), although, by also accounting the influence related to process n on product de-

velopment ( )PrnInfPR , i.e.:                              

                   
Pr Prn PR PD PR PD nPR P I InfPR→ →=                                       (14) 

Therefore, the heuristic rules, regarding FIS F3 (Fig. 4), can be stated as: "IF 

InfPR𝑃rn (Process n Influence on Product) is Inf  AND P𝑃R→PD (probability of occur-

rence) is P AND I𝑃R→PD (impact) is I THEN product risk level (PR) is PR (Fig. 3). 

The possible influence of the process n, regarding each VE domain, can also be 

accounted by recurring to FIS F2 (Fig.3), to perform the follow statement: "IF CI𝑃rn→PD 

(impact) is Ic AND PI𝑃rn→ PD (impact) is Ip AND SI𝑃rn→PD (impact) is, THEN the aver-

age value of process n impact over each one of the product domains -I𝑃rn→ PD is Inf”. 

 

2.4 Linguistic Variables 

Regarding the number of linguistic levels, and according to [11], it’s normally advised 

that this value should not exceed 9 levels, since it represents the limits of human per-

ception in terms of discrimination. Thus, and based on such recommendations, the lin-

guistic variables were established in order to not surpass 5 levels, with each one, having 

a pertinence function of the triangular type. For all the domains of the process’s prob-

ability of occurrence (-PPrn), on Table 1, are shown the pertinence functions.  

Similar table was also performed, by considering the probability of occurrence of 
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the product’s risk  (P𝑃R→PD). The pertinence functions, regarding the different expected 

impacts, considered for each process n (-IPrn), are presented on Table 2. 

Similar table was also used, related to the correspondent (and also expected) -𝐼𝑃rn→PD 

(impact values regarding each process domain over each product domain) considered 

in this work. On Table 3, it’s presented the pertinence functions, regarding the process 

risk (-R𝑃rn) for each process domain. Similar table was also considered for PRPrn. 

Table 1. Pertinence functions, regarding the probability of occurrence (P)  

 

Table 2. Pertinence functions, for each impact (I) and process domain  

 

Table 3. Pertinence functions, regarding the product risk level 

 
 

2.5 Software Implementation  

The inference rules, as well as the definition of the membership functions, was built, 

by using Matlab® Fuzzy Logic ToolboxTM (version R2016a) software, to develop and 

assess each FIS (Fuzzy Inference System) behavior.  
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All the three FIS, considered here (i.e. F1, F2 and F3), were implemented by recur-

ring to Mamdani’s inference system (Fig. 4), due to its wide acceptance on literature 

and better adaptation to human inputs[11].  

Regarding the Pr level, F1 has its inputs based on the -PPrn (Probability of occur-

rence), and its correspondent -IPrn (expected impact value),with the output, being the -

RPrn (Process Risk Level) related to each process domain considered. Regarding the 

implementation of FIS F2, it has on its inputs the expected impact variables SI𝑃rn→PD 

,PI𝑃rn→ PD  and CI𝑃rn→PD, where the output of F2 is -I𝑃rn→ PD (average impact concerning 

process n, related to each domain of the product).  
 

 
 

Fig. 4. FIS’s deployment on Matlab  
 

The inputs of FIS F3, are the variables P𝑃R→PD, I𝑃R→PD and InfPR𝑃rn, while the output 

consists of the variable product risk level (PR) from Process n (PR𝑃rn).  

Regarding the available defuzzification approaches, it was used the centroid 

method, for each FIS proposed in this paper, given its widely application ([11]).  
Regarding the FIS “F1”,  on Fig. 5, it is presented the surfaces, regarding each risk 

category (domain) of the process, considered in this work.  
 

           
                           a)                                               b)                                               c) 

Fig. 5. FIS’s surface, for each process level domain (F1) a) Schedule b) Performance c) Cost 

The differences achieved with the three obtained surfaces, are mainly resulted from 

the difference with the inference rules, regarding each domain considered, which allows 

the achievement of different output combinations regarding the same values of inputs. 

3 Case Study 

A case study was used to assess the model’s robustness, which was based on a VE, 

established in order to develop an electric vehicle in open innovation context, to achieve 

different innovations, with one of them related to its autonomy.  

This VE, is based on a collaboration network, formed by 14 partners, which in-

volves several industries and 2 research centers, regarding to each car part.  
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The purpose, was to share the resources, skills, and core competencies among the 

partners involved in order to obtain a set of innovations around the product develop-

ment, which includes a  better response to the market requirements, the reduce of time 

to market, and the increase of the credibility of the project to obtain the necessary funds 

from the European union and private investors. 

Other innovations have been achieved within the car and through the development 

of the different car’s components, essential to build the vehicle according to the pur-

poses of the virtual enterprise. From all the processes, involved on VE’s product devel-

opment, we have selected a set of 5 processes, which are presented on Table 4.  
 

 

Table 4. OI’s partners 
 

 

As it described on Table 4, each process is related to a given car (product) part, 

whose responsibility (in some cases), can be shared by more than one OI’s partner. 
Each process has different risk types, namely the performance (ex.: failure on meet-

ing a set of requirements defined to the traction control system), cost (ex.: unexpectable 

costs related to the car chassis) and schedule (ex.: non-compliance related to the dead-

lines with navigation (GPS) system design). 

Based on the model, presented on Fig.3, and regarding its application, a group of 

risk managers, each one, regarding each network partner (and therefore each process), 

have assessed the process involved here, on behalf of the 17 variables to use, and re-

garding the inputs of the model, shown on Fig.3. 

Thus, on Table 5 are described the same inputs, as well as the inputs, regarding the 

different weights. Such results, presented on Table 5, and based on qualitative (linguis-

tic) values, were further converted into a quantitative ones, by using a series of inter-

vals, to improve the analysis of the obtained results, concerning the 5 project considered 
here, including the overall product development  risk as well.  

Table 6, presents the main output values from the model, which includes the weight 

values (ωSRn, ωPRn, ωSRn), related to the process risk level, the weight values (ωDir, ωInd.) 

related to the influence of each process n and finally, the  weight values ωPrn, (regarding 

the product level) related to each process n.  

Based on the results presented on Table 5 and 6, we verify that the process nr. 3, is 

more likely to violate the initial budget, which brings more risk. However, and given 

its reduced influence over the product under development, the PR’s value from process 

number 3 (PRPr3) are small, with the contribution to the product risk, being even smaller, 

becoming almost neglectable, given the ωPRn (relative importance), defined by the risk 

manager. 
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Table 5. Inputs used and obtained outputs 

 

Table 6. Outputs, regarding the process and product risks  

 

The process that will bring more threats to the NPD’s manager is Pr5 (process num-

ber 5), due to its high risk’s value, which is achieved through PrRPr5, and also, by its 

influence over Product Risk, being therefore expressed through the risk on the product 

from PRPr5 (process number 5). This analysis, also allows to identify the process that 

has high risk, as well as the cause associated to it, with the purpose of studying new 

measures/actions to reduce the risk associated, even before the development of the pro-

cess number 5. Through the results referred above, it can be possible to reorder the 5 

process’s, by prioritizing them, based on the risks related  (PrRPrn). The process with 

more risk is number.5 (Pr5), followed by the processes Pr 3, Pr1, Pr 4 and Pr 2.  

4 Conclusions of the Work  
 

The aim of this work, was to develop an approach to evaluate the VE’s product risk, in 

an OI context, not only by accounting the different risks related to each process domain 

of the VE’s product, but also, by considering the possible influence regarding each pro-

cess risk on the VE’s overall risk through its different domains.  

The obtained results, allows to show the influence that each process can have on 

each VE’s domain, and therefore into its overall risk, being therefore an advantage, 

when compared to other methods, since it can assess the contribution (in terms of risk) 

of each process into to the VE’s overall risk. 

Furthermore, the approach developed in this work, allows the evaluation and prior-

itization of each process considered here, based on its risk. The method also provides 

information regarding the source of risk that contributes to the VE’s overall risk, allow-

ing therefore to identify the OI’s partner that contributes more to the VE’s overall risk.    
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Nevertheless, the deployment of FIS’s to evaluate the several risks considered here, 

have reduced the ambiguity and uncertainty, related with risk analysis.  

A future work should also analyze the risk concerning each individual activity as-

sociated to each process, by accounting the threats and the opportunities. 
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