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Abstract. With the increased use of computers and network systems in
a time of digitalization, the digital connectedness frames our daily life at
work and at home. To ensure secure systems, all computer users should
safely interact with these systems. Prior research indicates insufficient
cybersecurity awareness of home computer users who are also difficult
to reach as they are not necessarily part of organizational structures.
This study therefore investigates organizational, social and personal de-
terminants of an individual’s cybersecurity awareness and its influence
on cybersecurity behavior in the home environment, using partial least
squares structural equation modeling based on survey data. The results
show a low influence of the workplace and weak social influences, while
the study confirms a significant effect of personal initiative and a strong
effect of information systems knowledge on an individual’s cybersecurity
awareness. The results suggest that security strategies aimed at the gen-
eral public should focus on improving the knowledge and understanding
instead of making fear. The study provides valuable insights about cy-
bersecurity awareness and its determinants contributing to the field of
research. The findings can be used for reviewing cybersecurity strategies.

Keywords: Cybersecurity Awareness - Cybersecurity Behavior - Home
Computer User

1 Introduction

The trends of digitalization and increased interconnectedness have reached most
areas of the daily life. These trends enhance the risk of cyber threats such as
cybercrime or system failure. Computer users’ interactions with such systems
are critical to preserving a safe cyber environment as many of them do not
possess a deep understanding of computers or cyber threats [2,27,31,39]. While
the management of cybersecurity has started in businesses, home users are often
not aware of their responsibility [14,41]. Additionally, it demands the user’s
initiative to act secure [2,29]. The loosening of structures and decentralization,
for example in smart grids [21] or with mobile working [7], call for safe user
behavior in the home environment. Many studies have been conducted in the
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work context [7,12,18,25,33,38], the home user though has not received the same
attention in research. Therefore, the present study aims to understand what
factors influence a user’s decision making for a safe (or unsafe) cyber behavior
and to grasp what sources of information impact a computer user’s cybersecurity
awareness in his home environment.

The next section presents the theoretical background and the research model
developed. In section 3, the methodology used is presented, while the results of
the analysis are listed in section 4. A discussion of the findings (section 5) and
a conclusion (section 6) round off this paper.

2 Theoretical Background and Research Model

A home computer user can learn about cybersecurity from various sources. The
workplace of a user can function as a source by providing knowledge that the user
might transfer to his home environment. Many organizations distribute security
policies [18,25] or provide security training and awareness programs [12,18,41]
explaining the correct use and interaction with computers and systems con-
nected to the Web covering topics such as password management or phishing.
Two streams differentiate how such security measures are implemented. While
some authors suggest following the deterrence approach by creating fear-based
campaigns [12,22], other researchers call for skills-based measures [18,24,39]. An
all-encompassing approach towards cybersecurity in organizations is the promo-
tion of an information security culture. According to [37], an information security
culture should change employees’ values in order to promote an intrinsic motiva-
tion for safe cyber behavior. As an intangible concept, information security cul-
ture has an impact on security awareness [34] but is in return nurtured through
awareness [11,38]. In line with this, it is assumed that policy provision, security
training and an information security culture at the workplace influence the cy-
bersecurity awareness of a home computer user. The corresponding hypotheses
are:

Hla: Information Security Policy Provision (ISPP) in the individual’s
workplace is positively related to the individual’s Cybersecurity Aware-

ness (CSA).

H1b: Security Training and Awareness Programs (SETA) in the indi-
vidual’s workplace is positively related to the individual’s Cybersecurity
Awareness.

Hlc: Information Security Culture (ISC) in the individual’s workplace
is positively related to the individual’s Cybersecurity Awareness.

More informal determinants of a user’s cybersecurity awareness can be found in
the social environment of a home computer user. Especially since consequences
of cybersecurity incidents are not always visible directly or at anytime, stories
told by friends and family can act as vicarious examples and enhance a social
learning process for cybersecurity issues [5,23,31].
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International guidelines such as from the OECD [30] or national cybersecurity
strategies target the society and thus include home computer users. It remains
difficult though to reach out to those who are in loosely coupled structures [43].
Information provided by the public administration or reports distributed by the
mass media can highlight the importance of cybersecurity and deliver security
advice [18,29,31].

H2a: Family and Friends Influence (FFI) is positively related to the
individual’s Cybersecurity Awareness.

H2b: Mass Media Influence (MMI) is positively related to the individ-
ual’s Cybersecurity Awareness.

H2c: Public Administration Information (PAI) is positively related to
the individual’s Cybersecurity Awareness.

Compared to the work environment, a home user is required to be self-initiative
to learn about cybersecurity topics and take security-enhancing actions [2,29,39].
Being someone generally showing personal initiative is thus assumed to have a
positive effect on awareness. In this context, having previous information systems
knowledge is expected to be a strong determinant of cybersecurity awareness
[14,18,31].

H3a: Personal Initiative (PI) is positively related to the individual’s
Cybersecurity Awareness.

H3b: Information Systems Knowledge (ISK) is positively related to the
individual’s Cybersecurity Awareness.

Understanding an individual’s behavior or the factors influencing a decision to
act are hard to grasp. Behavioral models such as the Theory of Planned Be-
havior [1] or the Protection Motivation Theory [35,36] have been developed to
investigate the cognitive processes involved. In the Protection Motivation The-
ory, the threat appraisal and the coping appraisal represent the two sides of the
mediating process of an individual’s intention to protect something (or some-
one) from a threat [36,44]. Originally used for investigating health-related fears,
the components of the model have been used to study cybersecurity fears many
times [2,17,28,39,45]. Perceived vulnerability and perceived severity are elements
of the threat appraisal, while perceived self-efficacy, perceived response efficacy
and perceived costs constitute the coping appraisal. In the context of cyber-
security, the elements represent the understanding of a threat and the mental
process an individual goes through before deciding to behave securely or not and
therefore represent the construct of cybersecurity awareness (Hba-e).

H4: Cybersecurity Awareness is positively related to the individuals Cy-
bersecurity Behavior (CSB).

Figure 1 shows the research model summarizing the organizational, social and
personal determinants, the multi-dimensional construct of cybersecurity aware-
ness and cybersecurity behavior (for details, see [40]).
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Fig. 1. Research Model

3 Methodology

This study draws on common methods in the domain of cybersecurity aware-
ness and behavior research [2,18,29,39]. For the data collection, a survey was
conducted, while the data analysis was performed with partial least squares
structural equation modeling. Details about the analysis are given in section 4.

The data collection process encompassed a self-report online questionnaire
that was implemented via SoSci Survey, a Germany-based web tool for conduct-
ing online questionnaires [26]. Although using self-reported data can provoke
a social desirability bias [8,9], it allows to capture the respondents’ cognitive
process [4] which was essential for this study. By allowing an anonymous com-
pletion of the questionnaire for which the respondent was not required to leave
his familiar environment, the risk for social desirability bias was reduced [g].

The survey was sent out to employees of various organizations in Switzerland.
This mode of distribution was chosen to ensure that participants work, which
was necessary for being able to investigate the influence of the workplace. Or-
ganizations contacted are located in the French-, German- and Italian-speaking
parts of Switzerland and are active in areas such as educational, health and
social, IT-related businesses or public transport. The questionnaire was made
available in German, English and French.

After a data collection of about five weeks, a total number of 562 partici-
pants started the questionnaire. Removing the unfinished cases and the records
with more than 15% of missing data, suspicious response patterns and outliers
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as suggested by [16] results in 456 cases used for further analysis. Mean-value
replacement is applied for the remaining missing data. Table 1 shows some de-
mographic characteristics of the participants. A more detailed discussion of the
sample can be found in [40].

Table 1. Demographic Characteristics of the Participants

Demographicsin  |% n |%
Sex Total 4561100
Female 224(49.1

Male 227|49.8||Linguistic Region

Age German-speaking [116 [25.4
under 18 5 |1.1 ||French-speaking 327 |71.7
18-24 34 |7.5 ||Italian-speaking 6 |1.3
25-34 131|28.7||other / not CH 7 |15
35-44 101|22.1||Sector

45-54 109|23.9||Public Sector 410189.9
55-64 72 |15.8||Private Sector 25 15.5
over 64 3 10.7 [|Voluntary Sector 15 (3.3

The survey is organized in eight sections covering the personal, social and orga-
nizational determinants, the variables constituting cybersecurity awareness, the
construct of cybersecurity behavior as well as additional demographic questions
such as age, gender or language region. This results in a total number of 53
items, all constructed as closed questions, corresponding to statements to which
respondents indicate their level of agreement on a 5-point Likert scale. For three
items, different minimum and maximum values are used.

The measures for the fourteen constructs are all adapted from previously
validated constructs. A pretest was conducted to ensure the comprehensibility
of the questionnaire. Some items were reworded and others exchanged before
being subject of a second pretest. A general approach on cybersecurity actions
was chosen to get an all-encompassing point of view and to avoid technology
dependency and thus facilitate the repeatability of the study.

Information Security Culture, Friends and Family Influence, Information
Systems Knowledge are considered reflective. The remaining constructs, Infor-
mation Security Policy Provision, Security Training and Awareness Programs,
Mass Media Influence, Public Administration Information, Personal Initiative as
well as Cybersecurity Behavior are considered formative. Cybersecurity Aware-
ness is constructed as a reflective-formative second-order construct composed of
the first-order constructs Perceived Vulnerability, Perceived Severity, Perceived
Self-Efficacy, Perceived Response Efficacy and Perceived Costs. All constructs
and the corresponding items in their final version can be found in Table 5 in the
Appendix.
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4 Analysis and Results

The model was analyzed with partial least squares structural equation modeling
using the software SmartPLS 3.2.5 [32]. The analysis encompasses a first step of
assessing the measurement models and a second step of evaluating the structural
model. The analysis was conducted by following the guidelines proposed by [15]
and [16]. For significance testing, 5000 bootstrap samples were used. Addition-
ally, a mediation analysis was performed to investigate the awareness’ mediating
role.

4.1 Measurement Model Assessment

The proposed research model includes formative and reflective constructs, which
require a different assessment. For reflective constructs, internal consistency and
indicator reliability and the average variance extracted (AVE) are used to verify
convergent validity. A composite reliability (CR) value between 0.7 and 0.9 in-
dicates internal consistency reliability, higher values suggest high item similarity
[16]. For the AVE, values above 0.5 are desired. Indicator reliability is assessed
with the outer loading (OL) of the items, which indicate the strength of the path
and should exhibit values above 0.7. Items with an outer loading between 0.4
and 0.7 can be kept in the model, while indicators with a lower loading should
be removed [16]. All values are in the accepted ranges, except for Information
Systems Knowledge that exhibits values above the desired values (see Table
2). Discriminant validity is assessed with the HTMT criterion as suggested by
[15,19]. As all values are below 0.85, discriminant validity is established between
all latent variables (see Table 3).

Formative constructs are assessed by looking at the variance inflation fac-
tor (VIF) for collinearity issues and the relative importance of each indicator.
VIF values should be below five for all indicators. The items should exhibit
significant outer weight or, if not, manifest outer loadings above 0.5. Indicators
should be removed if neither the outer loading nor the outer weight is significant.
The values are shown in Table 2. The items MMI3 and PAI3 were removed for
further analyses. The reflective-formative second-order construct Cybersecurity
Awareness is evaluated in the same manner.

4.2 Structural Model Assessment

The structural model should exhibit no collinearity issues, indicated with VIF
values below five, which is the case for all latent variables in the model. Esti-
mated path coeflicients that take on values between -1 and +1 indicate positive
and negative effects one latent construct has on another. In the proposed model,
except for the paths from Information Security Culture and Security Training
and Awareness Programs to Cybersecurity Awareness, all coefficients are signif-
icant but exhibit great differences in strength. Information Systems Knowledge
has the strongest effect on Cybersecurity Awareness, while the other exogenous
variables show low to moderate effects (see Figure 2). The path coefficient from
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Table 2. Reflective and Formative Constructs

Reflective Formative
Item |OL |CR |AVE|Item |VIF |Outer Weight Outer Loading
l w t P l t P

ISC1 |0.728(0.799(0.507 ||ISPP1 |2.187|0.258 |1.288 ]0.198|0.843* |8.413 [0.000
ISC2 ]0.476 ISPP2 |2.187|0.794* |3.586 |0.000|0.985* |26.356|0.000
ISC3 |0.77 SETA1|1.871]0.722* |2.081 [0.037|0.965* |7.834 [0.000
ISC4 |0.825 SETA2(1.871|0.356 |1.154 |0.249|0.849* 4.508 |0.000
FFI1 |0.758|0.895|0.682||MMI1 [1.503|0.344 |1.278 [0.201|0.732* |3.337 [0.001
FFI2 |0.853 MMI2 [1.791]0.885* |2.786 |0.005|0.863* |4.706 |0.000
FFI3 |0.821 MMI3"(1.280(-0.471 |1.889 [0.059/0.033 |0.201 |0.841
FFI4 |0.867 PAI1 |1.752|0.914* |4.790 |0.000|0.976* |18.604|0.000
ISK1 |0.954|0.955|0.914||PAI2 (2.230/0.202 [0.992 |0.321|0.665* |4.350 |0.000
ISK2 (0.957 PAI3" [1.390(-0.251 |1.555 [0.120(0.105 |0.883 [0.377
PV1 |0.83 |0.874/0.698||PI1 1.826|0.353* |2.040 |0.041|0.782* |8.640 [0.000
PV2 |0.833 P12 1.891|0.538%* |2.866 [0.004|0.833* |10.476/0.000
PV3 |0.844 PI3 1.629|0.460* |2.798 ]0.005|0.775* |8.175 [0.000
PS1 ]0.708]0.864|0.682 || P14 1.366|-0.376*|2.487 10.013|0.214 |1.696 [0.090
PS2 |0.929 12% 1.069|-0.007 0.243 ]0.808|-0.136*|2.034 [0.042
PS3 |0.825 PS 1.060/0.047 |1.155 [0.248|0.161* |2.217 |0.027
PSE1(0.817(0.899(0.691 ||PSE  |1.645|0.747* |12.019|0.000|0.952* |49.290{0.000
PSE2 |0.833 PRE [1.305|0.310* |5.053 ]0.000|0.674 |12.690/0.000
PSE3 |0.852 PC 1.355|-0.125*%|2.063 ]0.039|-0.570 |10.116/0.000
PSE4 |0.822 CSB1 [1.312]0.225* |{3.003 [0.003|0.564* |7.955 |0.000
PRE1|0.566(0.825(0.546 ||CSB2 [1.396/|0.207* |2.780 |0.005|0.594* |9.237 [0.000
PRE2|0.742 CSB3 [1.310]0.507* |7.453 [0.000]0.811* {19.250/0.000
PRE3|0.819 CSB4 [1.373]0.160* |2.091 (0.037]0.595* {9.044 |0.000
PRE4/|0.801 CSB5 [1.137]0.070 |1.246 |0.213]0.257* |3.041 |0.002
PC1 |0.808(0.898|0.689||CSB6 [1.108|0.019 |0.458 |0.647|0.217* |2.987 [0.003
PC2 ]0.846 CSB7 |[1.063]0.104 |1.645 (0.100]0.214* |2.618 |0.009
PC3 |0.894 CSB8 [1.275(0.249* |3.254 (0.001]0.62* ]9.484 |0.000
PC4 |0.768 CSB9 [1.124]0.136* |2.079 |0.038]0.329* 4.392 |0.000

Notes: w = weight, | = loading, t = t-value, p = p-value; ,* p <0.5, " excluded item

Cybersecurity Awareness to Cybersecurity Behavior exhibits a moderate effect.
The R? values for Cybersecurity Awareness and Cybersecurity Behavior indi-
cate moderate explanation of the endogenous variables through the exogenous
constructs. By performing multi-group analyses (PLS-MGA [20]), differences for
users of different gender or language groups can be found. While women are
influenced by Mass Media but not by Public Administration Information, it is
the other way around for men (men: Pparscsa = 0.159, p = 0.008, Pyvr>csa
= 0.003, p = 0.467; women: Ppar.~csa = -0.005, p = 0.44, Pyivrscsa = 0.171,
p = 0.004). When comparing the German- and French-speaking people’s influ-
ences, the German-speaking are influenced by Security Training and Awareness
Programs and Public Administration Information, while the French-speaking are
not influenced (DE: Ppar.~csa = 0.180, p = 0.008; FR: Ppar~csa = 0.030, p
= 02287 DE: PSETA—>CSA = 0.142, P = 0.041; FR: PSETA—>CSA = —0.072, P =
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Table 3. Discriminant Validity - HTMT criterion

FFI (ISC (ISK [PC |[PRE|PS |PV |PSE

FFI
ISC (0.387
ISK {0.118/0.079
PC (0.179(0.104(0.313
PRE|0.342]0.326|0.338|0.246
PS {0.191|0.214|0.05 |0.067]0.271
PV 10.054]0.064/0.123|0.163]0.099 |0.175
PSE [0.265[0.228(0.671{0.593(0.538 |0.104|0.198

0.057). Moreover, the awareness of people who have experienced a cybersecu-
rity incident in the past year (NEX) is significantly influenced by Mass Media
Influence, whereas people with no bad experiences are not influenced (NEX:
PMMI—>CSA == 0.2007 P = 0.010; no NEX: PMMI—>CSA == 0.0167 P = 0445)

4.3 Mediation Analysis

In order to evaluate the role of cybersecurity awareness as a mediator between the
determinants and cybersecurity behavior, a mediation analysis was performed
following the guidelines proposed by [46]. The evaluation includes looking at
direct and indirect effects from the exogenous variables to the endogenous vari-
able. Table 4 shows the results of the analysis. The results suggest Cybersecurity
Awareness is only a full or partial mediator for Imformation Security Policy
Provision, Friends and Family Influence, Personal Initiative and Information
Systems Knowledge, while other variables only have a direct (SETA, MMI) or
no effect (ISC, PAI) on Cybersecurity Behavior.

Table 4. Mediation Analysis

Path Indirect Path Coeff.|Direct Path Coeff.Mediation
P t P P t P

ISSP ->CSB (0.063*|2.979(0.001 0.002 {0.053(0.479 |Full Mediation
SETA ->CSB|-0.005 |0.394|0.347 0.117* |2.346(0.009 |No Mediation, Direct-Only

ISC ->CSB  |0.021 |1.310]0.095 -0.033 |0.892(0.186 |No Mediation, No Effect
FFI ->CSB |0.056*|2.796|0.003 0.059 [1.432]0.076 |Full Mediation
MMI ->CSB |0.031 |1.595|0.055 -0.074*|1.720(0.043 |No Mediation, Direct-Only

PAI ->CSB |0.026 |{1.591|0.056 0.027 |0.815|0.208 |No Mediation, No Effect
PI->CSB 0.042%*|2.232|0.013 0.142* |2.892|0.002 |Partial Mediation
ISK ->CSB |0.205*|6.778|0.000 0.208* [3.962(0.000 |Partial Mediation

Notes: P = Path coefficient, t = t-value, p = p-value; * p <0.5
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Fig. 2. Results - Structural Model Evaluation

5 Discussion and Implications

The results of this study show diverse levels of impact of organizational, so-
cial and personal determinants on a user’s cybersecurity awareness in his home
environment. The main findings are:

— Weak influence of the workplace

— Weak to moderate social influences

— Personal initiative has a significant effect

— Strongest effect of information systems knowledge

— No significant contribution of threat appraisal to cybersecurity awareness

The limited workplace effects are in line with other studies [31,39]. It is not
evident if security training and the information security culture are prevalent
but not transferrable to the home environment or if they cannot be found. Mass
media and public administration information exhibit disparate effects for men
and women and for people who have experienced cybersecurity incidents in the
past year. People from the different language groups react differently to various
sources of information, emphasizing a potential cultural gap in how cybersecu-
rity topics are handled and perceived in different cultural regions. The strong
influence of information systems skills as well as the fact that the threat ap-
praisal does not significantly contribute to cybersecurity awareness highlight the
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need for campaigns focusing in improving skills and understanding, confirming
results of similar studies [17,39,45].

As with other studies, there are some limitations. The study relies on self-
report data, which might contain a social desirability bias [10]. Additionally, the
PLS-SEM method allows no goodness-of-fit measure for evaluating the fit of the
model and the path estimation contains a measurement error resulting in a bias
[16]. Although the sample exhibits a good balance of gender and age, works in
diverse job areas, most participants work in the public sector. The influence of
the workplace could be different in the private or voluntary sector.

While this study kept a generalized approach on most variables to ensure a
holistic view, different types of mass media or the form of security information
provided at the workplace should also be researched individually as they might
lead to distinct user reactions as shown in [29,39]. Moreover, in order to create
individualized and adapted campaigns, cultural differences should be investi-
gated more closely. Considering the high potential in reaching broad masses of
people, future research should investigate the reasons that inhibit a transfer of
work-provided cybersecurity information to the private environment.

6 Conclusion

The human interaction with computer systems becomes increasingly important
considering current trends in digitalization. This study investigates organiza-
tional, social and personal determinants of a home computer user’s cybersecu-
rity awareness and the factors impacting behavior. By providing valuable insights
about cybersecurity awareness and behavior creation, the study contributes to
research in the field of cybersecurity behavior and can act as a support for se-
curity practitioners while reviewing security strategies.

Appendix

Table 5: Overview Survey Measures

Information Security Policy Provision (ISPP) [18]
ISPP1: Information security policies are written in a manner that is clear and understandable.
ISPP2: Information security policies are readily available for my reference.

Security Training and Awareness Programs (SETA) [12,18]
SETA1: My organization provides training to help employees improve their assessment and
knowledge of computer and information security issues.

SETA2: My organization educates employees on their computer security responsibilities.

Information Security Culture (ISC) [34]
ISC1: My colleagues and I would warn each other if we saw one of us taking risks (e.g.
insecure use of email, downloading malicious software, or risky password practices).

ISC2: I have a good relationship with my colleagues and other members of my organization.
ISC3: My organization takes the view that information security is a collective responsibility.
ISC4: My colleagues and I have the same ambitions and visions in terms of protecting our in-
formation assets from cyber threats (e.g. unauthorized access to information assets, becoming
infected with malicious software).

Family and Friends Influence (FFI) [29,42]
FFI1: My family members would approve of me practicing a safe cyber behavior.
FFI2: My family members expect me to practice a safe cyber behavior.
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FFI3: My friends would approve of me practicing a safe cyber behavior.
FFI4: My friends expect me to practice a safe cyber behavior.

11

Mass Media Influence (MMI)

MMI1: The mass media suggest that I should practice a safe cyber behavior.
MMI2: Mass media reports influence me to practice a safe cyber behavior.

MMI3: I feel under pressure from the mass media to practice a safe cyber behavior.

[29]

Public Administration Information (PAI)

PAIl: The public administration suggests that I should practice a safe cyber behavior.
PAI2: The public administration influences me to practice a safe cyber behavior.

PAI3: I feel under pressure from the public administration to practice a safe cyber behavior.

[6,29]

Personal Initiative (PI)

PI1: In general, I actively attack problems (of any kind).

PI2: Whenever something goes wrong, I search for a solution immediately.
PI3: I take initiative immediately when others don’t.

PI4: Usually I do more than I am asked to.

(13]

Information Systems Knowledge (ISK)
ISK1: What is your general knowledge of computers?
ISK2: What is your general knowledge of the Internet (e.g. Web, email systems)?

(18]

Perceived Vulnerability (PV)

PV1: I believe that I am at risk of becoming a victim of a cyber security incident (e.g.
phishing, malware).

PV2: I believe that it is likely that I will become a victim of a cyber security incident (e.g.
phishing, malware).

PV3: I believe that it is possible that I will become a victim of a cyber security incident (e.g.
phishing, malware).

0,17

Perceived Severity (PS)

PS1: Having my computer infected by a virus as a result of opening a suspicious email
attachment is a serious problem for me.

PS2: Having my confidential information accessed by someone without my consent or knowl-
edge is a serious problem for me.

PS3: Loss of data resulting from hacking is a serious problem for me.

[3,28]

Perceived Response Efficacy (PRE)

PRE1: I believe that protective software would be useful for detecting and removing malware.
PRE2: I believe that having passwords that are hard to guess and different for each of my
accounts will help improve my security protection.

PRE3: I believe that keeping my operating systems and software updated will help improve
my security protections.

PRE4: I believe that following online safety practices will help protecting me from online
safety threats.

[17,39]

Perceived Costs (PC)

PC1: Practicing safe cyber behavior is inconvenient.

PC2: Practicing safe cyber behavior is time-consuming.

PC3: Practicing safe cyber behavior would require considerable investment of effort other
than time.

PC4: Practicing safe cyber behavior would require starting a new habit, which is difficult.

[28,45]

Perceived Self-Efficacy (PSE)

PSEL: I feel comfortable practicing safe cyber security behavior.

PSE2: Practicing safe cyber security behavior is entirely under my control.

PSE3: I have the resources and knowledge to practice safe cyber security behavior.
PSEA4: Practicing safe cyber security behavior is easy.

[39,42]

Cybersecurity Behavior (CSB)

CSB1: I use different passwords for my different online accounts (e.g., social media, online
banking).

CSB2: I usually review privacy/security settings on my online accounts (e.g., social media,
online banking).

CSB3: I keep the software and operating system on my computer up-to-date.

CSB4: I watch for unusual computer behaviors/responses (e.g., computer slowing down or
freezing, pop-up windows, etc.).

CSB5: I do not open email attachments from people whom I do not know.

CSB6: I have never sent sensitive information (such as account numbers, passwords, social
security number, etc.) via email or using social media.

CSBT7: I make backups of important files on my computer.

CSB8: I always respond to any malware alerts that I receive.

CSB9: I do not click on short URLs unless I know where the links will really take me.

[3,28]
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