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tions. As its mission statement clearly states:

IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.
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The working conferences are structured differently. They are usually run by a work-
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purpose is to create an atmosphere conducive to innovation and development. Referee-
ing is also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are published as conference proceedings,
while the results of the working conferences are often published as collections of se-
lected and edited papers.

IFIP distinguishes three types of institutional membership: Country Representative
Members, Members at Large, and Associate Members. The type of organization that
can apply for membership is a wide variety and includes national or international so-
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Preface

We are honored to bring you this collection of proceedings from the 34th IFIP
International Conference on ICT Systems Security and Privacy Protection, which was
held in Lisbon, Portugal, during June 25-27, 2019. IFIP SEC conferences are the
flagship events of the International Federation for Information Processing (IFIP)
Technical Committee 11 on Information Security and Privacy Protection in Information
Processing Systems (TC-11).

In this edition, ICT 2019 provided a venue for high-quality papers covering a wide
range of research areas in the information security fields. The accepted papers were
authored by researchers from different countries. The selection of papers was a highly
challenging task. We received 76 submissions in response to our call for papers. From
these 76 submissions, we selected 26 full papers to be presented at the conference,
based on their significance, uniqueness, and technical quality. Each paper received at
least three reviews by members of the Program Committee. Authors received
reviewers’ comments to be considered for the final camera-ready version of their
papers.

We want to record our appreciation of all the contributors who supported in making
IFIP SEC 2019 a success. We also acknowledge the authors themselves, without whose
expert input there would have been no conference. We would also like to thank
members of the Program Committee who devoted significant amounts of their time to
evaluate all submissions. The Program Chairs, Fredrik Karlsson, Karin Hedstrém, and
André Zuquete, who coordinated the review process, need a special vote of thanks for
their efforts in making this conference a success. Other individuals who deserve special
thanks and without whom the current programming and success of the conference
would not have been possible include: Sergio Nunes and Jesualdo Fernandes of ISEG,
University of Lisbon, Portugal, for all the local arrangements; Ella Kolkowska, Orebro
University, Sweden, for organizing the tutorials; Bonnie Anderson, Brigham Young
University, USA, and Kane Smith, University of North Carolina Greensboro, USA, for
organizing the Work-in-Progress and Emerging Research track (WIPER) of the
conference.

We also acknowledge the institutional support for IFIP SEC 2019, which came from
the University of North Carolina, Greensboro, USA, Orebro University, Sweden, and
ISEG, Universidade de Lisboa, Portugal. Without the support of these institutions, it
would not have been possible to organize this conference.

April 2019 Gurpreet Dhillon
Fredrik Karlsson

Karin Hedstrom

André Zuquete



Program Committee

Alberto Pinto
Andrea Kolberger

Angelo Spognardi
Antonios Tsertsidis
Arun Raghuramu
Audun Jgsang

Carlos Rieder
Christian Damsgaard Jensen
Dagmar Brechlerova
Elham Rostami

Ella Kolkowska

Fabio Martinelli

Gert Lessoe Mikkelsen
Gilbert L. Peterson
Gomathi Thangavel
Gunnar Klein

Gurpreet Dhillon

Heejo Lee
Helder Gomes
Ingrid Schaumueller-Bichl

Javier Lopez

Jodo Paulo Barraca
Jonas Hallberg

Kai Rannenberg

Kai Wistrand
Kerry-Lynn Thomson

Lech Janczewski
Lingyu Wang
Lynn Futcher

Mevludin Memedi
Miguel Correia
Miguel Pardal
Nicola Dragoni

Organization

Polytechnic Institute of Porto, Portugal

Upper Austrian University of Applied Sciences,
Austria

Sapienza Universita di Roma, Italy

Orebro University, Sweden

Forescout Technologies Inc.

University of Oslo, Norway

ISEC AG

Technical University of Denmark, Denmark

Euromise Prague, Czech Republic

Orebro University, Sweden

Orebro University, Sweden

IIT-CNR, Italy

The Alexandra Institute, Denmark

US Air Force Institute of Technology, USA

Orebro University, Sweden

Orebro University, Sweden

The University of North Carolina, Greensboro,
USA

Korea University, South Korea

Universidade de Aveiro, Portugal

Upper Austrian University of Applied Sciences,
Austria

Universidad de Malaga, Spain

University of Aveiro, Portugal

Swedish Defence Research Agency, Sweden

Goethe University Frankfurt, Germany

Orebro University, Sweden

Nelson Mandela Metropolitan University,
South Africa

The University of Auckland, New Zealand

Concordia University, Canada

Nelson Mandela Metropolitan University,
South Africa

Orebro University, Sweden

Universidade de Lisboa, Portugal

Universidade de Lisboa, Portugal

Orebro University, Sweden



viii Organization

Nora Cuppens

Paria Shirani

Paul Haskell-Dowland

Pedro Brandéo

Pierangela Samarati

Ricardo Chaves

Rose-Mharie Ahlfeldt

Sabrina De Capitani di
Vimercati

Sara Foresti

Sérgio Nunes

Shang Gao

Simone Fischer-Hiibner

Sodiya Adesina

Suryadipta Majumda

Teodor Sommestad

Tomas Oliveira E. Silva

Yuko Murayama

IMT Atlantique, France
Concordia University, Canada
Edith Cowan University, Australia
University of Porto, Portugal
University of Milan, Italy
INESC-ID, Portugal

University of Skovde, Sweden
University of Milan, Italy

University of Milan, Italy

ISEG, Universidade de Lisboa, Portugal
Orebro University, Sweden

Karlstad University, Sweden

University of Agriculture, Nigeria
University at Albany, USA

Swedish Defence Research Agency, Sweden
University of Aveiro, Portugal

Tsuda College, Japan



Contents

Intrusion Detection

Hunting Brand Domain Forgery: A Scalable Classification

for Homograph Attack. . .. ... ... .. .. . ..
Tran Phuong Thao, Yukiko Sawaya, Hoang-Quoc Nguyen-Son,
Akira Yamada, Kazumasa Omote, and Ayumu Kubota

GanDef: A GAN Based Adversarial Training Defense for Neural
Network Classifier. . . . ... .. e
Guanxiong Liu, Issa Khalil, and Abdallah Khreishah

Control Logic Injection Attacks on Industrial Control Systems . . .. .......
Hyunguk Yoo and Irfan Ahmed

An Efficient and Scalable Intrusion Detection System on Logs

David Lanoé, Michel Hurfin, Eric Totel, and Carlos Maziero

Access Control

Performance of Password Guessing Enumerators
Under Cracking Conditions . ... ....... ...ttt
Mathieu Valois, Patrick Lacharme, and Jean-Marie Le Bars

An Offline Dictionary Attack Against zkPAKE Protocol . ... ...........
José Becerra, Peter Y. A. Ryan, Petra Sala, and Marjan Skrobot

Fine-Grained Access Control in Industrial Internet of Things:
Evaluating Outsourced Attribute-Based Encryption . . . ................
Dominik Ziegler, Josef Sabongui, and Gerald Palfinger

Towards an Automated Extraction of ABAC Constraints
from Natural Language Policies .. ... ......... ... .. . ... .. .. .. ...
Manar Alohaly, Hassan Takabi, and Eduardo Blanco

Removing Problems in Rule-Based Policies . . . .....................
Zheng Cheng, Jean-Claude Royer, and Massimo Tisi

Is This Really You? An Empirical Study on Risk-Based Authentication
Applied in the Wild. . . . ... ... .
Stephan Wiefling, Luigi Lo lacono, and Markus Diirmuth



X Contents

Organizational and Behavioral Security

Differentially Private Generative Adversarial Networks for Time Series,

Continuous, and Discrete Open Data. . .. ... ... ... ... ... ... .... 151
Lorenzo Frigerio, Anderson Santana de Oliveira, Laurent Gomez,
and Patrick Duverger

ESARA: A Framework for Enterprise Smartphone Apps Risk Assessment. .. 165
Majid Hatamian, Sebastian Pape, and Kai Rannenberg

SocialAuth: Designing Touch Behavioral Smartphone User Authentication
Based on Social Networking Applications . . ....................... 180
Weizhi Meng, Wenjuan Li, Lijun Jiang, and Jianying Zhou

The Influence of Organizational, Social and Personal Factors
on Cybersecurity Awareness and Behavior of Home Computer Users . . . . . . 194
Joélle Simonet and Stephanie Teufel

To Be, or Not to Be Notified: Eliciting Privacy Notification Preferences
for Online mHealth Services. . . ... ... ... . . .. . . .. .. 209
Patrick Murmann, Delphine Reinhardt, and Simone Fischer-Hiibner

A Structured Comparison of the Corporate Information
Security Maturity Level . . . . ... ... 223
Michael Schmid and Sebastian Pape

Predicting Students’ Security Behavior Using Information-
Motivation-Behavioral Skills Model . ... ...... ... ... ... . ... ..... 238
Ali Farooq, Debora Jeske, and Jouni Isoaho

Why Do People Pay for Privacy-Enhancing Technologies?
The Case of Tor and JonDonym . . . .......... ... .. .. .. ........... 253
David Harborth, Xinyuan Cai, and Sebastian Pape

Crypto and Encryption

Arcana: Enabling Private Posts on Public Microblog Platforms. . ... ...... 271
Anirudh Narasimman, Qiaozhi Wang, Fengjun Li, Dongwon Lee,
and Bo Luo

Fast Keyed-Verification Anonymous Credentials on Standard Smart Cards. . . 286
Jan Camenisch, Manu Drijvers, Petr Dzurenda, and Jan Hajny

BlockTag: Design and Applications of a Tagging System
for Blockchain Analysis. . .. ... . .. 299
Yazan Boshmaf, Husam Al Jawaheri, and Mashael Al Sabah



Contents

Forward Secure Identity-Based Signature Scheme with RSA . ...........
Hankyung Ko, Gweonho Jeong, Jongho Kim, Jihye Kim, and Hyunok Oh

Integrity

On the Effectiveness of Control-Flow Integrity Against Modern
Attack Techniques. . . . ... ... it
Sarwar Sayeed and Hector Marco-Gisbert

Automatically Proving Purpose Limitation in Software Architectures. . . .. ..
Kai Bavendiek, Tobias Mueller, Florian Wittner, Thea Schwaneberg,
Christian-Alexander Behrendt, Wolfgang Schulz, Hannes Federrath,
and Sibylle Schupp

Commit Signatures for Centralized Version Control Systems ... .........
Sangat Vaidya, Santiago Torres-Arias, Reza Curtmola,
and Justin Cappos

Towards Contractual Agreements for Revocation of Online Data . .. ......
Theodor Schnitzler, Markus Diirmuth, and Christina Popper

Correction to: ESARA: A Framework for Enterprise Smartphone
Apps Risk ASSESSIMENt. . . . . . .ot
Majid Hatamian, Sebastian Pape, and Kai Rannenberg

Author Index . . .. ... . ... . . .. e

xi



	Preface
	Organization
	Contents

