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Abstract. A method of analysis of a control part of the cyber-physical system
described by a Petri net is presented in the paper. In particular, boundedness
of the system is examined. Contrary to other well-known techniques,
the proposed idea does not require obtaining of all place invariants, nor
computation of all reachable states in the net. Therefore, it is possible to check
the boundedness of a net in a more effective and efficient way, compared to the
traditional, well-known methods. Furthermore, the proposed algorithm has been
examined experimentally with a set of 243 benchmarks (Petri nets). The research
results show the high efficiency of the proposed method, since a solution was
found even for such nets where popular techniques were not able to analyse
boundedness of the system. Finally, the presented idea is illustrated by a case-
study real-life example.

Keywords: boundedness, Petri nets, control part of cyber-physical systems,
invariants, linear algebra.

1 Introduction and Problem Formulation

Petri nets are popular state-transition systems that allow for comfortable and easy
specification of concurrent systems [1]-[4]. They offer the possibility of graphical
modelling, as well, as a wide opportunity of analysis techniques [3], [5], [6]. Recently,
Petri nets have become particularly popular in the modelling of the control part of the
cyber-physical systems [7]-[9]. A cyber-physical system (CPS) [7], [10] combines
computation with physical routes. The behaviour of a CPS is defined by two parts: the
cyber and the physical parts [11]. Such systems join physical processes, networks and
the computational modules of the system. A CPS finds applications in various fields of
human life, for instance medical systems [12], vehicular systems [13], power electronic
converters [14] and smart homes [15].

This work focuses on the analysis of the control part of the cyber-physical systems,
which plays the computational part of the system. A Petri net-based approach benefits
the verification of the design even at the specification phase, allowing a reduction in
time and costs of the design of CPS [3], [8]. A very important property of a Petri net-
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based system is boundedness [1], [2], [5]. Various design methods require this property
in their inputs (cf. [6], [8], [9], [16], [17]). Furthermore, boundedness is an essential in
case of systems that are oriented on the implementation in the hardware (for example
within the field programmable gate arrays, FPGAs).

The two most popular methodologies for boundedness examination of a Petri net are
one which applies linear algebra (place invariants computation [5], [18]), and another
which involves reachability tree exploration [19]. However, they are seriously limited,
since the number of invariants (or reachable states, respectively) can be exponential [2],
[4], [5]- So-called state explosion problem may be a real challenge to the designer
during the analysis of the system. Usually, in such a case the solution is not found within
the assumed time due to the exponential computational complexity.

In the paper a technique for the boundedness verification of the Petri net-based CPS
is proposed. The method does not involve computation of all invariants in the system,
thus it is more efficient and effective compared to the most popular techniques. The
idea of the presented solution is based on the computation of the reduced set of the
place invariants. The main contributions are as follows:

e A method that allows for the boundedness verification of the control part of
a Petri net-based CPS is proposed.

e  The presented technique allows for the efficient boundedness verification of
the system, which means that the solution is found in the assumed time.

e The idea has been validated and verified experimentally in order to confirm
its efficiency and effectiveness.

e The algorithm is explained by a case-study real-life example of a CPS.

2 Petri Nets in Applied Artificial Intelligence Systems

Application of various Petri net-based aspects can be found in the artificial intelligence
systems. In particular, boundedness property may play important role in analysis and
verification of such systems. Let us briefly present the possible applications that show
relations between Petri nets and Applied Al

Analysis and modelling aspects of multi-agent systems are considered in [20]. The
paper studies several important properties of Petri net-based systems, including
boundedness and liveness. As stated by the Authors, those features are applicable in the
modelling of multi-agent systems. In particular, the system is verified against the
deadlocks by analysis of boundedness and liveness properties.

Application of Petri nets for intelligent control and supervision is shown in [21]. The
Authors propose a modelling tool called Continuous Fuzzy Petri Net (CFPN). Such a
net can be used for the improvement of the performance and optimization of the system.
Moreover, CFPNs are applicable in fault tolerance and diagnostics (e.g., to help the
operator in the controlling and monitoring of thousands of actuators and sensors). The
idea is explained by an example of a water treatment plant.

The overview of scheduling, planning and control of manufacturing systems with
the application of Al-based search methods and Petri nets is presented in [22].
The paper focuses on the various aspects, starting with Petri nets and their utilization
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in the modelling of manufacturing systems. Then, scheduling techniques are presented,
including combination of Petri nets and Al-based heuristic search methods.

3 Definitions and Notations

The presented definitions correspond to the notations shown in [2], [4], [5], [24], [25].

Definition 1. 4 Petri net N is a4-tuple: N = (P, T, F, M,), where P is a set of places,
T is a set of transitions, F S (P X T)U(T X P) is a set of arcs, My: P = N is an initial
marking.

Definition 2. An incidence matrix Ajr|xp| of a Petrinet N = (P, T, F, M) is given
by:

_1, (p]!tl) EF
a; =4 1, (t,p) €F,
0, otherwise

where cell a;; of matrix A refers to transition ¢; and place p;.

Definition 3. A place invariant (p-invariant) of a Petri net N = (P,T,F, M,) is an
integer vector such that AX = 0.

Definition 4. A Petri net N = (P, T, F, M,) is covered by place invariants if every
place p € P belongs to at least one p-invariant.

Definition 5. A Petri net N = (P,T,F,M,) is said to be bounded if there is no
marking (state) M,, such that any place p € P contains more than a finite number of
tokens. A Petri net N bounded for any finite initial marking M, is said to be structurally
bounded.

Theorem 1. A Petrinet N = (P, T, F, M) is structurally bounded if it is covered by
p-invariants [19].

4 The Idea of the Proposed Method

This section presents the idea of the proposed technique. Firstly, we will show the main
steps of the proposed method, supplemented by an adequate description. Next, the case
study example of the boundedness verification of the real-life cyber-physical system is
presented.

The proposed method includes the following steps:
1. [Initialization:
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a) Read incidence matrix Ay p| of Petrinet N = (P, T, F, M,) that describes the
control part of the cyber-physical system.
b) Form the unit matrix @ = [D\p|xp| |AT|T|X|P|], where D is an identity matrix,
and AT|T|X| p is the transposed incidence matrix of N.
c¢) Initialize the place invariants cover: C = 0 .
2. Searching for the place-invariants cover: for each column t € T in AT|T|X| Pl
a) Find all pair of rows that annul the j-th transition (column) of AT and add them
to the matrix Q.
b) Find all rows which the intersection with the j-th transition (column) is not
equal to 0 and delete them from Q.
c) Find all rows that cover binary the other ones and delete them from Q.
d) Boundedness verification: for each row » of AT such that all entries of » are
equal to O:
e add place invariant / that refer to the row r in D to the set C: C = C U {I}
(i.e., values of I refer directly to the row r in the matrix D),
e cxamine, whether C covers all places in the net:
—  Dbreak if C covers all places, the system is structurally bounded;
— otherwise, execute the algorithm from step 2(a).
3. Boundedness verification:
o if the net is covered by place invariants, the system is structurally bounded,
e otherwise, its boundedness of the system is not determined.

The presented method involves linear algebra. It is based on the technique initially
proposed in [18], however it does not require computation of all place invariants in the
Petri net. The algorithm works as follows. Initially, the unit matrix Q of matrices D and
AT is formed. Matrix D is initially equal to the identity matrix, while AT denotes the
transposed incidence matrix of the Petri net. Next, the method searches for the
invariants by transformations of the matrix Q. In particular, subsequent transitions are
examined in order to zeros matrix AT. Meanwhile, matrix D holds partially obtained
invariants. If any row of AT is completely zeroed (that is, all its entries are equal to 0),
the proper invariant can be obtained from matrix D. The algorithm verifies existence of
new invariants at each stage, add adds them to the set C. The method finishes, once the
set C covers all the places.

Let us now explain the proposed algorithm with a real-life example. Figure 1 shows
a Petri net-based control system responsible for managing a multi-robot, initially
presented in [26]. There are nine places and six transitions in the net, denoted by
Pi,...,po and t,...,ts, respectively. The system involves pick-and-place operations in
order to transfer or obtain parts by two robot arms. Places py,...,p3, and transitions
t1,...,ts refers to the activities of robot first arm. Similarly, places ps,...,ps, and
transitions #4,...,ts are related to the second arm. The presented example focuses on the
collision-free movements. Therefore, only one robot arm is able to access the
workspace at a time. The activities in common workspace are represented by places p;
and ps. The collision-free movements are secured by the mutual exclusion technique,
and involvement of place p; (places ps and py are used as additional buffers).
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Fig. 1. A multi-robot controller specified by a Petri net.

Let us now examine the boundedness of the system with the proposed method.
According to the algorithm, initially the unit matrix Q = [D|A"] is formed (Tab. 1, left).
Next, the matrix is transformed, while the subsequent transitions are examined. In the
presented example, only three transitions (out of six) are required to be processed to
obtain the solution. Table 1 (right) shows the unit matrix after examination of the third
transition. Note that four rows of AT are already zeroed. They refer to the place
invariants formed in the matrix D (marked by blue boxes). Clearly, those invariants
cover all places in the net. The algorithm terminates its execution with the result that
the system is bounded.

Table 1. Matrix Q = [D|A"] before the transformation (left) and after the transformation (right).

P1P2 P3 P4aPsPeP7PgPo| b1 t; t3 ty t: &

100000000|-1 00010 P1DP2P3P4PsPsP7Pg Po|ts ta L3ty ts &
01000000O0|1-1 0000 00000001 IH{0OOOO OO0
00100000010 1O0O0-10 1110000000 00000
00010000010 0-1 001 001001 100/0000O00O0
000010000|10O0T1-100 002000110(00O00O0-11
00000100010 O0O0T1 O0-1 11000100 1(00O0O0 1 -1
000000100[0-10-111 boo111000l0o000 0 0
000000010|10-1 01 00O 00111001 0(00O0O0-11
00000000101 O0-1 00O0

5 Experiments

The proposed method was verified experimentally. Its effectiveness and efficiency was
compared to the popular technique of place invariants computation (denoted as an exact
algorithm), initially shown in [18]. Both methods were examined in terms of their
runtime and obtained results (covering of the net by p-invariants). The set of
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benchmarks includes 243 Petri nets, modelling real and hypothetical cyber-physical
systems and control systems. Their description can be found on the websites:
http://gres.uninova.pt and http:/hippo.iee.uz.zgora.pl. The experiments were perfor-
med on the dedicated computational server: Intel® Xeon® Platinum 8160 @2.1 GHz
processor, 16 GB of RAM. The results for selected benchmarks are shown in Tab. 2.
The particular columns contain the following values: Name of the system — the name of
the system described by a Petri net, |P| - the number of places, |7] - the number of
transitions, covered — whether the system is covered by place invariants according to
the algorithm, runtime — the execution time of the algorithm in milliseconds.

It can be observed that for small systems, containing a few places and transitions,
(such as traffic_light v2 or pn_silva_05e¢) both methods are efficient. It can be even
noticed that the exact method computes the result faster than the proposed algorithm.
However, in case of more complicated systems (such as ConsistentExample,
crossroadSM_FPGA), the difference is notable. The proposed method was able to
compute the solution within a few seconds, while the runtime of the exact method is
much longer (even more than 13 minutes in case of crossroadSM FPGA). Finally,
a huge difference can be noticed in case of complex systems (zuberek5, cn_crr7,
cn_crr25). For such systems, the exact method was not able to compute results due to
the state explosion problem (the method was stopped after one hour, and denoted as
“timeout” in the table). In contrast, the proposed method found the result for the worst
case (cn_crr25) in less than one and a half minute. Finally, let us note that module
crosroadSM _FPGA describes the real-life cyber-physical system (collision free
crossroad for cars and pedestrians). It was implemented and partially reconfigured
within the programmable device, thus the boundedness property was essential.

Table 2. Exemplary results of the experiments.

exact method proposed method
Name of the system P i ntime ntime
(Petri net) covered covered

[ms] [ms]
traffic light v2 4 3 Yes 0.424 Yes 0.415
pn_silva_05e 4 4 No 0.439 No 0.635
esparza2 15 13 Yes 3.366 Yes 1.061
2pusher 15 18 No 10.743 No 6.536
silva5 16 8 Yes 2.660 Yes 1.496
hulgaardl 19 12 Yes 27.805 Yes 3.275
ConsistentExample 29 26 No 42986.800 No 5752.120
zuberek 1 30 22 Yes 22.324 Yes 3.273
crossroadSM_FPGA 32 12 Yes 807879.000 Yes 183.985
zuberek5 41 31 n/a timeout Yes 45.045
cn_crr7 56 15 n/a timeout Yes 155.278
cn crr25 200 51 n/a timeout Yes 78954.828

The performed experiments proved the effectiveness and efficiency of the proposed
technique. The results obtained by both methods were the same for all examined
benchmarks (for which the result for the exact method was obtained). This provides
experimental validation of the correctness of the method. Furthermore, the runtime of
the proposed method confirms its very high efficiency, since the result for the worst-
case example was obtained in less than one and half a minute.
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6 Conclusions

The design process of the control part of cyber-physical systems involves several
aspects. One of them refers to the proper specification and further formal verification.
Inthe paper an analysis technique of the boundedness property is proposed.
The presented solution is based on the existing solutions and applies transformations of
the incidence matrix of the system. Contrary to the other, most popular analysis
techniques, the introduced method does not require computation of all place invariants
in the system. The performed experiments proved its efficiency and effectiveness.

On the other hand, there is a limitation of the presented method. The boundedness
of the Petri net is guaranteed only for those systems that are covered by place invariants.
Otherwise, the system might be unbounded, but the final result remains unsolved.
However, it should be underlined that such a situation (the net being bounded but not
covered by place invariants) is rather rare (about 5.5% of the examined benchmarks).
Nevertheless, this aspect is planned for further enhancement of the algorithm.
Moreover, plans for future research include analysis of well-formed nets (safeness,
liveness), which are the key properties of Petri net-based description of the control part
of cyber-physical systems.

Acknowledgments. This work is supported by the National Science Centre, Poland,
under Grant number 2019/35/B/ST6/01683.
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