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Abstract. Millions of users all over the world nowadays spend many hours daily 
using social networks on a range of devices (desktop, tablet, mobile), in many 
languages and countries, under very different systems of governance, and in 
wide-ranging social, religious, cultural and political environments. But the same 
software (System Services, Operating Systems “OSes”, Hypervisors, Applica-
tions and Utilities) is still called upon to function in contexts defined by these 
vast differences in terms of quality, reliability, efficiency and security. All do-
mestic appliances, contemporary cars and almost everything powered by elec-
tricity is now equipped with at least a rudimentary interface and ready-to-run 
software. Electronic transactions are now routine and there is a huge need for 
online security and privacy. Bring your own device (BYOD) is a trend that is 
appearing even in SMBs (Small and Midsize Business) with aspects, policy con-
siderations, security models and traps. The success off all the above depends on 
User eXperience where the user intersects with the product (software). In this 
paper, we analyse the different approaches taken under the concept of User eX-
perience (UX) in tandem with the development of contemporary software, and 
examine their ramifications for the level of security and privacy. We will show 
that UX is a different concept from usability, examine the different academic 
approaches and their underlying viewpoints, and show how the tasks in question 
relate to security. We believe that the interface between UX and security is a 
demanding area which requires research in multiple dimensions. The need for 
designing and developing contemporary software which is smart, user-friendly, 
adaptive, secure and capable of protecting every type of user is immense. 

Keywords: User Experience, Usability, Security. 

1 Introduction 

It is absolutely obvious that the concept of computing today has changed completely. 
Technology is ubiquitous in industrialized countries (Weiser, 2002) . Everyday proce-
dures are not conducted as they once were and computers no longer interface with hu-
mans — “they interact” (Cooper, 2012). “Smart shoes, appliances and phones are al-
ready here, but the practice of User eXperience (UX) design for ubiquitous computing 
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is still relatively new”(Kuniavsky & Founder, 2010). Mobile communications are prob-
ably the fastest-evolving area within the ubiquitous computing sector (Hartson et al., 
2001) and are one of the areas featuring the most intense work on designing a quality 
User eXperience (UX). UX is an entire scientific field with extensions ‘Beyond Usa-
bility’ (Zimmermann & Eth, 2012) while additionally different purposes for the usabil-
ity and User eXperience (UX) evaluation methods (Bevan, n.d.) are introduced contin-
uously. Various standards introduce different concepts for user experience like ISO 
9241–11 which includes the concepts of effectiveness, efficiency, satisfaction, and con-
tent of use, while ISO 13407 provides guidance on designing usability with reference 
to ISO 9241–11. While the aforementioned efforts provide a sufficient map of concepts 
for dealing with user experience during system development security is still not clearly 
related with the specific concept during the development process (Jokela et al., 2003). 
While it is clear that usability differs from user experience the relationship with security 
and their interrelation is not sufficiently addressed. 

In our modern and networked society people provide personal information in various 
online services over insecure networks and without having a satisfactory degree of 
awareness in using these services in a secure way. One of the major issues related to 
security is the way that these services alert and interact with the user and the degree of 
user’s experience in dealing with these issues accordingly. Considering the fact that 
new GDPR legislation demands a higher degree of interaction with Internet users for 
various types of approvals/consents developing methods and tools that consider user 
experience as an important aspect of enhancing system’s security and user’s protection 
is immense.  

The terms “look” and “feel” while using a modern and secure software, are now 
more than ever very important. In every daily interaction (work applications, finance 
transactions, social media responses) it’s already reasonable and acceptable that “End 
Users play a critical role in computer security “(Minge & Thüring, 2018) and we must 
research about the “interplay between usability and visual aesthetics ” and focus seri-
ously in “halo effects”. Further difficulties also present themselves when we try to cre-
ate ‘relationships’ between the UX and Security. There is now a pressing need to de-
velop frameworks and methodologies capable of combining more specialized UX ex-
tensions with cutting-edge technologies for designing, developing, installing and mon-
itoring secure IT systems. The new software that results will have to be user-friendly 
while combining ease of use with results in terms of security and privacy in whatever 
natural environment the device interacts with. 

Given the aforementioned concerns the specific paper examines the role of security 
in connection with User eXperience. More specifically, it presents a review of all ex-
isting frameworks dealing with user experience along with their basic characteristics. 
Additionally, every framework is examined regarding its security extensions. Finally, 
the basic UX characteristics of these frameworks are examined and matched with the 
three basic security principles (Confidentiality, Integrity and Availability) in order to 
identify how every UX characteristic impacts security. 
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More specifically the paper is structured as follows. In Section 2 the relationship 
between security and user experience is presented. In section 3 a review of the current 
User experience frameworks is presented along with the presentation of their charac-
teristics and their relationship with basic security principles. Finally section 4 concludes 
the paper by providing discussion on the studied works and raises issues for future re-
search on the respective field.  

2 User eΧperience (UX) and Security 

Recent years have witnessed vast changes in the field of design encompassing prod-
uct design, semantics and emotional response in line with social change, the conserva-
tion of resources and energy, emerging environmental problems, and customer-oriented 
trends. 

Products have a range of technical, practical and semantic functions. Monö in 
(Demirbilek & Sener, 2003)  defines four semantic functions for products. By allowing 
the designer to communicate ‘cleanly’ with the system, these functions create the con-
ditions that govern what can and cannot be achieved in terms of communication with 
the product. The proposed semantic functions are: a) To Describing: The product gestalt 
describes facts (e.g. its purpose is to define the task), mode of use, handling. b) To 
Expressing: The product gestalt expresses the product’s values and qualities. c) To Sig-
nalling: The product gestalt urges the user to react in a specific way—for example, to 
be careful and precise in his/her work. d) To Identifying: The product gestalt identifies 
the origin, nature and area of the product, its connection to the system, family, product 
range etc., and the function and placement of individual parts. The specific semantic 
functions thus seem to define the desired boundaries of the product in every situation 
in which it interacts with the user. The above approach is more technocratic and under-
standable to designers with IT knowledge. 

Another approach which focuses more on the user, proposes a model of software 
design based on emotional flow (Demirbilek & Sener, 2003). Authors believe that the 
emotional response or reaction to meaning triggered by a product varies between people 
from different backgrounds, social classes, levels of education, religion etc. The same 
authors have identified six different types of affective programs which involve ‘happy’ 
feelings, joy, or the evocation of dreams. The different types are: senses, fun, cuteness, 
familiarity, metonymy and colour. The above factors allow the user to use the software 
correctly and for the purpose for which it was designed for. Mistakes made while using 
the software can have irreparable consequences. Social structures (which have a direct 
bearing on human life), military installations and every simple, everyday item must be 
secure and ‘respectful’ of the human aspect of their use. 

The beginning of security analysis in IT environments was set by using formal meth-
ods and the basis of those methods were discrete maths and logic. The progress took 
place by introducing business dynamics methodology (Sterman 2000) and the socio—
technical systems. However, during the last years, security research and analysis has 
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been orientated towards human behaviour. Nowadays, Information Security lies in var-
ious and different aspects and fields like: Philosophical, Behavioural, Technical, Man-
agerial. It deals with prevention and detection of intrusions, as well as more specific 
fields of today, such as socio philosophical fields and socio organizational fields 
(Zagouras et al, 2017) . 

We appreciate that the field of User eXperience (UX) has not been recently re-
searched in combination with the development cycle for contemporary, secure software 
while similar efforts from the field of Usability Engineering and HCI have addressed 
similar issues (Kainda et al, 2010; Yee, 2004). There is thus a need to create methodol-
ogies and tools which will provide assistance to software engineers involved in the 
modern software industry. 

This paper will bring together research projects which have taken a wide range of 
different approaches to the subject-matter, creating a reference point of our own which 
we believe warrants thorough exploration through the combination of different research 
approaches. The extensions of User eXperience (UX) in our contemporary software-
dominated reality are vast and bring together different fields which may not have been 
associated before. Below, we will present research conducted in the field in question, 
looking at how the different strands can be combined and parameterized, and anything 
else that might be of service to the software creation industry. 

3 Related Works 

We now know that the concept of User eXperience (UX) is a different field of re-
search from usability and contains issues that go beyond satisfaction. It is a highly de-
manding field, because it involves a set of entirely different and complex factors (pa-
rameters) and combines methodologies and fields which have not been applied together 
in this context. A target approach for UX mentions exemplary: “UX is not only about 
the times when people are using our products, but also about the times when they are 
not. In the era of ever-vibrating smartphones and increasingly demanding apps, there is 
no better user experience than peace of mind”1. 

Our research focused on the search for User eXperience frameworks while also ex-
ploring their security extensions. In relation to UX Frameworks in general, Blythe (Law 
et al., 2007)  proposed five bipolar dimensions to characterize UX frameworks as 
shown in table 1. These dimensions were used for comparing the UX frameworks as 
shown below.  

A review paper from (Zarour & Alharbi, 2017) explains each element of the UX in 
detail. Specifically, the article compares the frameworks that have been created for UX, 
parametrized them with its own approach before ultimately presenting the authors’ pre-
ferred framework. 

 
1  https://uxdesign.cc/designing-for-less-98d64259f770 
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Table 1. Dimensions to characterize UX Frameworks. 

Aspect Content Dimension 
Theory Reductive—Holistic 
Purpose Evaluation—Development 
Method Quantitative—Qualitative 
Domain Work Based –Leisure based 

Application Personal—Social 
 

The framework in question categorizes UX disciplines, dimensions, aspects, categories 
and descriptions, illustrates the dimensions, presents the different measurement meth-
ods for UX, illustrates them with dimensions, and analyzes one by one the various pro-
posed UX Frameworks currently dealt with in the literature. At the end, it outlines a 
proposed framework for UX which includes dimensions, aspects categories and meas-
urement methods. Specifically the suggested UX dimensions are: a)Value: This is re-
lated to the studies that have been focused on the gained value. b) User Needs Experi-
ence (NX): This is related to the studies that have been focused on user needs and gained 
qualities. c) Brand Experience (BX): This is related to the studies that have focused on 
the organization’s brand image. d) Technology Experience (TX): This is related to the 
studies that have focused on the technology that has been used to deliver the product or 
the service. e) Context: This is related to the studies that have focused on the context of 
use and the interaction between the previous dimensions. 

The identified UX frameworks are shown in table 2. Specifically Mahlke (Sascha & 
Aus Berlin, 2008)  presents in detail for UX the influencing factors, the  instrumental 
and no instrumental quality perceptions, the emotional user reactions and the conse-
quences of UX. (Vyas et al., 2012) “deals” with the affordances in interaction . It pro-
poses two broad classes of affordances: Affordance in information and affordance in 
articulation and the notion of affordance should be treated at two levels: at the ‘artefact 
level’ and at the ’practice level’. The third framework proposed by Hans-Christian Jet-
ter and Jens Gerken (Jetter & Gerken, n.d.) basic concepts are the ‘product’, the ‘user’ 
and the ‘organization’ and emphasizes in traditional Human – Computer Interaction 
that is different with the  Extended Human – Computer Interaction. Authors in (Möller 
et al., n.d.) taxonomies the quality of  service and quality of experience that they carry 
following a multimodal human-machine interaction. Katrin Schulze and Heidi 
Krömker in (Schulze & Krömker, 2010) saw that the motivation – emotion – reflection 
are basic components for the UX by mentioning basic human needs and product quali-
ties. In (Chen & Zhu, 2011) authors put forward four dimensional assessment system 
of mobile application user eXperience: User characteristic, app properties, app system 
supports and context parameters. Gegner et al in (Gegner et al., 2012) discuss the man-
aging of UX components between value – benefit- attribute following the Means End 
theory. In (Fuchsberger et al., n.d.) authors consider the Values In Action (ViA). The 
approach ViA consider Usability (U), User eXperience (UX) and User Acceptance 
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(UA) a priori as equally important. In (Gross & Bongartz, 2012) authors make an ex-
periment with three different mobile applications and present a regression analysis with 
important results. In (Pc & Prabhu, n.d.) authors focus on requirements engineering 
(RE) and user experience design (UXD) and how these values effect the entire scientific 
field (UX). Tan et al (Tan et al., 2013) taxonomies  usability and UX attributes using a 
well – known Goal Question Metric  (GQM) approach. Gao et al (Gao et al., 2013) 
construct an evaluation index system of user experience and a user experience quality 
evaluation. In (Kujala et al., 2012) authors proposed quality dimensions that are related 
to no-instrumental qualities. Kremer et al (Kremer et al., 2017) present the ExodUX 
approach about the application methodologies, the factor representation sheets (FRS) 
and the general process documentation (GPD). Finally, in (Zarour & Alharbi, 2017) 
authors present a retrospective user experience evaluation method called “UX Curve” 
revealing long—term aspects of user experience. 

In table 2 the aforementioned frameworks along with their basic characteristics and 
a brief description are shown.  

Table 2. UX Frameworks published on the research community. 

Authors of the 
Framework  

Basic UX Components Small Description 

Mahlke Perception of instrumental 
qualities, emotional user reac-
tions and perception of non-
instrumental qualities  

“Non-instrumental quality perceptions and 
emotional user reactions are considered as dis-
tinct aspects of user experience and comple-
ment the perception of instrumental quality”.  

Vyas and van der 
Veer  

Affordance in Information 
and affordance in Articulation 

Affordance in information refers to users’ un-
derstanding of a technology based on their se-
mantic and syntactic interpretation; and af-
fordance in articulation refers to users’ inter-
pretations about the use of the technology. 

Hans-Christian Jet-
ter and Jens Gerken 

User, product, organization The traditional or extended human—computer 
interactions have different user and organiza-
tional values. 

Sebastian Möller et 
al. 

Quality of Service (QoS) and 
Quality of Experience (QoE) 

“The taxonomy consists of three layers, two of 
them addressing QoS and one addressing 
QoE”.1)QOS-INFLUENCING FACTORS, 
2)QOS INTERACTION PERFORMANCE 
ASPECTS, 3)QOE ASPECTS 

Katrin Schulze and 
Heidi Krömker  

Basic human needs, Product 
qualities, Motivation, Emo-
tion, Reflection 

The specific approach defined UX as “the de-
gree of positive or negative emotions that can 
be experienced by a specific user in a specific 
context during and after product use and that 
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Authors of the 
Framework  

Basic UX Components Small Description 

motivates for further usage ” 

Zhi Chen and 
Shangshang Zhu  

User characteristics, App 
properties, App system sup-
ports and context parameters 

The specific approach “study mobile applica-
tion User eXperience (UX) and quantitative as-
sessment through Analytic Hierarchy Pro-
cess”. 

Lutz Gegner et al  Strategy—ladder, Studio—
ladder, Life—ladder, Value, 
Benefits (Consequences), At-
tribute 

The framework follows the Means-End The-
ory proposed by Gutman and the elements of 
the framework have links between them in or-
der Value —>Benefits —>Attribute 

Verena 
Fuchsberger et al 

Usability (U), User Experi-
ence (UX), User Acceptance 
(UA) 

The values: Interpersonal, Emotional, Social, 
Functional, Conditional, Epistemic encapsu-
lates the ViA (Values in Action) Usability, UX 
and UA 

Alice Gross and 
Sara Bongartz  

Aesthetics, Fun, SUS (System 
Usability Scale), SAM 
(SELF-ASSESSMENT 
MANIKIN), Overall judg-
ment 

This approach consists of an experiment with 
three different mobile applications with a spe-
cific device and specific operating system. The 
Regression analysis of UX components have 
bring important results . 

Anitha PC and 
Beena Prabhu  

Requirements engineering 
(RE) and user experience de-
sign (UXD) 

The framework has “several synchronization 
points where RE and UXD professionals 
should collaborate “  

Jia Tan et al  A taxonomy for usability and 
UX attributes and generic 
questions and measures for 
developing measurements in-
struments 

The framework evaluation have done in a 
small telecom company and the results can 
lead better decisions to improve the usability 
and the UX of the mobile industry products  

Gao Changyuan et 
al  

Instinct reflection layer, inter-
action layer, depth perception 
layer 

This approach “constructs the evaluation index 
system of user experience and also does the 
user experience’s quality evaluation ” 

Sari Kujala et al  Hedonic product quality . 
Quality dimensions that are 
related to no-instrumental 
qualities such us aesthetics, 
innovativeness and originality 

The retrospective user experience evaluation 
method “UX Curve” is a “promising method to 
reveal long—term aspects of user experience” 
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Authors of the 
Framework  

Basic UX Components Small Description 

Simon Kremer et al  Setting, aesthetics, interac-
tion, cognitive processes, 
technology 

The application methodologies, the factor rep-
resentation sheets (FRS) and the general pro-
cess documentation (GPD) create a three—
part framework to improve the flows of the 
proposed framework 

Mohammad Zarour 
and Mubarak 
Alharbi  

UX Dimensions, aspects cate-
gories, aspect , measurements 
methods 

This framework proposes the relation between 
value and UX Dimension :Value ,user need ex-
perience (NX), brand experience (BX), tech-
nology experience (TX) 

 
Studying in detail the aforementioned frameworks, we have focused on the infor-

mation analysis that reports security extensions.We can see that an approach reports 
security references in system factors and context factors. Other approaches focus on 
security references when it comes to basic human needs and psychological needs. More 
technical approaches report: security features or attributes like safety etc. Table 3 below 
presents more clear a list of the referenced UX frameworks proposed in literature in 
association with security and privacy issues they propose. 

Table 3 shows that the ‘connection’ between UX και Security is “weak” and there is 
a gap between presentation and studying. Specifically the UX field needs to be linked 
with all the security extensions provided by contemporary software. None of the pro-
posed frameworks comes with a detailed presentation and exploration of the available 
security. Recent bibliography has resulted in 3 basic areas based on (Mishra & Harris, 
n.d.) for creating secure information systems: technical, formal and informal systems. 
However, the term “Information Systems” has gotten different connotations from dif-
ferent researchers. 

Various and varied studies and approaches have been developed on the basis of the-
ories and frameworks from other academic fields to explore contingent factors of the 
end user’s security behaviours. As stated in (Hu et al., 2011) “The rational decision-
making process will be subject to a variety of individual and situational factors”. We 
must focus to “ those information security misbehaviours that are intentionally per-
formed by insiders without malicious intent” state the authors in (Dang-Pham et al., 
2017).  

For better understanding how the aforementioned UX frameworks are related with 
the basic security principles in order to safeguard the basic security principles (C.I.A) 
we have initially identifies all UX characteristics presented in all fifteen frameworks 
and matched then with the respective security principles.  More specifically we created 
a group of categories which include the specific attributes (from all the frameworks) in 
accordance with the approach taken by (Arhippainen & Tähti, 2003). We then catego-
rized the components for the UX: user, social factors, culture factors, context of use, 
product (system in our approach) in line with the UX aspects proposed by (Hiltunen et 
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al 2002) which are user, task space, physical context, social context, technological con-
text, device and connection. 

Table 3. UX Frameworks in association with security and privacy issues. 

 UX Framework Security (References–Components) 
1.  Mahlke - 
2.  Vyas and Van Der Veer  - 
3.  Jetter and Gerken  - 
4.  Moller et al. System factors (security- critical systems), 

Context factors (privacy and security is-
sues) 

5.  Schulze and Krömker Basic human needs: security. Feel secure, 
feel not being watched, build trust, hand 

over responsibility, have data control 
6.  Chen and Zhu - 
7.  Gegner et al. The life ladder: UX is primarily a result of 

the satisfaction of psychological needs 
such as security (calmness, order, routines, 

relaxation) 
8.  Fuchsberger, Moser, and 

Tscheligi 
- 

9.  Gross and Bongartz - 
10.  Anitha and Prabhu Myth2#: RE and UXD Can be Done by Ar-

chitects or Domain Professionals: “Archi-
tect came up with an excellent security fea-

ture…” 
Myth4#: User Experience = Usability: Vis-
ceral processing help users make rapid de-
cisions about what is good, bad, safe, or 

dangerous 
 

11.  Tan, Ronkko and Gencel Taxonomy for Usability and UX Attributes 
Attributes Safety. Sub—attributes Security. 

12.  GAO Changyuan et al. Rational judgment: Security 
Depth perception layer: Safety of operation 

13.  Kujala et al. - 
14.  Kremer et al. - 
15.  Zarour and Alharbi UX Aspects: Trustworthiness, privacy 

 

It should be noted that the tables below have been compiled in line with a user-
oriented approach to each attribute. Our research sought to analyze the security ap-
proaches from the user’s point of view. Thus, the tables list all the attributes taking a 
consistently user-oriented approach. 
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Table 4. UX attributes User  and System  in association with security C.I.A.  issues 

 User (U)                                                                                          System (S) 

Attributes C I A Attributes C I A  

Age  ✔ ✔  Acceptability  ✔ ✔ ✔ 
Assessment (every user)  ✔ ✔  Acceptance  ✔ ✔ ✔ 
Attention  ✔ ✔  Accessibility     

Autonomy  ✔ ✔  Access restrictions  ✔ ✔ ✔ 
Beautiful of colour, text, graphics     Acoustic  ✔   

Behavioural tendencies  ✔ ✔  Adaptivity  ✔ ✔ ✔ 
Brand loyalty  ✔ ✔  Aesthetics  ✔   

Choise of alternatives  ✔ ✔  Ambiguity ✔ ✔ ✔ 
Cognitive appraisals  ✔ ✔  Appeal  ✔ ✔  

Competencies  ✔ ✔  Appearance  ✔ ✔  

Computer anxiety ✔ ✔  Appropriation-Enactment  ✔ ✔ ✔ 
Consistent layout  ✔ ✔ ✔ Attractiveness  ✔ ✔  

Consumer experience  ✔ ✔  Authenticity  ✔ ✔  

Coolness  ✔ ✔  Balance (Interaction)  ✔ ✔ ✔ 
Cultural background  ✔ ✔  Beauty  ✔   

Cultural differences  ✔ ✔  Challenge  ✔  ✔ 
Curiosity  ✔ ✔  Clarity of navigation  ✔  ✔ 
Decision  ✔ ✔ ✔ Clear  ✔ ✔  

Emotional status  ✔ ✔ ✔ Closely (View)  ✔ ✔  

Emotions  ✔ ✔  Communicative symbolics  ✔ ✔  

Enjoyment  ✔ ✔  Compatibility of users 
knowledge  

✔ ✔  

Fun  ✔ ✔  Completeness  ✔ ✔  

Gender     Compliance  ✔ ✔  

Generalizability  ✔ ✔  Consistency  ✔   

General SAM  ✔   Content rich  ✔   
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Attributes C I A Attributes C I A  

Haptic quality  ✔ ✔ ✔ Controllable  ✔ ✔ ✔ 
Hedonic  ✔ ✔ ✔ Convenience  ✔ ✔  

Image  ✔  ✔ Correlation of search results  ✔ ✔  

Influence  ✔ ✔  Credibility  ✔ ✔ ✔ 
Instincts  ✔ ✔  Desirability  ✔ ✔  

Knowledge  ✔ ✔  Dialog acts  ✔ ✔ ✔ 
Learning  ✔   Dialogue  ✔ ✔ ✔ 
Likeability  ✔   Ease of use  ✔ ✔  

Logic between interfaces  ✔ ✔ ✔ Effectiveness    ✔ 
Memories  ✔ ✔  Effective of link  ✔ ✔  

Motivation  ✔ ✔  Emotional value  ✔ ✔ ✔ 
Motor expressions  ✔ ✔  Epistemic value  ✔ ✔  

Native language  ✔ ✔  Everyday operations  ✔ ✔  

Needs     Exciting  ✔ ✔  

Novelty  ✔ ✔  Extensibility  ✔   

Overall judgments  ✔ ✔  Fault tolerance  ✔ ✔ ✔ 
Perceptions  ✔ ✔  Flexibility  ✔ ✔ ✔ 
Personality  ✔ ✔  Fluidity  ✔  ✔ 
Physiological reactions  ✔ ✔  Functionality  ✔ ✔ ✔ 
Pleasure  ✔ ✔  Functional value  ✔ ✔  

Popularity  ✔ ✔  General SUS  ✔ ✔ ✔ 
Predispositions  ✔ ✔  Gesture  ✔ ✔  

Preference  ✔ ✔  Goals  ✔ ✔  

Product use  ✔ ✔  Hedonic quality  ✔ ✔ ✔ 
Readability  ✔ ✔  Helpfulness  ✔ ✔  

Relatedness  ✔ ✔ ✔ Highlight important info  ✔ ✔  

Relevance  ✔   Identification  ✔ ✔ ✔ 
Safety  ✔ ✔ ✔ Impressive  ✔ ✔  

Satisfaction  ✔ ✔ ✔ Inter-behavioural  ✔ ✔  
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Attributes C I A Attributes C I A  

Security  ✔ ✔ ✔ Interesting  ✔ ✔  

Sensory (Sensitivity)  ✔ ✔ ✔ Learnability  ✔  ✔ 
Sexiness  ✔ ✔  Memorability  ✔ ✔  

Skills  ✔ ✔ ✔ Motivational aspects  ✔ ✔  

Stimulation  ✔ ✔  Navigability  ✔ ✔ ✔ 
Simplicity  ✔ ✔  Operability  ✔   

Subjective feelings  ✔ ✔ ✔ Operation  ✔   

Surprise  ✔ ✔  Response time   ✔  

Time  ✔ ✔ ✔ Personality system  ✔ ✔  

Trustworthiness  ✔ ✔ ✔ Platform stability  ✔ ✔ ✔ 
Uncertainty  ✔ ✔ ✔ Presentation  ✔   

Usage behaviour  ✔ ✔ ✔ Productivity  ✔   

Usage mode  ✔ ✔ ✔ Reliability  ✔ ✔ ✔ 
User Performance    ✔ Safety of operation  ✔ ✔ ✔ 
User’s knowledge  ✔ ✔ ✔ Speech  ✔ ✔  

Verbal ability  ✔ ✔ ✔ Supporting  ✔ ✔  

Visual aesthetics  ✔ ✔ ✔  Symbolic aspects  ✔ ✔  

     Understandability  ✔ ✔  

     Usability  ✔ ✔  

     Useful  ✔ ✔  

     Utility  ✔ ✔  

     Visual attraction  ✔   

     Vocabulary  ✔ ✔  

 

For the user (U) we can see that attributes Confidentiality (C) and Integrity (I) have 
very strong presentation compared to availability. For the system (S) we can see that 
the C.I.A. attributes have a huge dissemination in all attributes. It is very important 
therefore to include these aspects in the system development lifecycle and especially 
during system design. 
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Table 5. UX attributes Physical Context and Task space in association with security C.I.A.  issues 

Physical Context (PHC)                  Task space (TS)  

Attributes C I A  Attributes C I A 

Accuracy ✔ ✔ ✔  Number of available tasks  ✔ ✔ ✔ 

Activities ✔ ✔ ✔  Task consequences  ✔ ✔ ✔ 

Appropriateness ✔ ✔ ✔  Task frequency  ✔ ✔ ✔ 

Availability ✔ ✔ ✔  Tasks complexity  ✔ ✔ ✔ 

Conditional value ✔ ✔ ✔  Time behaviour  ✔ ✔ ✔ 

Environment (Accuracy) ✔ ✔ ✔  Type of tasks  ✔ ✔ ✔ 

Home environment ✔ ✔ ✔  

Lighting condition ✔ ✔ ✔  

Mobile environment ✔ ✔ ✔  

Office environment ✔ ✔ ✔  

Potential parallel activities ✔ ✔ ✔  

Precision ✔ ✔ ✔  

Public usage ✔ ✔ ✔  

Resulting costs ✔ ✔   

Space (condition) ✔ ✔ ✔  

Transmission channels also sensory ✔ ✔ ✔  

 

Again in Table 5 we see that all attributes belonging to physical Context play a crit-
ical role for the security of a system as well as Task Space attributes. It should be noted 
that Task space is very critical from a user point of view since it is the area were the 
user interacts with the system and any type of misunderstanding or misbehavior may 
potentially harm system security or user’s privacy. 

Finally, in table 6 we see the same pattern as in the previous tables. In both the tech-
nological context and the device attributes all three security aspects have a connection 
with the UX elements. Except from the retail experience and usage volume all other 
elements have an impact on systems confidentiality, Integrity and Availability.     
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Table 6. UX attributes Technological Context and Device in association with security C.I.A. 
issues 

Technological Context (TC)                        Device (D)     

Attributes C I A  Attributes C I A 

Controllability  ✔ ✔ ✔  Brand  ✔ ✔ ✔ 

Efficacy  ✔ ✔ ✔  Business communi-
cations  

✔ ✔ ✔ 

Efficiency  ✔ ✔ ✔  Marketing  ✔ ✔ ✔ 

Infrastructure  ✔ ✔ ✔  Retail experience      

Platform technology ✔ ✔ ✔  Strategy (Brand)  ✔ ✔ ✔ 

Service response time  ✔ ✔ ✔  Usage volumes      ✔ 

The above tables allow us to conclude, first off, that the group consisting of Physical 
Context (PHC), Task space (TS), Technological Context (TC), and Device (D) includes 
attributes whose C.I.A. attributes are very close to 100 %. This is logical, given that the 
attributes in this group--the physical context in which the user employs the software, 
the attributes of the tasks, the technological context and the devices users employ--are 
all directly linked to the actual system use. There are differences between the user and 
system groups in terms of their C.I.A. attributes, but we can still see a significant dove-
tailing of values for the C.I.A. attributes, meaning that the security extensions have a 
significant impact on the UX. The extent to which the C.I.A. attributes are influenced 
by UX components is clear. 

From the above we can safely conclude that these approaches provide a huge amount 
of knowledge and lay the foundations for creating contemporary, smart, adaptive soft-
ware for every user. However, the problem remains on how to create a secure and user-
friendly environment to house every aspect of the average user’s everyday experience 
using smart and adaptive software. 

Developments in desktops, tablets, smartphones have been huge in recent years. Mil-
lions of users around the world now use smartphone apps for every sort of everyday 
procedure. Frequently, their functionality “relies on, and produces, sensitive and per-
sonal data” (Gerber et al., 2017). All values are stored on the device, including usage 
data, location and biometrics. There have been numerous instances of unintended live 
sessions on Instagram and of personal moments being shared live due to software being 
set up and used incorrectly.  

The “privacy paradox” is also frequently observed, following the development of 
social networks: “The privacy paradox explained as a temporally discounted balance 
between concerns and rewards”(Hallam & Zanella, 2017)  presents the way in which 
contemporary users behave. “The privacy paradox has significant implications for e-
commerce, e-government, online social networking, as well as for government privacy 
regulation”(Kokolakis, 2017). 
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We understand the importance of the phenomenon in question and how important 
security and privacy now are. Thus, the need to “develop products capable of automat-
ically adapting to any given environment or user”(Zagouras, n.d.) is huge, and requires 
the incorporation of concepts such as understanding, concerns, awareness, attitudes and 
feelings into the software and its users.  

Our study has shown us that psychological needs are a very important aspect of this 
research. Features like autonomy, competence, relatedness, self-actualization, security, 
popularity, money/luxury, physical/bodily, self-esteem, stimulation, and keeping it 
meaningful must be taken into account at every stage in the software creation process, 
and especially in those aspects relating to user interaction.  

An interest work about the psychological needs as motivators for security and pri-
vacy actions on smartphones is presented from Kraus (Kraus et al., 2017) with details 
about the behaviour for security and privacy action in smartphones. The need is grow-
ing every day. However, the users must acquire knowledge both via the distributors and 
the software itself. We must also do our utmost to ensure, given the speed of the tech-
nological advances and the human needs for privacy, that data is not lost.  

4 Discussion and Conclusion 

This paper has analyzed the field of User Experience (UX) across the whole spec-
trum of academic research from the last quarter century. We have presented the chang-
ing meanings ascribed to the concept of a software product in recent years and the 
changing reality that has taken shape in the procedures pertaining to the everyday use 
and experience of software. We have separated the concept of ‘usability’ from the con-
cept of ‘user experience’, focusing on usability as a non-emotional aspect and UX being 
felt internally by the user. We have looked at the different academic fields involved in 
the latter, which include human computer interaction (HCI), psychology, design ap-
proaches, marketing and philosophy. The theories on which the examined approaches 
are based are well-known and have produced important scientific results. 

The approaches that have been taken to the combination of security and User eXpe-
rience are numerous, but it seems that the research is still overly-generalized and needs 
to develop approaches and frameworks which take a more specialized look at software 
development. It is obvious that data leaks via social media and other organizations made 
deliberately and for gain must be stopped, not at the level of policy decisions within the 
company but at the level of the software being used to protect data privacy. The soft-
ware must be equipped with the technology and the ‘judgment’ required to deny the 
possibility even to its creator of using data of this kind for purposes others than those 
for which it was provided, or to transfer it elsewhere. 

There is a need to create contemporary smart software using the best software de-
velopment techniques, artificial intelligence — and always in full awareness of the se-
curity and privacy issues — which emphasizes and empathizes with the future user 
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population. We believe that the field of UX with security (and privacy) extensions re-
quires more research and has to connect the psychological needs of the users with UX 
approaches under the prism of security and privacy, to minimize the software’s entropy. 
This area is still in its infancy. Methodologies of this sort will help the users to use — 
and the manufacturers to create — contemporary, smart and safe (for the user) software 
globally. The key conclusion from the aforementioned analysis is that UX elements 
presented in various studies have a huge impact on all three aspects of Information 
Security which means that designers and software analysts should consider UX as a key 
design factor when eliciting security (and privacy) requirements for the system to be. 
Providing a holistic approach for assisting analysts in this direction will be one im-
portant extension for both Usability Engineering and Security Engineering domains. 
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