
HAL Id: hal-03657722
https://inria.hal.science/hal-03657722

Submitted on 3 May 2022

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

Cyber Security Education and Training Delivering
Industry Relevant Education and Skills via Degree

Apprenticeships
Ismini Vasileiou

To cite this version:
Ismini Vasileiou. Cyber Security Education and Training Delivering Industry Relevant Education and
Skills via Degree Apprenticeships. 14th International Symposium on Human Aspects of Information
Security and Assurance (HAISA), Jul 2020, Mytilene, Lesbos, Greece. pp.175-185, �10.1007/978-3-
030-57404-8_14�. �hal-03657722�

https://inria.hal.science/hal-03657722
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


Cyber Security Education and Training:  
Delivering industry relevant education and skills via 

Degree Apprenticeships 

Ismini Vasileiou1,2[0000-0001-6174-3586] 

1 School of Computer Science and Informatics, De Montfort University, Leicester, UK 
2 Centre for Security, Communications and Network Research, University of Plymouth, Ply-

mouth, UK 
ismini.vasileiou@dmu.ac.uk 

Abstract. The rise of Digital Transformation, global pandemics, and AI, have 
made Cyber skills crucial in today’s world. Organisation flexibility can only be 
achieved when they have a strong foundation of Cyber professionals that can look 
after vulnerabilities and protect their systems. A multitude of evidence suggests 
that the economy is being held back due to a skills gap, particularly in the Cyber 
Security discipline. In seeking to reduce this gap, the UK government has ex-
tended a long established ‘apprenticeship’ programme to include degrees. Higher 
Education Degree Apprenticeships offer a cost-effective route for employers to 
upskill their staff and for apprentices to access free education (and a degree) 
whilst being paid. Each of the Degree Apprenticeships has an associated frame-
work that defines core learning requirements – devised and created by a collabo-
rative effort of industry and academia. How this framework is implemented how-
ever is very much up to individual institutions.  
 
This paper presents an implementation of the Cyber Security Analyst degree ap-
prenticeship undertaken at a UK Institution. Amongst the first in the UK to oper-
ationalise the standard, the approach has pragmatically dealt with a wide range 
of issues to create an academically rigorous yet commercially viable solution for 
industry. The paper presents the approach, demonstrates the academic rigor 
through mapping to industry-accepted standards, and discusses the collaborative 
role of the employer and University in providing a holistic and complete learning 
experience. The paper concludes by offering a critical discussion on challenges 
and opportunities and suggests ways employers and professional bodies can col-
laborate further with Higher Education in developing Degree Apprenticeships 
that will only be about skills, but also lifelong learning. 
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1 Introduction 

The Cybersecurity industry is growing and developing fast. Companies, government 
and educational establishments have been looking into those rapid changes and to pro-
mote partnerships amongst those different stakeholders. It is calculated that 48% of the 
businesses have a skills gap [1] and two thirds face issues with the cyber skills gap. 
Over the years there has been a plethora of qualifications and certifications in the dis-
cipline. There is a growing demand across countries and governments to identify further 
institutional deficiencies and how to close the skills gap. The Digital Revolution and 
the continuous economic restructure in Europe, US and all over the world, develops 
new areas and skills needed and at the same time creates skills shortage. The Skills 
Mismatch Index (SMI) indicated that the Eurozone alone by 2020 would experience 
900,000 shortage of professionals in STEM [2]. The new research paper published in 
2019, evidences that these figures are set to get worse and reveals that it could be 7 
million under-skilled or their job requirements [3]. In an attempt to address the current 
and forecasted skills shortage, the UK government developed the Higher Degree Ap-
prenticeships and UK Higher Education Institutions are now introducing and offering 
new Bachelor’s degrees under this new umbrella [4].  

The Cyber Security discipline is a relatively new profession and often organisations 
are not in a position to identify or recruit the specific skills they need. Although a Com-
puter Science degree can be seen as the foundation of all IT specialisations, still within 
the Cyber field we need to carefully select such professionals that will bring the exper-
tise and knowledge in the times we live.  

Academia has a long-standing background on research outputs and in particular, 
very recently in Cyber. By developing the Cyber Degree Apprenticeship, HE institu-
tions achieve a great milestone in bridging the gaps between research and organisational 
needs. In addition, employers can benefit greatly by broadening their recruitment prac-
tices and develop new upskilling and transitioning routes for their employees. Evans 
and Reeder [5] identified early on that cybersecurity skills are in short supply and it can 
have implications on terrorism, financial crime, business insider threats and the intelli-
gence community in general. And despite the fact this might seem like a ten-year-old 
and out date reference, unfortunately it is still very true and this is a long standing issue. 
More recent studies by Francis and Ginsberg [2] and the UK Department for Digital, 
Culture and Media & Sport [1], make a cyber skills embedded across all the workforce. 
Globalisation not only on the job market, but also on fields such as education, gaming 
etc makes it a high priority that more people get upskilled and understand the im-
portance of cybersecurity [6].  

The paper considers the potential of Degree Apprenticeships as a route towards sup-
porting the need for cyber security skills.  The discussion begins by presenting the ped-
agogical considerations that were applied whilst developing the new Degree Appren-
ticeships and the importance of not only embedding the skills framework, but also to 
initiate brand new discussions with the employers. It continues by discussing the chal-
lenges that all stakeholders faced during the implementation of such degrees, and con-
cludes with lessons learnt and some pedagogical recommendations for a second itera-
tion or for institutions who wish to build upon this experience.  
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2 The development of Degree Apprenticeships and the Skills 
Framework 

The patterns of academic study in the UK is continuously being explored by the gov-
ernment. The NMC Horizon Report [7] report offered a five-year horizon for Higher 
Education Institutions. The main areas the research was focused on was the use of tech-
nology but also how to improve teaching and learning and offering more opportunities 
within Higher Education. In particular, their research focused extensively in developing 
competing educational models in an attempt to assist institutions to move away from 
traditional courses. Having said that, the research acknowledges that such approaches 
could have implications on policy, leadership and practice.  

Similarly, for years there has been a strong incentive to address the relationship be-
tween Higher Education and employment. In this rapidly changing world, Higher Edu-
cation is called to become more responsive and enhance knowledge and skills whilst 
empowering the critical reflective learner. This has been widely supported by the gov-
ernment by producing various reports discussing the future of Higher Education such 
as the 2003 UK Government report, the 2008 HEFCE report, the 2011 Government 
White Paper [8] and the 2015 Advance HE Framework on enabling employability.  

From the academic perspective, Higher Education institutions have made employa-
bility one of the key aspects of organisational commitment and vision. In traditional 
degrees, short work-based learning modules are offered where students are experienc-
ing doing an academic piece of work alongside an employer [9].  In addition, students 
go for a year long optional placement at the end of Year 2 before they enter their final 
year of their degree.  

In addition, during the development of the degrees,  the Advance HE framework was 
adopted on embedding employability (see Fig. 1) that can be tailored depending on the 
type of the degree and desirable outcomes. The host institution’s familiarity with em-
ployability being a key driver in developing curriculum meant that there was significant 
prior experience in developing various degree models, including Fast track Degrees [8], 
prior to the development of the Degree Apprenticeships. 
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Fig. 1. The Framework for embedding employability in HE [10]. 

In order to develop the Degree Apprenticeship programmes four distinctive steps were 
followed: 

 
1. Worked collaboratively with local 10 employers and the UK South West trail-

blazers group to define employability and skills needed to be addressed. Var-
ious meetings were held to discuss the triangulation between the apprentice-
ship standards, the skills framework and the academic expectations of the 
learners. Employers provided an in-depth description of the jobs and this fa-
cilitated discussions and eventually agreements of the various skills that will 
be addressed within the academic curriculum.  

2. Considered all current policies and future institutional practices and processes 
and aligned the development of Degree Apprenticeships to the overall strate-
gic vision.  
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3. Collaborated and shared good practices with employers who have a long-
standing experience on running apprenticeships. 

4. Continuously collected and assessed feedback from all stakeholders in order 
to inform future policies and areas of focus.  

 
The final suite of degrees was packaged into the Digital and Technology Solutions 

programmes Institute for Apprenticeships and Technical Education). This included 
Cyber Security Analyst, IT Consultant, Network Engineer and Software Engineer. All 
pathways had distinctive characteristics, but they all had some common modules to 
develop the foundations of the Computer Science field. The modules were chosen and 
designed carefully in collaboration with the employers in order to ensure that the Ap-
prenticeship standard were aligned with the modules’ content.  

3 The Cyber Analyst Curriculum and the Professional Skills 

The majority of UK Universities ensure their degrees are accredited against profes-
sional bodies. Within the Computer Science discipline and its related fields such as 
Cyber, it is highly important that curriculum updates regularly in order to develop em-
ployable graduates. Professional bodies such as BCS (The Chartered Institute of IT) 
play a key role in developing courses not only meeting the Higher Education quality 
assurance standards, but also to develop a relationship between HE and understand the 
skills-based approach.  However, this can also create new problems, where professional 
bodies do not understand the HE context and awards and accreditations becomes a com-
petitive behaviour rather than an informative on developing teaching excellence.  

The development of the Degree Apprenticeships programmes relies heavily on the 
skills set needed by graduates as it was defined by the Government’s analysis on the 
skills gap and the standards published. Such degrees combined learning with employ-
ment and the final certificate is not only a degree on understanding the discipline, but 
also verifies the skills set an individual has acquired [11]. Each apprenticeship standard 
is a combination of a job, skills needed and the learning that needs to be undertaken. 
One cannot exist without the other. Traditional courses offered by the HE Institution, 
were already mapping their learning and skills to the professional standards with great 
emphasis on the SFIA framework [12] and the CIISec Skills Framework [13]. The pro-
fessional bodies work closely with the government and inform the trailblazers and de-
velopers of the apprenticeship standards, so in that respect the development of the 
Cyber degrees was already very well received by students and employers. Whilst de-
veloping the academic element, a new mapping exercise was needed where an in-depth 
analysis of the skills acquired was needed.   

Fig. 2 shows the Degree Apprenticeship delivery model and how it spreads and em-
beds the work experience component throughout the years of study. This enables the 
graduates to be considered as more experienced than those from traditional degrees – 
even with an optional placement.  This aspect was recognised by the professional body 
(CIISec) which was willing to grant Associate Member status to all Cyber Degree Ap-



6 

prenticeship graduates directly upon graduation [14], whereas traditional degree grad-
uates are not eligible for this level without further practical experience beyond their 
graduation.  

 

 
Fig. 2. A comparison of the Traditional BSc with the Degree Apprenticeship BSc 

It was clear that upon completion of the first two years of the Cyber Degree Appren-
ticeship, that the discussions held from the outset with employers, students and the Uni-
versity, the development was seen holistically and not just as an academic programme, 
or just a work experience. The importance embedding the academic element to the daily 
job - knowledge element of the apprenticeship – created clear links between the practi-
cal element of the degree and the theoretical learning. From the beginning of the ap-
prenticeship, both the students and the employers were given clear understanding of 
expectations in promoting an effective learning environment. Whilst the author had 
similar experience with all Degree Apprenticeships pathways, extra focus and attention 
was placed on the Cyber pathway as it is one of the fields rapidly developing and the 
need to embed professional bodies’ frameworks was of high importance. Such an ap-
proach enhanced the learner’s effectiveness and experience and ensured that Degree 
Apprenticeships were developed with a holistic pedagogical approach encouraging 
both employers and learners to engage and meet the academic requirements. This in 
turn had as a result more employers to showed interest in joining the scheme, and im-
proved attainment and retention.  

4 Challenges and Opportunities 

The professions have been widely challenged to look beyond standard routes into edu-
cation. Universities have been developing work-based learning approaches for a num-
ber of years now [10], so they are not new in understanding the need to build a curric-
ulum embedding professional standards. There are professions such as Healthcare, 
where the apprenticeship approach is the norm. However, when looking into the Cyber 
profession the picture is not the same. The emergence of such degrees offered profes-
sions a framework to develop partnerships whereas in the past professional bodies 
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would not engage directly. The ‘knowledge’ and ‘competence’ frameworks are the be-
ginning to foster practice-based academic qualifications [15]. Learning becomes nego-
tiable though, and often the professional body might focus too much on a particular 
skill, rather than the holistic approach to learning. During the development of the de-
grees, difficult discussions took place with all parties involved but it also developed the 
understanding of academic learning further for everyone involved. Academic learning 
and professional competence whilst different [16], they became the new integrated way 
into and out of Higher Education. The professional bodies and their standards whilst 
focusing on the skills, they were now mapped against critical thinking, evaluation and 
reflection. Professional values within an HE degree transformed and many barriers 
were removed. Transdisciplinary skills reflect in academic work  the generic compe-
tence a graduate needs and integration of both academic and professional standards 
become the core.  

Patterns and processes are changing in Higher Education. With the introduction of 
higher fees the landscape was changing already. There has always been discussions and 
comparisons between apprenticeships, degrees and certifications. Students have been 
making those hard decisions since their early adult lives. We have seen that quite often 
students although competent, are not able to attend university. To date, the Higher Ap-
prenticeships have not been offering this holistic approach to learning that Degree Ap-
prenticeships do [17]. But despite the opportunities that arise, still the young population 
is struggling to either find employment that will lead them to an apprenticeship or their 
employer are not investing into their holistic and lifelong education. Therefore, it is of 
high need that when developing the Degree Apprenticeships they are not being sold as 
a financial investment for the employer, but in collaboration with the Government and 
the professional bodies, to inspire and develop the new generation [18]. 

Training and teaching learners at the same time, quite often can be problematic. By 
integrating a variety of pedagogical approaches, moving away from the traditional di-
dactic approach, can enhance and empower the learner and the process in achieving a 
degree. Understanding just the regulatory framework often is not enough. The author 
spent adequate time exploring collaborations and opportunities to promote flexible 
learning in an attempt to promote equal opportunities and cater for diverse back-
grounds. This was very well received by the employers and the student feedback was 
very positive. The Cyber programme was developed with careful consideration of look-
ing into the future and how the discipline expands. Looking the now only would not be 
enough and upon the creation of new skills by the professional bodies it would be not 
achievable to reach positive results or it would lead in delays revamping the curriculum. 
The holistic approach benefited the employers too as they became more compliant with 
the skills frameworks and developed deeper understanding of the field.  

5 Recommendations for Stakeholders 

Table 1 summarises some suggestions and recommendations for each stakeholder in-
volved in either developing or taking up a Degree Apprenticeship that derived from the 
current portfolios of Apprenticeships to date. In particular, the focus is placed on the 



8 

Cyber pathway as it requires continuous adaptation of skills and new ones develop very 
quickly due to the nature of the discipline.  

Table 1. Steps in developing a Cyber Degree Curriculum. 

Issue Universities Employers Apprentice 
Strategic Develop an overall 

strategic approach 
to implementing 
Degree Appren-
ticeships for the In-
stitution.  

Develop Degree 
Apprenticeships as 
the overall CPD 
strategy within the 
organisation.  

Develop strategies 
for self-managing 
work and educa-
tion. 

Collaborative Ap-
proach 

Employers should 
play a key part 
from very early on. 

Work collabora-
tively with Higher 
Education Institu-
tions to develop a 
degree that meets 
the organisation’s 
needs.  

Develop strong 
collaborations with 
mentors, line man-
agers and academ-
ics.  

Triangulation To empower the 
relationship be-
tween academics 
and employers and 
identify each ones’ 
expertise.  

Have a clear idea 
of skills shortage.  

Work continuously 
on their personal 
CPD, identify their 
own skills gap 

Continuing Profes-
sional Develop-
ment (CPD) 

To re-consider and 
perhaps re-de-
fine/re-design the 
delivery ap-
proaches in an at-
tempt that are rele-
vant for both em-
ployers and stu-
dents.  

Support the staff to 
undertake various 
CPD activities and 
where appropriate 
the Degree Ap-
prenticeship route.  

 

Outreach Outreach activities 
to promote Degree 
Apprenticeships to 
schools and col-
leges. 

Welcome new tal-
ent and support 
them by offering 
Degree Appren-
ticeships.  

 

 
What is noticeable is that the main recommendation is around collaboration and con-
tinuous development of the curriculum alongside the employers. Although apprentice-
ships have been running for a long time now, Degree Apprenticeships are moving away 
from just vocational study [19] and incorporate the academic element more strongly. 
From an employer’s perspective, to employ staff who gain both practical experience 
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and academic one, can prove a great advantage. What is important though is to develop 
those foundations on working with academia to gain the most out of the theoretical 
work. The table shows how each stakeholder needs to respond for the main themes 
when creating a Degree apprenticeship curriculum.  

Looking ahead, the above table can be used by each stakeholder involved in devel-
oping such schemes. Employers can introduce organisation wide strategies on how to 
identify the skills gap and either existing employers to upskill or recruit new talent. The 
above table can facilitate those discussions between all parties and to assist them in 
designing strategies to increase participation on Degree Apprenticeship schemes.   

6 Conclusion 

The paper critically reflected on the development of the Cyber Degree Apprenticeships 
within a Higher Education Institution with the aim to demonstrate a new route into 
developing Cyber professionals. It was highlighted that such route can be valuable to 
employers and although the author implemented various pathways and special focus is 
being placed at the Cyber one. As more and more employers identify their organisa-
tions’ skills gap in the Cyber field, the professional bodies such as CIISec and NCSC 
[18] are accepting, promoting and recognising the Degree Apprenticeship route. This 
led to a rapid grow across many institutions and the Cyber pathways have become very 
popular. Companies such as HP and IBM, are either upskilling existing staff in this 
area, or investing in new talent.  

Although it is felt that the strategic approach has now resulted in steady student re-
cruitment, at the same time it was a steep learning curve for academia to enter the world 
of apprenticeships. What was found to be the most important factor affecting a quick 
growth in student numbers was aligning the development of apprenticeships with an 
institutional  strategy, mission and values. Engaging with the employers from the start, 
whilst developing the curriculum is also quite important.  Questioning and continuously 
developing a personalised degree and career development is not something that cur-
rently fits widely with the universities [20]. Teaching and learning strategies and ap-
proaches were put on the test often, and new ways of delivering the content emerged 
and it is still under review. Staff workloads has also been a challenge. Although there 
is a high need and will from all sides to deliver the same degree but in different formats 
to meet the employers’ needs, equally it has been a great challenge to identify not only 
suitable staff, but also staff with capacity.  

Other areas that still need to be explored are widening participation and inclusivity. 
HE education provides a provision for all types of learners, giving everyone an oppor-
tunity to develop as a person, as a graduate and contribute to the society. Although such 
educational models can inspire and remove barriers for students who are unable to get 
a student loan, still HE can influence less and less the student population and intakes. 
Employers will be providing their workforce and by embedding professional standards 
into the curriculum, the widening participation aspect is outsourced to all those stake-
holders.  
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In conclusion, despite the new challenges and the changing landscape of mass 
Higher Education, professional bodies have, employers and the government are called 
to redefine what degree education means. Whilst universities are still developing and 
establishing a variety of Degree Apprenticeships, reflection is required on the role of 
employers and professional bodies [21]. The latter two should be supporting the Higher 
Education establishments in developing and adapting their material [15], but not chang-
ing the nature of what HE represents and what it aims for. Currently, the implementa-
tion of such degrees does not hold the employer or the professional body responsible. 
With the triangulated approach the Degree Apprenticeships described in this paper fol-
lowed, it recommends that here needs to be an accountability system where it will re-
quire all parties to be clear on their roles in delivering such degrees. It is important that 
the Government, the employers and the professional bodies, at times they need to adapt 
to the HE context and change their approaches and how they develop their frameworks 
[22]. If this is achieved, then the policy contexts can change, become more inclusive 
and align university qualifications with businesses. 

The Cyber skills gap is not closing [1]. On the contrary, with the rapid online devel-
opments any degree or pathway in the Computer Science discipline will need elements 
of embedding skills and knowledge around security and privacy.  The Cyber field can 
be further supported by the Degree Apprenticeships route as the learners have an ongo-
ing exposure to the real problems and challenges of their daily job, in addition to learn-
ing the theoretical aspects. Employers are offering most of the times cutting edge tech-
nologies and as such this is offering academia the opportunity to stay current and offer 
the latest theoretical frameworks. Now more than ever, the need of professional bodies 
is high. They are the ones collecting, collating and framing the profession, offering 
ongoing support and guidance. Now more than ever, embedding those frameworks 
within the rapidly changing and growing Cyber field, can be not just a challenge for 
academia, but also an opportunity to reshape their offerings and produce such graduates 
that will come with professional and academic experience. Finally, the Degree Appren-
ticeships route into Cyber, alongside the embedded skills frameworks, will develop 
such graduates with lifelong learning characteristics which, in return, will be an asset 
for any organisation and the Cyber profession.  
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