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Abstract. Blockchain is the underlying technology behind Bitcoin, the first digital currency, 
and due to the rapid growth of Bitcoin, there is significant interest in blockchain as the enabler 
of digital currencies due to the consensus distributed ledger model. The rise and the success 
of alternative cryptocurrencies such as Ethereum and Ripple has supported the development 
of blockchain technology, but the performance of blockchain applications has been docu-
mented as a significant obstacle for adoption. At the core of blockchain is a consensus proto-
col, which plays a key role in maintaining the safety, performance and efficiency of the block-
chain network. Several consensus protocols exist, and the use of the right consensus protocol 
is crucial to ensure adequate performance of any blockchain application. However, there is a 
lack of documented overview studies even though there is agreement in the literature about 
the importance and understanding of blockchain consensus protocols. In this study, we adopt 
a systematic literature review (SLR) to investigate the current status of consensus protocols 
used for blockchain together with the identified limitations of these protocols. The results of 
this study include an overview of different consensus protocols as well as consensus protocol 
limitations and will be of value for any practitioner or scholar that is interested in blockchain 
applications.  

Keywords: Blockchain technology, consensus protocols; challenges 

1 Introduction  
Since its emergence as the core underlying technology for Bitcoin in 2008 [31] , blockchain 
technology has evolved from its use as a verification mechanism for cryptocurrencies to a 
broader field of applications. Blockchain’s primary objective is to provide a transactional, 
distributed ledger functionality with the aim of eliminating the need for trusted intermediary 
third-parties [3]. This implies that with blockchain, applications that operate through the 
use of trusted intermediaries can now operate in a decentralized way without relying on 
intermediaries and achieve the same level of functionality and benefits [9].  

Despite the well documented benefits of blockchain technology, its adoption is still very 
limited due to performance challenges. Many scholars associate these challenges to one of 
blockchain’s key components namely the consensus protocol algorithm [6], the mechanism 
that allows blockchain to decentralize trust [23]. A consensus protocol ensures that all 
participants on the blockchain system reach an agreement with regards to the validity of 
transactions in the ledger [21].  In a blockchain network, consensus protocols fulfil the role 
that a single authority has in a centralized database or ledger. 
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According to Wu & Gao [41], consensus protocols have delayed the development and 
widespread adoption of blockchain technology. The reliability and efficiency of these con-
sensus protocols remain a challenge [20]. Gramoli [18] emphasized that the issues experi-
enced with existing blockchain consensus protocols maybe as a result of fundamental de-
sign flaws. The many different positions on consensus protocols motivated the need for this 
study, namely, to use literature to identify the different consensus protocols and protocol 
limitations. 

Due to the increasing importance and popularity of blockchain technology together with 
consensus protocols, there is a need to understand the current consensus protocols used in 
blockchain technology applications and the limitations that are associated with them. To 
address this need, a systematic literature review  (SLR) was conducted [24]. Section 2 pro-
vides background for this study, Section 3 describes the research method, Section 4 docu-
ments the findings and Section 5 concludes.  

2 Background 
According to Aste et al. [4], blockchain is better understood when viewed with two lenses. 
The first lens views blockchain as information and communications technology (ICT) that 
is aimed at recording ownership of assets and contractual agreements. This is because of 
the inherent characteristics of blockchain technology such as untemperability, immutability, 
transparency and traceability of information stored on the ledger [11]. The second lens 
views blockchain as an institutional technology aimed at decentralising structures that are 
aimed at governing economic decisions and people. Blockchain can be defined as a distrib-
uted data structure that is used to hold information shared among various members of the 
network [44].  

Literature identified two challenges that are preventing widespread adoption of block-
chain  [39, 42, 46]. The first challenge, which has been the focus of many studies, is the 
scalability in terms of the efficiency and resilience of the consensus protocol. The second 
challenge affecting the adoption of blockchain technology is how to ensure the degree of 
transaction privacy that is a standard requirement in most real-world applications today. 
Both these challenges are linked to the consensus protocol which are the core of blockchain 
technology. 

2.1 Blockchain consensus protocols 

In a distributed ledger system, consensus represents a state that there is agreement among 
all the participants regarding the same data values [43]. Consensus is a procedure that allows 
participants in decentralized or distributed multi-agent platforms to arrive at a common 
agreement [35]. According to Zhao et al. [49], consensus has been a problem in distributed 
computing since the early 1980s.  

To reach consensus in the network, each node needs to exchange information with other 
nodes. There may be some  instances whereby some nodes will be down or offline and there 
will also be some malicious nodes with the intention of disrupting the consensus process 
[18]. These malicious nodes that behave arbitrarily are often referred to as Byzantine fail-
ures [38]. A consensus protocol that is Byzantine tolerant aims to guarantee the correctness 
of the network (blockchain system) by ensuring the order of the newly created blocks of 
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transactions [18]. The design and the implementation of the consensus protocol needs to 
address how to deal with these problems [38]. 

In blockchain, new blocks are added by following a protocol that establishes consensus 
among the members of the network to confirm the validity of the new block [10].  A con-
sensus protocol is defined as a set rules that guide the way users utilize their computing 
power to arrive at consensus to create new blocks [25]. It allows self-interested peers to 
reach agreements and make consistent decisions when faced with contradictory alternatives 
[28]. The stability of a blockchain system is directly determined by the effectiveness of the 
consensus protocol [47]. Ferdous et al. [14] described consensus protocol as the most cru-
cial component in the design of a blockchain system as it determines its security and per-
formance. As a result, a number of consensus protocols have been proposed. These range 
from new designs to modifications to some of the well-known consensus mechanisms in 
the distributed systems literature. Proof of Work (PoW) and Proof of Stake (PoS) are the 
two most widely used consensus protocols for blockchain [25]. According to Herlihy [19], 
the design of a consensus protocols should satisfy the following properties, agreement (all 
honest parties should agree on the block that was selected, no two correct processes should 
propose different blocks), validity (the selected block is valid), termination (all honest par-
ties eventually decide on a block) and  integrity (no parties should decide twice). 

Even though there are many consensus protocols that have been proposed, Wu & Gao 
[41] argue that these have many shortcomings which are preventing blockchain from meet-
ing the expected performance requirements of various applications. Leornados et al. [28] 
argued that the choice of a consensus protocol has a very critical role in the success of 
blockchain as it has an impact on the security and performance of a blockchain system.  

3 SLR Research Method 
In this study, a systematic literature review (SLR) was conducted to review the current con-
sensus protocols used in blockchain technology. The SLR was based on Kitchenham’s 
guidelines and includes three phases namely (1) planning, (2) conducting and (3) document-
ing the review. Each phase is described in the sections that follow and the process is de-
picted in Figure 1. 

3.1 Systematic Literature Review Planning 

During the planning phase the rationale for the review and the research questions that will 
guide the review and review protocol are identified as described below. 

The purpose of a systematic literature review: Altarawneh et al. [2] identified four cate-
gories of the reasons for conducting literature reviews which are describe, test, extend and 
critique previously published studies. This SLR aimed to identify the current consensus 
protocols and limitations of blockchain technology that have been mentioned in the litera-
ture, and the SLR is therefore descriptive.  

Review protocol: The review protocol is the written plan that is completed prior to the 
start of the SLR [24], which specifies conditions for the selection of primary studies as well 
as any boundaries that may apply [8]. The main components of a review protocol include 
the research questions that will guide the review, search strategy, the resources (databases) 
to be used, selection of the studies and quality assessment procedures. Table 1 presents the 
research questions that were proposed to guide this review.  
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Table 1: Research questions for the SLR 

ID Research Question Motivation 

RQ1 What are the current consensus 
protocols that have been men-
tioned in the literature for different 
blockchain systems and how are 
they classified? 

The purpose of this question is to provide information 
about the current consensus protocols that have been 
mentioned in the literature. 

RQ2 What are the limitations of the cur-
rent consensus protocols? 

The purpose of this question is to provide information 
about the limitations of blockchain consensus proto-
cols that have been mentioned in the literature. 

The identified research questions are followed by the formulation of the search strategy 
to be used to find studies that will assist with answering the research questions. The search 
process involves the selection of digital libraries, defining the search terms, executing pilot 
search, refining the search term and the retrieval of initial list of primary studies from the 
literature databases (Table 5) based on the search string. To ensure comprehensive coverage 
of all the blockchain technology literature related to consensus protocols, the following 
search string was used: “Blockchain Consensus Protocols” OR “Blockchain Protocols” OR 
“Blockchain Consensus Protocols” OR “Blockchain Protocols” OR “Blockchain Consen-
sus Mechanism”. 

The source selection criteria are determined next, and Table 3 provides inclusion/exclu-
sion criteria used to select relevant studies. 

Table 3: Inclusion and exclusion criteria 
Papers included Papers excluded 

• English peer reviewed studies published in 
conferences, workshops, symposiums and 
journals related to the research topic. 

• Study contains discussion /analysis about a 
specific consensus protocol for blockchain 
technology (RQ1). 

• Study contains discussion/ analysis about the 
limitations or challenges of blockchain con-
sensus protocols (RQ2) 

• Papers which are not related to the re-
search questions 

• Opinion pieces, viewpoints or purely 
anecdotal and short papers (poster) 

• Non-peer reviewed articles 

• Articles that only review blockchain 
technology 

The quality assessment procedure is compiled to ensure the quality of the sources that will 
be included in the SLR, and the checklist for the current study is outlined Table 4. 

Table 4: Quality assessment checklist (Adapted from [13])  

• Are objectives of the study clearly defined? 
• Are different types of blockchain consensus protocols clearly defined? 
• Are the benefits/importance of consensus protocols clearly defined? 
• Are the challenges of blockchain consensus protocols clearly defined? 
• Does the study make a contribution to academia or the industry? 
• Are the findings of the study clearly defined and supported by reporting results? 

Data extraction and data synthesis strategy: The data extraction and data analysis strat-
egy are described in the next section. The strategy included that reference details of each of 
the relevant studies were recorded in Zotero (www.zotero.org), and notes and themes were 
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identified. Narrative analysis and synthesis was adopted in order to identify the data related 
to the research questions.  

 
Figure 1: SLR process 

3.2 Conducting the review 

During this phase the actual review is executed. The data extraction procedure involved four 
selection phases. The initial search resulted in a total of 3536 papers from the scientific da-
tabases as shown in Table 5. This was followed by selection by title and abstract reading. 
Due to the high number of the studies, only the first 200 relevant studies were reviewed from 
each of the databases as these were the most significant cited papers. In the end, there were 
147 studies that met the inclusion criteria, and these were selected for full analysis and syn-
thesis. These studies were then evaluated against the quality assessment checklist outlined in 
Table 4. A total of 35 papers remained at the end of this phase. The process is depicted in 
Figure 1. 

Table 5: Number of studies identified from the search databases 

Database Results Search strategy Search Date 

ACM Digital library 166 Abstract and keywords 27-11-2020 

IEEE Explore 2451 Abstract and keywords 28-11-2020 

ScienceDirect 252 Abstract, title and keywords 11-12-2020 
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Ebsco 65 Abstract, title and keywords 11-12-2020 

Total 3536   

3.3 Reporting the review 

During this phase the results of the review are documented. For the purpose of this paper 
the results and findings of this SLR are presented in the next section.  

4 Findings: Blockchain consensus protocols 
Thirty-five studies published between 2016 and 2021 were selected, and each study ad-
dressed one or both research questions. Among these, 20 papers were published in journals, 
14 appeared in conference proceedings and one paper was extracted from a symposium. The 
number of papers by year publication is shown in Figure 2.  

4.1 Consensus protocols used in blockchain technology (RQ1) 

Figure 2 provides a graphical representation of the current blockchain consensus protocols 
that have been identified in the SLR with a description presented in Table 6. In addition to 
all the protocols, three categories of consensus protocols were identified namely proof-based, 
voting-based and committee-based (hybrid) consensus protocols, which are briefly summa-
rized in the remainder of this section.  

 

 
Figure 2: Number of papers by year of publication 

Proof-based consensus protocols are based on the idea that the node with sufficient proof 
will get the right to add the new block [27]. According to Wang et al. [40], each participant 
in proof-based consensus protocols has an attribute that is called the proof method. One of 
the main advantages of proof-based methods is that they guarantee consistency of under 
normal circumstances [27]. The most popular proof-based consensus protocol is proof of 
work (PoW) proposed by Nakamoto [31]. These protocols are mostly suited for public 
blockchains. Proof-based consensus protocols are also referred as ‘leader-based consensus’ 
[16] or ‘competitive leader-based’ [1] . Table 7 provides a list of some of the consensus 
protocols that fall in this category. 
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Figure 3: Blockchain consensus protocols 

Voting-based consensus protocols use a voting system to elect a node that is allowed to 
create a new block. In voting consensus protocols, nodes vote for the blocks they think are 
valid instead of competing [1]. For a node to append a block, a certain number of nodes 
must agree. If there are non-responsive nodes, the number of responsive nodes should ex-
ceed the non-responsive nodes for the voting consensus protocols to work. These types are 
mostly suited for use in private or consortium blockchains [34]. There are three stages [16] 
that must be followed for a block to be added in voting consensus protocols. In the first 
phase pre-prepare, the primary node that must send the block to other nodes (called replicas) 
verification. In the second phase, prepare, each replica sends back the verification results to 
all the other nodes. All replicas must confirm the new block.  During the third phase, com-
mit, each replica sends the verification result of the prepare stage to all other nodes again, 
and each node makes a final confirmation of the block according to the message received. 
Ismail & Materwala [21] classified voting consensus protocols into Bayzantine Fault Tol-
erant (BFT) based and Crash Fault Tolerant (CFT) based. A BFT based consensus ensures 
that the blockchain network will continue to operate even in the presence of malicious or 
failure nodes whereas a CFT based consensus prevents the system from failing when the 
node goes offline or crashes. PBFT is one of the most popular BFT based consensus proto-
cols used in blockchain. Altarawneh et al. [1] identified two broad categories of voting con-
sensus protocols namely representative voting and gossip voting (not currently used in 
blockchain). In representative voting consensus protocols, a group of nodes are elected as 
representatives with the task of proposing new blocks. Some of the consensus protocols that 
fall in this category are listed in Table 8. 

Committee-based (hybrid) consensus protocols have been proposed to address the imi-
tations of single node consensus protocols where a committee rather than a single node is 
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responsible for driving consensus. There are two types of committee-based consensus pro-
tocols namely single and multi-committee consensus protocols [29]. In single committee, 
the committee is responsible for managing transactions, while multiple committees act in 
parallel in order to improve the scalability of the blockchain network in multi-committee 
consensus protocols. The consensus process in single committees involves the following 
steps: committee formation, committee configuration and the actual consensus mechanism 
[6]. The consensus process for multi-committees comprises of committee topology, intra-
committee configuration and the intra-committee consensus. 

Table 6: Blockchain consensus protocols 

Blockchain Consensus Classification Reference 
Permissioned consensus protocols; Permissionless consensus protocols [29] 
Public based consensus protocols; Alliance based consensus protocols [49] 
Leader based consensus protocols; Voting-based consensus protocols 
Committee + Voting based protocols; Fair accountant based protocols  

[16] 

Proof based; Capability based; Voting based; Compute Intensive-based  [7] 
Proof based; Voting based [22] 
Quorum; Deterministic [30] 
Probabilistic finality; Absolute finality [17], [48] 
Leader-based; Voting based [1] 
Committee based; Sharding-based  [45] 
Proof based; Voting based [34], [27] 
Incentivized consensus protocols; Non-incentivized consensus protocols Bouraga (2021) 
Classical consensus protocols; Elected leader consensus protocols 
Hybrid single committee consensus protocols; Hybrid multiple committee 
consensus protocols 

Bano et al. 
(2019) 

Table 7 Proof-based consensus protocols 

Consensus protocols How sufficient proof is achieved 

Proof of Work (PoW) Nodes are required to solve a puzzle with adjusted level of difficulty. The 
first node to solve the puzzle will get the right to append the new node in the 
current chain.  

Proof of Stake The node to append the next block on the blockchain is decided based on the  
size of the stake.  

Proof of Elapsed time In this type of consensus protocol, each node on the blockchain requests a 
wait-time. After all the nodes have received their wait-times, a timeout is set 
with scheduling and the node with the shortest wait-time wins the right to 
mine the new block. 

Proof of Luck In proof of luck, all the nodes are required to make their own blocks with 
different lucky numbers and add these to their chains. The chain with the 
most lucky numbers is chosen as the main one.  

Proof of Space In this consensus protocol, nodes are required to invest commit relevant disk 
space. A number of datasets called plots will be generated by proof of space 
protocol.  The miner storing the most number of plots can mine a new block. 

Table 8: Voting-based consensus protocols 

Consensus Protocol How consensus is achieved 
Delegated Proof of Stake 
(DPoS) 

DPoS works like a democracy, nodes in the network can register as voters in 
order to become shareholders and then have the right to vote for the block 
producers they want. 

Practical Byzantine Fault 
Tolerance (PBFT) 

There is no leader required in PBFT. Instead, one node is considered as the 
primary and the others are regarded as replicas. 



9 

Hotstuff Hotstuff is considered as a leader variant of PBFT. Nodes communicate with 
each other via a leader resulting in a star communication network as 
compared to mesh communication network in PBFT.  

LibraBFT LibraBFT is also a variant of PBFT consensus protocol. It makes 
improvements on Hotstuff with the introduction of a detailed specification 
and implementation of the Peacemaker mechanism.  

Delegated Byzantine 
Fault Tolerance (DBFT) 

Consensus is achieved by selecting a group of nodes (representatives) through 
a vote. The selected nodes then use BFT consensus mechanism to reach a 
consensus and generate a new block.   

Federated Byzantine 
Agreement (FBA) 

In FBA, any node can participate in the consensus process. All the 
participating nodes communicate with a group of nodes referred to as Unique 
Node List (UNL). A new transaction is added if 80% of the participating 
nodes agree. 

Raft CFT In this consensus protocol, each node in the network is either a follower, 
candidate or leader. A leader is responsible for packaging all the new 
transactions received from the client and sends them to followers. Each block 
is replicated by the followers and acknowledgement sent to the leader. Once 
the leader receives confirmation from followers, it executes the transactions in 
the block and notifies the client.   

Federated CFT In this type of consensus protocol, a leader and backup nodes are selected 
from a group of other nodes. The leader is responsible for validating and 
creating new blocks and the backup nodes are responsible for verifying the 
new blocks.. 

Combined Delegated 
Proof of Stake and 
Byzantine Fault 
Tolerance (DPoS+BFT) 

This consensus protocol uses DPoS to select the nodes to participate in the 
consensus process and then BFT to add the new transaction on the network 

4.2 Challenges with the current blockchain consensus protocols (RQ2) 

The most common challenges of blockchain consensus protocols that have been mentioned 
in the literature can be categorised under proof-based and voting-based and challenges that 
can happen on any of the two types (common attacks) as shown in Figure 3. Table 9 list 
proof-based and voting-based protocol challenges, while Table 10 summarise the common 
attack challenges. 

 
Figure 3: Blockchain consensus protocol challenges 
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Table 9:  Challenges associated with consensus protocols 

Consensus Protocols Challenge Reference 
Proof-based consensus 
protocols 

Tight trade-off between performance and security [43] 
Energy inefficiency [48],[5],[43] 
Vulnerability to Selfish mining [33], [43] 
Mining pools and centralization risk [43] 
Costless simulation problem. [43] 
Nothing-at-stake problem. [29], [43] 
Vulnerability to the posterior corruption [43] 
Vulnerability to the long-range attack [43],[29] 
Vulnerability to the stake-grinding attack [43], [29] 
Centralization risk [5], [43], 

[15] 
Voting-based 
consensus protocols 

Limited scalability [37], [40] 
High performance requirements [48] 
Centralisation [37] 
Low fault tolerance [5] 
Security issues [37], [40] 

 
Challenges associated with proof-based consensus protocols: One of the most popular 

proof-based consensus protocols is proof of work (PoW). The main criticism of PoW is that 
it consumes a lot of power [34] without generating anything useful [1]. These challenges 
have led to a number. of new consensus protocols with the aim of addressing these limita-
tions, however, these new consensus protocols introduced their own challenges. For exam-
ple, even though proof of stake (PoS) eliminated energy inefficiencies, it did it at the ex-
pense of decentralisation [5]. PoS has been criticized for its security measures  [32], nothing 
at stake problem [29] which leads to double spending [43].  Proof of burn (PoB) has been 
suggested as an alternative to PoW, however Sharma & Jain [36] argued that PoB wastes 
resources with no plan of recovering the money. Proof of Weight (PoWeight) is another 
alternative consensus protocol that has been proposed to address the weaknesses of PoS but 
has been criticized for not incentivizing nodes [36]. In proof-based consensus protocols, 
there is also a possibility of miners to mine in secrecy in order to create forks when they 
want to do so [33]. 

Challenges associated with voting-based consensus protocols: One of the main issues 
with voting-based consensus protocols such as PBFT is scalability. The frequent network 
node communication generates high traffic overhead [26]. They are not suitable for net-
works with large number of nodes [40]. Another issue that has been raised with voting based 
consensus protocols is centralization due to reduction of the number of verification nodes 
[40]. PBFT assume a defined closed group therefore not suitable for open networks where 
anyone can join[22]. PBFT has also been criticized for its inability to identify and remove 
faulty nodes [27]. The security of DPoS has been criticized by [40], they argued that it has 
a weak defense against malicious nodes. Since the committee members control the creation 
of new blocks in DPoS, if these members become malicious other nodes will be unable to 
do anything [49].  

Table 10: Common blockchain consensus protocol attacks 

Attack Type Description 

51% attack 
This type of attack usually occurs when a node or group of nodes tries to take 
control of more than fifty percent of the blockchain network’s proof method such 
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as stake in case of PoS or computing power in case of PoW. Once an attacker 
takes over the control of the blockchain, they can engage in malicious activities 
such as double spending. 

Double spend at-
tack 

This type of an attack happens when a person tries to spend a specific amount 
that has already been spent on the blockchain [48].  This type of attack can be a 
result of an error or in the system or deliberate fraud. 

Sybil attack 
In this form an attack, an adversary uses numerous forged identities in order to 
confuse the blockchain network [12].  Sybil attack is mostly common in public 
blockchains as the identities of the nodes is unknown 

Long range attack 
This attack happens when the adversary tries to produce new blocks before the 
current block. This attack becomes successful when the branch created by ad-
versary gets longer than longer and overtakes the main chain 

Grinding attack 
In grinding attack, an adversary performs some computation in order to try ma-
nipulate the randomness in their favour [43]. The attacker tries to increase their 
chances of generating future blocks based on the information of the current block 
[30]. 

5 Conclusion 
This study adopted a SLR to provide an overview of current consensus protocols used in 
blockchain technology and the challenges that have been mentioned in the literature for con-
sensus protocols. The SLR was executed using five digital libraries and selecting 35 peer-
reviewed articles published in either journals or conferences between 2016 and 2021 that 
adhere to the quality protocols. The findings of the SLR indicate there is no single common 
standard or framework for developing consensus protocols for blockchain technology, bit 
that a number of protocols exist that can be categorized as either proof-based, voting-based 
or committee-based / hybrid consensus protocols. Limitations are associated with either strat-
egy namely proof-based or voting-based, as well as common attacks that impact both cate-
gories. Even though there is agreement in the literature about the importance of consensus 
protocols in blockchain, there is lack of documentation on how to design and develop effec-
tive consensus protocols to address the needs of specific blockchain technology applications. 
Even though new and improved consensus protocols are proposed to address limitations, 
they introduce their own set of limitations and challenges.  The findings from this study could 
assist with an increased awareness of blockchain consensus protocols as well as their limita-
tions. 
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