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Abstract. Companies are becoming aware of the potential risks arising from sus-
tainability aspects in supply chains. These risks can affect ecological, economic
or social aspects. One important element in managing those risks is improved
transparency in supply chains by means of digital transformation. Innovative
technologies like blockchain technology can be used to enforce transparency. In
this paper, we present a smart contract-based Supply Chain Control Solution to
reduce risks. Technological capabilities of the solution will be compared to a
similar technology approach and evaluated regarding their benefits and chal-
lenges within the framework of supply chain models. As a result, the proposed
solution is suitable for the dynamic administration of complex supply chains.
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1 Introduction

Companies are becoming increasingly aware of the potential risks arising from supply
chains (SCs). Studies reveal that SC risks and associated business interruptions are con-
sidered to be one of the most important global business risks [1, 2]. This results in a
growing need for proactive risk management in the SC across industries. Companies
need to respond to these challenges in order to fully identify and manage risks in their
SCs in order to understand and manage the risks and vulnerabilities [3].

Innovative and Industry 4.0 technologies like tracking and tracing with RFID, sen-
sors and loT-devices can be used to overcome these challenges [4, 5]. One of the current
emerging technologies is blockchain technology, a distributed and immutable database
that allows transactions to be conducted directly and transparently between parties [6]
while at the same time permitting the programming of algorithms and rules of so-called



‘smart contracts’ [7]. Smart contracts are computer protocols which are developed and
used to run decentralized applications on the blockchain [8].

Christopher and Peck [9] proposed to dividing risks in a SC context into three main
categories: organizational risk sources that are internal to the company, network risk
sources that are external to the company but within the supply network, and environ-
mental risk sources that are external to the network. This classification clarifies the
relevant dimensions of potential disruptions in a SC environment and thus provides the
basis for a comprehensive risk analysis. The three main categories can be further broken
down into five different areas of the SC where risks may occur (see Fig. 1.).
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Fig. 1. Areas of supply chain risks (own illustration based on [4, 9, 10])

Based on the potential of the blockchain technology, research approaches use the
technology as an innovative solution for challenges in the area of Supply Chain Risk
Management (SCRM). Layaq et al. [11] for example, examined the potential of the
blockchain in the area of supply risks which revealed that the use of blockchain and
smart contracts can lead to improvements in material and information flows in order to
reduce disturbance risks. This is enabled by increasing visibility (accessing or sharing
information with participants of the SC network [12]), transparency (disclosure of in-
formation to all stakeholders, including customers [13] and transaction automation
along the SC. Due to their structural design, traditional SCRM tend to take action reac-
tively after damage has occurred. With blockchain technology it is possible to design
action proactively and preventively as well as manage non-physical risks — such as
cyberattacks or miscommunications — more efficiently [14].

This paper focuses on the area of network control risks, since the proposed smart
contract-based blockchain solution aims to enhance the transparency and efficiency of
information flows. Therefore, the paper briefly presents current problems with conven-
tional token standards in this context. Subsequently, a new extended token-based ap-
proach is proposed. Finally, the characteristics of the two solutions are compared.

2 Background and rationale of the paper

Nowadays, companies have to deal with the growing interests of customers, govern-
ments, and non-governmental organizations in having a greater transparency of brands,



manufacturers, and producers throughout the SC [15, 16]. As a result, social and envi-
ronmental sustainability issues have become increasingly important for manufacturers
in order to maintain the flawless reputation of their brand [17]. However, as SCs be-
come more global, many suppliers in the network can be located in developing econo-
mies where governments have only limited ability and willingness to enforce their own
laws [16]. In addition to the risk of being unintentionally involved in social and envi-
ronmental sustainability issues, a lack of transparency also increases the probability of
counterfeit components being introduced into a SC. For example, the counterfeiting of
electronic parts causes potential risks including safety and loss of profits to companies,
as well as maligning the reputation of manufacturers and distributors [18-20]. It can
therefore be summarized that the dispersed nature of today’s SCs creates increasing
levels of network control risks for multinational businesses, making transparency of
SCs both critical and complex [21, 22]. Notably, the problem of incorporating tampered
counterfeit parts in assemblies introduces a vulnerability that must be prevented and a
gap in present research [18].

In particular, when applying the blockchain technology to SC management, compa-
nies have high expectations to solve transparency and auditability issues of complex
collaborative SCs [7, 23]. A first approach by Abeyratne et.al. proposes that physical
assets in combination with their “‘unique digital profiles’ on the blockchain can solve
transparency problems of manufacturing SCs [24]. Based on this approach, Wester-
kamp et.al. developed a solution using special non-fungible tokens in order to represent
batches of manufactured products on the blockchain [25]. However, conventional non-
fungible token standards such as the ERC-721 [26] are not specifically designed to map
SCs. In combination with the immutability of the blockchain technology [25], non-
fungible tokens enable a static reconstruction of SCs but show weaknesses when map-
ping dynamic changes in the composition of products or the structure of the SCs.

3 Extended token-based solution

This paper proposes a new solution aiming to create a smart contract with a static ad-
dress on the network, but still enabling a dynamic mapping of changes in the SC. In
conventional token standards, a transaction to change a token’s ownership does not
send the token itself to a new address; it is an interaction with the token contract as-
signing a new owner address to the token. This fundamental functionality of tokens is
used to create a new approach specifically designed to adopt supply chain characteris-
tics.

From the very beginning, this extended smart contract-based approach includes the
identification and mapping of all stakeholders in the supply chain. For this purpose, the
SC participants are divided into SC partners (suppliers, producers and service provid-
ers), customers and certifiers [25, 27]

Similar to the token standard-based approach [25], the creation of virtual identities
on the blockchain is strictly connected to dependencies reflected in their ‘recipes’. In
this context, a distinction can be made between two types of assets:



o  Assets without dependencies: can be created without depending on previous
actions (e.g. raw materials or certificates).

o  Assets with dependencies: can only be created when previous actions have
been successfully conducted.

In order to map SC processes, the virtual identities of assets must have the same own-
ership and conversion characteristics as their physical counterparts. They must be able
to change their owners when the physical product is transferred in the SC or sold. Fur-
thermore, the virtual identities must be able to be summarized when combining several
components into a new product. These events can then be tracked in the blockchain and
are accessible for all partners in the SC. All nodes of the network agree on a common
time by implementing a consensus algorithm. As a result, the immutability of the net-
work guarantees that a certain event on the network happened at a certain time Fig. 2.
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Fig. 2. Blockchain technology as verified public timestamps (based on Grossman [28])

To ensure this traceability by using the blockchain technology, a link between the
blockchain and the physical product must be established. Accordingly, this approach
assumes that all data can refer to an asset itself. For this purpose, the smart contract
generates unique identification identities (IDs). A unique ID refers to the virtual identity
of an asset. For the uniqueness of these IDs the extended solution proposes hashing the
asset’s information. Therefore, Hash IDs are a logical result of their input data and
provide initial information about the origin, composition, and time of creation. Hash
IDs can also be referred to as the smart contract version of conventional primary keys.
Within the smart contract, these Hash IDs refer to the virtual identity of their physical
counterparts. Similar to other blockchain approaches, these Hash IDs can be attached
to the physical parts in the form of barcodes, RFIDs or QR codes [24]. The smart con-
tract logic of a function creating an asset with dependencies is shown in Fig. 3. To map
such a logic, it requires the modelling, planning, and definition of further various smart
contract functions. Therefore, it is necessary to carefully design all required conditions
to create the virtual identity of an asset and its associated Hash ID. The creation of
assets is firmly bound to the address of the responsible entity. This means that only a
selected authorized entity is able to create the respective virtual identity. The address
of the creator is then authorized to send this virtual identity to a new owner. As soon as



the transaction has been successfully confirmed by the network, only the new owner
has the rights to cause further actions related to the sent virtual identity. In this way, the
same functionality in terms of asset ‘moving’ and asset ‘recipes’ as with non-fungible
token standards can be achieved, except that there is now more scope to link the respec-
tive smart contract functions to defined authorities and to execute dynamic adjustments.
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Fig. 3. Model to create virtual identities for assets with dependencies
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Since the structure of SCs is subject to dynamic influences, the smart contract must
also allow dynamic changes of its content. This not only affects the modification of
structural elements but also the composition of products. An initial design of such a
dynamic smart contract structure is presented in section 3.1.

3.1 Holistic smart contract structure

The assigned authorities and the functions for creating virtual identities are embedded
into algorithms allowing the mapping of dynamic changes in the SC while the smart
contract’s address remains static. For these complex algorithms, this paper proposes to
include existing approaches to continuously update and generate smart contracts [27,
29]. Fig. 4 shows the design of the holistic smart contract structure.

e
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Fig. 4. Holistic smart contract structure

Such a structure allows a wide range of possibilities in terms of the allocation of au-
thorities, which is determined in the dynamic updating algorithm related to the list of
authorities. It is possible to virtually represent decentralized and open SCs with an even
distribution of power, as well as strictly regulated SC structures with only one central
authority. As illustrated in Fig. 4, this determines to what extent the authorities can
have an impact on changes in the virtual identity logic.



It is important to state, that such smart contract constructs are affected by the immu-
tability of the blockchain technology. Consequently, any eventuality that could affect
the SC or product structure must be considered in the program code before its deploy-
ment. If, for example, the addition of new suppliers is not taken into account in the
code, they cannot be added. A new smart contract with a new address must be deployed.
Furthermore, the proposed structure allows involving privacy approaches to encrypt the
content of the smart contract [30]. In this way, the interactions with the contract would
remain visible to the public to provide SC transparency. The content of these transac-
tions, however, would be encrypted and only visible for a defined group of authorities.

4 Comparison of solutions and conclusion

This section compares the characteristics of blockchain-based Supply Chain Control
Solutions. On the one hand, these are the characteristics of the ERC-721-based smart
contracts [26] (non-fungible token-based standard) which was adopted by Westerkamp
et al. [25] for manufacturing SCs and on the other hand, the characteristics of the ex-
tended token-based solution proposed in this paper (see Table 1).

Table 1. Comparison of blockchain-based Supply Chain Control Solutions
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Enabling product and structure changes by continuously The complexity of the technical implementation increases
updating the smart contract. with the degree of individualization of the solution.

An analysis of the two solutions in terms of suitability for SC types (see, for example,
Lee [31]) shows that the conventional non-fungible token standard is mainly suitable
for simpler SCs following an efficient strategy with a single source approach with a
low number of changes over time. This makes it much easier to implement and manage
downstream changes in the SC. In responsive scenarios the flexibility also means that
the product must be constantly adapted and changed according to the requirements of
the customer [31]. Therefore, a responsive strategy is preferably suitable in combina-
tion with the proposed smart contract-based solution allowing continuous configura-
tions. This also applies to companies choosing more flexible strategies, such as the risk-



hedging strategy and agile strategy. Especially in complex SCs, this solution allows a
continuous administration of the SC and the adoption of structural changes. To what
extent the changes of such complex SCs can be foreseen when designing the smart
contract, should be further investigated. The limitations of the dynamics in the SC in
terms of product composition and SC structure also need to be researched. Since the
flexibility and the resulting complexity of SCs depicts a challenge [5], the proposed
solution represents a promising approach for industry sectors with a high degree of
product customization like the automotive industry or sectors following Industry 4.0
concepts. Further research on this topic is currently being conducted. Furthermore, it is
necessary to investigate the scalability of such solutions, since the scalability currently
represents a limitation of the blockchain technology.
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