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Abstract. Rapid technological advances present new opportunities to use indus-

trial Big Data to monitor and improve performance more systematically and more 

holistically. The on-going fourth industrial revolution, aka Industrie 4.0, holds 

the promise to support the implementation of sustainability principles in manu-

facturing. However, much of these opportunities are missed as social and envi-

ronmental performance are still largely considered as an afterthought or add-on 

to business as usual. This paper reviews existing data life cycle models and dis-

cusses their usefulness for sustainable manufacturing performance management. 

Finally, we suggest possible directions for further research to promote more sus-

tainable cyber-physical production systems.  

Keywords: Data Life Cycle, Industrial Big Data, Sustainability Assessment, 

Sustainable Manufacturing, Sustainability Performance. 

1 Introduction 

Over the last four decades, sustainable development gained importance and is now a 

top priority in many organizations’ and governments’ agenda. While sustainability is 

widely recognized as an imperative for all human activities conceptually, it still lacks 

presence in organizations’ operations as evidence by the lack of action to tackle global 

challenges and to respect planetary boundaries [1]. Recent technological progress pre-

sent new opportunities to address these global challenges. Several studies have looked 

at the sustainability implications of digital technologies in manufacturing [2, 3]. Most 

notably, advanced data management systems and cloud computing hold promise to sys-

tematically collect and manage the data necessary for a sustainability assessment [2]. 

In turn, this would allow a more holistic approach to improve the performance of man-

ufacturers and their value chain [3] while avoiding rebound effects.  

This study aims to reconcile digital technologies and sustainability in manufacturing 

by investigating how data life cycle models—note that the expression “life cycle” is 

used in two manners in this paper: “data life cycle” and “life cycle perspective” —can 

be combined with and support the implementation of sustainability methodologies. We 

discuss common challenges encountered along the data life cycle, and provide recom-

mendations for sustainability performance management. Finally, we suggest directions 

for further work to promote more sustainable cyber-physical production systems based 

on the challenges identified and recommendations listed in this paper.  
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2 Background 

2.1 Sustainability Methodologies 

Numerous methodologies have been developed and demonstrated as effective to sup-

port sustainability performance management at different levels [4]. These methodolo-

gies can be broadly categorized according to four dominant purposes: (1) assessment 

tools are used to quantify the system’s performance or impacts; (2) improvement tools 

are used to identify potential solutions to increase performance or decrease negative 

impacts; (3) decision-making tools help prioritize the solutions to meet predefined tar-

gets; finally, (4) enforcement tools (e.g. policies and regulations) have a strong influ-

ence on decision-making. Many of these tools require high-quality data to generate 

meaningful and useful results. On-going efforts and collaborations have increased data 

availability and quality [5], most notably for life cycle-based methodologies [6] such 

as life cycle assessment (LCA), life cycle costing (LCC), social life cycle assessment 

(sLCA), and their combination in life cycle sustainability assessment (LCSA) [7]. But 

these methodologies are still rarely used by organizations. 

2.2 Data Life Cycle Models 

Data life cycle refers to the entire process from generation to use and possibly destruc-

tion of the data, sometimes divided into two, three or more stages. In 1993, Levitin and 

Redman presented two cycles for data acquisition and data usage with the addition of 

data storage connecting these two cycles [8]. They went on to detail those cycles into a 

data life cycle model with the enhanced acquisition and usage cycles. To address com-

prehensively such data quality issues, an extension of Levitin and Redman’s data life 

cycle model [8] was developed by Yoon et al. [9] to include additional phases focusing 

on metadata before dealing with the data itself. More recently, data life cycle models 

used by Big Data researcher included the same three main of activities for data man-

agement (data generation/collection, storage, processing/utilization), e.g. [10]. Some 

models detail further some intermediate and end-of-life activities with added emphasis 

on Big Data and data security [11]. Other models focus on Big Data analytics and ma-

chine learning [14, 15]. Major differences between models: inclusion of a planning 

phase before the collection phase, a pre-processing/calibration/refinement phase before 

the use phase, and an assessment/improvement phase either alongside or integrated in 

the use phase. These phases are indeed not always included in industrial practices, re-

sulting in poor data quality, suboptimal exploitation, or data misuse/misinterpretation.  

2.3 Cyber-Physical Production Systems  

The technologies comprised under the trend of “digitalization” can be categorized using 

the smart factory architecture or cyber-physical production systems (CPPS) comprising 

four layers: (1) physical resources, (2) network, (3) cloud services, and (4) terminal 

(edge computing) [16]. In addition, a better understanding of Big Data characteristics 
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and research challenges [17] also helped develop more effective data management sys-

tems and data analytics to support process control [18] and decision-making [19]. Fi-

nally, the 5-level cyber-physical systems (CPS) architecture [20] and Big Data archi-

tecture [19], as well as the maturity model for CPPS [21] provide good foundations to 

address some of the technical challenges in the digital transformation of manufacturing 

systems. Much of the work done has potential to align with and support sustainability 

methodologies (e.g. resource efficiency and collaboration for circular economy). But 

digitalization can also unlock new levels of productivity and accelerate our linear econ-

omy, thereby further transgressing planetary boundaries already exceeded.  

2.4 Industrial Big Data  

Research challenges, opportunities and enabling technologies for Big Data analytics 

have been discussed from the different perspectives in recent literature studies [22–24]. 

Big Data challenges can be grouped into three categories [22]: (1) data challenges re-

lated to data characteristics, e.g. “the seven Vs” [11]; (2) process challenges related to 

data handling, e.g. capture, clean, integrate, transform, store, visualize, etc.; (3) man-

agement challenges, e.g. security, privacy, information sharing, operational costs, data 

ownership, governance and ethical concerns. Specific challenges for sustainable smart 

manufacturing from a product life cycle perspective have been reviewed and catego-

rized into data storage, analysis and processing, and value, also raising concerns about 

security and ownership [23]. In addition, inadequate technical infrastructures remains 

one of the biggest challenges of industrial Big Data [24]. Therefore, effective data man-

agement using appropriate expertise and secure infrastructure are necessary for Big 

Data analytics to support smart and sustainable manufacturing [25, 26].  

3 Challenges in Data Management for Sustainability  

In this paper, we have adopted advanced data life cycle model shown in Fig.1 based on 

Levitin and Redman [8] and using the terminology from Yoon et al. [9] as we found it 

adapted to focus on challenges associated with each stage of the data life cycle. We also 

put a strong emphasis on intermediate activities related to data quality assessment and 

continuous improvement of the data model from the more experimental and innovative 

approaches to data management. This is to highlight typically overlooked activities, e.g. 

assess data quality, repair data if possible, discard faulty data which cannot be repaired, 

obtain new values, and update metadata when necessary.  

This section presents typical challenges and resulting recommendations for indus-

trial data management to support sustainability performance monitoring and improve-

ment. We especially emphasize the importance of planning, quality checkpoints, data 

manipulation, and feedback loops which are often overlooked. To structure our discus-

sion, we grouped activities as follows: 

 Data model architecture: metadata creation, structure and refinement;  

 Data acquisition and storage: data creation, manipulation, storage and refinement;  

 Data exploitation: data assessment, representation/visualization and utilization. 
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Fig. 1. Data life cycle model (adapted from [8, 9]). 

3.1 Data Model Architecture: Create, Structure and Refine Metadata  

We assume a manufacturing organisation is developing a new data management system 

for their operations, thus starting the data life cycle with goal and scope definition, 

which in turn informs the metadata creation. This first planning stage is overlooked. 

With the cost of information and communication technology (ICT) assets rapidly fall-

ing, data is easily collected, much of which is of limited usefulness as little considera-

tion was given to the (long-term) applicability and purpose of the data model. Thus, it 

is critical to reflect on what is to be achieved, and when possible, experiment with 

small-scale projects to develop organisational capabilities. Lessons learnt from such 

pilot applications are invaluable in developing a more robust data model before scaling 

up. This also allows clarification and alignment with organisational sustainability goals.  

The data model architecture is then defined and documented accordingly. A typical 

limitation encountered at this stage is a reductionist view of manufacturing (gate-to-

gate), thereby ignoring externalities and indirect impacts outside the manufacturing site. 

Lack of standards for system boundaries lead to inconsistencies in sustainability indi-

cators and incompatibilities when combining different assessment methods. This issue 

is exacerbated with the intrinsic complexity and interdependencies between the three 

dimensions of sustainability.  
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Another typical weakness in developing data management systems is the lack of 

feedback loop and maintenance activities resulting in missed opportunities to correct 

structural flows and other recurring defects in the data model. This problem is particu-

larly present in organization relying on outdated ICT infrastructure and legacy systems. 

Although such systems still perform satisfactorily, the organization may miss on new 

value opportunities and lag behind competitors who are making the transition to state-

of-the-art practice and technology. However, upgrading ICT assets as well as skills and 

capabilities are costly and take time. This has been a central question surrounding the 

changing nature of jobs in manufacturing to leverage new digital technologies.  

Recommendations regarding desired data model characteristics:  

 Model relevance & usefulness: the model addresses organizational sustainability 

goals and effectively supports sustainability performance management.  

 Model scope & completeness: the scope is comprehensive enough to capture rele-

vant physical and information flows, and to enable a holistic performance assess-

ment which accounts for externalities and potential rebound effects.  

 Model essentialness & minimally redundant: the model complexity is minimised 

by including only data elements fundamentally required to meet the organization’s 

goals, and is implemented using minimal duplication to meet user needs.  

 Model correctness & consistency: the model is developed and maintained with ap-

propriate standards to maintain uniform data definitions and avoid data misinterpre-

tation, especially given the multidisciplinary nature of sustainability. 

 Data management: the model is developed and maintained by a central function 

which applies systematically data quality engineering methods, and data is managed 

with distributed control and appropriate data representation to meet end-user needs 

(local exploitation under the coordination from the central function).  

 Accessibility & searchability: the model is structured so it is possible to access 

specific data based on end-users’ requirements. 

 Data sharing: the model addresses data sharing requirements within the organisa-

tion and among its collaborators based on accepted standards for metadata defini-

tions to support data exchanges; especially critical given the importance of collabo-

rative networks to achieve higher levels of industrial and societal sustainability.  

 Continuous improvement: the model is regularly assessed and maintained in a flex-

ible, adaptable manner to meet future requirements (including new applications) us-

ing user feedback to determine the value provided to end-users and implement cor-

rective measures (updates) based on lessons learnt. 

3.2 Data Acquisition and Storage: Create, Manipulate, Store and Refine Data  

To create data, various means are used, such as measurement, observation, analysis, or 

copy. A first challenge related to this activity is a lack of purpose in data collection 

which can lead to an ineffective model as discuss in the previous section. Another chal-

lenge in this early stage of data creation is data improperly recorded, especially for raw 

data acquisition through sensing, measuring and/or manual entry. Due to a lack of qual-

ity checkpoints, flawed and potentially useless data are recorded, contributing to the 
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typical problems of data overload, especially considering the sheer volume of data gen-

erated by modern ICT systems. It is therefore crucial to ask the questions “why do we 

need the data?” and “is it the correct data for our purpose?” before collecting data.  

Data scarcity and unreliability are common hurdles in system modelling and assess-

ment. Implementing sustainability methodologies is often limited by external data 

availability, trustworthiness, transparency and other data quality issues leading to in-

complete or unreliable assessment results. Estimations, calculations and assumptions 

are sometimes necessary to fill gaps in data, for instance due to inaccessibility to the 

process or lack of technical solutions for what needs to be measured, e.g. sensor tech-

nology does not exist. Incompleteness can also result from other technical issues, e.g. 

data collected by smart agents and stored in server, but missing connection thus cannot 

be transferred.  

Other gaps are associated with data not collected due to lack of interest or awareness, 

e.g. waste, pollution and other non-value adding flows not monitored unless unregu-

lated, or data collected with inadequate granularity and quality to be useful in assessing 

manufacturing performance/impact and identifying improvements. In manufacturing 

systems, data granularity and sparsity issues are often due to unavailability of machine-

level data. However, progress in sensing technologies are quickly removing these bar-

riers (while creating new ones, such as the aforementioned data overload problem).  

Even when the right data is collected and stored, there are a number of common 

pitfalls organizations need to avoid, such as inconsistent terminology or coding prac-

tices, inaccurate or missing contextual information (metadata) leading to misinterpre-

tation and misuse, amongst other issues. Once again, these issues need to be addressed 

in early planning stages and when creating the data model architecture (section 3.1).  

Recommendations regarding desired data acquisition characteristics: 

 Completeness, conciseness & relevance: all (and only) data values necessary for 

the agreed purpose are acquired.  

 Correctness, reliability & accuracy: data values are assessed and (when possible) 

repaired/corrected to ensure they are free from faults or recording defects.  

 Precision & granularity: data values match the level of detail (e.g. machine, plant, 

company levels), the time period, and the precision required by the user. 

 Currency & timeliness: data values are updated as often as required by the user.  

3.3 Data Exploitation: Assess, Present and Use Data  

After data is created, manipulated and stored, it can be accessed and used for different 

applications. Here, a typical challenge result from misaligned objectives between the 

model developers and model users as they are often at different levels in the organiza-

tion. Most of the challenges related to data model architecture and metadata during the 

planning stages (section on 3.1) will have an impact in the usage cycle, thus need to be 

addressed early. Other challenges regarding data accessibility, searchability and usabil-

ity can prevent end-users from engaging with the data management system. A typical 

cause for this disincentive to use data is the lack of tools and user-friendly interfaces to 

help access and make sense of the data easily. Recent developments in cloud compu-
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ting, connectivity as well as mobile devices are helping in this regard. Augmented, vir-

tual and mixed reality tools are also increasing the usability and intuitiveness of the 

data by using (more) realistic representations and context-sensitive information.  

Despite the rapid growth in industrial Big Data, there is still a lack of tools to make 

use of this data and especially real-time data to perform continuous sustainability as-

sessments. While sustainability assessment may not be necessary for day-to-day man-

agement of operations, it should not be considered as a mere reporting exercise, but as 

a basis for decision-making. We strongly advocate that data should be used more sys-

tematically to support sustainability performance management, thus should be inte-

grated in business-as-usual rather than treated as the occasional “sustainability project”. 

Recommendations regarding desired data exploitation characteristics: 

 Accessibility: data can be retrieve when needed by the user. 

 Timeliness: data is presented only when needed.  

 Correctness & consistency: the data is free from retrieval fault, data is presented 

unaltered from what was stored and according to established standards.  

 Detail & conciseness: data is presented at an appropriate level of detail according 

to the user requirements without data loss.  

 Clarity & intuitiveness: data is presented in a manner that ensure it is understood 

and used as intended. 

 Presentation & visualization: data is presented in a manner that facilitates user 

comprehension.  

 Flexibility & customizability: data presentation can be customized between sys-

tems, formats, media to match user specific needs.  

 Portability & compatibility: data can move between applications without data loss.  

4 Conclusion 

With advances in ICT, collecting data is becoming ever easier, resulting in industrial 

Big Data with large amounts of data from multiple sources using different representa-

tion methods and structural characteristics. But many organizations still lack data man-

agement strategies and architectures to define key parameters and to ensure data qual-

ity. To solve these problems, a systematic and standardized approach is needed. This 

papers describes some typical challenges in data management for sustainability and 

outlines recommendations regarding desired characteristics for various stage of the data 

life cycle. Further research is required to identify critical data and prepare the data ad-

equately to enable advanced analytics, and especially machine learning methods for 

industrial applications of sustainable production strategies. 
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