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Abstract. Service systems in the smart living domain integrate a multitude of 
heterogenous data sources and affect the most private area of human lives. There-
fore, particular challenges for service systems engineering arise in terms of in-
teroperability of Internet-of-Things (IoT)-devices, privacy concerns and creating 
truly smart value propositions. By applying a promising approach, this paper ex-
amines smart service systems engineering and reveals the potential for extensions 
and adaptations of existing methods. A need for the integration of data science 
and software engineering approaches as well as a focus on acceptance, usability 
and the business perspective within a holistic smart service systems engineering 
method is discussed. This enables smart service systems to reconcile their hu-
man-centered and data-driven qualities. 
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1 Introduction  

Smart service systems are immanently complex and dynamic since they are comprised 
of a variety of data sources, human actors with differing roles and IoT-devices that are 
capable of learning and reacting appropriately [1, 2]. While some Service Systems En-
gineering (SSE) approaches have been proposed [3], no common standard has been 
established. However, for smart service systems and especially the smart living domain, 
a more concrete data-driven engineering method could make the complexity more man-
ageable. Such a method should be closely geared to the domain-specific needs and pro-
vide practical guidance. Therefore, this paper aims at clarifying challenges in smart 
SSE and the smart living domain in particular. For this purpose, the recombinant SSE 
[3] method is applied to a concrete use case: the intelligent gatekeeper, an Artificial 
Intelligence (AI)-based building access management system. Based on this preliminary 
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application, challenges of SSE in the smart living domain are identified and appropriate 
actions as well as necessary properties of a suitable SSE approach for this domain are 
discussed. 

2 Background Information 

Past service research has focused on (1) the shift from a product-centric exchange of 
goods towards a service-dominant logic [4, 5], (2) the enrichment of product offerings 
with associated services in the form of product-service systems [6], and an (3) integra-
tive service-system-approach emphasizes the interrelationship of people, technologies 
and other resources with services and products [1, 7]. Smart Service Systems extend the 
concept of digital services [8, 9] by incorporating smart products, which enable the real-
time capture, processing and analysis of continuously gathered data. This allows for the 
alignment and management of the service and its features to be pre-emptive, context-
aware and dynamic [8–10]. These characteristics are of special importance in the smart 
living domain, which is addressed in this paper, and need to be considered for SSE. 

 
2.1 Concepts from the Smart Living Domain 

The terms smart home and smart living are not yet clearly defined in the literature and 
often used interchangeably. Smart Homes are understood as residences equipped with 
different smart technologies, which have the purpose of providing their users with tai-
lored services [11]. Smart Living broadens the smart home concept beyond the home 
automatization aspect by including further areas, such as smart energy management and 
health [12, 13] and extends the view to building complexes and entire cities. Smart 
living thus combines different, often still completely separate areas, with the aim of 
improving the quality of life [14]. Smart Living Services are smart services that refer to 
use cases in the smart living domain. These services take into account a large number 
of dynamic parameters, distributed data sources and behavior variants that need to be 
processed in near real-time. Developing suitable AI-methods will therefore be a key 
component of smart living services in order to meet user requirements [15, 16]. 

2.2 Smart Service Systems Engineering 

SSE broadens the scope of service engineering [17] by methods for the development of 
singular value propositions towards “designing integrated conglomerates of products, 
services, and information technology” [3]. While several methods for the development 
of classical product-service systems exist with perspectives ranging from general to 
domain-specific [18–21], there is still a lack of systemic approaches focusing on the 
orchestration of multiple service and product components with smart capabilities [22]. 
Based on reviewing different approaches for the engineering of value propositions and 
service systems, recombinant SSE was introduced [3]. Here, known recombination 
methods are used for service innovation: through dissociation, existing services can be 
split into singular elements, which have the potential to form novel services by crafting 
new combinations in the process of association or become part of an existing service 
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via addition. This is not in pursuit of designing singular value propositions but – align-
ing with the use case at hand – aimed at the development of integrative smart product-
service systems. Following a prototyping approach, certain phases are proposed for the 
analysis, design and transformation of the envisioned service system [3].  

3 SSE for the Smart Living Domain 

3.1 Application of Recombinant SSE in the Smart Living Domain 

In the following, the method for recombinant SSE [3] will be applied to a concrete 
service in the smart living domain (see Fig. 1): the intelligent gatekeeper. 

 
Fig. 1. Application of recombinant SSE [3] for the intelligent gatekeeper  

When applying the recombinant SSE approach, first an opportunity is identified (1). 
Given the proliferation of sensors and IoT-devices in smart living contexts, access con-
trol of buildings and other assets can be assisted and even automated. On this basis, a 
more complex idea management (2) is initiated. The intelligent gatekeeper is concre-
tized as a smart service concept for access management. A focus group identifies dif-
ferent viable use cases: not only keyless building access for residents, but also emer-
gency access and regular external access for suppliers, parcel carriers and technicians. 
For example, parcel carriers can be given automatic or regulated access, where the im-
plantation of a user-controlled differentiation of access levels from minimal access to 



4 

the foyer, extended access to the hallway or full access to the apartment has to be con-
sidered. In the following, the use case of regular external building access is further 
explored. In terms of the requirements analysis and identification of resources and so-
lutions (3), the needs and wants of all involved parties are taken into consideration. This 
includes residents, landlords and providers of external services like delivery companies. 
Following this, necessary functions and data sources of the gatekeeper are identified. 
Besides collecting data from IoT-devices within the building complex, residents should 
provide data regarding eligible persons for entry and their authorized access levels. On 
top of that, the integration of data from delivery companies or online retailers is essen-
tial to verify the context of a delivery. In addition, modeling current processes of human 
gatekeepers could prove beneficial for identifying critical steps and possible problem 
sources. After reaching a satisfying service concept and therefore completing the phase 
of service system analysis, the process of service system design is started by designing 
a business model (4). The intelligent gatekeeper is intended as an independent service, 
that could be delivered to individual residents or landlords and entire building com-
plexes. The service concept design (5) unites different, originally decoupled data 
sources and functions into a new service that predicts authorization and controls access. 
These components include AI-services such as neural networks for facial recognition 
and object detection – e. g. for the identification of different access roles,  a conversa-
tional agent serving as a user interface and a decision component, that either makes the 
access decision automatically or passes it on to the resident when a sufficient level of 
certainty is not reached. The resulting recombinant service concept is evaluated (6) by 
reviewing its performance and conformity with initial requirements, as well as user 
acceptance. After a successful pass of the decision point, an application is to be imple-
mented (7) and offered on a service platform. In the end, a formalization of learning (8) 
is pursued for both human service engineers and the smart service itself. 

Applying recombinant SSE to a smart living use case reveals the need for extensions 
and adaptations to better cover challenges in the domain and complex smart service 
systems in general. During step (3) a distinction between necessary requirements on the 
one hand and desirable but not indispensable requirements on the other hand seems 
appropriate. In the context of the intelligent gatekeeper, for instance, there are data 
sources, such as data from delivery companies or parcel services, that appear suitable 
for improving the prediction - and thus the quality of service - which cannot be con-
nected at present. In this case, it is advisable to continue the SSE process and integrate 
additional data sources at a later stage. When developing a business model (4) an iter-
ative approach has to be emphasized, so that first prototypical design-increments can 
be implemented without being based on a comprehensive business model. The data-
driven design of the service system is mainly handled during step (5) of the recombinant 
SSE approach. However, data analysis and its necessary preceding steps are not con-
sidered in detail, even though the parallel use of data science methods, e.g. the CRISP-
DM model [23] might be needed. Furthermore, for smart services utilizing machine 
learning, the formalization of learning (8) should include model improvement through 
continuous evaluation and re-training. On top of that, the recombinant SSE approach 
defines decision points to assess the present solution. For this assessment, key perfor-
mance indicators (KPIs) for each decision point would be of practical use. Necessary 
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steps backward whenever decision points are not passed successfully need visual rep-
resentation in the method. In general, involved products and users in the smart service 
system should play a more central part in its engineering process.  

3.2 Challenges for Smart Living Service Systems Engineering 

The current smart home landscape is characterized by a multitude of stand-alone solu-
tions [16] only able to handle small tasks, which limits the perceived customer benefit. 
The goal must therefore be the orchestration of customer-centric services, bundling the 
functions of individual smart home devices. This combination of previously unrelated 
resources describes the process of recombinant innovation [24]. A cross-system data 
exchange, currently hardly possible due to the lack of interoperability [16, 25], is a 
necessary prerequisite for the implementation of data-driven SSE. This is an even 
greater obstacle for smart living services, where the boundaries of single smart homes 
are left behind [26]. Another problem arises from the heterogeneity and multitude of 
devices and providers: individual service providers usually don’t have access to all the 
data needed to develop meaningful services. The IoT-device manufacturer might only 
disclose this data to the service providers if they benefit financially. On top of that, the 
training of machine learning models as a central component of most smart services will 
be affected by incompatibilities of IoT-devices and heterogeneous user behavior. The 
recognition of patterns across apartments, e.g. to classify certain activities, will be hin-
dered by variations in data. Thus, the SSE approach should integrate a machine learning 
perspective. Just as for the intelligent gatekeeper, most smart living use cases are based 
on personal data [27]. As opposed to industrial contexts, the living space is a private 
area of human life, where personal behavioral profiles could be gathered that are critical 
in terms of privacy. Therefore, the circumstances under which residents are willing to 
share relevant data need to be examined. If consumers are not willing to provide nec-
essary data and thus inhibit the process of value co-creation, the provision of smart 
living services is hindered. User reservations are expected to be greater where the han-
dling of personal data becomes non-transparent, which is particularly relevant for ser-
vice providers using cloud applications. Under these circumstances, offering value 
propositions that are truly beneficial for consumers is crucial. Issues of privacy con-
cerns or negative attitudes might be resolved by taking socio-economic, age-related and 
personal differences into account. Value-propositions could then be tailored toward 
customer groups with heterogeneous needs [15] to find a suitable trade-off between 
service features and privacy requirements. For example, tracking the movement within 
the apartment might be rejected by most customers, could however be accepted by res-
idents with health impairments in order to ensure emergency care. 

4 Discussion 

Based on the application of recombinant SSE and the consideration of the smart living 
domain, this chapter discusses implications and opportunities for future SSE methods. 
A heterogeneous, short-lived infrastructure and the lack of standards are problems not 
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exclusive to smart living but transferable to many domains. This technical complexity 
asks for compatible solutions and not developing product-specific services. In this light, 
reusable design patterns could help create sustainable and transferable solutions [28]. 
While the need for technical interoperability in smart living is already addressed by 
various platform projects [16], future work has to answer how cooperation between 
suppliers can be fostered to form unified markets and enable the orchestration of mul-
tiple service offerings. In order to react to fast-moving, complex ecosystems, SSE meth-
ods should be agile and aimed at fast prototyping. AI models play an important role in 
realizing characteristics of smart service systems. SSE methods should therefore be 
combined with data science methods, such as the CRISP-DM model, to create a holistic 
approach which consistently includes the data-driven idea in all design phases.  

In addition to technical complexity, the human factor poses a great challenge for 
engineering data-driven services. In the smart living domain it is evident that a service 
can only generate real value by interacting with its users as part of a co-creation process. 
For this purpose, it is necessary that the user is willing to contribute sensitive, personal 
data to the service system. SSE should therefore center the user and his requirements 
throughout the process of service development. The consideration of general conditions 
such as data security, transparency and explainability appear necessary to increase user 
acceptance and should be explicitly included in an SSE approach. In addition, smart 
services should give users agency over the amount and purpose of shared data. This 
passes on the trade-off between functionality and privacy to the user.  

In general, including data science and software engineering methods as well as the 
business perspective in a consolidated SSE seems to be necessary. Within this integra-
tive approach, user acceptance and usability are crucial to develop truly beneficial value 
propositions. The use of KPIs for each perspective could support the service systems’ 
continuous improvement. Utilizing indicators of model performance for the data sci-
ence perspective, profitability and efficiency measures for the business perspective, ac-
ceptance and usability scores in relation to the user as well as software engineering 
performance indicators can quantify progress and give insight during SSE. When de-
veloping and enhancing an SSE method for smart services, a simultaneously human-
centered and data-driven approach must be pursued. While smart services need to real-
ize the collected data’s potential, humans should be in charge of high-level governance. 

5 Summary and Conclusions 

This paper is motivated by challenges in smart living where a complex interplay of IoT-
devices, service concepts and stakeholders dominates SSE. In the sense of the system 
of systems perspective [29], multiple smart products and value propositions supplement 
each other within the smart service system, which will in turn be connected to other 
systems. The intelligent gatekeeper exists within the context of a smart home and an 
even larger scope of smart living, where a heterogenous blend of service systems need 
to be consolidated. Applying a suitable method for recombinant SSE helps managing a 
complex process and simultaneously reveals further necessary alterations and perspec-
tives in order to make SSE for smart services data-driven and human-centered. The 
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focus on these initially conflicting but ultimately symbiotic perspectives during the de-
velopment of SSE is content of necessary future research on smart service systems.  
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