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Abstract. The wide application of Internet of Things (IoT) has fostered
the development of Industry 4.0. In manufacturing domain, Industrial
IoT (IIoT) are key components of the Factories of the Future (FoF). The
big IToT data are the foundation of implementing data-driven strategies.
In current industrial practice, most of these IIoT data are wasted or frag-
mented in data silos due to security and privacy concerns. Novel data
management approaches are required to replace traditional centralized
data management systems. The rapid development of blockchain tech-
nologies provides a novel solution for this challenge leveraging its unique
characteristics such as decentralization, immutability and traceability.
However, blockchain is inefficient for exchanging big data due to trans-
action throughput limits. The peer-to-peer InterPlanetary File System
(IPFS) provides a suitable complement for blockchain. Therefore, this
paper aims to propose a decentralized IIoT data management approach
based on blockchain and IPF'S technology. The architecture and enabling
technologies of the proposed system are introduced. A proof-of-concept
implementation is realized and relevant experiments are conducted. The
results demonstrated the feasibility of the proposed approach.
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1 Introduction

The advancements of digital technologies, such as Internet of Things (IoT), Ar-
tificial Intelligence (AI) and Cyber-Physical Systems (CPS) etc., are reshaping
different sectors of the modern society. In industrial domain, the Industry 4.0
paradigm has been proposed empowered by Cyber-Physical Production Systems
(CPPS), Industrial Internet of Things (IIoT) and big manufacturing data ana-
lytic etc. [1-3]. To realize the vision of Industry 4.0, all these enabling technolo-
gies and systems need to be integrated seamlessly. A smart manufacturing system
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requires connectivity among various manufacturing units, facilities, machinery,
suppliers and retailers as well as other manufacturing supporting industries, to
form a valuable smart manufacturing network through the entire manufacturing
value chain [4,5]. This remains a challenging task for manufacturing enterprises
due to the concerns about security, trust, traceability, reliability, and agreement
automation within the manufacturing value chain [6, 7].

According to the Data-Information-Knowledge-Wisdom (DIKW) model [8],
data are the basis of higher levels of intelligence. For the Factories of the Future
(FoF), the heterogeneous data produced by the wide deployed IToT devices are
the foundation of all data-driven applications for smart manufacturing. However,
in reality the storing and sharing of big IToT data are still challenging tasks for
most manufacturing companies. Overwhelming amount of these data are either
discarded due to high storage and processing cost, or remain fragmented in
isolated data bases [9].

One of the main obstacles hindering IIoT data sharing is the concerns about
data privacy and security issues. Traditional centralized databases and data ex-
change protocols might be susceptible to various attacks and tampering risks
[10]. The cost of data transferring is another limitation preventing IIoT data
flow freely. Although, from a technological point of view, data sharing cost is
relatively lower than before, in reality it is still expensive for manufacturing
companies to transfer large volume of fine and granular IToT data in real-time
due to intermediary fees [11]. To cope with the above mentioned issues, advanced
data management systems are required. Distributed Ledger Technologies (DLT),
which have been developing rapidly in recent years, provide suitable solutions
for this purpose. A distributed ledger is a distributed database, maintained by
a consensus protocol run by nodes in a peer-to-peer network without any cen-
tral administrator [12]. Popular DLT structures include blockchain and Directed
Acyclic Graph (DAG) among others [13]. Blockchain was first successfully ap-
plied to cryptocurrency field, such as Bitcoin [14] and Ethereum [15], and has
gained attention from both academia and industry owing to its unique features,
such as decentralized control, high anonymity and distributed consensus mech-
anisms [16-18].

In recent years, blockchain technology has been widely adopted in manufac-
turing domain to enable smart manufacturing under the Industry 4.0 context
[19]. Many Blockchain-based applications have been developed such as cloud
manufacturing [20], manufacturing supply chain management [21], manufactur-
ing processes tracing[22] etc. Some recent studies have investigated the applica-
tion of blockchain in industrial IoT data exchange [23], knowledge management
[24] and trading and energy trading in smart grid [25-27] among others. Despite
of the such advantages, blockchain protocols are facing some challenges in terms
of throughput limitations, high transaction fees and long approval time.

DAG-based protocols, such as IOTA [28], have been proposed as the new
generation of DLT to solve the scalability and transaction cost limitations of
blockchain. Theoretically they can reach unlimited throughput without trans-
action fees, making them suitable to transfer high frequency and large amount
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of data [29]. However, currently they are still in their early phases with limited
throughput. The InterPlanetary File System (IPFS) [30] provides a suitable com-
plement to DLT protocols for big data handling. IPFS is a content-addressing,
peer-to-peer network for storing and sharing arbitrary data in a distributed file
system. It uses a hash to access a stored file and the hash value changes when
any changes are made in the file content. This paper aims to propose a decen-
tralized data management system by combining IPFS and DAG-based DLT to
address big IToT data storing and sharing challenges.

The rest of the paper is organized as follows. The architecture of the proposed
data management system and the key components are introduced in Section 2. A
proof-of-concept prototype implementation and experiments are demonstrated
in Section 3. The paper is concluded in Section 4.

2 System architecture

The architecture of the proposed IloT data management system is as shown
in Fig. 1. It includes four main components: IIoT data providers, IPFS data
storage, blockchain-based meta data sharing platform, and IToT data consumer.
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Fig. 1. Architecture of the proposed IloT data management system based on IOTA

Tangle and IPFS.

— IIoT data providers refer to the IIoT devices and relevant data handling
units in a manufacturing system. The raw data generated by IToT devices are
transferred to a connected handling unit which can be a normal computer
or any edge devices with certain computing capabilities like local servers
and single-board computers. The handling units collect and integrate the
raw data before uploading to IPFS in batches. Depending on the privacy by

design, the data can be encrypted before uploading.
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— IPFS data storage: Once the data are stored in the IPFS network, a cryp-
tographic hash is generated as the Content Identifier (CID), which can be
used to retrieve the uploaded data. After received the CID, the handling
unit encode and encrypt the CID together with other meta data to create a
transaction, to be transmitted to data sharing platform.

— Blockchain-based meta data sharing platform: The adopted protocol in this
study is DAG structured IOTA Tangle, which is considered as the third
generation blockchain. Although it is not exactly 'blockchain’, we follow the
common naming rules [13] to avoid confusing. The main reason of choosing
this solution is that it solves the main limitations of previous blockchains, i.e.
scalability and transaction fees. The transactions published on the Tangle
can be searched or recommended to interested stakeholders. The content of a
transaction might have different privacy levels depending on if it is encrypted
or not. If encrypted, only receivers with authenticated decryption keys can
consume the content.

— IIoT data consumers decode, and decrypt if required, the content of the
transaction. Following the CID in the content, they can retrieve the data
stored in IPFS. Another decryption might be required depending on the
privacy level.

3 Proof-of-concept and experiments

A prototype of has been developed as proof-of-concept based on the IOTA
Tangle API (iota.lib.js) and IPFS API (ipfs Javascript implementation). The
Javascript source codes with implementation instructions are open access on
GitHub (https://github.com/zhengxiaochen/ipfs_iota_data_management.git).

3.1 Experiment and result

Experiments are conducted simulating the process of storing and sharing sen-
sor data in JSON format collected from environment monitoring devices lo-
cated in a factory. Details about data collection are introduced in a previous
study [31]. As shown in Fig. 2, the raw data generated by different sensors were
streamed to the data handling unit, where they were integrated into JSON for-
mat. Then the JSON data were encrypted according to a certain interval and
uploaded to the IPFS network. Once stored successfully, a CID (e.g. QmbF-
PdXRPSEuEHNuZuoqJ3vZeSzyE8TnKyTdjLsrYfI9rHE) was created and return
to the data handling unit. The uploaded content can be viewed on the IPFS
network (hitps://ipfs.io/ipfs/) using the CID as shown in Fig. 2.

After received the CID, the handling unit created a transaction containing
the CID and other meta data describing the shared data, such as data owner,
data type, brief description and decryption keys to the IPFS content etc. The
transactions can be published in different privacy modes [29]. For example, in
Fig. 2 the transaction was published in public mode so that anyone who knows
the transaction address can view the content of the transaction. In restricted
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Fig. 2. Screenshots of the experiment for storing and sharing JSON sensor data using
proposed approach.

mode, a extra key will be required to view the content, enabling the data pub-
lisher to flexibly control the access to the data.

Once the transaction is published on IOTA Tangle, interested data consumers
can find it by proactive searching or passive subscription and recommendation.
As shown in Fig. 2, the consumer followed the IFPS CID to retrieve the raw data
from IPFS network. After downloaded the content, they might need to decrypt
it with a specific key (the ”"PublicKey” in Fig. 2), which can be included in the
transaction or distributed in separately.

3.2 Privacy and security analysis

The proposed data management system supports different privacy modes as
demonstrated in the experiment. It allows nonsensitive data to be shared in
public mode making them accessible to as many users as possible. For sensitive
data, it provides two layers of encryption to protect the privacy and security.
First, the data uploaded to IPFS are encrypted before uploading. It prevents
data leakage even the IPFS network is compromised. Second, the transactions
published to the Tangle can also be encrypted with the signature of the publisher
and an extra key. Moreover, both IOTA protocol and IPFS are designed to be
decentralized and distributed. This could eliminate the single-point-failure risks,
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and increase the tamper-resistance capability of the system. After a transaction
is confirmed, it cannot be modified unless the majority of the computing power
of entire network is controlled the the attacker. Any modification to the original
content stored in IPFS will also produce a totally different CID because of the
hash function.

4 Discussion

With the evolution of the Industry 4.0 and smart manufacturing, the needs of
data integration and sharing from different sources is increasing. The proposed
approach can be applied as an enabling tool for many aspects of advanced man-
ufacturing. As an example, the proposed approach is been applied in a factory
producing construction materials. This factory is facing difficulties in handling
the data related to customer orders data from the Enterprise Resource Planning
(ERP), Manufacturing Execution System (MES) data, the loading and delivery
monitoring data etc. Due to privacy and security concerns, the manufacturer,
logistic providers and customers are reluctant to share their data, which is essen-
tial for data integration and higher level data analysis. The proposed approach
has been adopted in a more complex data management system to support data
sharing among different stakeholders. By combining the proposed approach with
semantic modelling and machine learning, advanced data handling solutions can
be developed thus to empower the development of Industry 4.0.

5 Conclusions

This paper proposed a IIoT data storing and sharing approach by integrating
advanced blockchain and IPFS technologies. A DAG structured IOTA Tangle
was used to empower high scalability, low cost and tamper-resistance data shar-
ing; and IPFS was adopted to handle the large volume data storage challenge.
The proof-of-concept implementation and experiment results demonstrate the
feasibility of the proposed approach. Such data management systems could ac-
celerate IIoT data exchange among FoF manufacturing systems enabling higher
level data-driven strategies for smart manufacturing.
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