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Abstract. Reliability-centered maintenance for production assets is a well-estab-
lished concept for the most effective and efficient disposition of maintenance 
resources. Unfortunately, the approach takes a lot of effort and relies heavily on 
the knowledge of individuals. Reliability data in Computerized Maintenance 
Management System (CMMS) is scarce and almost never used well. An auto-
mated risk assessment system would have the potential to contribute to the 
dissemination and effective use of risk information and analysis. The individual-
ity of production setting, however, prevents current systems from being 
practically relevant for most industries. The presented approach combines ontol-
ogies to store and link knowledge, an information logistics model displaying the 
various information streams, and the Internet of production to take the different 
user systems and infrastructure layers into account. The provided model of a ref-
erence digital shadow for risk information and a detailed information logistics 
model will help software companies to improve reliability software, standardize 
and enable assets owners to establish a customized digital shadow for their pro-
duction networks.        

Keywords: risk analysis system, asset management, criticality analysis, intelli-
gent support system, risk management, information logistics model, Internet of 
production, digital shadow. 

1 Introduction 

The percentage of productive maintenance work is stated by WIREMAN at 25 to 35 
percent [1], which corresponds to about 9 hours of productive maintenance work in a 
continuous shift system per day per full time equivalent (FTE). Reliability-centered 
approaches in maintenance provide a powerful tool to identify the right maintenance 
strategy for each asset, choosing the most effective improvement projects and giving 
comprehensive guidance for operational disposition. The approach was introduced in 
the 1960s aircraft industry and published by NOWLAN and HEAP in 1978 [2]. BLOOM 
states that only 40 percent of the introduced reliability concepts in production plants 
are successful. In addition, a high percentage of these implementation attempts are very 
superficial and therefore the real success rate is much lower [3]. Within the following 
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paragraphs, five main reasons are given why the implementation of a more than 40 year 
old concept is still a big challenge. First, however, the next paragraph provides a brief 
introduction to reliability and risk for production assets. 
 
1.1 Reliability and risk in production and maintenance 

There is currently no generally valid definition of risk in the literature, as the broad 
range of the term allows for a wide variety of perspectives [4]. In terms of asset relia-
bility, risk is closely linked with the performance of the assets. For example, POLLANZ 
defines risk as "negative influence on the achievement of objectives" [5]. Consequently, 
risk in maintenance management can be described as the product of the probability of 
occurrence and the impact on the effectiveness of the plant or asset [6].  

 Risk = probability of occurrence × impact on the effectiveness  (1) 

The task of maintenance is to identify the reasons for these deviations and to take 
countermeasures [7].  

 
1.2 Holdbacks for the implementation of reliability concepts 

The holdbacks for the implementation of reliability-based approaches can be clustered 
into five groups: Increasing system complexity, complex failure modes, subjective risk 
identification, complex risk aggregation, and insufficient data. In the following sec-
tions, these clusters are briefly explained. 

Increasing system complexity: The concept of the value chain defined by Porter in 
1985 [8] no longer holds true for today's companies and is transforming more and more 
into complex value-added networks [9]. This means that companies can have many 
different value-added chains within the same production plant, which, in addition to 
generating various potentials, leads to different, interconnected and more complex risks 
[10]. The increasingly close networking of different systems and production areas re-
sulting from Industry 4.0 also adds new and complex risks for manufacturing 
companies [11]. 
 
Complex failure modes: Reliability concepts deal with the individual error causes of 
each component and can therefore define the ideal action to be taken instead of just 
having to replace the component regularly [2]. Limitations exist if the error mechanism 
or the overall system is not properly understood [2], which is more and more difficult 
given the increasing complexity of assets. These patterns cannot be predicted for a sin-
gle asset, but can only be predicted by looking at reference plants [12].  

Subjective and dynamic risk identification: In many cases, a risk determination is 
only possible post ex, since the multitude of risks cannot be estimated and data for 
easily comparable investments do not exist. This not only means that in most cases only 
a risk diagnosis is possible, as risks cannot be predicted. But also that risks that have 
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already occurred are heavily over or underestimated (recall bias, illusory correlation 
etc.) [13]. Since vulnerability is not static, it is even more difficult to measure risk [14]. 
For example, age and quality of maintenance have an enormous influence on how sus-
ceptible a production asset is to failure [12].  

 
Complex risk aggregation and interdependencies: The difficulty lies in the coupling 
of effects, since individual events can represent an acceptable risk, but are extremely 
intensified by a coupling effect [15]. It is not possible to estimate overall risks, thus 
procedures for risk aggregation are necessary [16].  

Insufficient data: However, many risks cannot be predicted for the individual asset 
and can only be predicted by looking at reference plants [12]. This makes applying 
failure data from one system to another difficult even for identical standard systems 
[17]. Hence, it is necessary to have a huge amount of data and find an adequate way to 
take variations in the environment, process and so on into account. The assessment of 
risks is usually expressed in language, which makes it even harder to analyze [18].  

1.3 Derivation of research needs 

Production risks are mostly determined in a manual, workshop-like process, which 
takes place a few times in the life cycle of the assets. The gathered information of these 
workshops are subjective, scattered across information silos and difficult to compare. 
Modern information systems offer the possibility to make generalizations based on 
large data sets and to derive recommendations for action. The possibility of learning 
from data represents a great potential not only within the own organization, but also 
beyond. This potential is not used in current organizations and information systems. 
The various internal and external data silos must be linked and in order to do so, use 
cases have to be derived from actual business needs. Risk assessment is one of the most 
crucial concepts for maintenance management. An automated risk modelling could 
further dissemination and enable a more efficient and effective maintenance 
organization. For the establishment of a comprehensive risk modeling, there needs to 
be a data logistics model to fuse the different data types and needs together. 

2 Risk modelling and knowledge preservation 

ROMEIKE identifies two groups of methods for risk identification, analysis and evalu-
ation. The search methods (e.g. checklists, loss databases, SWOT analysis) are 
particularly suitable for already known or trivial risks. The search methods are suitable 
for complex and unknown risks and are further subdivided into analytical methods and 
creativity methods. In the context of this work, the analytical methods will be consid-
ered in the following, as they are suitable for "identifying future and previously 
unknown risk potentials". [19] The creativity methods are therefore not suitable for this 
task, as the aim of this paper is to lay out a foundation for an automated determination 
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of risks. Current information systems are not suitable for a creative performance, but 
are very capable of finding patterns in huge sets of data [20]. 
The most commonly used and broadly accepted as the tool of choice for risk assessment 
is the Failure Mode and Effect Analysis (FMEA), which considers a wide range of 
factors and delivers compelling results. FMEA considers the severity (S), occurrence 
(O) and detection (D) ratings to determine the risk priority number (RPN) [21].  

 Risk Priority Number (RPN) = Severity (S) × Occurrence (O) × Detection (D) (2) 

KÖNIG adapted the method, which originally came from quality management, in order 
to be able to effectively prioritize risks. With the Risk Mode and Effect Analysis 
(RMEA) approach, the risks are combined into a risk cube, which consists of different 
risk classes according to the probability of occurrence and detection. [22] There are 
many other approaches to risk measurement and aggregation like Failure Mode, Effect 
and Cause Analysis (FMECA) [23], Socio Technical Reliability Analysis (STRA) [24], 
Fuzzy Fault Tree Analysis (FFTA) [25], Monte Carlo Simulation (MCS) [26] and eval-
uation laboratory (DEMATEL) [27]. 

The weak point of all those models still prevails. They all rely on the estimation of 
the failure rates for the assets [28] or simulate random numbers (e.g. for MCS). In ad-
dition, they presume that all possible failure modes are known to the asset owner. It is 
therefore necessary to develop a data model for risk identification and comparison be-
tween companies and production sites. Current ontology-based approaches are limited 
in the level of detail they provide and do not include a sufficient digital reference 
shadow for asset risk information. 

3 Information logistics model for risks of production assets 

The current state of the ontology-based risk model is presented in this section, which 
starts off with a brief description of risk in ontology. Subsequently, the transfer of one 
example into the information logistics model notation gives an outlook on the results.   

3.1 Risk management ontology for production assets 

The application of an ontology-based risk management is not yet sufficiently extended 
to production assets because of a lacking depth of detail for a reference architecture and 
comparison of different assets. For example, the models do not take environmental con-
ditions into adequate account, although they are an important factor influencing the 
wear and tear and the functional efficiency of a machine [29]. 

For the definition of the risk management ontology for production assets (Fig. 1), 
the procedure following STUCKENSCHMIDT was chosen [30]. The functions of an 
information system are implemented according to KRCMAR: Collect, structure, pro-
cess, provide, transform, communicate and use data, information and knowledge [31]. 
The ontology notation of MILVICH is used for Fig. 1 [32]. Accordingly, classes are 
displayed as dark grey ellipses. Related terms are represented by lighter grey ellipses 
and are connected by a straight, continuous grey arrow. In order to keep the ontology 
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readable, the classes have been divided into sub-concepts only to the extent necessary 
for understanding the approach. Accordingly, not every class has assigned terms. Fur-
thermore, in Fig. 1, information containers are displayed with a rectangular grey frame. 
These are connected to a class by a dotted grey arrow and describe an identification 
property (displayed on the connection) and its type (string, value, array, and so on). The 
name and type can be filled with the corresponding values of the application when using 
the ontology. 

 
Fig. 1. Risk management ontology for production assets (top level excerpt) 

3.2 Exemplary transfer into an information logistics model 

For the implementation and future usage, the ontology needs to be transformed into an 
information logistics model. Fig. 2 displays an excerpt of the model for condition mon-
itoring, which has an impact on the occurrence (O) as well as detection (D) of a risk.  

The information logistic model notation of NIENKE was used for Fig. 2 [33]. It consists 
of roles that are characterized by the generation of information (source) and the use of 
or need for information (sink). A vertical line visually separates the two parts of a role. 
Each role has both elements. A special role is the decision role or target role, which has 
a certain need for information in order to decide. An oval shape characterizes the role 
with a dark edge. In addition, the decision questions of the target role are noted above 
the role. Information objects are exchanged between roles and systems through infor-
mation flows. The information objects are described under a role or a system on the 
source side. To improve clarity and structuring, the data records are grouped together 
into information objects and listed accordingly. Fig. 2 displays the data transfer from 
the asset to a data base. The data base is then fed into an analysis system which derives 
a decision template to present to the specific role. With each step more data is consid-
ered, aggregated and analyzed. Since not all data is numerical, available and easy to 
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process, the focus must lie on the possibility to fill the gaps by reference assets. Even 
if it results in less accuracy for the analysis.  

 
Fig. 2. Information logistics model for condition monitoring (excerpt) 

4 Conclusion 

Automated risk assessment systems have the potential to contribute to the dissemina-
tion and effective use of risk information and analysis. Especially in complex 
production environments, it provides an effective and efficient way to optimize mainte-
nance and investment spending, as well as the effectiveness of the whole plant. The 
provided reference digital shadow for risk information linked to a detailed information 
logistics model will help software companies to improve reliability software, standard-
ize and enable assets owners to establish a customized digital shadow for their 
production networks. The future goal should be to extend the model with a variety of 
functions and information. Therefore, further research and case studies need to be con-
ducted. For the moment, the model’s functions focus on the process industry, and other 
industries can be implemented in the future, as they have similar business requirements. 

References 

1. Wireman T (2015) Benchmarking best practices in maintenance, reliability and 
asset management: Updated for ISO 55000, Third edition. Industrial Press, 
South Norwalk, Connecticut 

2. Nowlan FS, Heap H (1978) Reliability-Centred Maintenance. Technical Infor-
mation Service, US Department of Commerce, San Francisco 



7 

3. Bloom NB (2005) Reliability Centered Maintenance (RCM). McGraw-Hill Pro-
fessional Publishing, Blacklick, USA 

4. Ni H, Chen A, Chen N (2010) Some extensions on risk matrix approach. Safety 
Science 48(10): 1269–1278. doi: 10.1016/j.ssci.2010.04.005 

5. Pollanz M (1999) Konzeptionelle Überlegungen zur Einrichtung und Prüfung 
eines Risikomanagementsystems: droht eine Mega-Erwartungslücke? Der Be-
trieb(52): 393–399 

6. Leidinger B (2017) Wertorientierte Instandhaltung_ Kosten senken, Verfügbar-
keit erhalten-Springer Fachmedien Wiesbaden (2017) // Wertorientierte 
Instandhaltung: Kosten senken, Verfügbarkeit erhalten. Springer, Wiesbaden 

7. Al-Najjar B (2006) A Model to Diagnose the Deviation in the Maintenance Per-
formance Measures. In: Mathew J (ed) Engineering assessment management: 
Proceedings of the 1st World Congress on Engineering Asset Management 
(WCEAM) 2006 Gold Coast, Queensland, Australia 11-14 July 2006, vol 23. 
Springer, London, pp 87–93 

8. Porter ME (1998) Competitive advantage: Creating and sustaining superior per-
formance ; with a new introduction. Free Press, New York 

9. Allee V (2000) Reconfiguring the value network. Journal of Business Strategy 
21(4): 36–39. doi: 10.1108/eb040103 

10. British Standards Institution (2008) Asset management: Part 1: Specification for 
the optimized management of physical assets 03.100.01(55-1). 
http://www.irantpm.ir/wp-content/uploads/2014/01/pass55-2008.pdf. Accessed 
17 Dec 2019 

11. Tupa J, Simota J, Steiner F (2017) Aspects of Risk Management Implementa-
tion for Industry 4.0. Procedia Manufacturing 11: 1223–1230. doi: 
10.1016/j.promfg.2017.07.248 

12. Geldermann J, Merz M, Bertsch V et al. (2008) The reference installation ap-
proach for the estimation of industrial assets at risk. EJIE 2(1): 73. doi: 
10.1504/EJIE.2008.016330 

13. Kahneman D, Tversky A (1979) Prospect theory: An analysis of decision under 
risk. Econometrica 47(2): 263–291 

14. Green CH, Parker DJ, Tunstall S (2000) Assessment of flood control and man-
agement options: WCD Thematic Review 

15. Baybutt P (2012) Using risk tolerance criteria to determine safety integrity lev-
els for safety instrumented functions. Journal of Loss Prevention in the Process 
Industries 25(6): 1000–1009. doi: 10.1016/j.jlp.2012.05.016 

16. Gleißner W (2014) Quantifizierung komplexer Risiken – Fallbeispiel Projektri-
siken. Risiko-Manager(22): 7–10 

17. Eruguz AS, Tan T, van Houtum G-J (2017) A survey of maintenance and ser-
vice logistics management: Classification and research agenda from a maritime 
sector perspective. Computers & Operations Research 85: 184–205. doi: 
10.1016/j.cor.2017.03.003 

18. Murè S, Demichela M (2009) Fuzzy Application Procedure (FAP) for the risk 
assessment of occupational accidents. Journal of Loss Prevention in the Process 
Industries 22(5): 593–599. doi: 10.1016/j.jlp.2009.05.007 



8 

19. Romeike F (2018) Risikomanagement. Studienwissen kompakt. Springer Ga-
bler, Wiesbaden 

20. Oleinik A (2019) What are neural networks not good at? On artificial creativity. 
Big Data & Society 6(1): 205395171983943. doi: 10.1177/2053951719839433 

21. Popov G, Lyon BK, Hollcroft B (eds) (2016) Risk assessment: A practical guide 
to assessing operational risks. Wiley, Hoboken, New Jersey 

22. König R (2008) Management betrieblicher Risiken bei produzierenden Unter-
nehmen. Dissertation, Rheinisch-Westfälischen Technischen Hochschule 
Aachen 

23. CARPITELLA S, Certa A, Izquierdo J et al. (2018) A combined multi-criteria 
approach to support FMECA analyses: A real-world case. Reliability Engineer-
ing & System Safety 169: 394–402. doi: 10.1016/j.ress.2017.09.017 

24. Filho SÁ, Ahumada CB, Cayres É et al. (2020) Management Tool for Reliabil-
ity Analysis in Socio-Technical Systems - A Case Study. In: Boring RL (ed) 
Advances in Human Error, Reliability, Resilience, and Performance, vol 956. 
Springer International Publishing, Cham, pp 13–25 

25. Cem Kuzu A, Akyuz E, Arslan O (2019) Application of Fuzzy Fault Tree Anal-
ysis (FFTA) to maritime industry: A risk analysing of ship mooring operation. 
Ocean Engineering 179: 128–134. doi: 10.1016/j.oceaneng.2019.03.029 

26. Resteanu C, Vaduva I, Andreica M (2008) Monte Carlo Simulation for Reliabil-
ity Centered Maintenance Management. In: Lirkov I, Margenov S, Waśniewski 
J (eds) Large-scale scientific computing: 6th international conference, LSSC 
2007, Sozopol, Bulgaria, June 5 - 9, 2007 ; revised papers, vol 4818. Springer, 
Berlin, pp 148–156 

27. Si S-L, You X-Y, Liu H-C et al. (2018) DEMATEL Technique: A Systematic 
Review of the State-of-the-Art Literature on Methodologies and Applications. 
Mathematical Problems in Engineering 2018(1): 1–33. doi: 
10.1155/2018/3696457 

28. Garg A, Deshmukh SG (2006) Maintenance management: literature review and 
directions. J of Qual in Maintenance Eng 12(3): 205–238. doi: 
10.1108/13552510610685075 

29. Karl F (2015) Bedarfsermittlung und Planung von Rekonfigurationen an Be-
triebsmitteln. Zugl.: München, Techn. Univ., Diss., 2014. Forschungsberichte 
IWB / Institut für Werkzeugmaschinen und Betriebswissenschaften, Technische 
Universität München, vol 298. Utz, München 

30. Stuckenschmidt H (2011) Ontologien: Konzepte, Technologien und Anwendun-
gen, 2. Aufl. Informatik im Fokus. Springer, Berlin 

31. Krcmar H (2015) Einführung in das Informationsmanagement, 2., überarb. Aufl. 
Springer Gabler, Berlin 

32. Milvich M (2005) Ein Semantisches Web für die Universitätsbibliothek Heidel-
berg. Masterthesis, Fachhochschule Karlsruhe 

33. Nienke S (2018) Ontologie für Energieinformationssysteme produzierender Un-
ternehmen. Dissertation, 1. Auflage. Edition Wissenschaft Apprimus, Band 156. 
Apprimus Verlag, Aachen 


	1.1 Reliability and risk in production and maintenance
	1.2 Holdbacks for the implementation of reliability concepts
	Increasing system complexity: The concept of the value chain defined by Porter in 1985 [8] no longer holds true for today's companies and is transforming more and more into complex value-added networks [9]. This means that companies can have many diff...
	Subjective and dynamic risk identification: In many cases, a risk determination is only possible post ex, since the multitude of risks cannot be estimated and data for easily comparable investments do not exist. This not only means that in most cases ...
	Insufficient data: However, many risks cannot be predicted for the individual asset and can only be predicted by looking at reference plants [12]. This makes applying failure data from one system to another difficult even for identical standard system...

	1.3 Derivation of research needs
	2 Risk modelling and knowledge preservation
	ROMEIKE identifies two groups of methods for risk identification, analysis and evaluation. The search methods (e.g. checklists, loss databases, SWOT analysis) are particularly suitable for already known or trivial risks. The search methods are suitabl...

	3 Information logistics model for risks of production assets
	3.1 Risk management ontology for production assets
	3.2 Exemplary transfer into an information logistics model

	4 Conclusion
	References

