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Over the last five years, Machine Learning (ML) [START_REF] Mitchell | Machine learning[END_REF] techniques are adopted to integrate more autonomous decisionmaking in wireless IoT networks to effectively address their various issues and challenges, such as energy efficiency, load balancing, and cache management. Machine learning algorithms are also applied for IoT data analytics to discover new information, predict future insights, and offer new real-time services. Compared to statistical methods, ML algorithms provide better accurate predictions when dealing with very large data sets and they do not require heavy assumptions such as linearity or the distribution of variables [START_REF] Thessen | Adoption of machine learning techniques in ecology and earth science[END_REF]. They also have acceptable performance when using them for online classification or prediction [START_REF] Vakili | Performance analysis and comparison of machine and deep learning algorithms for iot data classification[END_REF]. ML techniques, especially Reinforcement Learning [START_REF] Sutton | Reinforcement learning: An introduction[END_REF], attempt to make IoT nodes take self-decisions for multiple networking operations, including routing, scheduling, resource allocation, dynamic spectrum access, energy, mobility, and caching. The RL agent must be able to understand the environment dynamics, without any prior knowledge, through the collected data and take the best action to achieve a networking goal, like reducing energy consumption, improving security level, and changing transmission channel.

However, as the complexity of the IoT networks increases with high-dimensional states and actions, traditional RL techniques show their limits regarding computation complexity and convergence towards a poor policy. Thus, Deep Reinforcement Learning techniques, a combination of RL and Deep Learning (DL) approaches [START_REF] Lecun | Deep learning[END_REF][START_REF] Schmidhuber | Deep learning in neural networks: An overview[END_REF] based on Artificial Neural Networks (ANN) [START_REF] Yegnanarayana | Artificial neural networks[END_REF], are developed to overcome such limitations and make the learning and the decision operations more efficient.

In recent years, several surveys related to the integration of machine learning techniques in networks and IoT applications have been published. We provide in table 1 a summary of existing papers in this area. Papers [START_REF] Al-Rawi | Application of reinforcement 1276 learning to routing in distributed wireless networks: a review[END_REF]15,16] focused on the application of traditional RL in wireless networks. This technique can predict the near-optimal policy in cases where the number of states and actions is limited and improves the performance of networks with limited resources. The application of DRL has been discussed in [17,18,19] for IoT and real-world problems like cloud computing, autonomous robots, and smart vehicles.

The studied papers in these surveys use DRL to accelerate the learning process, compared to the traditional RL, and reduce the storage space required by vast possible actions. Most surveys that study articles applying Machine Learning in networking focus on supervised and unsupervised methods [20,21]. Only the survey proposed by [22] includes RL algorithms in its studied papers.

This paper provides a survey and a taxonomy of existing research which applies numerous RL and DRL algorithms for wireless IoT systems based on IoT application and network issues. An overview of these learning techniques is presented, and the main characteristics of the RL elements (i.e., state, action, and reward) are summarized Finally, we highlight the lessons learned with the remaining challenges and open issues for future research directions. To the best of our knowledge, there does not exist an article in the literature that is dedicated to surveying the application of reinforcement learning methods in different wireless IoT technologies and applications. Our survey differs from previous ones by covering the two RL and DRL methods for solving the network and application problems in wireless IoT, as proposed in research papers published in the period 2016-2020. We reviewed papers that address the following key issues: routing, scheduling, resource allocation, dynamic spectrum access, energy, mobility, and edge caching.

The rest of this paper is organized as follows. Section 2 presents an overview of some wireless IoT networks. Section 3 introduces a brief description of the principle of RL, Markov Decision Process (MDP), and DRL. Section 4 reports research works that have applied RL and DRL techniques in the IoT environment according to their objective. A discussion is provided in Section 5 with statistics information on the articles reviewed in this work. Limitations of RL and DRL techniques and open challenges are identified in Section 6. Finally, Section 7 concludes this study.

Wireless IoT Systems

In this section, we provide an overview of wireless IoT systems studied in the surveyed papers and identifies their characteristics and challenges.

Wireless Sensor Network (WSN)

The evolution in the field of wireless communications and electronics has allowed building small and individual nodes, called sensors, that interact with the environment by sensing and controlling physical parameters, such as temperature, pres-112 sure, and motion. WSNs are composed of low-cost and battery-113 powered nodes that can send/receive messages to/from the sink 114 and interact with each other through short-distance wireless 115 communication. Using WSN networks has increased with the 116 advent of the IoT since it is one of the big data sources for 117 collecting and monitoring information further processed by the [START_REF] Wu | Openai baselines: ACKTR and A2C[END_REF] IoT. However, it has several weaknesses, including limited pro-119 cessing power, smaller memory capacities, and energy con-120 straint with the difficulty of recharging or replacing the battery. [START_REF]Tensorflow lite -ml for mobile and edge devices[END_REF] In addition, some problems are related to the management of 122 WSN that limit the technologies in which used, such as deploy-123 ment, routing, security, and network lifetime. 

Wireless Body Area Network (WBAN)

125 WBAN is a small, short-range, low-power network with a 126 dozen sensors attached to or implanted in/around the human 127 body. The sensor nodes are employed to detect physiological 128 phenomena and provide real-time patient monitoring of differ-129 ent physical parameters, such as body temperature, blood pres-130 sure, and electrocardiography (heart rate). Using wireless com-131 munication, the collected information is then transmitted to a 132 coordinator (i.e., sink node) that will process it, make decisions 133 or raise an alert. Depending on the WBAN services for medical 134 or non-medical applications, the communication characteristics 135 vary. Different wireless technologies are applied in WBAN, 136 including Bluetooth Low Energy (BLE), IEEE 802.15.4 (Zig-137 Bee), and IEEE 802.15.6 (Ultra Wide-Band) [23]. The WBAN 138 standard specified for short communication range, low trans-139 mission power in particular for nodes under the skin, a mini-140 mal latency period especially for medical applications, and also 141 supports mobility due to body movements [24]. 142

Underwater Wireless Sensor Network (UWSN)

143 UWSN [25] is a self-configuring network that contains sev-144 eral autonomous components, such as vehicles and sensors, dis-145 tributed underwater to perform environmental monitoring and 146 ocean sampling tasks, like pressure, depth, visual imaging, as-147 sisted navigation, etc. The underwater architecture can be clas-148 sified into two common categories: a two-dimension architec-149 ture, where a group of nodes is connected to one or more fixed 150 anchor nodes, and a three-dimension architecture, where the 151 sensors float at different depths. Due to water currents, the net-152 work nodes are dynamic, and the connectivity can vary with 153 time. Due to water currents, network nodes are dynamic and 154 connectivity can vary over time. Compared to the terrestrial 155 environment, the performance of submarine sensors faces dif-156 ferent challenges related to the physical nature that limit the 157 bandwidth, leading to a high propagation delay, raise resource 158 utilization, etc. For that, three principal wireless communica-159 tion technologies for underwater environments are used, with 160 different characteristics, depending on services requirements: 161 optical, radio-frequency, and acoustic [26]. and in a random way, a large-scale network with a variable den-sity depending on the traffic situation, and without a constraint on computing power or energy consumption. Many special requirements therefore arise, includes processing big data using cloud computing, providing good connection links with an unstable mobile network, and achieving height reliability, security, and privacy of information. In terms of connectivity, the IoV consists of two types of wireless communications: Vehicleto-Vehicle used to inter-vehicular exchanged information using, for example, the IEEE 802.11p [29] standard, and Vehicle-to-Infrastructure, also now as Vehicle-to-Road, where the vehicle exchanges information with roadside equipment with longdistance and high-scalability wireless technologies.

Industrial Internet of Things (IIoT)

The Industrial IoT [30] system refers to the adoption of the IoT framework for a large number of devices and machines in industrial sectors and applications. Machine-to-Machine (M2M) communication is a key technology in IIoT that allows devices to communicate and exchange data with each other.

These intelligent machines can operate the highest level of automation without needing or with very minimal human intervention. The goal of IIoT is to achieve high operational efficiency, limit human errors, increase productivity, and reduce operating costs in both time and money, as well as predictive maintenance, using data collected from machines. The heterogeneity of the various communication protocols used and the complex nature of the system pose many challenges for designing wireless protocols for IIoT, such as higher levels of safety and security, efficient management of big data, and ensuring real-time communication in critical industrial systems.

Overview of Reinforcement Learning

This section provides a comprehensive background on different RL methods, including the principle of Markov Decision Process, Partially Observable Markov Decision Process (POMDP), and Deep RL models with their respective characteristics.

Reinforcement Learning and Markov Decision Process

Reinforcement learning is an experience-driven technique of machine learning where a learner (autonomous agent) makes an experience by a trial-and-error process in order to improve its choices in the future. In such a situation, the problem to solve is formulated as a discrete-time stochastic control process, socalled MDP [START_REF] Sutton | Reinforcement learning: An introduction[END_REF]. Typically, a finite MDP is defined by a tuple (S , A, p, r) where S is a finite state space, A is a finite action space for each state s ∈ S , p is the state-transition probability from state s to state s ∈ S taking an action a ∈ A, and r ⊂ R is the immediate reward value obtained after an action a is performed. The agent's primary goal is to interact with its environment, at each time step t = 0, 1, 2, ..., to find the optimal policy π * in order to reach the goal while maximizing the cumulative rewards in the long run. A policy π is a function that represents the strategy used by the RL agent. It takes the state s as input and returns an action a to be taken. The policy can be also stochastic. In such a case, it returns a probability distribution over all actions instead of a single action a. Mathematically, the objective of the agent is to maximize the expected discounted return R t as follows:

R t = ∞ i=0 γ i r t+i+1 (1) 
where γ ∈ [0, 1) is the discount factor. It controls the importance of future rewards (weight) compared to the immediate one. The larger γ is, the more the estimated future rewards will be concerned. If γ = 0 the agent is "myopic" in being concerned only with maximizing immediate rewards.

In many applications, the agent does not have all information 236 about the current state of the environment and had only a par-237 tial observation. Thus, the POMDP, a variant of the MDP, can 238 be used to make decisions based on the potentially stochastic 239 observation it receives. A POMDP can be defined by the tuple 240 (S , A, p, Ω, O, r) where S , A, p, r are the states, actions, transi-241 tions and rewards as in MDP, Ω is a finite set of observations, 242 and O is the observation probability from state s ∈ S to state 243 s ∈ S taking an action a ∈ A. A set of a probability dis-244 tribution over the states S is maintained as "belief state", and 245 the probability of being in a particular state is denoted as b(s). 

In RL, the problems to resolve are formulated as an MDP. 251 Several RL solutions can be applied, depending on the problem 252 type considered. RL methods can be classified into multiple 253 types as illustrated in Figure 1. represent the expected total reward, as depicted in Figure 2a.

Q(s t , a t ) = Q(s t , a t ) + α[r t+1 + γQ(s t+1 , a t+1 ) -Q(s t , a t )] (3) 
Q(s t , a t ) = Q(s t , a t ) + α[r t+1 + γ max a Q(s t+1 , a t+1 ) -Q(s t , a t )] (4) 
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In SARSA, the estimation of the Q-value uses the current pol-314 icy based on the same action, while Q-learning selects a new 315 greedy action during the learning, independently of the policy 316 being followed. This makes SARSA more cautious as it tries to take into account any negative circumstances of explorations, while Q-learning will ignore them since it followed another independent policy.

Besides the value-based algorithms, such as SARSA and Qlearning, which select actions according to the value function, policy-based methods [START_REF] Sutton | Policy gradient methods for reinforcement learning with function approximation[END_REF] such as REINFORCE [START_REF] Williams | Simple statistical gradient-following algorithms for connectionist reinforcement learning[END_REF], Trust Region Policy Optimization (TRPO) [START_REF] Schulman | Trust region policy optimization[END_REF], and Proximal Policy Optimization (PPO) [START_REF] Schulman | Proximal policy optimization algorithms[END_REF] search directly for the optimal policy maximizing the expected cumulative reward. The advantage of each method depends on the task. Policy-based methods are better for continuous and stochastic environments, while valuebased learning methods are more sample efficient and stable. The actor-critic methods [START_REF] Konda | Actor-critic algorithms[END_REF] merge both: the "critic" estimates the value function to evaluate the action performed using the temporal difference error and the "actor" updates the policy distribution according to the critic suggestion. It takes advantage of both policy and value functions. The policy actor computes continuous actions without the need for an optimization procedure, while the value critic supplies the actor with a low-variance knowledge of the performance [START_REF] Grondman | A survey of actorcritic reinforcement learning: Standard and natural policy gradients[END_REF].

Deep Reinforcement Learning

RL is effective in a variety of applications, where state and action spaces are limited. However, these spaces are usually large and continuous in real-world applications, and traditional RL methods cannot find the optimal value functions or policy functions for all states within an acceptable delay. Thus, DRL was developed to handle high-dimensional environments [START_REF] Arulkumaran | Deep reinforcement learning: A brief survey[END_REF] based on the Deep Neural Network (DNN) value-function approximation as shown in Figure 2.

The DNN is a deeper version of the ANN family with, usually, more than two hidden layers [START_REF] Deng | Deep learning: methods and applications[END_REF]. Generally, an ANN consists of three principal layers, as presented in Figure 2b: • A single input layer receives the data. The input data in DRL represent the information that describes the actual state of the environment.

• A single output layer generates the predicted values. In some works, the nodes in the output layer present the possible actions that the DRL agent can select.

• One or multiple hidden layers located between the input and output layers according to the problem complexity.

Mnih et al. [START_REF] Mnih | Human-level control through deep reinforcement learning[END_REF] introduce in 2015 the concept of Deep Q-Network (DQN) that performed well on 49 Atari games. DQN exploits a Convolutional Neural Network (CNN), commonly applied in image processing, instead of a Q-table, as shown in Figure 2c, to analyze input images and derive an approximate action-value Q(s, a|θ) by minimizing the loss function L(θ) defined as follows:

L(θ) = E r + γ max a Q(s , a |θ ) -Q(s, a|θ) 2 (5) 
A g e n t

E n v i r o n me n t the weights [START_REF] Mnih | Playing atari with deep reinforcement learning[END_REF]. The Q-learning in this method aims to directly 369 approximate the optimal action-value Q * (s, a) ≈ Q(s, a|θ). given neural network. To deal with some real-world scaling is-390 sues, where the agent needs many steps to get the optimal policy and achieve the goal, Hierarchical RL (HRL) forms several sub-policies that work together into hierarchically dependent sub-goals. Unlike the RL, the action space in the HRL grouped to form higher-level macro actions and then executed hierarchically rather than at a single level.

RL and DRL algorithms for IoT applications

Multiple research work adopted RL and DRL techniques to enhance IoT systems operations or resolve some of their issues. We categorize them into seven classes according to the addressed IoT problems: routing, scheduling, resource allocation, dynamic spectrum access, energy, mobility, and edge caching. Tables 2 and3 summarize these papers with an emphasis on RL and DRL models, their state spaces, action spaces and reward functions respectively.

Routing

IoT undergoes an exponential evolution in recent years [START_REF] Ericsson | More than 50 billion connected devices[END_REF][START_REF] Chase | The evolution of the internet of things[END_REF]. Recent developments in the technologies of wireless communications have enabled the emerging of several types of networks such as mobile networks, Vehicular Ad-Hoc Network, sensor networks. The routing functionality in these networks is a fundamental network task due to the large amount of data generated. Routing optimization with respect to the traffic demands comes up against the uncertainty of the traffic conditions. Besides, optimizing the routing configurations against a previously observed set of network scenarios or a range of feasible traffic scenarios may fail in the face of the actual traffic conditions, which are very heterogeneous. ML techniques, in particular, reinforcement learning, have been applied in several works to cope with this type of problem.

Path selection

For many applications, the data must be delivered to the destination within a limited period of time after their acquisition by the sensor, otherwise, it would become unusable and uninteresting. Path selection method based on Quality of Service (QoS) adapts the network routing traffic by processing packets differently according to a set of attributes such as security, bandwidth, delay (latency), and packet loss. The development of a routing protocol that ensures a balance between power consumption and data quality is a challenge due to the distributed and dynamic topology of WSNs, in addition to their limited resources.

In [START_REF] Ancillotti | A reinforcement learning-based link quality estimation strategy for RPL and its impact on topology management[END_REF] a link quality monitoring scheme for Routing Protocol for Low-Power and Lossy Networks (RPL) has been proposed to maintain up-to-date information about networks route, and directly react to link quality variations and topology changes due to nodes' mobility. An RL technique has been applied to minimize the overhead caused by active probing operations. The proposed approach helps to improve packet loss rates and energy consumption, only for single-channel networks. To improve secure data transactions, a trusted routing scheme based on blockchain technology and RL has been introduced in [START_REF] Yang | A trusted routing scheme using blockchain and reinforcement learning for wireless sensor networks[END_REF] for WSNs. To enhance the trustworthiness of the routing information, the proposed scheme takes advantage of the tamper-proof (i.e., detection of unauthorized access to an The authors in [START_REF] Guo | Optimizing the lifetime of wireless sensor net[END_REF]61] have tried to maximize the network 494 lifetime of WSNs by improving routing strategies using RL.

495

The proposed methods mainly consider the link distance, the 496 residual energy of the node and the neighbors, in the defini-497 tion of reward function, to select the best paths. We have 498 to note that [START_REF] Guo | Optimizing the lifetime of wireless sensor net[END_REF] implements a flat architecture, which makes the proposed solution only intended for small networks with low requirements and not suitable for large scale WSNs. A multi-objective optimization function has been proposed for WSNs data routing in [START_REF] Aslam | Optimal wireless charging inclusive 1420 of intellectual routing based on SARSA learning in renewable wireless 1421 sensor networks[END_REF], using clustering and the RL method SARSA, defined as Clustering SARSA (C-SARSA). Fair distribution of energy and maximize vacation time of the Wireless Portable Charging Device (WPCD) are the two main objectives. For that, the data-generating rate, energy consumption rate of receiving/sending the data, and the time of arrival, charging, traveling, and field have been considered. According to the residual energy, each node determines its willingness, which reflects if it can participate in the determination of the data route or not.

The routing problem in UnderWater Sensor Networks has been studied by many works due to the particularity of this type of network. The topology in an underwater network is more dynamic compared to WSN, where each node is independent and frequently changes its position relative to other sensors with the water currents. This causes instability of communication links, reduces their efficiency, and increases energy consumption [START_REF] Mateen | Geographic and opportunistic recovery with depth and power trans-1424 mission adjustment for energy-efficiency and void hole alleviation in 1425 UWSNs[END_REF]. Several routing challenges face UWSN, such as high propagation delay, localization, clock synchronization, and radio waves attenuation, especially in salt-water.

In [START_REF] Chang | Reinforcement learning-based data for-1427 warding in underwater wireless sensor networks with passive mobility[END_REF][START_REF] Wang | Efficient routing protocol based on reinforcement 1430 learning for magnetic induction underwater sensor networks[END_REF], a Q-learning algorithm has been proposed to ensure data forwarding in UWSN. These approaches consider the propagation delay to the sink and the energy consumption of the sensor nodes to learn the best path. Li et al. [START_REF] Li | A multi-agent reinforcement learning rout-1433 ing protocol for underwater optical sensor networks[END_REF] have proposed a novel routing protocol based on the MARL protocol for Underwater Optical Wireless Sensor Network (UOWSN). The MARL agent determines the next neighbor according to the link quality, to reduce the latency communication and the residual energy of the node, and maximize the network lifetime.

Kwon et al. [START_REF] Kwon | Intelligent IoT connectivity: deep reinforce-1437 ment learning approach[END_REF] have formulated a distributed decisionmaking process in multi-hop wireless ad-hoc networks using a Double Deep Q-Network [START_REF] Hasselt | Double Q-learning[END_REF][START_REF] Van Hasselt | Deep reinforcement learning with 1441 double Q-learning[END_REF]. Double DQN handles the problem of overestimating Q-values by selecting the best action to take according to an online network, and calculate the target Q value of taking that action using a target network. Each relay node adjusts its transmission power to increase or decrease the wave range in a way to improve both network throughput and the amount of the corresponding transmission power consumption.

Path selection, in terms of QoS and distance, as well as the routing strategies based on energy-efficient, are the two most routing optimization problems that have been addressed by the RL techniques in recent years.

Scheduling

Due to the heterogeneous and dynamic nature of IoT network infrastructure, scheduling decisions became a fundamental problem in the development of IoT systems. Briefly, the scheduling problem is to determine the sequence in which operations will be executed at each control step or state. Smart and self-configuration devices should be used to adapt schedule decisions based on environmental changes, and satisfying certain restrictions, such as hardware resources and application performance. In order to improve the trade-off between energy consumption and the QoS, RL techniques have been applied in many works to adapt tasks, data transmission, and time slot scheduling.

Task scheduling

A task scheduling process assigns each sub-task of different tasks to a selected and required set of resources to support user goals. Different studies have applied RL techniques to optimize task scheduling process in IoT networks.

A cooperative RL among sensor nodes for task scheduling has been proposed in [START_REF] Wei | A task scheduling algorithm 1444 based on q-learning and shared value function for WSNs[END_REF][START_REF] Khan | Energy-aware task scheduling by 1447 a true online reinforcement learning in wireless sensor networks[END_REF], to optimize the tradeoff between energy and application performance in WSNs. Each node takes into consideration the local state observations of its neighbors, and shares knowledge with other agents to perform a better learning process and gives better results than a single agent.

Wei et al. [START_REF] Wei | A Q-learning algorithm for 1450 task scheduling based on improved SVM in wireless sensor networks[END_REF] have combined the Q-learning RL method with an improved supervised learning model Support Vector Machine (ISVM-Q), for task scheduling in WSN nodes. The ISVM model takes as input the state-action pair and computes an estimation of the Q value. Based on this estimation, the RL agent selects the optimal task to realize. The experimental results

show that the proposed ISVM approach improves application performance while preserving network energy by putting the sensor and communication modules to sleep mode when necessary. These results remain valid even with a higher number of trigger events and with different learning rates and discount factors values.

Data transmission scheduling

The wireless sensor nodes usually have limited available power. Thus many research studies attempt to optimize data transmission of collected measurements in order to extend network lifetime and ensure stability.

Kosunalp et al. [START_REF] Kosunalp | Use of Q-1453 learning approaches for practical medium access control in wireless sen-1454 sor networks[END_REF] addressed the problem of data transmission scheduling by extending an ALOHA-Q strategy [START_REF] Chu | ALOHA and Q-learning based medium 1457 access control for wireless sensor networks[END_REF] to be integrated into the Media Access Control (MAC) protocols design. ALOHA-Q uses slotted-ALOHA as the baseline protocol for access channel with a benefit of simplicity. The Q-value of each slot into the time frames represents the willingness of this slot for reservation. The simulation result shows that ALOHA-Q outperforms existing scheduling solutions and it can provide better throughput and is more robust with an additional dynamic -greedy policy.

The authors in [START_REF] Yang | A novel transmission 1461 scheduling based on deep reinforcement learning in software-defined 1462 maritime communication networks[END_REF] have addressed the transmission scheduling optimization in a maritime communications network based on Software Defined Network (SDN) architecture. A deep Qlearning approach combined with a softmax classifier (S-DQN) has been implemented to replace the traditional algorithm in the SDN controller. The DQN was used to establish a mapping relationship between the received information and the optimal strategy. S-DQN aims to optimize scheduling in a heterogeneous network with a large volume of data to manage. Yang et Xie [START_REF] Yang | An actor-critic deep reinforcement learning approach 1465 for transmission scheduling in cognitive internet of things systems[END_REF] have attempted to solve the transmission scheduling problem in Cognitive IoT (CIoT) systems with high dimension state spaces. For that, an actor-critic DRL approach based on a Fuzzy Normalized Radial Basis Function neural network (AC-FNBRF) has been proposed to approximate the action function of the actor and the value function of the critic. The perfor-611 mance of the proposed approach has been compared with clas-612 sical actor-critic RL, deep Q-learning, and greedy policy RL 613 algorithm. Simulations show that the proposed AC-FNBRF 614 outperforms the others with a gain that reaches 25% on power 615 consumption and 35% on transmission delay when the packet 616 arrival rates are high. Lu et al. [START_REF] Lu | Self-learning-based data aggrega-1468 tion scheduling policy in wireless sensor networks[END_REF] have integrated the Q-learning technique into 624 the exploration process of an adaptive data aggregation slot 625 scheduling. The RL approach converges to the near-optimal 626 solution, and the nodes have the capability to reach the ac-627 tive/sleep sequence, which increases the probability of data 628 transmission and saves sensor energy. However, compared 629 to three exiting methods, namely Distributed Self-learning 630 Scheduling, Nearly Constant Approximation, and Distributed 631 delay-efficient data Aggregation Scheduling, the performance 632 of the proposed RL approach does not exceed all of them in 633 terms of average delays and residual energy.

634

A deep Q-learning has been applied in [START_REF] Atallah | Scheduling the operation of a 1471 connected vehicular network using deep reinforcement learning[END_REF] for scheduling 635 in a vehicular network, to improve the QoS levels and promote 636 the environment safety without exhausting vehicular batteries. 637 The RL agents have been implemented in centralized intelli-638 gent transportation system servers, and learn to meet multiple 639 objectives, such as reducing the latency of safety messages and 640 satisfying the download requirements for vehicles before leav-641 ing the road. The performance of the proposed DQN algorithm 642 exceeds several existing scheduling benchmarks in terms of ve-643 hicles' completed request percentage (10% -25%) and mean 644 request delay (10% -15%). In terms of network lifetime, DQN 645 outperforms all its competitors except the Greedy Power Con-646 servation (GPC) method in some situations with large file sizes 647 or when the density of the vehicular network increases.

648

The performance of the proposed RL and DRL based ap-649 proaches has been studied in task, data transmission, and time 650 slot scheduling. As the number of connected objects increases, a large vol-653 ume of data is generated by IoT environments. This explosion 654 is due to the various IoT applications developed to improve our 655 daily life, such as smart health, smart transportation, and smart 656 city. Therefore, to be able to adapt to the environment change 657 and cope with the specific requirement of applications, like re-658 liability, security, real-time, and priority, it is necessary to rely 659 on a Resource Allocation (RA) process. The goal is to find the 660 optimal resources allocation, to a given number of activities, in 661 order to maximize the total return or minimize the total costs. proposed solution is able to reach a 100% success access probability for both Human-to-Human and Machine-to-Machine user equipment and with a low number of transmissions. To achieve this level of performance, the training of the proposed mechanism is almost three times longer than the Q-Learning based solution. In wireless networks, Wang et al. [START_REF] Wang | Deep reinforcement learning for dynamic multichannel access in wireless networks[END_REF] have implemented a DRL-based channel selection to find the policy that maximizes the expected long-term number of successful transmissions. The DSA problem has been modeled as a POMDP in an unknown dynamic environment. At each time slot, a single user selects a channel to transmit packet and receive a reward value based on the success/failure status of transmission. The authors designed an algorithm that allows the DQN to re-train a new good policy, only if the returned reward value is reduced by a given threshold. This can degrade the performance of the proposed solution, especially with dynamic IoT environments.

Research papers that employ RL and Deep RL to solve dynamic spectrum access problems focus mainly on networks where communication traffic is changing and unknown.

Energy

For battery-powered devices in IoT systems, optimizing energy consumption and improving network lifetime are fundamental challenges. The difficulty of replacing or recharging the nodes, especially in unreachable areas, motivated researchers to employ the RL technique to find a better compromise between residual energy and application constraints.

In [START_REF] Chincoli | Self-learning power control in wireless sensor networks[END_REF] a Transmission Power Control (QL-TPC) approach has been proposed to adapt, by learning, the transmission power values in different conditions. Every RL agent is a player in a common interest game. This game theory provides a unique outcome and leads to a global benefit by minimizing transmission power with a percentage of packet reception ratio always higher than 95%. Based on traffic predictions and transmission state of neighbor nodes, an RL agent has been designed in [START_REF] Savaglio | Lightweight reinforcement learning for energy efficient communications in wireless sensor networks[END_REF] to adapt between the sleep-active node duty-cycle, by adjusting the MAC parameters and reduce the number of slots in which the radio is on. The drawback of the proposed solution is that it has a high probability of packet loss. Soni et Shrivastava [START_REF] Soni | Novel learning algorithms for efficient mobile sink data collection using reinforcement learning in wireless sensor network[END_REF] have picked up nodes in cluster sets using Q-learning and then collect data from cluster heads using a mobile sink. This solution has a double advantage: first, clustering saves the energy consumption of the nodes by reducing the number of hops and distance to the cluster head. The second advantage is that the mobile sink visits only the interested cluster head which sends a request to the sink for data collection.

Energy Harvesting (EH) is an alternate process to provide some energy to the nodes by deriving power from external sources (e.g., solar, thermal, wind) and extend the lifetime of the sensor network. Due to the stochastic behavior of this technology, since most of these energy sources vary over time, using EH brings new challenges to energy management of how to maximize the harvested power and energy use efficiency. Several energy management schemes using RL have been proposed.

In [START_REF] Aoudia | Learning to survive: Achieving energy neutrality in wireless sensor networks using reinforcement learning[END_REF] an RL energy management (RLMAN) has been proposed using an actor-critic algorithm to select the appropriate throughput based on the state of charge of the energy storage device. The problem of energy management is presented as 778 a Cooperative Reinforcement Learning (CRL) in [START_REF] Wu | Cooperative reinforcement learning based throughput optimization in energy harvesting wireless sensor networks[END_REF], where 779 agents share information to regulate active/sleep duty cycle. In In [START_REF] Murad | Autonomous management of energy-harvesting IoT nodes using deep reinforcement learning[END_REF] an end-to-end approach has been proposed to control 785 IoT nodes and select the value or define the interval of the duty 786 cycles. For this, a PPO policy gradient method using neural 787 networks as function approximators has been applied, giving ogy. First, the sink node updates its location by collecting information from certain key nodes and searches for the best performing location to define it as the final location. Then, a Window-based Directional SARSA(λ) algorithm (WDS) is designed to build an efficient path-finding strategy for the sink node. Through two simulation scenarios, a simple path, and a longer path with traps, the WDS algorithm is always able to find the optimal route to the sink with only a 48% to fall into a trap.

The authors in [START_REF] Mohammadi | Semisupervised deep reinforcement learning in support of IoT and smart city services[END_REF] have developed an indoor user localization system based on BLE for smart city applications. Their solution extends the DRL to semi-supervised learning that utilizes both labeled and unlabeled data. The model collects the Received Signal Strength Indicator (RSSI) from a set of fixed Bluetooth devices with a known position to provide the current location and the distance to the target point. Simulations show an improvement that can reach 23% in target distance and at least 67% more rewards compared to the supervised DRL scheme. Liu et al. [START_REF] Liu | Blockchain-enabled data collection and sharing for industrial IoT with deep reinforcement learning[END_REF] have proposed an Ethereum blockchainenabled data sharing scheme combined with DRL to create a safe and reliable IIoT environment. A distributed DRL based approach was integrated into each mobile terminals to move to a location and achieve the maximum amount of collected data. Blockchain technology was used to prevent attacks and network communication failure while sharing the collected data. Simulation results showed that compared to a random solution, the DRL algorithm can increase the geographical fairness ratio by 34.5%. The problem of data collection in WSNs has been addressed also in [START_REF] Lu | Artificial agent: The fusion of artificial intelligence and a mobile agent for energyefficient traffic control in wireless sensor networks[END_REF]. The authors propose a single mobile agent based on DRL to learn the optimal route path while improving data delivery to the sink and reduce energy consumption. The proposed method employs a DNN combined with the actorcritic architecture, where it takes as input the state of the WSN, defined by the locations of each node in the environment, and outputs the traveling path.

The employment of RL approaches, especially the Deep RL, have allowed to manage the network topology and collect data via mobile nodes.

Caching

With the rapid increase in IoT devices and the number of services over mobile networks, the amount of wireless data traffic generated is continuously increasing. However, the limit of link capacity, the long communication distance, and the high workload introduced in the network pose significant challenges to satisfy the Quality of Experience (QoE) or the QoS required by applications. Edge caching is a promising technology to tackle these network problems. The goal of caching is to reduce unnecessary end-to-end communications by keeping popular content at edge nodes close to users. Thus, the requested data can be obtained quickly from nearby edge nodes, which reduces the redundant network traffic and meet the low-latency requirement. Compared to the network in Figure 4a, the edge cache in Figure 4b allowed to reduce the number of requests required toward remote servers.

In [START_REF] Zhu | Caching transient data for internet of things: A deep reinforcement learning approach[END_REF], a DRL based caching policy has been proposed to solve the cache replacement problem, for IoT content, with limited cache size. Taken into consideration both the fetching cost 

901

Through this survey, we found that both RL and DRL al-902 gorithms are able to enhance network performance, such as 903 lower transmission power [START_REF] Kwon | Intelligent IoT connectivity: deep reinforce-1437 ment learning approach[END_REF][START_REF] Xu | Reinforce-1475 ment learning (RL)-based energy efficient resource allocation for energy 1476 harvesting-powered wireless body area network[END_REF][START_REF] Chincoli | Self-learning power control in wireless sensor networks[END_REF], provide better rout-904 ing decision-making as the works described in the section 4.1, 905 and higher throughput [START_REF] Yang | An actor-critic deep reinforcement learning approach 1465 for transmission scheduling in cognitive internet of things systems[END_REF][START_REF] Aoudia | Learning to survive: Achieving energy neutrality in wireless sensor networks using reinforcement learning[END_REF][START_REF] Wu | Cooperative reinforcement learning based throughput optimization in energy harvesting wireless sensor networks[END_REF], and these in various 906 wireless networks, including underwater wireless sensor net-907 work [START_REF] Chang | Reinforcement learning-based data for-1427 warding in underwater wireless sensor networks with passive mobility[END_REF][START_REF] Wang | Efficient routing protocol based on reinforcement 1430 learning for magnetic induction underwater sensor networks[END_REF][START_REF] Li | A multi-agent reinforcement learning rout-1433 ing protocol for underwater optical sensor networks[END_REF], internet of vehicles [START_REF] Liu | Novel approach of the best path selection based on prior knowledge reinforcement learning[END_REF][START_REF] Atallah | Scheduling the operation of a 1471 connected vehicular network using deep reinforcement learning[END_REF][START_REF] Wang | Smart mobile crowdsensing with urban vehicles: A deep reinforcement learning perspective[END_REF], cellular 908 network [START_REF] Fan | Fuzzy reinforcement learning for robust spectrum access in dynamic shared networks[END_REF][START_REF] Pacheco-Paramo | Deep reinforcement learning mechanism for dynamic access control in wireless networks handling mMTC[END_REF], Wireless Body Area Networks [START_REF] Xu | Reinforce-1475 ment learning (RL)-based energy efficient resource allocation for energy 1476 harvesting-powered wireless body area network[END_REF], etc. Re-909 inforcement learning models allow a wireless node to take as 910 input its local observable environment and subsequently learn 911 effectively from its collected data to prioritize the right experi-912 ence and choose the best next decision. The Deep RL approach, 913 a mix between RL and DL, allows for making better decisions when facing high-dimensional problems and to solve scalability issues by using neural networks, one of the challenges, for example, in edge caching methods.

In terms of the time complexity of the proposed RL solutions, [START_REF] Wei | A task scheduling algorithm 1444 based on q-learning and shared value function for WSNs[END_REF] proposes a constant time approach since the size of the set of tasks and the number of the neighbor nodes are fixed at initialization. But most of the other proposed algorithms, such as [START_REF] Ancillotti | A reinforcement learning-based link quality estimation strategy for RPL and its impact on topology management[END_REF][START_REF] Wei | A Q-learning algorithm for 1450 task scheduling based on improved SVM in wireless sensor networks[END_REF][START_REF] Xu | Reinforce-1475 ment learning (RL)-based energy efficient resource allocation for energy 1476 harvesting-powered wireless body area network[END_REF][START_REF] Wang | Location updating scheme of sink node based on topology balance and reinforcement learning in WSN[END_REF][START_REF] Liang | Deep reinforcement learning for resource protection and real-time detection in IoT environment[END_REF], require a quadratic time complexity with an execution time that increases exponentially as the size of the state and/or the action space increases. The authors in [START_REF] Yang | An actor-critic deep reinforcement learning approach 1465 for transmission scheduling in cognitive internet of things systems[END_REF] try to decrease the Computational complexity by combining the hidden layer nodes which have similar functions. The improved deep Q-network, S-DQN [START_REF] Yang | A novel transmission 1461 scheduling based on deep reinforcement learning in software-defined 1462 maritime communication networks[END_REF], reduces the computation and time complexity by more than 90% to reach Qvalue converge.

The cost in terms of energy consumption has been evaluated in many surveyed works. The proposed routing protocol in [START_REF] Guo | Optimizing the lifetime of wireless sensor net[END_REF] makes a significant improvement in three situations: the first node dies, the first node isolates to the sink, and the time until the network cannot accomplish any packet delivery. With small and large scale network scenarios, the MAC protocol designed in [START_REF] Savaglio | Lightweight reinforcement learning for energy efficient communications in wireless sensor networks[END_REF] allows to extend nodes lifetime, up to 26 times, by reducing the average activated slots. The authors obtained a percentage of Packet Delivery Ratio (PDR) near that with a duty cycle at 100%. The routing method in [START_REF] Liu | ESRQ: An efficient secure routing method in wireless sensor networks based on Q-learning[END_REF] focuses more on ensuring a higher PDR when the network is facing attacks, however, it introduces high energy consumption. The RL method in [START_REF] Chang | Reinforcement learning-based data for-1427 warding in underwater wireless sensor networks with passive mobility[END_REF] consumes less energy among the compared data forwarding methods in different network sizes with a percentage reaching 37.26%. This solution acquires a better value of information but achieves a PDR slightly lower. The power consumption by the actor-critic system in [START_REF] Yang | An actor-critic deep reinforcement learning approach 1465 for transmission scheduling in cognitive internet of things systems[END_REF] increases with the packet arrival rate. That always remains lower than the state of art algorithms, even during the learning process. Another actorcritic solution has been proposed in [START_REF] Lu | Artificial agent: The fusion of artificial intelligence and a mobile agent for energyefficient traffic control in wireless sensor networks[END_REF] shows that DRL can reduce the consumed energy by the mobile agents over time as the training process progresses. The deep MCTS method applied in [START_REF] Chen | iRAF: A deep reinforcement learning approach for collaborative mobile edge computing IoT networks[END_REF] outperforms all methods in terms of energy consumption, with different computing capability of edge servers and a varied number of mobile devices ranging from 10 to 260, while always ensuring a minimal average service latency.

The goal of an RL agent is to learn the policy which maximizes the reward it obtains in the future. A Single-Agent Reinforcement Learning (SARL) approach is based on using only one agent in a defined environment that makes all the decisions. In the IoT network, the SARL can be deployed in the base stations or monitoring nodes (e.g., sink node), and the RL agent interacts according to the state of the whole network. The network can also have several agents deployed in one or multiple nodes but each focuses on optimizing only its own environment, for example, battery level, the channels available for this node, the neighbor nodes. When adopting more than one agent that interacts with each other and their environment, the system is called MARL. The MARL accelerate the training in distributed solutions that can be efficient than centralized SARL since each RL agent combines both its own experience and that of the other tools using python as a programming language, such as Ten-992 sorFlow [START_REF] Abadi | Tensorflow: A system for largescale machine learning[END_REF] and OpenAi-Gym [START_REF]Gym: A toolkit for developing and comparing reinforcement learning algorithms[END_REF], which offer several li-993 braries for ML and DL. In addition to the simulation results, 994 the authors in [START_REF] Ancillotti | A reinforcement learning-based link quality estimation strategy for RPL and its impact on topology management[END_REF][START_REF] Kwon | Intelligent IoT connectivity: deep reinforce-1437 ment learning approach[END_REF][START_REF] Kosunalp | Use of Q-1453 learning approaches for practical medium access control in wireless sen-1454 sor networks[END_REF][START_REF] Gomes | Automatic MAC protocol selec-1478 tion in wireless networks based on reinforcement learning[END_REF][START_REF] Chincoli | Self-learning power control in wireless sensor networks[END_REF][START_REF] Savaglio | Lightweight reinforcement learning for energy efficient communications in wireless sensor networks[END_REF] have evaluated the per-995 formance of their approaches in real-world experiments. This

996

gives more realistic results of the proposed approaches perfor-997 mances for IoT networks.

998

The availability of a global view of the network or the col-999 lection of all the necessary information from the environment 1000 is not always guaranteed in IoT environments. Two surveyed 1001 papers [START_REF] Chincoli | Self-learning power control in wireless sensor networks[END_REF][START_REF] Wang | Deep reinforcement learning for dynamic multichannel access in wireless networks[END_REF] have addressed the problems of partial observations about the overall environment by the RL agent.

The authors in [START_REF] Chincoli | Self-learning power control in wireless sensor networks[END_REF] rely on a decentralized system where each agent is independent but simultaneously influences a common environment. Thus, a multi-agent Decentralized POMDP (Dec-POMDP) is considered in a wireless system with more than one transmitter node, where each one relies on its local information. Otherwise, each agent needs to know and keep track of action decision and reward value per transmitted packet of all other agents. To avoid network overhead and reduce complexity, such information is not exchanged between the agents. Based on stochastic games, indirect collaboration among the nodes is obtained through the application of the common interest in game theory since they aim to improve the total reward by helping each other.

In [START_REF] Wang | Deep reinforcement learning for dynamic multichannel access in wireless networks[END_REF], the DSA problem has been formulated as a POMDP with unknown system dynamics. The problem has been formulated as follows: a wireless network is considered with multiple nodes, dynamically choosing one of N channels to sense and transmit a packet. The difficulty comes from the fact that the full state of all channels can not be all observable since the node can only sense one channel at the beginning of each time slot. However, based on the previous sensing decisions and observations, the RL agent infers a distribution on the state of the system. Considering the advantage of the model-free over the model-based in this type of problems, a Q-learning was applied by considering the belief space and converting the dynamic multi-channel access into a simple MDP. The state-space size grows exponentially as it becomes large, which requires using deep Q-learning instead of the Q values table.

It is evident that from 2016 to February 2020, most re- about learning the optimal solution towards which they will 1047 eventually move. We also note that the actor-critic method is 1048 mainly used with DRL approaches due to the difficulty of train-1049 ing an agent in many cases. This is due to the interaction insta-1050 bility, during the learning process, between the actor and critic, 1051 as one of the weaknesses of the methods based on the value function.

As shown in Figure 5, nearly a third of the research covers the routing issue. RL algorithms show good results since they are flexible, robust against node failures, and it can maintain data delivery even if the topology changes. The management of energy consumption and harvesting still represents a significant research challenge, with the main objective to extend the lifetime of the IoT network. Depending on the network characteristics and application constraints, the definition of the network lifetime differs. The three major definitions are [START_REF] Mak | How long is the lifetime of a wireless sensor network ?[END_REF]: (i) the time until the first node death; (ii) the time until the first node becomes disjoint; (iii) the time until all nodes die or failure to reach the base station. Various other definitions have been proposed and reported in the literature, where the researchers are using thresholds such as the percentage of dead nodes, packet delivery rate, remaining energy. Some miscellaneous issues have been solved using RL techniques for wireless IoT networks, but they are not well cov- • The RL research studies try to identify all the possible scenarios that an RL agent may face to define the "optimal" reward function that achieves the goal quickly and efficiently. Sometimes agents encounter new scenarios where the defined reward function can lead to unwanted behavior. One of the solutions proposed for this problem is to recover the reward function by learning from demonstration, known as Inverse RL [START_REF] Ng | Algorithms for inverse reinforcement learning[END_REF][START_REF] Abbeel | Apprenticeship learning via inverse reinforcement learning[END_REF][START_REF] Hadfield-Menell | Inverse reward design[END_REF].

• Unlike supervised and unsupervised learning, RL et DRL methods have no separate training steps. They always learn by a trial-and-error process, as long as the agent did not reach a final state. In this case, the performance of the agent varies according to the historical data (i.e., the encountered environment states and the executed actions), and the followed exploration strategy. The offline RL [START_REF] Levine | Offline reinforcement learning: Tutorial, review, and perspectives on open problems[END_REF] strategy can accelerate this process by collecting a large dataset from past interactions and train the agent for many epochs before deploying the RL or DRL model into the real environment. On top of that, the sequential steps of the trial-and-error process can extend the convergence time. The Advantage Actor-Critic (A2C) [START_REF] Wu | Openai baselines: ACKTR and A2C[END_REF] and Asynchronous Advantage Actor-Critic (A3C) [START_REF] Mnih | Asynchronous methods for deep reinforcement learning[END_REF], two variants of the actor-critic algorithm, can handle this by exploring more state-action space in less time. The principal difference is that several independent agents are trained in parallel with a different copy of the RL environment and then update the global network.

• The problem of supporting network mobility remains not well studied in many surveyed works. A wireless network may include one or more mobile nodes, which makes its structure dynamic and can be relatively unstable. In fact, if the RL mechanisms do not explicitly support network mobility, dysfunction, or degradation in performance can affect the system. To address non-stationary property in wireless networks, the author in [START_REF] Gomes | Automatic MAC protocol selec-1478 tion in wireless networks based on reinforcement learning[END_REF] intends to use Deep RL algorithms rather than the standard RL proposed in the paper. To study the impact of mobile WSNs in the data collection problem with a mobile agent, the authors in [START_REF] Lu | Artificial agent: The fusion of artificial intelligence and a mobile agent for energyefficient traffic control in wireless sensor networks[END_REF] try to dynamically adjust the network structure while always ensuring a lower energy consumption. The evaluation of sensor nodes under different mobility scenarios has been also mentioned as a future work in [START_REF] Chang | Reinforcement learning-based data for-1427 warding in underwater wireless sensor networks with passive mobility[END_REF][START_REF] Wu | Cooperative reinforcement learning based throughput optimization in energy harvesting wireless sensor networks[END_REF] to study their influences on performances.

• Resource constraints, in particular energy-saving, is a fundamental issue in developing wireless sensor systems with the goal to extend the network life-time. Thus, the employed RL and DRL techniques should minimize algorithms' complexity in terms of memory space and reduce their execution time when running them on IoT devices. Low-power and lightweight RL and DRL frameworks, such as ElegantRL [START_REF] Elegantrl | Lightweight, efficient and stable deep reinforcement learning implementation using pytorch[END_REF] and TensorFlow Lite [START_REF]Tensorflow lite -ml for mobile and edge devices[END_REF] have been designed to run on sensor and mobile devices with mostly equivalent features as heavy solutions, while optimizing performance and reducing binary file size. Another interesting feature to optimize and reduce the required re- 
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  246 Based on its belief, the agent selects an action a ∈ A, and move 247 to a new state s ∈ S and receive an immediate reward r and a 248 current observation o ∈ O. Then the belief about the new state 249 is updated as follows [31]: |s, a)b(s) s ,s p(o|s )p(s |s, a)b(s)
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 1 Figure 1: Classification of popular RL algorithms based on their operating features.
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 12321 b) A deep Neural Network with three hidden layers. E n v i r o n me n t A c t i o n R e wa r d S t a t e A g e n t (c) Deep Reinforcement Learning technique.

Figure 2 :

 2 Figure 2: Principles of RL, DNN and DRL techniques.
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  DRL algorithm extracts features from the environment us-371 ing DL while the RL agent optimizes itself by trial and error. 372 The DRL has been extended by incorporating other ML tech-373 niques to deal with various types of problems. Transfer learn-374 ing [49] aims at transferring the learned knowledge represen-375 tation between different but related domains. It improves the 376 learning process of the target agent and allows to achieve a 377 near-optimal performance with fewer steps. Multi-task learn-378 ing [50] is about learning a single policy for a group of dif-379 ferent related tasks. It is a particular type of transfer learn-380 ing, where the source and the target tasks are considered as the 381 same. The interrelation between tasks makes the agent learn-382 ing them simultaneously in order to improve the generalization 383 performance of all the tasks. The idea behind meta-learning, 384 also know as learning to learn, is to rapidly learn new tasks. To 385 achieve this goal, the agent trained through various learning al-386 gorithms. Model-Agnostic Meta-Learning (MAMR) proposed 387 by fin et al. [51] is a meta-learning trained by gradient descent 388 strategy and which aims to optimize the model weights for a 389

  445 object), decentralization, and traceability characteristics of the 446 blockchain, while RL helped nodes to choose a more trusted 447 and efficient relay nodes. The RL algorithm in each routing 448 node dynamically learns the trusted routing information on the 449 blockchain to select reliable routing links. The results of this 450 work prove that the integration of the RL into the blockchain 451 system improves delay performance even with 50% of mali-452 cious nodes in the routing environment. Liu et al. [56, 57] 453 have addressed the shortest path problem for intelligent vehi-454 cles. The Optimized Path Algorithm Based on Reinforcement 455 Learning (OPABRL) proposed in these papers, used a combi-456 nation of prior RL technology and searching-optimal shortest 457 path algorithm to analyze and find a relatively shorter path with 458 fewer turns. Compared to four algorithms commonly used in 459 intelligent robot trajectory planning, OPABRL outperforms all 460 methods in terms of the number of turns, the path lengths, and 461 the running time, with a probability of 98% near to the optimal 462 solution. The parameters such as packet loss, data content, the 463 distance between a forward node and the sink node, and resid-464 ual energy are used as metrics in [58] to design an effective 465 security routing algorithm to ensure data security. Each node 466 learns the behavior of its neighbors, by updating the q-value 467 according to the collected metrics, and avoid malicious nodes 468 in the next routing strategy. The experiments in the proposed 469 schema were conducted under two different types of security at-470 tacks which are Black-Hole and Sink-Hole attacks. The packet 471 delivery rate surpasses other existing trust-based methods with

472 2 .

 2 83 to 7 times higher, depending on the percentage of mali-473 cious nodes. On the other side, the energy consumption of the 474 proposed approach is too high compared to the others, espe-475 cially with the black hole attack. 476 Zhao et al. [59] have developed a deep RL routing algorithm 477 to improve crowd management in smart cities, called DRLS, by 478 meeting the latency constraints of people's service demands. 479 Compared to the classic link-state protocols, Open Shortest 480 Path First (OSPF) and Enhanced-OSPF (EOSPF), DRLS per-481 formance outperforms in terms of service access delay and suc-482 cessful service access rate, with more stable management of 483 network resources.

484 4 . 1 . 2 .

 412 Routing based on energy efficiency 485 Low-power IoT networks rely on constrained devices, and 486 they are battery-powered. In this type of networks, packet trans-487 mission is hop by hop, and the packets cross multiple interme-488 diate nodes to reach the base station. The energy consumption 489 of the closest nodes to the sink is higher because they serve as 490 relay nodes. Since energy is mostly consumed by the communi-491 cation module, several routing approaches have been proposed 492 to tackle this problem in order to increase network lifetime.
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 423 Time slot scheduling 618 Time slot scheduling algorithms dynamically allocate a unit 619 of time for a set of devices to communicate, collect or transfer 620 data to another device in order to improve throughput and min-621 imize the total latency. RL and DRL methods are leveraged in 622 many research work to provide better scheduling.

  623
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  Xu et al.[START_REF] Xu | Reinforce-1475 ment learning (RL)-based energy efficient resource allocation for energy 1476 harvesting-powered wireless body area network[END_REF] have addressed the RA problem to maximize 663 the lifetime of WBAN using RL. The harvested energy, trans-664 mission mode and power, allocated time slots, and relay selec-Organizing MAC (SOMAC) for wireless networks, to switch 668 between the available MAC protocols (i.e., CSMA/CA and 669 TDMA) dynamically using RL and improve the network per-670 formance according to any metric, such as delay, throughput, 671 packet drop rate, or even a combination of those, chosen by the 672 network administrator. 673 In [81], a DRL based vehicle selection algorithm has been de-674 signed to maximize spatial-temporal coverage in mobile crowd-675 sensing systems. A DRL resource allocation frameworks for 676 Mobile Edge Computing (MEC) have been proposed in [82, 677 83]. The authors have used different DRL techniques and met-678 rics in their modeling of these systems. For instance, [83] has 679 applied a Monte Carlo Tree Search method based on a multi-680 task RL algorithm. The work has improved the traditional 681 DNN, by splitting the last layers, to build a sublayer neural net-682 work for high-dimensional actions. The service latency perfor-683 mance was significantly better in the random walk scenario and 684 the vehicle driving-based base station switching scenario, com-685 pared to the deep Q-network with percentages reaching 59% in 686 some cases. 687 RL approaches, including DRL, have been adopted for re-688 source allocation in wireless networks, internet of vehicles, and 689 mobile edge networks.

690 4 . 4 .

 44 schemes, the results showed a remarkable improvement in la-704
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  this system, each EH-node seeks to keep both its node and the 781 next hop node alive.Deep RL approaches have been employed to improve nodes' 783 performances, for the large IoT energy harvested networks 784

788

  better results compared to SARSA. Sharma et al.[START_REF] Sharma | Multi-agent deep reinforcement learning based power control for large energy harvesting networks[END_REF] have exploited the mean-field game combined with multi-agent Q-790 learning to find out the optimal power control and maximize 791 the obtained throughput. In simulations, the authors have only 792 focused on sum-throughput to show that the proposed approach 793 can achieve performance close to DNN-based centralized poli-794 cies, without requiring information on the state of all the nodes 795 in the network. 796 Energy optimization has been and will be continually an in-797 teresting research topic for wireless IoT networks. The exist-798 ing work have shown that the application of RL and DRL ap-799 proaches allowed to extend node's lifetime and improve har-800 vested networks.
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  Mobile nodes in WSNs, such as a robot or mobile sink, al-803 lows overcoming the various trade-offs related to the charac-804 teristic of these networks. To cope with the energy issue, for 805 example, sink mobility has been exploited in many systems to 806 extend network lifetime and solve the hotspot problem (also 807 known as energy hole-problem), as depicted in Figure 3.

Figure 3 :

 3 Figure 3: Illustration of the energy hole-problem.

  With edge cache.

Figure 4 : 5 .

 45 Figure 4: Illustration of the difference between standard and cache-enabled edge scenarios in IoT networks.

Figure 5 :

 5 Figure 5: Percentage of research papers according to the IoT issues addressed by RL and DRL techniques.
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 6 Challenges 1083 The different surveyed papers show that RL and DRL tech-1084 niques are able to solve multiple issues in IoT environments 1085 by making them more autonomous decision-making. However, 1086 the application of RL and DRL techniques still has certain chal-The identification of the RL method to be applied in 1089 a specific IoT issue can be a difficult task. We ob-1090 serve from the surveyed papers, that the majority of work 1091 use the Temporal-Difference [113] learning methods (e.g., 1092 SARSA, Q-learning). This poses another challenge since 1093 the performance of these methods is affected by multiple 1094 parameters such as the learning rate and the discount fac-1095 tor. Each of these parameters can take a real number (R) 1096 of an infinity of value between [0, 1]. In DRL, the task of 1097 tuning the parameters of the applied techniques becomes 1098 more difficult since it is affected by the number and type 1099 of neural hidden layers as well as the loss function.
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Table 1 :

 1 Related surveys on the use of RL/DRL/ML in communication networks

		Survey	Year Contribution	Application domain	ML RL DRL
				The authors in this paper provided an overview of the
				application of RL based routing schemes in distributed	Wireless
		Al-Rawi et al. [14]	2015	wireless networks. The challenges, the advantages	networks -
				brought, and the performance enhancements achieved by	Routing
				the RL on various routing schemes have been identified.
				The authors in this survey provided an overview of the
		Cui et al. [20]	2018	ML techniques and solutions, in particular, the supervised	IoT
				and unsupervised solutions for IoT.
				The paper summarized some issues related to vehicular
				networks and reviews the applications using the Multi	Vehicular
		Althamary et al. [15] 2019	Agent Reinforcement Learning (MARL) that enables de-	networks -
				centralized and scalable decision making in shared envi-	MARL
				ronments.
		Wang et al. [16]	2019	A classification of the Dynamic Spectrum Access (DSA) algorithms based on RL in cognitive radio networks has been presented.	Cognitive radio networks -DSA
				A comprehensive literature review on techniques, exten-
		Luong et al. [17]	2019	sions, and applications of DRL to solve different issues in communications and networking has been surveyed in	Communications and networking
				this paper.
					Autonomous
					IoT
				An overview of different technical challenges in multi-
		Nguyen et al. [19]	2020	agent learning has been present, as well as their solutions and applications to solve real-world problems using DRL	Multiagent Systems
				methods.
		Legend: Covered; Partially Covered
	163	2.4. Internet of Vehicle (IoV)	
	164	The integration of Vehicular Ad-Hoc Network (VANET) [27]
	165	into the IoT was an important milestone on the way to the ad-
	166	vent of the IoV [28]. It refers to a network of different enti-
	167	ties regarding vehicles, roads, smart cities, pedestrians that ex-
	168	changed real-time information among them efficiently and se-
		curely. IoV has brought new applications to driving and using

Da Costa et al.

[21] 

2019

The security methods in terms of intrusion detection, for IoT and its corresponding solutions using ML techniques, have been studied in this work.

IoT

-Security Kumar et al. [22] 2019 The authors of this paper reviewed ML-based algorithms (includes RL methods) for WSNs, covering the period from 2014-March 2018. The different issues in WSNs and the advantages of selecting an ML technique in each case have been presented. WSN Lei et al. [18] 2020 This paper initially described the general model of Autonomous Internet of Things (AIoT) systems based on the three-layer (i.e., perception layer, network layer, and application layer) structure of IoT. The classification of DRL AIoT applications and the integration of the RL elements for each layer have been summarized. 169 vehicles, for instance, safe and autonomous driving, crash re-170 sponse, traffic control, infotainment. Vehicular networks have 171 various characteristics that differ from mobile node networks 172 as a dynamic height topology since vehicles move at high speed 173

Table 2 :

 2 A summary of applied RL methods and models with their associated objectives.

	Obj. Ref.	RL Method	State	Action	Reward	Network
		[54]	Multi-armed bandit	Link quality	Selects the set to probe	Trends in link quality variations	WSN with mobile nodes
		[55]	SARSA	Current position of pack-ets (i.e., routing node)	Select a routing node	Delivered tokens	WSN
		[56, 57]	Q-learning	Grid map: obstacle or non-obstacle	Select a path	Related to path length and number of turns	IoV
		[58] Q-learning	Behaviors of neighbor-ing nodes	Select neighbor node	Forwarded data packet	WSN
						Related to neighboring	
	Routing	[60]	Custom Q-value	Current position of pack-ets (i.e., sensor node)	Select a neighboring node	residual energy, distance count between neighbor to the neighbor, and hop	WSN
						node and sink	
		[61]	-	-	Select a route	-	WSN
		[62]	SARSA	The ratio of the remain-ing energy to the drain rate of the energy	Select a forwarding ratio of route request packet	Energy drain rate	WPCD
		[64] Q-learning	Transmission status in previous time slot	Select a node	Related to information timeliness and residual energy	UOWSN with passive mobility
		[65] Q-learning	Position of the sensor node	Select an accessible node Transmission distance	UWSN
		[66]	Q-learning (Modified)	{Busy, Idle}	Select neighbors of each node	Residual energy and link quality	UOWSN
				[State of sensing area,			
		[70] Q-learning	state of transmitting queue, state of receiving	{Sleep, Track, Transmit, Receive, Process}	Task completion success	WSN
				queue]			
					{Detect Targets, Track	Related to residual en-	
	Scheduling	[71] [72] Q-learning SARSA (Modified)	{Idle, Tracking} [Sensing area, Transmit-Awareness, ting queue, Receiving queue]	Targets, Send Message, Predict Trajectory, In-tersect Trajectory, Goto Sleep} {Sleep, Sense, Send, Re-ceive, Aggregate}	ergy, maximum energy level, and number of field-of-view detected target's positions Related to scheduling applicability predicates energy consumption and	WSN WSN
		[73] Q-learning List of nodes	Select a slot	Transmission success	WSN
		[77] Q-learning	Selected active slots in the previous frame	Select an active slot for the current frame	Transmission and ac-knowledgment success	WSN
	RA	[79] Q-learning	Data and energy queue lengths	Select a transmission mode, a time slot allo-and a power allocation cation, a relay selection,	Related to transmission mission power rate and consumed trans-	EH-WBAN
		[80] Q-learning	Available MAC proto-cols	Select a MAC protocol	Related to the pourcent-age gain of a network performance metric	Wireless Network
	DSA	[84] Q-learning [85] -	Bandwidths: occupied or unoccupied Spectrum sharing deci-sion	Select a set of channels Adjust channel selection probabilities	Probability of sensing a vacant channel -	IIoT 5G WSN
	-Not mentioned			(Continued on next page)

Table 2 :

 2 A summary of applied RL methods and models with their associated objectives (Continued).

		Obj. Ref.	RL Method	State		Action	Reward	Network
			[88] Q-learning Link status		Select a transmission power levels	Related to Packet Re-levels ception Ratio and Power	WSN
		Energy	[89] Q-learning [90] Q-learning	Slot information of the current node and its neighborhood Neighbouring cluster head which can be selected	Active or sleep mode Select a neighbouring node	Related to the amount of successfully transmitted, received, and overheard received packets Link cost	WSN WSN with mobile sink
			[91]	Actor-Critic	[Residual energy re-quired to operate, Energy storage capacity]	Select the throughput F min and F max	Related to normalized throughput residual energy and	EH-WSN
							[Stay sleep, Turn on col-
			[92] Q-learning	[Residual Throughput]	energy,	lection, Turn on process-ing, Turn on transmis-	Takes different values for each possible outcome	EH-WSN
							sion]
		Mobility	[95]	SARSA (Modified)	Location of the sink	{Turn left, Turn right, Forward, Backward}	+1 if final location, 0 otherwise	WSN with mobile sink
	971	agents. In the surveyed papers, we note that only 20% of the RL
	972	based approaches use MARL, and only one paper [94] in DRL
	973	approaches. This can be explained by the fact that the MARL
	974	approach requires an efficient and regular synchronization sys-
	975	tem, which can cause overloads on IoT networks and reduce the
	976	performance and the lifetime of the nodes. In addition, Deep
	977	learning requires much more computational performance than
	978	the standard RL. This would make the deployment of such an
	979	algorithm in a distributed network with low power nodes more
	980	difficult and less efficient regarding resources consumption.	
	981	Simulation and emulation are well-established techniques to
	982	imitate the operation of a real-world process or system over
	983	time [102]. They are applied by researchers and developers
	984	during the testing and validation phases of new approaches.
	985	This is the case with machine learning technologies that re-
	986	quire a large amount of resources and time for the training
	987	and testing phases. MATLAB [103, 104], Cooja [105], OM-
	988	NET++ [106], and Network Simulator (NS-2/3) [107, 108] are
	989	the most network simulator that the authors use to evaluate the
	990	application of their RL approaches in IoT networks. To eval-
	991	uate DRL based approaches, the authors turn more towards

Table 3 :

 3 A summary of applied DRL methods and models with their associated objectives.

	Obj. Ref.	DRL Method	State		Action		Reward	Network
							Related to request ac-
	Routing	[59] [67]	Deep Q-learning Double Deep Q-Network	Location of requests Number of relay nodes	Select a route requests Transmission range	cess success, resource usage balance degree, and data transmission delay Related to through-put improvement and transmission power consumption	Smart city network Wireless ad-hoc Network
	Scheduling	[75] [76]	Deep Q-learning Actor-Critic	[Channel state, Cache state] [Channel status, Chan-nel access priority level, Channel quality, Traf-fic load of the selected channel]	Dispatch or not a data packet to a relay ship for caches state, chan-nels state, and energy consumption {Transmit power con-sumption, Spectrum management, Trans-mission selection} modulation	Related to signal-noise ratio, terminals' cache state, and energy con-sumption Related to transmission mission delay rate, throughput, power consumption, and trans-	Maritime Wireless Networks CIoT
							Sum of IoT-GWs'
							power	consumption,
							waiting time of the
		[78]	Deep Q-learning	Underlying characteristics	network	Select an intelligent transportation system server or a vehicle	vehicles to receive any penalty for incomplete service, delay of com-pleted service requests,	IoV
							service request and
							early cut-off of one of
							the IoT-GWs
		[81]	Deep Q-learning	Covered times		List of selected vehicles Cost of the sensing tasks	IoV
				Data rate of user equip-		
	RA	[82]	Deep Q-learning	ment and computation resource of vehicular edge server and fixed	Determine the setting of vehicular edge server and fixed edge server	Vehicle edge computing operator's utility	Vehicle Edge Network
				edge server			
		[83]	Monte Carlo tree search	[Computing capability state, radio bandwidth resource state, task re-quest state]	[Bandwidth, Offloading ratio, Computation re-source]	Related to the end node in the search path	Mobile Edge Network
			Deep				
		[86]	Q-learning / Double Deep	Received success and barring rate preambles	Select barring rate value	Avoid or reach a defined limit	5G
	DSA	[87]	Q-learning Deep Q-learning with Experience	Channels' state : good or bad	Select a channel	Transmission success	Wireless Network
			Replay				
								(Continued on next page)

Table 3 :

 3 A summary of applied DRL methods and models with their associated objectives (Continued).

		Obj. Ref.	DRL Method	State	Action	Reward	Network
					[Level of the energy		
					buffer, Distance from energy neutrality, Har-vested energy, Weather	Select a duty cycles value	Distance to energy neu-trality
		Energy	[93]	Proximal Policy Optimization	forecast of the day] [Level of the energy buffer, Harvested en-ergy, Weather forecast of the whole episode,	Select the maximum duty cycle	Level of the energy buffer	IoT
					Previous duty cycle]		
			[94]	Deep Q-learning	Energy arrivals and access point of the node channel states to the	Transmit energy	Sum throughput	EH network
		Mobility	[96] [97]	Deep Q-learning Actor-Critic	[Vector of RSSI values, Current location, Dis-tance to the target] {[Data distribution, Lo-cation of Mobile termi-nal, Past trajectories]}	{West, East, North, South, NW, NE, SW, SE} Moving direction and distance	Positive if distance to the target point is less than a threshold, nega-tive otherwise Energy-efficiency	IoT IIoT
			[98]	Actor-Critic	Coordinates of the source nodes	Mobile node movement	Negative of the con-sumed energy	WSN with mobile agents
		Caching	[99] [100] Actor-Critic Actor-Critic	Values of information about cached/arrived data items [Size of input data, computation require-ment, popularity of requesting, storage flag, link quality]	Replace or not the data cached [Assign BSs to request-ing service, requesting decision, computation tasks location, com-putational blocks] resource	Sum utility of requested data items Related to the time cost function for computa-tion offloading requests requests and for content delivery	IoT Fog computing network
	1033	searchers in these studies have given considerable interest to	
	1034	apply RL and DRL according to the requirements of the appli-	
	1035	cation and the target set. We note that most research focuses on	
	1036	applying the RL technique in routing, scheduling, and energy.	
	1037	While in resource allocation, mobility, and caching, researchers	
	1038	are more focusing on applying the DRL technique. In these	
	1039	types of applications, agents are located in unconstrained de-	
	1040	vices, such as at the edge router and crowdSensing servers, and	
	1041	which can be easily extended with more computation resources.	
	1042	The majority of RL approaches are using Q-learning as a	
	1043	method for training their agents, and few of them are using	
	1044	SARSA method. This can be explained by the fact that SARSA	
	1045	takes into consideration the performance of the agent during the	
	1046	learning process, whereas with Q-learning, authors only care	

  sources is the deployment model of the RL agents. Compared to centralized approaches, which rely on a single 1157 network node, decentralized approaches share the learn-Althamary, C.-W. Huang, P. Lin, A survey on multi-agent reinforce-] Y. Wang, Z. Ye, P. Wan, J. Zhao, A survey of dynamic spectrum al-

				MAC	Media Access Control
				MARL	Multi Agent Reinforcement Learning
				MCT S	Monte Carlo Tree Search
				MDP	Markov Decision Process
	1415	works via reinforcement-learning-based routing, International Journal	MEC	Mobile Edge Computing
		of Distributed Sensor Networks 15 (2019) 1550147719833541.	ML	Machine Learning
				OS PF	Open Shortest Path First
				PDR	Packet Delivery Ratio
		Intelligence Review 43 (2015) 381-416.	POMDP	Partially Observable Markov Decision Process
	1279 1280 1281	ment learning methods for vehicular networks, in: 2019 15th Inter-national Wireless Communications & Mobile Computing Conference	PPO QoE	Proximal Policy Optimization Quality of Experience
		(IWCMC), IEEE, 2019, pp. 1154-1159.	QoS	Quality of Service
	1283			RA	Resource Allocation
	1284	location based on reinforcement learning algorithms in cognitive radio networks, Artificial Intelligence Review 51 (2019) 493-506.	REINFORCE REward Increment = Nonnegative Factor x Off-set Reinforcement x Characteristic Eligibility
				RL	Reinforcement Learning
				RPL	Routing Protocol for Low-Power and Lossy
					Networks
				RS S I	Received Signal Strength Indicator
				S ARL	Single-Agent Reinforcement Learning
				S ARS A	State-Action-Reward-State-Action
				S DN	Software Defined Network
				T DMA	Time Division Multiple Access
				T RPO	Trust Region Policy Optimization
				UOWS N	Underwater Optical Wireless Sensor Network
				UW B	Ultra Wide-Band
				UWS N	Underwater Wireless Sensor Network
				V ANET	Vehicular Ad-Hoc Network
				W BAN	Wireless Body Area Networks
				WPCD	Wireless Portable Charging Device
				WS N	Wireless Sensor Network
	1202	IIoT	Industrial Internet of Things	
	1203	IoT	Internet of Things	
	1204	IoV	Internet of Vehicles	
	1205	IP	Internet Protocol	
	1206	LPS	Local Positioning System	
	1207	M2M	Machine-to-Machine	
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tion are taken into account to make the optimal decision. The 666 authors in [START_REF] Gomes | Automatic MAC protocol selec-1478 tion in wireless networks based on reinforcement learning[END_REF] have proposed an extensible model for Selfthat the values of the various parameters of the implemented RL