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Abstract. Shadow IT represents a software, hardware, or any other solution 

used by employees within organizations that has not received any prior formal 

approval from the IT department to be used. Currently, the issue of Shadow IT 

is increasingly under discussion and is beginning to be explored in the private 

sector. However, this issue is not addressed comprehensively in the public sec-

tor. The main aim of this paper is therefore to propose a Shadow IT manage-

ment concept for the public sector. The proposal of Shadow IT management 

concept identified problematic areas related to Shadow IT discovered during 

a case study in connection with the main aim of the paper. There are 7 areas 

designated as A1 to A7. The recommended approaches and solutions are set 

for these problem areas. Shadow IT Management Concept was created based on 

the case study (including interviews with main stakeholders). 
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1 Introduction 

Shadow IT is a software, hardware, or any other solution used by employees within 

organizations that has not received any prior formal approval from the IT department 

to be used [1]. The issue of Shadow IT is currently under discussion and is beginning 

to be explored in the private sector [2]. However, this issue is not addressed compre-

hensively in the public sector. 

 

According to Gartner [3], up to one third of investments in IT development are man-

aged and funded outside the IT department and its budget. This is very often caused 

by cloud solutions or mobile applications. These are services that are immediately 

available and can therefore be relatively easily deployed without IT expertise. On the 

one hand, Shadow IT can be an innovative element that pushes companies into new 

technology solutions [4], but on the other hand it can also be a source of trouble 

if solutions are provided outside the IT department without being informed by IT 

department managers and not following strategies and official procedures [5]. 

 

Nowadays, employees can bring their own devices into the corporate environment. 

This trend is known as Bring Your Own Device (BYOD). Some of the applications 

that employees can bring might be a disruption to the entire infrastructure and vulner-

ability of the agenda system and intrusion into the internal network may occur [6]. 
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Therefore, it is essential that BYOD policy is implemented and it does not cause 

Shadow IT.  

 

Furstenau also emphasizes the importance of the issue: “Shadow IT is becoming in-

creasingly important as digital work practices make it easier than ever for business 

units crafting their own IT solutions.“ [5] For IT departments, it is necessary to de-

termine when users decide to implement the Shadow IT process and start to manage 

this process [7]. IT as such, including infrastructure (hardware, software, network 

resources and other services that are interconnected), should be developed, managed 

and controlled by the IT department [8]. Furstenau [9] states in his study that the most 

common problems are architectural. More than half of the systems may suffer from 

inconsistent data, non-scalable technical platforms, unstable servers, or hardware 

components. The architecture of IS/ICT is, according to Bruckner [10], very im-

portant, as it creates a relatively stable IS/ICT solution framework. It constitutes 

a means of communication, ensures the stability of IS/ICT development, takes into 

account the requirements for IS/ICT properties and allows to minimize the costs of 

incorrectly assigned projects. One of the most widely used frameworks in practice are 

ITIL, TOGAF and Zachman. For example, ITIL is a set of business information man-

agement practices through services. It is a library of more than 40 volumes published 

by the British government agency CCTA in 2013 [11], but currently belongs 

to AXELOS [12].  

 

Despite its complexity, ITIL does not provide sufficient coverage for Shadow IT. 

The topic has been addressed by several authors, e.g. Pettey [13], Silic et al. [1], 

Zimmermann [14], but only with the application to the private sector. In the private 

sector, companies are able to deal with the issue in different ways, but the public sec-

tor seems to be an interesting issue. This is mainly due to the impossibility of imme-

diate intervention. Public administration processes do not allow flexible responses 

to required changes. [15] In the case of public organizations, this topic has not been 

comprehensively addressed and is therefore an interesting area for research. 

 

For these reasons, the main aim of the paper is to propose a Shadow IT management 

concept for the public sector. 

2 Methodology 

Shadow IT Management Concept was created based on a case study, partial results 

for one type of public organization [16], the Multidimensional Management and De-

velopment of Information Systems (MMDIS) [10] and Management of Business In-

formatics (MBI) [17] models. Different organizations from the public sector were 

selected for the case study. For the purposes of the case study, higher local govern-

ment units - regional authorities were addressed. The Vysocina Regional Authority 

showed the greatest interest in the outputs of the case study and also provided docu-
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ments that are not publicly available. Close cooperation took place especially with the 

head of the department of informatics. 

   

As part of the case study, interviews with stakeholders (employees, managers, IT 

employees and IT managers) were conducted. Respondent groups were distinguished 

by job position - managerial level in the IT field, positions on managerial level in 

another field and positions that are not on any of the previous ones (these are posi-

tions of common end users, e.g. clerk, accountant, lawyer, etc. The total number 

of respondents was 35, of which 9 were men and 26 were women. The average length 

of one interview was 60 minutes. The beginning of each interview was unstructured 

to get as much information and as many opinions and information on organizations 

from the public sector as possible, followed by a semi-structured part with questions 

about Shadow IT. Other sources of information included strategies of organizations 

and their structures. The research is fully consistent with the definition of a case study 

as a qualitative research method within the exploratory and theory-building phase 

presented by [18] and [19]. The structure of this paper corresponds to the above. 

3 Shadow IT criteria and reasons for existence 

3.1 Shadow IT criteria 

Since employees (users) can ignore the central IT system, the performance 

of the specific organizational units of the public sector may be influenced. 

 
According to Rentropa and Zimmermann [14], the so-called evaluation model is used 

for systematic quality assessment and Shadow IT evaluation criteria. It is therefore 

appropriate to clarify this model in the case of Shadow IT to find ways to map 

and respond to the occurrence of Shadow IT. The evaluation model will be used 

to formulate questions for the interview, which is one of the selected collection meth-

ods in our case study.  

 

To define Shadow IT criteria, it is necessary to identify specific Shadow IT cases and 

associated organizational processes in the first step. These instances are then analysed 

and evaluated. This evaluation makes it possible to establish basic control 

over the Shadow IT and to draw up effective strategies to control the Shadow IT. 

Because this model is developed for the Shadow IT mapping in the private sector, 

it has been adapted for the public sector to cover specifics and influencing this sector 

[20]. Evaluation criteria based on [14] are presented in Table 1 and are further de-

scribed below. 
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Table 1. Shadow IT criteria, based on [14] 

Criterion Sub-criterion Sub-criterion 

Relevancy Strategic relevance  

Criticality Business processes 

IT security 

Compliance 

IT services management 

Quality System quality Software 

Technical processes 

Quality of services 

Quality of information 

Quality of processes 

Size Utilization of resources 

Number of users 

Shadow IT components 

Innovative potential 

Parallel 

 

C1 Relevancy 

This criterion described Shadow IT along with its relevance to the organization's pro-

cesses. It carries value and risks. This criterion is therefore subdivided into sub-

criteria. 1) Strategic importance is necessary to assess how strong the impact on the 

region's strategy and strategic decisions regarding IT infrastructure is. 2) Criticality: 

the use of Shadow IT can influence several things, such as IT security risk, compli-

ance, and inefficiencies in business and business processes. Significance in erratic 

behaviour brings a degree of risk in many areas. This sub-criterion relates specifically 

to business processes, IT security, IT service management at different levels of criti-

cality. 

 

C2 Quality 

This is an important criterion for assessing the quality of Shadow IT. It refers to the 

technical quality of the system itself, the quality of IT services and the information 

generated. These main dimensions of quality represent the success of information 

system research. On the other hand, it is also necessary to look at the quality of pro-

cesses where there is a potential occurrence of Shadow IT. 

 

In the case of Shadow IT, it is the quality of hardware and software and the quality 

of process creation and design. Quality can be defined by models such as Capability 

Maturity Model Integration (CMMI) [21] or other standards.  

 

Quality of service is a criterion that occurs in the context of Shadow IT, especially 

for IT department services. The quality of services can be evaluated e.g. on the basis 

of ITIL [22]. Thanks to best practices in IT service management, existing processes 

can be better managed, monitored, measured, evaluated and continually improved. 
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C3 Size 

The size criterion can be used to estimate the extent of the Shadow IT in an organiza-

tion. The size of Shadow IT refers to the use of Shadow IT resources and expertise, 

distribution and penetration with components and service services. Partial criteria are: 

1) Use of resources and professionalism. 2) Number of users. 3) Shadow IT compo-

nents. 4) Service processes. 

  

C4 Innovative potential 

It is necessary to assess the innovative potential of the Shadow IT. On the one hand, 

Shadow IT offers the opportunity to introduce new technologies or improve processes 

in the research environment. On the other hand, Shadow IT may not be technological-

ly suitable. 

 

C5 Parallel 

The parallel is an important criterion that assesses how Shadow IT runs in parallel to 

an existing, official IT system. This means how the identified Shadow IT replaces the 

official IT solution in the departments where it is used. It may also be the case that 

Shadow IT complements the IT system. 

3.2 Reasons for existence  

The authors define various reasons for the existence of Shadow IT and therefore this 

chapter analyses reasons from multiple source regardless of the industry. 

 

According to Bayan [23], the reasons are as follows: 1) Shadow IT is enforced due to 

a pressure to significantly reduce IT spending and an increasing demand for IT solu-

tions for infrastructure problems. These pressures lead to a growing IT volume 

of unfinished projects. It is necessary to respond to the needs of other departments, 

many of which depend on IT projects to achieve the goals of the organization. 

2) Shadow IT is a solution for specific needs. In some cases, these needs must be met 

quickly. Also, the return on initial investment pushes the department to realize shad-

ow projects. This is partially because initial investments do not address the project 

lifecycle, support or infrastructure costs. 3) Shadow IT is stimulated by the fact that 

Shadow IT solutions seem faster. Some departments are pushing the IT department 

because they believe that another employee would do the job faster and without some 

of the IT department's demands. 

 

Author Hulsebosch [24] sees the reasons for the emergence of Shadow IT as follows: 

1) Business and IT weaknesses due to a lack of communication between them. Lack 

of communication leads to a mismatch between users and IT providers in the envi-

ronment, leading to a decision as to whether the cost of resolving this issue is lower 

than the cost of circumventing it. 2) The absence of an official solution due to various 

binding documents or laws, some IT solutions are not possible, which may lead 

to recourse to the Shadow.  
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A combination of different facts leads to the emergence of specific Shadow IT. Indi-

vidual causes of Shadow IT are closely related to the management of the whole or-

ganization or IT department. Due to inefficient processes associated with the required 

solution, mismatch between IT and business departments, or new policies in the or-

ganization, the potential incidence of Shadow IT increases. An example of a typical 

Shadow IT product is cloud-based SaaS (Software as a Service). [6] 

 
In his study, Hulsebosch [24] lists categories that identify the reasons for Shadow IT. 

Particularly speaking about 1) No official IT solution. 2) The official solution is not 

extensive enough. 3) Official IT solution is not easily accessible. 4) The official solu-

tion is perceived as more expensive. 5) Employees are too strict. 6) Employees under-

estimate the risks. 7) It is very easy to use Shadow IT and opportunities are created 

for employees to use it. 

4 Shadow IT management concept 

The proposal of Shadow IT management concept contains problematic areas related 

to Shadow IT, which were discovered during the case study in connection 

with the main aim of the paper. There are 7 areas designated as A1 to A7. The rec-

ommended approaches and solutions are set for these problem areas. 

 

The model is inspired by MMDIS [10] and MBI [17] models and methodologies. 

Both concepts define the process from global goals to the design of individual in-

format projects. Based on the content analysis of the documents, it is a simplified 

model similar to those of the regions mentioned in their strategic plans. The model 

is complemented by Shadow IT problem areas, which are coloured in red. These areas 

are marked A1 to A7, which are further detailed. 

 

 

Fig. 1. Shadow IT management concept 

A1 Legislative restrictions and regulations 

The IT department has to take into account legislative restrictions and regulations 

when developing its own internal procedures. All internal employees must then fol-
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low these internal procedures. Since it contains various orders and prohibitions, it is 

necessary to take into account the needs of its employees in its creation, thus eliminat-

ing the risk of Shadow IT occurrence. The recommendation is to actively make com-

ment in the legislative process. 

 

A2 Internal restrictions within a given organization of the public sector 

Protection of the internal network and official architecture is a priority for the public 

sector. Especially due to cloud storage, data leakage or loss may be imminent 

and therefore these tools (SaaS) are prohibited in public administration. If the IT de-

partment is able to respond to employees' requests in time, potential use of Shadow IT 

can be avoided. The IT department should meet the demands of employees or entire 

departments. It should be the initiator of the change and achieve it by working 

with employees outside its department. 

 

A3 IT budget 

With a sufficient IT budget, Shadow IT detection tools, security assurance and tools 

that eliminate the occurrence of Shadow IT can be acquired or developed. These may 

be, for example, licenses of programs that are often used by employees but not au-

thorized by the IT department. 

 

A4 IT literacy of employees 

IT employees might be trained by organizing or attending trainings and seminars 

on different topics. Furthermore, it is also necessary to motivate employees to attend 

this training. Training areas can vary according to the identified threats, such as secu-

rity training from the SW and HW point of view (related BYOD issues) and strong 

instruction on internal regulations. Internal regulations should be available to all em-

ployees and it should never happen that the CIO does not inform their employees 

about these regulations. 

 

A5 Employee awareness 

It is important that CIO or IT department should always inform employees about how 

the IT requirements management is addressed and where to find all the supporting 

documents, internal regulations, etc. Within this staff policy, training and develop-

ment policies can be set, both in managerial positions and in other subordinate posi-

tions. Various sources are used to determine the level of employee awareness. Exam-

ples include questionnaires, observations, task analyzes, etc. [25] 

 

A6 Motivating IT staff to deal with Shadow IT 

The motivation of existing workers can be addressed based on various techniques that 

fall within the psychological theme. An example of the neglected component of moti-

vation of human behavior may be based on the well-known Maslow's pyramid 

of needs [26]. Typical incentives for work motivation according to Růžička [27] in-

clude: work evaluation, group evaluation (appreciation of performance of a given 

employee by appreciation, respect, etc.), working conditions, financial reward, possi-

bility of independent work. 
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A7 Service catalogue 

There should be a catalogue of ICT services. There are clear rules for managing oper-

ations and developing services. [28] The most important rules are: 1) Each service 

must have its own administrator, technical administrator and operator. 2) Clear rules 

must be in place, based on a binding and approved service architecture. 3) It is neces-

sary to monitor investment and operating costs of individual services. It is also neces-

sary to monitor the scope and quality of these services. In connection with the Shad-

ow IT, it is also appropriate to measure employee satisfaction with the services - 

whether they adequately cover their needs. 

 

A8 IT (project) management 

If an analysis of needs and setting new goals in the field of IT (in response 

to the elimination of the occurrence of Shadow IT) is to be created, it is essential 

to define whether the project management of the given region is functionally or pro-

cess-oriented. The demands on IT management arise mainly from the economic, busi-

ness and operational needs of the region, along with the new possibilities of ICT. 

Pressure on the performance of IT has lead to the emergence of various methodolo-

gies and models. The previously mentioned ITIL library is one of the procedures 

for informatics management that can be used. 

5 Conclusion 

The main aim of the paper was to propose a Shadow IT management concept 

for the public sector. The proposal of Shadow IT management concept contains prob-

lematic areas related to Shadow IT, which were discovered during the case study in 

connection with the main aim of the paper.  

 

There are 7 areas designated as A1 to A7 (legislative restrictions and regulations, IT 

budget, IT literacy of employees, employee awareness, motivating IT staff to deal 

with Shadow IT, service catalogue, IT management). The recommended approaches 

and solutions are set for these problem areas. 

 

The proposed Shadow IT Management concept should be used by public sector or-

ganizations to work effectively with Shadow IT and above all to eliminate risks. 
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