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Abstract. Passwords are still the primary means for achieving user au-
thentication online. However, using a username-password combination
at every service provider someone wants to connect to introduces sev-
eral possibilities for vulnerabilities. A combination of password reuse
and a compromise of an iffy provider can quickly lead to financial and
identity theft. Further, the username-password paradigm also makes it
hard to distribute authorized and up-to-date attributes about users;
like residency or age. Being able to share such authorized information
is becoming increasingly more relevant as more real-world services be-
come connected online. A number of alternative approaches such as in-
dividual user certificates, Single Sign-On (SSO), and Privacy-Enhancing
Attribute-Based Credentials (P-ABCs) exist. We will discuss these differ-
ent strategies and highlight their individual benefits and shortcomings. In
short, their strengths are highly complementary: P-ABC based solutions
are strongly secure and privacy-friendly but cumbersome to use; whereas
SSO provides a convenient and user-friendly solution, but requires a fully
trusted identity provider, as it learns all users’ online activities and could
impersonate users towards other providers.

The vision of the OLYMPUS project is to combine the advantages of these
approaches into a secure and user-friendly identity management system
using distributed and advanced cryptography. The distributed aspect
will avoid the need of a single trusted party that is inherent in SSO, yet
maintain its usability advantages for the end users. We will sketch our
vision and outline the design of OLYMPUS’ distributed identity manage-
ment system.

Keywords: Privacy - Security - Identity management - Digital identities
- Distributed cryptography

* This is a workshop paper for the OLYMPUS project. OLYMPUS has received funding
from the European Union’s Horizon 2020 research and innovation program under
grant agreement No 786725.
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1 Introduction

Data has become the new oil: the advent of advanced Al algorithms for data
analytics and cheap storage has allowed analysis based on millions of individuals’
personal information. This includes health, location and perhaps most impor-
tantly; any kind of online activity. The latter is of particular importance due
to the sheer magnitude of data in that category. An important example in this
setting is Facebook, who with its user base of over one billion, holds a trea-
sure trove of personal information, ready to be used for social analysis [24] and
manipulation. In this setting the Cambridge-Analytica scandal provides inter-
esting insight into how high a value personal data, and in particular subjective
attributes, such as likes, can have [5].

A crucial lesson learned from this scandal is that we must become more
aware of how much personal information is available about us online and how
it is possible for us to limit this. One approach is of course to simply not share
anything with sites we do not fully trust. However, even trusted sites suffer from
breaches that leak personal information [19,22] and sometimes this information
is even collected without our knowledge [26]. If we still wish to be part of the
connected world the Internet facilitates then we cannot be completely safe and
protect against all non-consensual collection of information. However, we can try
to prevent theft of personal information by limiting the locations at which our
data is stored and by tuning how easy it is to gain access to this information
without a complete take-over of the service provider.

The Need for User Authentication. Personal data at different service providers
are usually protected through some sort of authentication mechanism which
allows users to prove that they are who they say they are. Such authentication is
done by proving ownership of a given username, meaning that a user must prove
that it holds some secret information that was used during account creation.

This secret information is most often a password that was picked by the user.
Unfortunately, despite advised otherwise, people tend to either use low-entropy
passwords or reuse their passwords (or slight variations thereof) at different
service providers [31]. This introduces a large attack surface for an adversary
wishing to take-over a user’s account; he/she could try to guess low entropy
passwords or try to find users who reused a password between a fully compro-
mised service provider and an un-compromised service provider.

In fact, the latter not only leverages the users’ tendency of password re-use,
but also the availability of massive password leaks through compromised service
providers. More than one billion personal data records including email address
and password combination have been reported stolen to date [27]. Even when
properly salted and hashed, the low entropy in human-memorizable passwords
makes it trivial to brute-force the plaintext passwords using modern hardware.
Increasing entropy through measures such as two-factor authentication can be
seen as a trade-off between security and usability. Such methods are often not
adequately efficient to handle for users quickly wanting to access a service.

Using a cryptographic key for a digital signature scheme, as is the case when
authentication is based on X.509 certificates, or an access token authorized to the
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user through a different service provider, known as an Identity Provider (IdP),
alleviates some of the worst security issues with passwords. In particular these
approaches do not require users to trust every single service provider they wish
to access, to keep our password safe.

However these solutions have other drawbacks: Certificates, for example, are
not very user-friendly and require users to manage large, non-memorizable keys
between all the devices they use. When the certificates contain user-specific
attributes they also require disclosure of all these attributes with every usage,
which violates the privacy paradigm of data minimization. Online IdPs and
Single Sign-On (SSO) are quite complementary: they are easy and convenient to
use, as users only need to authenticate to the IdP which then issues short-term
authentication tokens towards service providers. The IdP can thereby certify
only the minimal amount of attributes needed for each access request. On the
negative side, the IdP must be a fully trusted entity, as it learns about all the
services its users accesses, and — if compromised — could impersonate the users
towards all service providers.

Modern cryptography has afforded another approach to identity manage-
ment, handling some of the issues with passwords, certificates and IdPs. This ap-
proach is known as Privacy-Enhancing Attribute-Based Credential (P-ABC) [10,
3,9,28]. A P-ABC scheme allows a user to hold a special token, known as a cre-
dential, which contains an assertion on the user’s identity and features from a
trusted provider. The user can use the credential to generate single-use tokens
for authentication towards different service providers. Like for certificates and
IdPs this approach also avoids having to trust all the service providers a user
wishes to access and it handles the privacy issues that are otherwise associated
with IdPs and conventional certificates. Unfortunately, P-ABCs struggle when
it comes to user-friendliness: they have the same limitations as certificates, and
on top require complex cryptography and policy management that needs to be
handled by users and service providers.

The OLYMPUS project is aiming to combine the best of each to create a more
secure approach to online identity management, while avoiding the drawbacks
of the current solutions. The idea behind it is very simple: It follows the SSO
paradigm, but instead of relying on a single trusted IdP, the trust is distributed
among a set of servers, which might be run by different institutions. This removes
the single point of failure in a system where compromise of the single trusted
server has devastating consequences for the user [19]. Further, using techniques
from P-ABC systems, one can realize the distributed IdP in an oblivious manner,
i.e., the IdPs won’t be able to learn or track users’ online activities.

Roadmap. The document starts with an introduction to identity management
and deployed technologies such as X.509 certificates and Single Sign-On (SSO) in
Section 2. Afterwards, we discuss the idea of P-ABCs in Section 3, which consti-
tutes a more privacy-friendly but also costly way for the user to demonstrate her
identity herself. Lastly, we sketch the project’s vision of creating privacy-friendly
and user-friendly identity management in Section 4, including a summary of the
discussion at the workshop.
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2 Identity Management and Existing Solutions

As things are now, most people have several different online accounts with several
different providers, each offering a specific service which requires knowledge of
some specific attributes about its user. For example, Tinder wants pictures, age,
location, residency, occupation and sexual preferences, an airline wants knowl-
edge of your residency, citizenship and passport number and Facebook wants
whatever you are willing to give. These are just examples of a few of the po-
tential online accounts we can have. Most people have many such accounts and
thus must repeatedly supply the same information/personal attributes to each
of these different providers.

2.1 The Problem with Online Identity

Besides the annoyance of having to supply the same information several times
to different parties, the main issue with this is how our information is protected
at these sites. The trivial approach to account management is to pick a user-
name and password for each account and then upload attributes to the provider.
However, this yields significant issues in relation to breaches and linkability as
discussed below.

Breach Issues. Despite the risk of heavy fines through legislation such as the
GDPR, some providers do not ensure the safety of personal data and might,
either through negligence or financial motivation, leak users’ personal informa-
tion [5]. This might in particular be true for smaller and more sleazy providers.
However, sharing of personal information to a provider is not the only issue. A
leakage of an account database, even without personal information, can have
tremendous consequences. A database leakage of username and password pairs
(regardless of whether hashing was used) can provide an adversary amble oppor-
tunity to learn a user’s password for another provider. If the user has reused its
password, this can then be used to compromise the user at other sites who might
otherwise employ good security measures. However, once an adversary has the
password, even strong security measures might not prevent illegitimate access.

In the recent years, companies have started to add measures to prevent ille-
gitimate take-over of accounts, even if the adversary is in possession of a user’s
password. These include things such as two-factor authentication and machine
learning. However, there are not employed globally and may not be sufficient to
quench all compromises. Especially not targeted attacks, where combinations of
security issues might also cause a compromise, even without a single compro-
mised password [21].

Linkability Issues. The fact that the same personal attributes are stored at dis-
tinct providers allows collaborating providers to link users. The most simple
way of linking a user is directly through the same username/mail address. How-
ever, the linking can also be done by simply comparing attributes. For example,
gender, age and address is often enough to uniquely identify an individual.
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2.2 Current Identity Management Solutions

In the following we will discuss some of the currently used ways of doing online
identity management in a more integrated fashion than simply constructing new
username/password-based accounts at every provider.

2.2.1 X.509 Certificates

It is possible to use a standard digital signature scheme in a Public Key Infras-
tructure (PKI). This can either be based on a global PKI (as is for example
done on the web through root Certificate Authorities (CAs)) or based on a self-
constructed PKI within a network or organization. In this setting all service
providers will trust root certificates which are used to sign one or more inter-
mediary CA certificates. Each of these intermediary CA certificates are used to
sign certificates for each user on the network. Such a user certificate contains a
handle on a specific user and could also include specific attributes asserted by the
intermediary CA. When a user wishes to use a certain service provider it sends
it an access request. The service provider then returns a message which it wishes
to get signed by the user, in order to verify its identity. The user can then use
the private signing key associated with its certificate, and return a signature on
the message requested, along with its public certificate to the service provider.
The service provider can then verify the chain of trust of the certificate. That
is, if it trusts the root CA and the certificate of the intermediary CA. If so, it
can accept the identity of the user.

Advantages. The main advantage of this approach over the username/password
approach is that this offers a minimal need for trust. It is only necessary for the
user to trust the CAs, in particular a compromise of a service provider will not
yield any adversarial advantage in user impersonation. That said, if the signed
info the user provides to the service provider includes personal attributes of the
user and the service provider stores these offline, then we still have the issue that
a compromise of the service provider would leak the user’s attributes.

A great advantage of this approach however is that the user is only dependent
on the CA being online when it constructs its certificate. That is, the user and
the service provider are the only parties required to be online when a user wishes
to sign in to the service provider.

Problems. Despite being simple and easy to implement on top of the PKI we
already have in place in all web browsers, this solution still has several significant
issues that make it unsuitable to be used in a non-enterprise setting.

First of all, all different service providers must agree to use this system (al-
though any approach besides the individual username/password approach will
require this) and to trust any credible intermediary CA that a user could use.
However, a more pressing issue is that an individual user now has responsibility
for its own private keys. That is, if they are lost the user will not be able to
sign in anywhere and would need to create a new account. Even creating a new
account would still pose a problem as an adversary would now be able to claim
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that they lost the private key of a legitimate user’s account. Thus the request to
create a new account (and close the old one) must be verified. Still, in case it is
a sincere request then the legitimate user will not have its private key anymore
and thus will not be able to verify the request. Even if a user-friendly solution
is constructed to this problem, a perpetual issue of any PKI system still re-
mains; distribution of revocation information. Specifically the service providers
must have a method to check whether a user’s certificate has been revoked. This
could be done using an online service. However, that would remove the main ad-
vantage of this approach; that pervasive availability is not otherwise necessary.

Perhaps the biggest issue with using this approach with regular end-users
is that real-world evidence has shown [14] users are terrible at protecting and
remembering secrets. Furthermore, as most users have more than a single de-
vice, it would require that the private key must be distributed across the user’s
different devices. Thus the usability of this solution leave a lot to be desired.
Finally we note that unless the user has a pseudonym and certificate for each
service provider, the issue of linkability remains since the public certificate of
the user will allow for unique identification across service providers.

2.2.2 Federated Identity

Instead of ensuring security using the weakest link among all the service providers,
we might instead choose to centralize trust to a single, strongly trusted party.
This is the idea behind using a Federated Identity Provider (Figure 1). Basically
we store all the attributes associated with a user at a trusted identity provider
(IdP), and service providers rely on identity assertions of the IdP when granting
users access to their services.

B %‘
1
A“i; r— A | Alice,
pwd —h—
Identity Provider & Service Provider

Fig. 1. Federated Identity Management

Whenever a user wishes to sign in to a service provider (perhaps including
some attributes) it establishes contact with the service provider, who returns a
request of the user’s identity (and perhaps certain attributes). The user then
checks the request and then signs in to the IdP (using a username/password
approach). After signing in, it passes on the request to the IdP. The IdP then
constructs a token based on the request and a timestamp (and potentially rele-
vant attributes), and returns it to the user. The user can then pass it on to the
service provider. The service provider can then verify the token either based on a
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signature of the IdP (known as a bearer token) or through a round of communi-
cation with the IdP. If the verification goes through and the attributes that have
been asserted fit the information the service provider requires, then the service
provider accepts the user and signs it in. This process is sketched in Figure 2.

Federated Identity can, under a liberal definition, be considered Single Sign-
On (SSO) as we only require signing on to the IdP in order to provide authentica-
tion for other servers (the service providers). However, under the “conservative”
definition of SSO, it is required that a user only signs in once to the IdP, no
matter how many different service providers it wishes to access. However, since
tokens are often going to be short-lived and specific to a single service provider
it is generally required of a user to contact the IdP every time it wishes to sign
on to an new service provider (although it might not require singing in to the
IdP again if it already has an open session).

Advantages. Similar to the X.509 solution, the main advantage of this approach
is that we remove the requirement of trust of every service provider we wish to
use and instead centralize the trust at an IdP. But also similar to the X.509
solution is that user attributes might still be stored at a service provider and
could thus be leaked in case of a service provider compromise.

A great advantage of this approach, handling one of the main shortcomings of
X.509, is that there is no need to store anything confidential user-side. Everything
is based on a single username and password. This removes the burden of the user
to manage secrets, or even multiple passwords, and allows it to sign in on any,
possibly new, device.

Furthermore, since log-ins are now performed by signed single-use tokens
that have a short validity only, this solution removes most of the complication
of providing a reliable revocation mechanism across all service providers. Only
the account with the IdP must provide an appropriate revocation or closing
mechanism, which will automatically disable all other accesses. Since all relevant
user attributes are now stored at a central IdP, it also removes the burden of the
user to repeatedly upload and authenticate these with every service provider.

However, even more advantageous is the fact that since a trusted party (IdP)
is now in possession of authenticated attributes, it can facilitate a great level of
granularity on these in requests. Say for example that a user is born November
26, 1978. This might be asserted by a government authority and shared (and
verified) by an IdP. Now when a service wishes to verify that a user is above
the age of 18, it is not necessary to leak the birthday and year, even though it
might have been asserted and signed in a monolithic manner, but instead the
IdP can now simply assert that the user is above 18 based on the info it has.
This of course applies to other attributes as well, for example location. Instead
of sharing the exact address of a user, it might be enough to simply share which
city, or even country, the user is residing in. This is a great way to ensure granular
and selective disclosure.

Problems. Having all attributes at an IdP is not only an advantage, but also a
liability. In case the IdP does get compromised, all the private information of
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Identity Provider

Service Provider

@ 1) Access request - .

2) Redirect to IdP

A

6) ID Token /-\licex

Fig. 2. Single Sign-On Process in Federated Identity Management

the users is leaked. Like for the X.509 solution, the problem of linkability still
remains. The user’s account name is supplied to every service provider. Thus,
any two service providers that compare logs will be able to identify if the same
user has been using both services. Besides linkability, we now also have the issue
of traceability, meaning that we now have a single party, the IdP, which will learn
about every service provider that the user wishes to access.

SAML. There are different possibilities for realizing a federated identity solution.
One of the oldest standardized approaches to this is SAML [29]. This approach
is mainly focused on the enterprise setting rather than catering for end-users on
the Internet. SAML has been specified by the Internet Engineering Task Force
(IETF) in a Request For Comments (RFC) and also in an OASIS standard.
The first version was standardized in 2002 and the second, major, revision was
standardized in 2005. Messages in SAML are XML and communication between
the different parties take part over HT'TP, using the SOAP protocol.

The focus of this standard is not really efficiency, as can be seen from the
high reliance on XML. That said, the protocol is relatively straightforward and
specifies the token issued by the IdP to be signed. This means that the service
provider must hold the public certificate of the IdP and checks the validity of
the token by verifying the signature of the IdP, along with its timestamp. In
particular this means that anyone holding the token will be able to impersonate
the user towards the specific service provider. Hence it is crucial that such tokens
have a sufficiently time-constrained validity.

OAuth. OAuth is a new standard used to achieve a federated identity solution.
The standard leaves open a lot of aspects for deployment and is thus not as
straightforward to implement without first making certain decision about which
of the plethora of options to implement and support. The main spec of OAuth
stems from 2012 [20] and is also specified by the IETF through an RFC. Unlike
SAML, messages are sent in OAuth are based on JSON and is working directly
on top of TLS.
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The specification allows different flows and types of tokens. In one flow, which
is for example used with OpenID Connect, bearer tokens are used, such that they
are time-constrained and authenticated based on a signature of the IdP (similar
to SAML). However, the OAuth specification also allows for verification of token
validity through the service provider contacting the IdP. The OpenID Connect
flow of OAuth is of particular interest as this has been implemented by several
social federated identity providers such as Facebook, Google and Twitter.

3 Privacy-Enhancing Attribute-Based Credentials

In the previous section we have shown the benefits and drawbacks of deployed
technologies such as X.509 certificates and federated identity solutions. A shared
drawback is their little to no guarantees when it comes to the users’ privacy:
they either expose more user information than necessary or require a trusted
party that can track all the users’ online behaviour.

In response to this problem, Privacy-Enhancing Attribute-Based Credentials
(P-ABCs) [3,9] have been proposed as a possible solution. P-ABCs follow the
same “offline” approach as X.509 certificates, i.e., users receive a credential from
a trusted issuer. The credential contains a set of certified user attributes that the
issuer vouches for, e.g., the user’s name, age or address, and that can be used
to convince a service provider of the validity of such claimed attributes. Unlike
classical X.509 certificates, which have to be disclosed entirely and expose a static
value whenever used, these P-ABC credentials allow the user to derive dedicated
one-time use tokens that reveal only the information that is minimally necessary.

P-ABCs in a Nutshell. More precisely, when the user wants to access an account
or resources at a service provider (SP), the provider first responds with a presen-
tation policy, stating the requirements the user has to fulfill. These requirements
can range from simple re-authentication requests w.r.t. a certain account, to re-
quests for proofs of certain attributes, e.g., that the user is older than 18 years
and lives in a European country. If the user’s credential can satisfy the policy,
it derives a so-called presentation token from the credential. The presentation
token contains only the minimal amount of attributes requested by the policy.
P-ABCs thereby support not only minimal disclosure techniques, but also pred-
icate proofs. That is, instead of revealing the full date of birth for proving that
she is over 18, the user can compute a dedicated proof revealing nothing beyond
that fact. Importantly, the user can derive only presentation tokens that are con-
sistent with the information certified in the credential, and the service provider
can verify the token against the policy and be convinced about its correctness.

A crucial concept in P-ABCs is that of user-controlled linkability. Per de-
fault, presentation tokens are unlinkable, which means that a receiver cannot tell
whether two presentation tokens are stemming from the same or two different
users (unless this is revealed by the disclosed attributes). As full unlinkability
would render P-ABCs useless in many applications, the user can also choose
to create tokens w.r.t. a certain pseudonym. The pseudonym can be seen as a
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privacy-enhancing version of standard public keys: they are derived from a user
secret key that is implicitly embedded in the credential, but the user can derive
arbitrarily many and unlinkable pseudonyms from the same secret key. The user
can choose to re-use an established pseudonym, which makes all tokens released
for the same pseudonym linkable, but unlinkability across different pseudonyms
is still guaranteed.

P-ABCs also support a number of additional features and concepts, such
as privacy-friendly revocation or conditional disclosure and inspection. We refer
to [3] for a detailed overview of these concepts and possible realizations.

J‘ 13‘: | Identity Provider /
= | Issuer

*

Pseudonym CryptoQueen

—

@ Service Provider
Presentation Token

Fig. 3. Privacy-Preserving Authentication via P-ABCs

Advantages. The clear advantage of P-ABCs is their user centric and privacy-
preserving behaviour. As P-ABCs follow the offline approach, the Identity Provider
is only involved once, at credential issuance, but does not need to be contacted
at every authentication request. This immediately solves the privacy problem
posed by SSO solutions, but at the same time offers the same (or even better)
minimal disclosure capabilities as an online IdP. The user has full control over
the information she discloses and can authenticate in an unlinkable yet certi-
fied manner. The latter refers to the use of pseudonyms, which allow users to
generate certified partial identities when desired, which can be backed-up by
authenticated attributes. Thus, in terms of security and privacy, P-ABCs are
clearly superior to conventional certificates and SSO-based solutions.

Problems. Despite being around for almost two decades now, and being available
through mature realizations such as IBM’s Identity Mixer [6,7] or Microsoft’s
U-Prove [28], P-ABCs have not seen noticeable adoption yet. The main rea-
son is their bad usability. P-ABCs inherit the same struggle that conventional
certificate-based solutions such as X.509 have, as it requires users to securely
manage their credentials and key material. Any compromise of these credentials
and keys will allow the attacker to impersonate the user, hence they must enjoy
strong protection, e.g., be kept on trusted hardware tokens, such as smart cards.
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While being sufficiently secure, this is not a user-friendly approach as users need
to have appropriate smart-card readers and apps for all their devices.

Furthermore, the handling and verification of P-ABCs tokens is more complex
than of conventional signatures and credentials. The multitude of features and
privacy-enhancing capabilities require an expressive policy language, credential
matching and ontologies to verify whether the revealed information satisfies the
required policy. The realizations of P-ABCs also require a careful combination
of advanced cryptographic techniques, such as zero-knowledge proofs, which is
not available through simple API calls of widespread cryptographic libraries.
Instead, users and service provides must use tailored software packages in order
to parse, create or verify such P-ABCs.

Another and more subtle problem of existing P-ABC scheme is their reliance
on a single Identity Provider that issues the attribute-based credentials. While,
for most schemes, the issuer does not have to be trusted for the privacy-related
properties to hold, it still is the main entity and root of trust for the provided
identity assertions. Thus, the issuer also presents a single point of failure, al-
though is by far not as critical as in SSO solutions.

4 Single Sign-On with Distributed Trust

The OLYMPUS project is aiming to combine the best of the discussed approaches
to create a more secure approach to online identity management, while avoiding
the drawbacks of the current solutions. Roughly, it follows the Single Sign-On
identity management approach, and uses tools from distributed and privacy-
enhancing cryptography to obliterate a single point of failure. The resulting
system’s goals are as follows.

— Feature strongly secure and privacy-preserving authentication (e.g., minimal
disclosure of attributes).

No single point of failure or fully trusted third party.

— No secure hardware and credential management on the side of the user.
Simple integration for service providers (integration into simple authentica-
tion standards such as, e.g., SAML and OAuth)

Let us first recap why existing solutions described in the preceding sections
fail to achieve all these goals simultaneously.

X.509 certificates require the user to manage her secret keys and use a trusted
device. The method is also not integratable into authentication standards such
as SAML or OAUTH. While all this is not an issue for the federated identity ap-
proach, here the problem lies in the single point of failure that the fully trusted
IdP constitutes. The Privacy-ABCs described in the previous section enable
strong user privacy and minimal attribute disclosure, but require heavy machin-
ery on the side of the user as well as the SP when verifying the credential — and
there is no hope to make these systems work with simple authentication token
standards. As we see, all systems have their advantages and excel in fulfilling
some of the above listed goals — but none of them is able to fulfill all of them
simultaneously.
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4.1 The OLYMPUS Approach

Within the OLYMPUS project, an SSO scheme is designed that fulfills all of the
above mentioned goals. The main idea is to modify the federated identity solution
described in Section 2 and remove the single point of failure from it. To remind
the reader, this single point of failure is the Identity Provider (IdP) which is in
charge of storing the user’s attributes, verifying its identity and issuing access
tokens for the authenticated user. Within OLYMPUS, advanced cryptographic
protocols are used to distribute the task of the single IdP to a set of n different
IdPs. None of these IdPs needs to be fully trusted. The system’s privacy and
security guarantees hold as long as not all of the IdPs are corrupted. The set of
all n IdPs is called a wvirtual IdP (vIdP).

Essentially, the vIdP needs to perform all activities jointly that the for-
mer IdP of the federated identity scheme took care of. This boils down to two
main tasks: (1) Verifying the password of the user and (2) issuing an access to-
ken. Within OLYMPUS, cryptographic solutions for distributing these two tasks
among a set of servers are selected and carefully combined. We will give more
details on the cryptographic part next.

Virtual & Distributed Identity Provider

Step 1: ] Step 2: Distributed Token Generation

Distributed Pwd

Authentication / '
J 4\ f :‘ % h
Alice, 1|08 1D 12345
_ R
. : . é
|

HHd
Service Provider
N | .

Fig. 4. The OLYMPUS privacy-preserving SSO system: the core concept is the virtual
Identity Provider that consists of several servers of which none has to be fully trusted.
The single servers need to jointly perform tasks such as password verification and token
generation of the single IdP in a federated identity system.

Cryptography Part I: Distributed Password Verification. Password-based authen-
tication is the most prominent form of user authentication towards an IdP. Nor-
mally, the IdP stores the password in form of, e.g., a hash H(pw) — this is often
called a password file. If the password is chosen only from a small dictionary,
a malicious or compromised IdP can easily find out the user’s password and
potentially impersonate the user towards other IdPs. Server compromise, where
attackers can steal billions of user passwords, is nowadays the main threat to
password security.
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Remembering long passwords and moreover typing them error-free into mo-
bile devices puts a lot of burden on the user. However, password size can be
dramatically reduced if (a) servers throttle login attempts and (b) the password
file is protected from getting leaked through a server compromise attack. Within
the OLYMPUS project, a system is designed where the role of the single and fully
trusted IdP is distributed among n different servers. Intuitively, one can think of
sharing the password file H(pw) among all n IdPs, thus keeping an attacker from
offline attacking pw as long as not all n of them are compromised. Realizations
for such distributed password-verification protocols have already been proposed
in [1,12,8] and make use of a (distributed) oblivious pseudorandom function.

Let us look at this primitive in a bit more detail, assuming the reader is al-
ready familiar with the concept of a pseudorandom function (PRF). An oblivi-
ous PRF (OPRF) is simply a PRF interpreted as an interactive 2-party protocol,
where a user provides the input z to the function, the server contributes with
a PRF key K and the user obtains y <— PRF g (z). The server learns neither x
nor y, and the user does not learn anything about K besides what he can derive
from y. Oblivious PRFs have been introduced in [16] and have since then been
extensively used in password-based protocols. Such OPRFs already allow the
server to generate password files of the form PRF g (pw) without the user ever
having to reveal the password towards the server.

To protect against a single server running offline attacks by continuously
evaluating the PRF and comparing it against PRF g (pw), a distributed OPRF
[23] (also implicitly used in [8]) can be used. Here, the PRF key K is shared
among many servers, who then need to participate in the interactive evalua-
tion protocol, contributing with their key share. As long as not all of them are
compromised, offline attacks remain infeasible. Further, as every evaluation of
the OPRF requires participation of all n servers, the remaining honest servers
can refuse or pause the evaluation when they detect suspicious behaviour such
as unusually high amounts of evaluation requests, which might indicate online
guessing attacks.

Overall, the oblivious aspect of OPRFs ensures that the servers can generate
password-derived information without learning anything about the underlying
password; and the distributed realization guarantees that both offline- and online
attacks against the password-derived values are infeasible as long as not all
servers are corrupted.

Cryptography Part II: Distributed Token Generation. Generating the access to-
ken in the OLYMPUS system is done by a set of n IdPs instead of a single
trusted IdP such as in a federated identity scheme. Token generation, from a
cryptographic viewpoint, is essentially digital signing done by the IdP. Thus, for
the OLYMPUS system a distributed digital signature scheme (DSIG) is required.
Such a scheme allows sharing the signing key among the n IdPs in a way such
that only if all of the IdPs participate in the distributed signing protocol the
user will obtain a valid signature on his access request.

Distributed signature schemes can be obtained from the RSA assumption
[4,13,2,15]. The main benefit is that verification of distributed RSA signatures
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does not introduce an overhead over verification in the non-distributed case. It is
also possible to construct a distributed signature scheme based on (EC)DSA [25,
11], where distributed key generation is more straightforward, but distributed
signing less natural than with RSA-based signatures. Regardless of whether the
underlying cryptographic assumption is RSA or a discrete-log type assumption,
any DSIG scheme should guarantee unforgeability of signatures, even though the
attacker might hold up to all but one signing key share. This property yields a
system where access token cannot be forged unless all servers are corrupted.

Recently, also distributed versions for P-ABCs, or rather their main signature
building block, have been proposed. More precisely, Sonnino et al. [30] and Gen-
naro et al. [18] have shown how distributed issuance can be realized for pairing-
based credentials such as CL- or BBS-schemes. Despite the distributed issuance,
the format of the resulting credential is preserved, which means that the user’s
derivation of presentation tokens is not impacted by this change. We sketch be-
low how distributed P-ABCs could be used to instantiate the distributed token
generation in a more privacy-preserving manner.

4.2 Open Questions

While the virtual IdP at the core of the OLYMPUS system resolves many security
concerns, the system does not satisfy all our goals yet. The most crucial drawback
is that each IdP can track the online behavior of the user, even amplifying
the privacy problem of standard SSO. We will therefore investigate how the
distributed system needs to be extended to prevent such tracking and ensure
unlinkability of the users’ requests.

Distributed Identity Provider

Authentication via
P-ABC Token

E—
Service Provider

Fig. 5. A P-ABC based OLYMPUS system

P-ABCs & OrLympus? A straightforward approach to achieve the aforemen-
tioned privacy guarantees is to integrate P-ABCs into our Olympus solution



Identity Management: State of the Art, Challenges and Perspectives 15

and replace the standard distributed signatures (as described above) with a dis-
tributed issuance protocol of a P-ABC credential (see Figure 5). That is, the user
no longer receives signature shares of the final SSO token from the IdPs, but
rather shares of a credential containing all her user attributes. We then leverage
the power of P-ABCs to let the user derive the final SSO token as a P-ABC pre-
sentation token from the freshly received credential, inheriting the unlinkability
and minimal disclosure features from P-ABCs.

A crucial design goal of Olympus is to avoid any trust assumptions for the
clients’ devices. Thus, we must ensure that a corruption of the user’s device does
not result in a permanent compromise of all her accounts. This can be realized by
making the user credential short-lived only. More precisely, an additional epoch
attribute gets introduced into every credential that must always be revealed in
a presentation token and the service provider checks the epoch’s validity.

However, avoiding the need for trusted hardware on the user side is pretty
much the only advantage compared to standalone P-ABCs: users and service
providers still need the full-blown P-ABC stack to generate and verify the pre-
sentation tokens. Thus, we will also investigate more lightweight alternatives to
this approach.

Proactive Security. Last but not least, finding an adequate threat model is not
straightforward for a distributed system such as OLyMpPUs. While it is clear that
not all servers can be under full control of the adversary, the system could be
strengthened by allowing the adversary to transiently compromise all servers, as
long as not all of them are compromised at the same time. For this, the OLYMPUS
system would have to specify cryptographic primitives that allow recovering from
adversarial corruption.

4.3 Discussions at the Workshop

One question raised at the workshop targeted the P-ABC-based Olympus sys-
tem sketched above. While guaranteeing strong privacy properties, this solution
would inherit almost all disadvantages of a standalone P-ABC system. In par-
ticular, service providers need to run dedicated P-ABC libraries to parse and
verify the complex presentation tokens, which contradicts the initial intention
of seamless integration of SSO. It was discussed whether the verification of such
tokens can be outsourced to an oblivious, and possibly distributed, party as well.
Intuitively, outsourcing the entire process will be hard to realize, as a consider-
able part of the verification deals with parsing (xml-based) policies and matching
them against the statements that are actually proven in the presentation token.
Thus, this part does not seem very amendable to a blinded operation. The verifi-
cation of the cryptographic evidence might be a more promising target, possibly
using techniques from commuting signatures which maintain their verifiability
even when being encrypted [17].

Another question was whether usage of digital online wallets could be help-
ful with online identity management. A digital wallet is essentially a storage
for cryptographic objects such as digital coins, secret keys or passwords. Surely,
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using a cryptographic key from a wallet to authenticate to an IdP provides bet-
ter security against a compromised IdP than authenticating with a password.
Instead, the user protects access to her wallet with a password. Nonetheless,
the wallet has to be stored on all devices the user wants to use a service from,
or alternatively at a cloud or wallet provider. Essentially, using this approach,
we mainly introduce more points of failure, since we now also have to trust the
entity hosting the wallet, e.g., the wallet provider. Workshop participants fur-
ther discussed whether a distributed wallet solution could remedy the situation.
And this seems indeed the case, since then trust is distributed among a set of
providers. Such a distributed wallet would likely require similar techniques as
used within the OLYMPUS project.
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