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Abstract. Although the first Blockchain (BC) was proposed about a
decade ago, BC achievements from a technical and functional perspec-
tive are measurable, but still face open issues. Since IFIP’s Working
Group 6.6 on the “Management of Networks and Distributed System”
investigated BCs in various aspects, this contribution here summarizes
and clarifies key characteristics of BCs and their related approach of
Distributed Ledgers (DL).

While many properties are under discussion, the two approaches differ
measurably. In turn, the value of BCs and DLs is outlined in combi-
nation with selected and exemplified application domains. However, a
set of open issues has been observed, which possibly hinders a practical
operation, e.g., due to excessive expectations, missing interoperability,
wrong scalability promises, or out-of-scope trust assumptions. Thus, the
state-of-the-art in BCs and DLs is clarified and current as well necessary
research steps to follow complement this state.
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1 Introduction

The International Federation for Information Processing (IFIP) Technical Com-
mittee (TC) 6, being focused on the “Communications Systems” broader area,
(i) promotes the exchange of knowledge in this field, (ii) connects telecommuni-
cation users, manufacturers, and providers, and (4ii) aids standardization bodies
in their efforts. This work is achieved via nine Working Groups (WG) as well
as Special Interest Groups (SIG), the majority of which are concerned either
with specific aspects of communications systems themselves or with the appli-
cation of communications systems. With its decentralized nature, IFIP TC6 is
the supporter and all WGs operate autonomously, while tackling diverse aspects
of telecommunication, ranging from architectures and protocols for distributed
systems (WG6.1) via network and inter-network architectures (WG6.2), the
performance of communication systems (WG6.3), the management of networks
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and distributed systems (WG6.6), smart networks (WG6.7), mobile and wire-
less communications (WG6.8), communications systems for developing countries
(WG6.9), photonic networking (WG6.10), communication aspects of the eWorld
(WG6.11) to services-oriented systems (WG6.12). In this setting, WG6.6 had
selected from 2014 onward the Blockchain (BC) topic as one, which is by it-
self determines an approach to be managed, resulting in certain security-related
outcomes, and which manages data handling in a distributed setting, too, well
beyond known approaches’ characteristics. Thus, this chapter here discusses key
characteristics of BCs and their related approach of a Distributed Ledger (DL),
since the two approaches differ measurably.

Since BCs and DLs do provide due to their characteristics suitable means for
the management of networks and distributed systems, too, respective umbrella
work is performed as well in the context of IFIP by IFIP’s TC6 on “Communica-
tion Systems”, especially within the Working Group (WG) 6.6 on “Management
of Networks and Distributed Systems”. Thus, since 2017 the IFTP /IEEE Network
Operations and Management Symposium (NOMS) [63], [58], the IFIP/IEEE
International Symposium on Integrated Network Management (IM) [8], [64],
[57], and the International Conference on Network and Service Management
(CNSM) [45] included a set of BC- and DL-related keynotes, reviewed papers,
and tutorials, which had become part of their respective scientific programs.

1.1 Blockchain History

A bit longer than a decade ago, the Computer Science community was presented
with Bitcoin [48], which was, at that time, yet another proposal for electronic
cash. However, unlike previous proposals [17,3,65], Bitcoin successfully solved
the double-spending problem (i.e., same coin spent twice) in practice and a
fully decentralized manner, without the need for a Trusted Third Party (TTP),
by combining Peer-to-Peer (P2P) mechanisms, applied cryptography, and time-
stamping principles to form an immutable, decentralized, and publicly verifiable
ledger of transactions, called Blockchain (BC).

Since then, BCs were applied in different areas and use cases [13] due to
pseudonymity, low transaction fees, open access, and immutability. Currently,
BCs in academia’s and public’s perception can be observed by more than 9,100
cryptocurrencies listed [20] and over 13,200 BC-related projects registered with
versioning control providers [30]. Although time-stamping services existed in the
past [33], too, their full decentralization became only possible with an under-
lying BC, which by itself benefited from earlier developments of a block-based
Byzantine storage, applying cryptographic hashes on user data to be stored [46].

The extensive employment of the BC in a wide range of application do-
mains and the exponential growth in popularity has led to the development
and research of novel BC platforms [5], with many approaches tackling specific
problems of earlier approaches and claiming to solve them. However, not all BC
platforms follow the same core principles as the first BC proposal (i.e., Bitcoin)
did, as their deployment models, consensus mechanisms, and underlying data
structures differ drastically. For example, Ripple [16] restricts the privilege to
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write blocks to a set of defined nodes, EOS [24] employs a consensus mechanism,
where miners are elected and selected based on the number of coins they hold
(i.e., their stake), and IOTA [38] implements a Directed Acyclic Graph (DAG)
to store transactions. These and many other platforms cannot be considered BCs
per se but should be defined as Distributed Ledgers (DL).

Both BCs and DLs are evolving currently at a fast pace due to academic
research, industrial incentives, and intense funding of projects based on such
approaches [35]. However, the differences between BCs and DLs are not easy to
grasp and are still fuzzy for users. Although seemingly similar at first glance,
BCs and DLs inherently features various advantages and disadvantages, which
have to be balanced with the needs of the application area in question. Thus, it is
essential to distinguish these two approaches and clarify key differences to users
who plan to develop, apply, or invest in projects or companies at the doorstep
to employ BCs or DLs in their current operation, e.g., supply-chain [8].

Therefore, this paper contributes besides past work of [9] especially to the
clarification of key characteristics of BCs and DLs, while presenting measurable
advantages and drawbacks of the two approaches in combination with selected
platforms and exemplified application domains. Based on this discernment, the
paper (a) details those open issues concerning the applicability of BCs and DLs
in real life, and (b) outlines further research directions to increase their maturity,
contributing to the state-of-the-art in this area.

1.2 Paper Structure

The remainder of this paper is organized as follows. First, Section 2 explains
the necessary background and definitions, and summarizes selected platforms.
Second, Section 3 clarifies the differences between BCs and DLs, which is followed
by Section 4 summarizing the value of BCs and DLs. While Section 5 discusses
open issues, finally, Section 6 draws conclusions.

2 Laying the Groundwork — Technical Background

Several concepts, paradigms, and mechanisms build the foundations for BC and
DL. Therefore, a concise understanding of major building blocks is required to
understand the intricacies of BC and DL, which supports the remainder of this
paper. Thus, their description and a set of selected BC implementations and
their differences exemplify this understanding.

2.1 Public-Key Cryptography

Public-Key Cryptography (PKC) first emerged to solve the main drawback of
symmetric cryptography: the exchange of secret keys [27,66]. Asymmetric cryp-
tography mitigates the key distribution issues by using a public and a private
key. These keys are associated in a mathematical way. Knowledge about the
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public key does not allow one to compute anything about the private key. How-
ever, knowing the private key allows unlocking the information encrypted with
the public key [66]. In general, PKC relies on the hardness of reversing certain
mathematical operations, often referred to as trapdoors.

For instance, the resilience of PKC systems (e.g., RSA and ElGamal) stems
from the hardness of inverting the exponentiation of prime numbers, often re-
ferred to as the Discrete Logarithm problem [66]. PKC is also used to build digital
signature schemes. The Digital Signature Algorithm or DSA (often referred to
as the Digital Signature Standard, DSS [66], too) preserves the integrity of mes-
sages exchanged between two parties. Originally, DSA was designed to work in
finite fields. Today, it is common to use it with Elliptic Curves (EC), in which
case it is referred to as EC-DSA. The EC variants of DSA run very fast and have
smaller footprints as well as key sizes than almost all other signature algorithms
[66], which is why EC-DSA is favored in the context of BCs.

Two fundamental processes of BCs make use of PKC: (i) Address Generation
and (i) Transaction Signing. In (i), a valid BC address is generated by using an
algorithm based on a public key, which in turn is associated with a private key.
In (4), BC transactions are cryptographically signed to guarantee that funds can
only be spent by their owners i.e., who know the private key. Figure 1 depicts
the generic BC address generation process. The process relies on cryptographic
one-way hash functions. These functions take an arbitrary length bit string as
input and produce a fixed-length bit string as output. In that context, one-way
means that it should be computationally infeasible to retrieve the matching input
with the usage of a hash digest. Thus, cryptographic hash functions are used to
shield the public keys, and only hash digests serve as public identifiers, i.e., BC
addresses of the electronic wallet and can thus be used to receive funds. Only
users in possession of the corresponding private key can generate authentic BC
transactions, which control the funds associated with that wallet. Transactions
are validated by verifying the digital signatures.

* % %
1A1zP1eP5QGefi2DMPTETLSSLmv7DivENa

Private Key Public Key Blockchain Address

Figure 1. Address Generation based on Public Keys

Typically, to issue a valid transaction, a user must create a transaction con-
taining the source address (i.e., his/her BC address), the destination BC address,
the amount to be transferred, and possibly, the miner fee (¢f. Section 2.2). After
this transaction is created, the user must digitally sign it with the corresponding
BC address’ private key to create a signed, raw transaction, which is broad-
cast to all computing devices (i.e., peers and their nodes), connected through
the Internet, that run applications which implement the BC protocol (i.e., the
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BC network). Such a transaction stays in the transaction pool until a miner
includes it into a new block. To verify, if the owner of that BC address issued
the transaction, anyone could use the public key of that user to confirm that
this transaction was not modified by anyone else. Thus, this process provides, in
general, the integrity and authenticity properties of the BC transaction.

2.2 Mining on a Blockchain

The process of validating transactions, adding a new block, solving a crypto
puzzle, and minting (i.e., creating) new coins (which are just different terms
for the exact same action) in Proof-of-Work (PoW)-based BCs is called “min-
ing” [29]. Mining is performed by dedicated, but not pre-determined nodes in a
BC network; these nodes are termed “miners”, which store all transactions of
that BC, starting from the “genesis block” (i.e., block number 0) to the most
recent block. These miners need to maintain this information in order to verify
if new transactions are valid or not, which leads to a fully decentralized solution
of the double-spending problem (i.e., the same coins spent twice) [48].

Target Hash <= 00000

Block ID Hash + nonce (1) = befafb4566549292eaccld401fc6516bbaca7bf3bd9c42535526a77e07c757£3
Previous Block ID Hash + nonce (15) = aB8cfcd74832004951b4408cdb0aSdbcd8c7e52d43f7fe244bf720582e05241da
Transactions Number Hash + nonce(211) = 0a643e50eb91452e4d78£8£3787b2b£29fbd59d3d179543179961db2044cb94d
Nonce Hash + nonce (1658) = 0072403a856ec94dablébebale30064176eded51le7cfab83ade501aa86e2£f77f
"""""""""""" Hash + nonce(6212) = 000e3badcd520116c8a71861646e0446942646d58144b57c8c5b2caeb6b83e7bb
Transaction aee
List Hash + nonce(15969) = 0000bcaf9b963b6530e3f£5245c84122fde%bb017a04e925b0516ed4c3e26266
""""""""""""" Hash + nonce(988781) = 00000f59dead00f016e230dcafl9fe7badb71£0819efa092140b100078466015
Next Block Proof-of-Work (PoW) Process

Figure 2. Hash-based Proof-of-Work (PoW)

For example, in the Bitcoin BC [48] a new block is added to the BC every
10 min by the fastest miner that provided a solution satisfying the crypto puzzle,
which resembles a specific form of a hash value of that block with a predefined
number of preceding zeros, all based on an agreed-upon hash function. In order
to determine this result, a miner must spend significant computational power
to calculate this hash values (cf. Figure 2) based on the content of that block
proposed (e.g., transactions, headers, and previous block number), and a random
number used once (i.e., nonce).

Moreover, miners compete with other miners to find this hash value; thus, the
more computational power a miner has, the larger likelihood it has of finding that
value. As soon as the miner finds a suitable hash value, it broadcasts the same
block, that hash value, and the nonce to the BC network, such that other nodes
can verify the correctness of this hash value. This can be performed basically at
“no cost”, since this verification requires the calculation of this only hash value
based on all data known, including the hash function itself. If the hash value
is correct, the Bitcoin BC protocol creates an additional transaction containing
the reward to that miner, who found this suitable hash value first. Such a reward
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fee is paid for each successfully persisted block of BC transactions. Since this is
an interactive process, it starts all over again once the block is persisted into the
chain by taking newly available BC transactions from the mining pool.

2.3 A Few Handful of Blockchain Platforms

Since 2009, more than 9,000 BC platforms, cryptocurrencies, and tokens were
proposed [20]. Not all systems proposed so far differ in all dimensions; they may
be based on a few dozens of really distinct BC platforms. Thus, systems with
the primary goal to offer cryptocurrencies and tokens (in general, an electronic
representation of a digital asset) differ from systems, which exploit cryptocurren-
cies and tokens in an application-specific manner. Therefore, this paper selected
such technically different BC platforms that (partially, due to space constraints)
represent major BC and DL characteristics, namely Bitcoin, Ethereum, Hyper-
Ledger, IOTA, and Bazo (cf. Table 1).

Table 1. Platform Comparison

Platform Type Data Structure Consensus Tps Notes

Bitcoin Public Blocks PoW 7 First BC proposal

Ethereum Public Blocks PoW 15  Turing-complete
Smart Contracts

HyperLedger  Private Blocks Many  Variable Umbrella project:
enterprise
focused platforms

IOTA Public DAG Own 1,000 IoT BC

BAZO Experimental Blocks PoS 50  Research and

experimental BC

Transactions per Second (Tps), Internet-of-Things (IoT)

Bitcoin was originally proposed under the pseudonym “Satoshi Nakamoto” in
2009. This proposal of an experimental cryptocurrency created a fully public
and decentralized one, which achieved over time a significant standing due to
the disruptive potential of the technical platform on which it is based on, the
BC [48]. The conceptual design based on the PoW consensus mechanism (cf.
Section 2.2) providing the guarantee of security and immutability continues up
to today as “secure” [28], since no BC-related error or flaw had been discovered.

One of the main factors that contribute to the current success of Bitcoin is the
incentive scheme for peers participating in the BC network as miners [48]. Hence-
forth, incentives do not only ensure that nodes generate valid blocks through the
PoW consensus mechanism but also ensure that malicious nodes are not encour-
aged to assemble more CPU power than all honest nodes. Following the success
of Bitcoin, several other cryptocurrencies were created based on Bitcoin’s source
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code [20]. These are typically called Altcoins, in which their code includes several
modifications in its parameters to tackle different parameters and use cases than
Bitcoin (e.g., block size or creation time). For instance, the Bitcoin protocol has
a block time that can be considered too long for some financial applications;
thus, certain Altcoins (e.g., Litecoin [41] and Monero [40]) reduce this block
creation time, as well as difficulty in PoW hashing competition. Monero, for
instance, offers additional security features based on a ring-signature scheme in
which transactions can be fully obscured.

Despite the experimental cryptocurrency’s success, a performance drawback
ensures the security of the PoW model and consensus mechanism [28]. Notably,
the resulting large energy consumption by design being generated as an effect of
these partial hash collisions, in which several nodes miners participate in a com-
petition to find a suitable hash value above a certain target with X leading zeros,
determines only one node as the winner [42]. Additionally, an “unwanted” side
effect of these computational demands matures in lower scalability and through-
put of the chains in terms of Tps achieved, e.g., 7 Tps in the case of Bitcoin [21].
Thus, if many transactions are submitted at the same time, especially exceed-
ing the storage capacity of a single block, some users’ transactions will have to
wait until their transactions are appended into a block by a miner, consequently
increasing the delay for a confirmation.

Ethereum originated with the intent of creating a public BC platform, where
general distributed applications can be built on. The main drivers for such a pro-
posal and the development of Ethereum were the limitations of Bitcoin’s script-
ing language, which does not provide for Turing-completeness or even states.
These limitations were solved in Ethereum by relying on (a) an account-based
BC, which is different from a UTXO model since it modifies the state of an
account, and (b) an underlying built-in Smart Contract (SC) language (cf. Sec-
tion 4.2) providing the capability to developers to write Turing-complete pro-
grams, which can operate as SCs [10, 75].

Blocks in Ethereum are smaller and are created faster (on average every 14 s)
compared to e.g., Bitcoin’s block creation time being on average at 10 min.
Thus, the overall Ethereum BC size grows faster, too. To alleviate this increase
in size, Ethereum implemented apart from full nodes, which store the whole BC
data, two other node types: (i) fast nodes and (iz) light nodes. Fast nodes only
store block headers, and light nodes have to rely on full nodes to retrieve blocks
when necessary. However, full nodes are always required to perform the mining
and execution of SCs. Further, Ethereum’s consensus mechanism “ethash” was
developed to tackle the danger of centralization imposed by mining pools in
Bitcoin [56]. These mining pools exist because the PoW algorithm of Bitcoin
can be implemented and performed by Application-Specific Integrated Circuits
(ASIC), and miners retrieve block headers from a central pool and perform
the PoW on these headers, without needing to maintain the whole BC. Ethash
tackles this problem by being more memory-hungry, which is quite expensive
in ASICs, and by asking for miners to fetch random blocks, which requires the
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storage of the entire BC. Nevertheless, “ethash” is based on PoW and, ultimately,
is susceptible to centralization, too.

As of today, Ethereum does not scale either, achieving 15 Tps [7], and it is
not energy-efficient by relying on PoW consensus mechanisms. However, plans
exist to move within Ethereum from PoW to a Proof-of-Stake (PoS) consensus
mechanism implementation (cf. Section 5.4) in the near future [12]. With such
a change, sharding can be implemented, which can improve transaction rates
by adding clusters of PoS block validators and which contributes to secure the
entire Ethereum BC. Thus, the overall energy consumption can be reduced, and
the overall scalability can be improved.

HyperLedger (HL) is a cross-industry, open-source project managed by The
Linux Foundation. HL includes 14 projects, four are active, and ten are in the
“Incubation” phase and not yet ready for full deployment [72]. Thus, this section
focus on the four active DL projects by HL:

— HL Fabric’s development is mainly driven by IBM, and the initial vision was
first described in [1]. HL Fabric supports multiple levels of privacy. Channels
enable P2P data sharing, leading to complete data isolation between a set of
participants, where each channel a private communication channel between
two or more specific network members, enabling confidential transactions.
Private data collections enable P2P transactions between authorized par-
ticipants, keeping data private to a subset of transactors (and potentially
regulators/auditors). Private data is only shared P2P, with hashes stored on
the BC, offering verifiable evidence to all peers, which can validate transac-
tions. Additionally, an optional Identity Mixer can be deployed to increase
the anonymity of transaction submitters.

— HL Indy determines an independent project but is commonly associated with
“The Sovrin Foundation” [68], which is a public utility for identity, built on
top of Indy’s codebase. HL Indy’s goal is to develop a set of decentralized
identity specifications independent of any particular ledger, thus, enabling
interoperability across any DL that supports them. HL Indy allows for an
identity-based authentication on attributes users are willing to store and
share. This can reduce the risks of certain business cases because the data
can be kept with the respective user and presented in a way that others can
trust and verify the data independently.

— HL Iroha was initially developed by Japanese developers for an application-
specific BC for a mobile use case. Iroha mainly differs from other DLs,
because Iroha offers a novel Byzantine Fault Tolerance (BFT) consensus
algorithm called YAC, which specifies a practical decentralized consensus
algorithm, guaranteeing the fast finality of transactions with low latency
measures. Further, Iroha offers built-in commands as a significant bene-
fit compared to other platforms, since it is straightforward to specify and
perform everyday tasks easily, such as creating digital assets, registering ac-
counts, and transferring assets between accounts. Moreover, the narrow focus
of Iroha decreases the attack surface, and thus, improves the overall security
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of the system, since fewer steps may fail or can be exploited. Finally, Iroha
is the only DL with robust access control, allowing permissions to be set for
all commands, queries, and joining of the network.

— HL Sawtooth is similar to Fabric in many aspects, with the main difference
that Intel is the company driving the development of Sawtooth, which uses
the Proof-of-Elapsed-Time (PoET) consensus mechanism [36]. Thus, depend-
ing on Intel’s Software Guard Extensions (SGX) leaders are elected to mine
blocks based on random wait times. Also, peers have access to all transaction
data, unlike in Fabric, where “private” channels can be established.

At this moment, HL Fabric is the most active and prominent HL project.
HL Fabric is actively researched and, in theory, able to scale up to 20,000 trans-
actions per second [25]. HL Indy and The Sovrin Foundation are at the fore-
front of decentralized identifiers, and the paradigm “Privacy-by-Design” seems
to be implemented well. In contrast, HL Iroha has a particular and narrow use
case, focusing on mobile applications. Finally, HL. Sawtooth is the most versatile
of active HL projects. The main differences to Fabric cover the PoOET consen-
sus mechanism, which allows for a permissioned or permissionless deployment,
whereas HL Fabric only allows for a permissioned deployment. However, the de-
pendency on Intel’s SGX for that specific consensus mechanism is unfavorable
for permissionless settings, since it introduces another TTP, i.e., Intel.

IOTA was developed by the IOTA community and made its public appearance
in October 2015, while being supported by the IOTA Foundation. Its major
difference from other BCs is that it utilizes a different data structure to store
transactions, called the Tangle [55]. In the Tangle each transaction (rather than
a block of transactions) references to two previous transactions, forming a com-
plex Web structure known in mathematics as a Directed Acyclic Graph (DAG).
The directed feature is needed to ensure that all reference pointers point in
the same direction. Acyclicity is demanded because following a path from any
transaction and arriving back at the same transaction is not allowed, (i.e., no
loops). Moreover, the deployment of a graph suits well, since all reference point-
ers and transactions form a graph of edges and vertices. Importantly, such a
DAG structure allows transactions to be issued simultaneously, asynchronously,
and continuously, as opposed to the discrete-time intervals and linear expansion
of other BC [38].

By parallelizing transaction issuance and validation, IOTA can achieve a
significantly higher transaction throughput at 1,000 Tps [15]. However, the in-
troduction of such parallelization exposes the Tangle to uncontrolled growth
attacks, such as parasite chains and splitting [55]. To solve these issues (until
the development and testing of mitigation algorithms [37]), IOTA (a) introduced
the concept of a central “coordinator”, which confirms unreferenced transactions
every minute, and (b) required that new transactions must directly or indirectly
reference these confirmed transactions by the “coordinator”. Ultimately, securing
and controlling the Tangle at the cost of introducing a central entity [37].
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In BCs, a bifurcation of roles between the miners and users exist, i.e., in-
terests are opposing (miners want slower transaction confirmation times and
collect higher fees, whereas users want higher confirmation time and lower fees).
In contrast, the Tangle aligns incentives of all participants equally [38], since ev-
ery node issuing an IOTA transaction also actively participates in the consensus.
Because there are no miners in the Tangle, transaction validation is an intrin-
sic part of transaction issuance, and thus, there are no transaction fees. The
value which sent is always equal to the value which is received. This approach
enables feeless micro and nano-payments, which emerging machine-to-machine
communications, e.g., for the Internet-of-Things (IoT), and a sharing economy
will require to be able to operate at scale.

BAZO is a research-oriented, experimental BC, with the focus on providing an
environment, where researchers and students can experiment with new consen-
sus mechanisms, transaction and account models, sharding schemes, scalability
investigations, and novel BC techniques [51]. BAZO’s chain-based protocol is de-
veloped for simplicity reasons such that the PoS protocol works comparably to
the PoW consensus mechanism with a key difference: BAZO designs a throttled
PoW algorithm. Since a validator is limited to precisely one hash per second,
BAZO defines a semi-synchronous system, such that every node can run on its
own local time. If a node attempts to speed up his hashing power, the system
detects the malicious node, and suggested blocks are rejected. BAZO chooses
validators proportionally to the number of coins that each validator owns.

The basic design concept of the PoS protocol employed in BAZO includes a
validator wishing to participate in the staking process, it has to publish a “Stake
Transaction” well in advance in order to join the set of validators and he has
to fulfill a PoS condition to determine if he or she is eligible to append a block
to the BAZO BC. A block must contain information that proves the eligibility
of the creator. However, a validator should be invulnerable if he published this
information, and a block is considered orphaned in the event of a fork. Thus,
a validator’s secret information is used to generate publicly verifiable informa-
tion to prove that the validator is eligible to append a block at height h. BAZO
performs at 50 Tps within a network of 20 miners [50]. Research is being con-
ducted on the scalability of BAZO applied sharding mechanisms to deliver a
performance spectrum with transaction validations reaching up to 1,000 Tps.

3 A Tale of Two Approaches (BC vs. DL)

In their purest form, BCs act as a decentralized and public ledger, which trans-
parently and immutably record blocks of transactions across a network of com-
puters using a consensus algorithm. Therefore, a BC is, as proposed initially [48],
open to all its participants concerning the rights of reading, writing, and par-
ticipation in the consensus mechanism. A Linked List (LL), however, is a data
structure that is traditionally managed by one or more trusted entities holding
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write permissions. Thus, based on the process of composing new blocks of infor-
mation (i.e., the consensus mechanism), as well as guarantees of immutability
and transparency, it can be stated that although the outcome of a BC and LL
is similar, these structures are composed entirely different.

From an abstract point of view, a BC resembles an LL, which defines the
abstract data structure, whose instances are interconnected by pointers. Thus,
LL-based BC transactions are stored in the form of blocks within this LL by
sequentially ordering new blocks (of transactions). However, these are all resem-
blances of LLs and BCs, since the process of composing a general chain can be
very different. I.e., the major differences lie in processes (a) of gathering informa-
tion from the P2P [48] network, () of assembling information (i.e., transactions)
into such an abstract data structure (i.e., blocks), and (¢) on appending new
blocks to the list of blocks (i.e., consensus).

The capacity of a BC to provide a trustworthy, decentralized, and publicly
available data storage makes it an interesting opportunity for organizations to
increase business agility and to reduce costs by removing intermediaries in dis-
tributed applications [59]. However, one crucial aspect of classifying a distributed
application as a BC, besides its underlying data structure, is that it should be
fully public concerning (i) read, (i) write, and (éii) consensus participation.
Thus, if any of these actions are restricted to selected nodes, such distributed
application cannot be classified as a BC, but rather as a DL.

Further, DLs can be classified in different types according to their read and
write permissions. Figure 3 depicts quadrants representing a deployment type.
The z-axis represents the two alternatives write permissions (permissioned or
permissionless) and the y-axis represents read permissions (public or private).
The light gray square represents the definition of a BC, while the dark gray
squares represent DLs. Each deployment type is described as follows:

— Public Permissioned write permissions are restricted to selected entities,
but anyone is able to read from the BC. For example, this deployment type
can be used for use cases, where multiple trusted authorities want to pub-
lish public data, accessible to anyone, (e.g., publishing hashes of academic
certificates).

— Public Permissionless are the most prevalent type of BCs. Bitcoin [48],
Ethereum [10], and most of their forks are considered to be public permis-
sionless BCs, due to their read and write permissions, as well as the par-
ticipation in the consensus, which is open to anyone with Internet access.
Thus, public permissionless BCs are the standard type of BC deployment,
and most cryptocurrencies are implemented as such.

— Private Permissioned trust models resemble traditional databases, where
read and write permissions are restricted, and consequently, data can only be
read by authorized parties. Restricting these permissions creates a hierarchy
between participants (e.g., role-based actions), where the main features of
a BC (e.g., transparency, immutability, and decentralization) may not be
advantageous for a potential application.
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— Private Permissionless are comparable to public permissionless BCs, but
the notion of the reading access control is restricted to a particular (pre-
defined) group or community. Therefore, writing and reading permissions
are open to all participating members of such private groups. A dedicated
supply chain BC would also act as a possible example since the information
exchanged is only readable by its authorized members, but all members can
issue transactions without limitations.
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Figure 3. BC Deployment Types

Therefore, depending on the needs of the application domain, the inherent
power of disintermediation can increase trust through transparency among those
stakeholders involved. Nonetheless, while BCs have started their widespread
adoption within the FinTech domain, many other application areas, use cases,
and specific BC types are emerging, too. However, it is crucial to observe that
the BC applicability relies on a multitude of different, partially contradicting
facets, which are usually determined by dedicated application needs in terms of
performance, security, and scalability. They have to be carefully considered in
an analysis before the design decision for or against a BC or DL, respectively,
can be taken.

While short-term expectations of emerging technical solutions are often over-
estimated, BCs are expected to cause a rather evolutionary than revolutionary
change, well in contrast to many popular science publications. However with
that in mind, BCs may disrupt various industries, not from a technical side,
but BCs may also challenge existing business models, business processes, and
stakeholder interactions since the full distribution and decentralization allow for
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the first time an interaction between individual users in a secured, public, and
immutable P2P manner without any trusted intermediaries.

4 Blockchains’ Suitability and Achievements

Since the BCs proposal in late 2008 as an underlying infrastructure for a cryp-
tocurrency [48] and their later application in several application domains and
use cases [26, 39, 13], the BC concept shows measurably a strong decentraliza-
tion, transparency, and immutability features. However, for selected use cases
concerns raised, whether they require a BC [76, 31]. As of today, there is still no
clear consensus on such a debate [61]. However, undoubtedly, there are three BC
application domains, in which these three features are essential: (i) Cryptocur-
rencies, () SCs, and (iii) proof-of-existence. Thus, a BC is a perfectly suitable
solution to maintain a decentralized, publicly accessible, and append-only ledger.

4.1 Cryptocurrencies and Related Developments

The idea of digital currencies is a concept explored well before the appearance
of Bitcoin [48] and summarized as within Figure 4. Since the idea of creat-
ing electronic payment methods arose in the 1960s with the demand to optimize
business processes, the system SABRE (Semi-Automated Business Research En-
vironment) by IBM proposed the automation of the booking process of airline
tickets by connecting the system directly with a banking credit system [18].

Although SABRE did not propose a digital currency as such, it had been
an important milestone for the integration of existing banking systems into the
starting digital world. The technical idea of electronic payments was presented
in 1983 [18] and proposed a blind signature scheme to automate the payment of
services and goods based on privacy standards backed by cryptographic means.
The following major requirements for cryptocurrencies were raised:

— Avoiding double-spending: to avoid spending of the same coin, which is
basically a bit string that could be copied easily, a trusted party is required to
be online always. Such a trusted party was also a potential target of attacks.

— Preserving privacy of transactions: as transactions were required to be
processed and validated by a trusted party, the observation of each transac-
tion of each user has to be prevented.

— Origin of currency: related to issues concerned with the creation and
value-added of the electronic cash, which impacts directly on the market
acceptance and possible applications of a new currency.

DigiCash [17] was presented in 1990 based on this blind signatures scheme [18].
Although not being successful at the time, it was the first electronic currency
based on cryptographic standards preventing double-spending and supporting
privacy aspects of transactions. With Deutsche Bank and Credit Suisse on board
and despite causing an impact on the financial market at the time, the currency
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Figure 4. Timeline of Selected Digital Currencies and Related Developments

did not reach a successful position with the public. The company specialized
in digital currency and payment systems operated for a few years only before
declaring bankruptcy in 1996.

In the meantime, work on time-stamping digital documents, especially the
data and not the medium, was proposed with computationally practical proce-
dures (hash functions and digital signatures), such that it is infeasible for a user
either to back-date or to forward-date a time-stamped document [33]. While at
the same time, the complete privacy of documents themselves is reached, the
approach does not require any record-keeping by the time-stamping service.

The popularity of the Internet, e-commerce, and commercial applications
boosted at the turn of the century the increased demand for secure transactions
over the Internet and digital currencies [73]. Based on this, PayPal [73] emerged
in 1998 as an innovative money transfer service, differing from credit card ser-
vices. Paypal integrated features to reduce fraud in electronic transactions, such
as offering a virtual account, where a customer can add money that could be
spent in any currency being converted and deducted from this virtual account.

While cryptographic storage techniques for data had been developed within
the "90s, allowing users to keep data secret from non-trusted servers, the multi-
user network file system SUNDR (Secure Untrusted Data Repository) focused
on the detection of tampering attacks and stale data [46]. Whether or not the
server obeys the protocol the ideal and immediate as well as unconditional notice
of any misbehavior on the part of the server cannot be reached, however, fork
consistency (a weaker form of data integrity) can be proven: if the server delays
just one single user from seeing even a single change by another, the two users
will never again see one another’s changes. This can easily be detected with on-
line communications since users own private keys. Thus, SUNDR’s virtual nodes
contain the file’s metadata, the size, and cryptographic hashes of its blocks (the
user data), while hash trees are applied to verify a file block’s integrity without
touching the entire file system. The server stores in addition to the blocks a
signed version structure (which includes version data and the i-handle, a single
cryptographic hash of the block) for each user and group, including information
about operations in progress. SUNDR’s practical consistency protocol enables
the detection, whether the server has faithfully provided a consistent view of
the entire file system to all clients. Thus, SUNDR defines a network file system,
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whose protocol makes Byzantine file server failures readily detectable — a major
prerequisite of a modern’s BC functionality.

Until the Bitcoin proposal appeared [48], basically all security approaches de-
ployed preventing double-spending and supporting transaction privacy followed
a centralized path, many proposals relying on a TTP as a mediator of online
operations. Their similar model compared to fiat currencies, did not trigger a
widespread adoption. This was the case of DigiCash [17], which reached a global
recognition within financial markets but could not grow its user base to a suffi-
cient size. In contrast, PayPal’s innovative financial characteristics, such as vir-
tual wallets and the simplicity of previously complex financial operations (e.g.,
currency exchange or online payments, marked the beginning of the FinTech
area. Bitcoin introduced 2009 a cryptocurrency operating in a fully decentral-
ized manner while being able to respond to concerns raised earlier [48]:

— Double-spending: a guarantee of detecting double-spending at any time
without a trusted intermediary being involved is reached by the PoW con-
sensus mechanism (cf. Section 2) deployed. Thus, participants wait for the
creation of a certain number of blocks to ensure that a transaction is con-
firmed on the network, and a comparison against this chain reveals if a coin
had been spent twice.

— Privacy of transactions: although the transaction history is public and
verifiable, all authors of transactions are identified by a public key. Thus,
the approach guarantees pseudonymity since it is not easily possible to track
the public key to its owner directly.

— Origin of currency: the proposed approach seeks to add value to the cur-
rency by creating a relative scarcity, (i.e., the number of coins is limited)
and by ensuring that efforts to acquire Bitcoin by miners, (i.e., by mining)
require an investment in computing power (cf. Section 2.2).

Despite skepticism in early stages, the Bitcoin work and the underlying pub-
lic DL, the BC, rose considerable interest due to its dis-intermediation feature,
while aligning a balance between anonymity/privacy of users and the trans-
parency of their transactions. As of 2011, several cryptocurrencies for specific
purposes emerged based on parametric changes of the Bitcoin source code, e.g.,
Litecoin [41], and new ones, such as Ripple [16], focused on the integration of
banking systems. Public perception was secured at the moment the market cap-
italization reached 1 billion US$ in Bitcoins in March 2013 [54]. Thus, interest
swapped from economic investors (on very shaky grounds) to industry, especially
Small- and Medium-sized Enterprises (SME), and academia. The platform en-
abling Bitcoins to be exchanged safely in a fully distributed manner between
unknown stakeholders and without any central element as a mediator, the pub-
lic BC formed the start of the BC age.

4.2 Smart Contracts

The notion of a SC, as a computerized transaction protocol that executes the
terms of a contract agreed between the parties involved, was proposed long
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before the arrival of BCs [71]. The lack of a decentralized infrastructure pro-
viding a suitable dis-intermediation was resolved by BCs, and SCs now became
implementable, since BCs outline the perfect distributed environment for their
deployment and operation. The goal of an SC is to (a) satisfy common con-
tractual conditions as with any regular paper-based contracts, e.g., in terms of
payments, liens, confidentiality, or even enforcement, (b) reduce malicious and
accidental handling, and (¢) avoid any trusted intermediaries. Thus, the SCs
concept is a viable path to automate and ensure agreements reliably and more
efficiently than paper-based contracts as of today. Henceforth, as specifically
designed from scratch in Ethereum [10], the BC has proven to be a highly ap-
propriate infrastructure for the fully decentralized and transparent execution of
a mutual agreement between parties.

Despite Ethereum becoming the first and widely accessible platform that
unveiled the entire potential of SCs, Bitcoin also features contracts, however,
only in the form of simple scripts for performing transactions, which suite the
finality of the application, i.e., a cryptocurrency, in a simple and efficient man-
ner [48]. In contrast, Ethereum proposed a sandbox environment through the
Ethereum Virtual Machine (EVM) [10], in which it is possible to execute ar-
bitrary and Turing-complete code directly on-chain, (i.e., allowing for the exe-
cution of loops). An EVM defines an environment isolated from the host itself,
being precisely the same for all Ethereum nodes (called “Ethereum Clients”) in
the BC network. A client software, e.g., Geth and Parity, is used for external
communications and interactions with the operating system of the host node.

Although many different BCs provide support for the execution of SCs, the
majority follows the model determined by Ethereum, in which a sandboxed en-
vironment ensures that the execution of the SCs is precisely the same across
all nodes of the network. Thus, Figure 5 illustrates the respective components
involved in the creation of an SC in an EVM as well as the deployment steps
needed. While the SC is defined in a high-level language, e.g., by applying the
Integrated Development Environment (IDE) Remix, it is transformed and inter-
preted in bytecode, until it is propagated on to the BC network according to the
consensus algorithm configured in the EVM. The EVM itself operates on the
respective operating system and runs the Ethereum protocol. Thus, the client
communicates with the host’s operating system to broadcast the transaction
containing the bytecode corresponding to the SC, which is crafted into different
IP packets and sent to the BC network. The role of the EVM (i.e., the BC’s
“virtual machine”) is crucial, since code must be identical across all Ethereum
nodes in the BC network and must comply with well-defined interfaces. There-
fore, it is possible to enable flexible support for different clients, which, in turn,
can provide different abstraction levels for the development of applications.

A relevant factor for the popularity of general-purpose, decentralized appli-
cations (dApps) based on SCs, is the familiarization of developers with high-level
SC programming languages and the modus-operandi of BC. Following the SC ex-
ample as shown in Figure 5, it is possible to create a simple application returning
a string the text hello world whenever it is called (cf. Listing 1). Ethereum pro-
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Figure 5. SC Deployment on the Ethereum Virtual Machine (EVM) [10]

vides direct support for its high-level language “Solidity”, with a syntax based on
JavaScript; however, support for different languages that developers are familiar
with exist if that language is compiled into EVM op-codes, which are interpreted
and executed by the EVM. Thus, such flexibilization is made possible through
such abstraction layer allowing the use of different languages as long as your
compiler generates EVM opcodes.

1 pragma solidity ~0.4.10;

2 contract HelloContract {

3 string helloWorld;

4 function getHello () public {

5 helloWorld = "Hello World";
6 }

7}

Listing 1. A Simple “Hello World” SC Example in Solidity

Regardless of the high-level language of a SC, the EVM interprets and ex-
ecutes EVM opcodes based on an incentive scheme, the gas. Thus, the higher
the complexity of an SC is, the higher will be the cost for its deployment and
operation, demanding a higher amount of gas for its execution. It is important
to note that such an incentive scheme is required for BCs, i.e., their permission-
less deployments, since anyone with Internet access can participate and, thus,
a mechanism is needed to prevent the BC from DoS attacks, either maliciously
or just by accident, i.e., an endless loop within an SC. In contrast, for DLs,
especially permissioned deployments, such a necessity of incentives may not be
needed, since the BC network consists out of permissioned, i.e., pre-selected
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stakeholders. Once a sufficient amount of Gas is provided for the SC’s deploy-
ment, the EVM generates the bytecode, which is sent to the client.

4.3 Proof-of-Existence and Time-stamping

One of the significant BC characteristics is data immutability. Once informa-
tion is inserted and broadcast into the BC, its removal or subsequent alteration
becomes practically impossible without the (unlikely) control of the majority
of BC network nodes. Therefore, many solutions that require the registration
of an event at a certain point in time exploit exactly this BC characteristics
to reach an immutable time-stamping of this event, typically represented in a
digital format. Within this immutability context, two use cases benefit from it:
(i) Certificate Handling and (i) Supply Chain Tracking (SCT).

Certificate Handling: certificates play an essential role, since as an official
document they attest a fact. In case of academic certificates they determine
knowledge in a particular area, are issued by accredited academic institutions,
and often delivered on paper to students. To assess the authenticity of certificates
today, companies or universities must call the issuing institution to perform this
verification, which is a time-consuming and cumbersome process.

Due to the fact that in 2017 about 500 fake doctoral certificates were sold
monthly in the US in “diploma mills” [53], a secure, efficient, and decentralized
solution for the verification of certificates becomes relevant. Therefore, the role
of a BC and its main characteristics indicate that a BC-based proof-of-existence
for handling certificates is possible, and several projects follow this path [14, 60,
32]. In General, hashes of the certificates’ PDF documents are immutably stored
in the BC, persisted, and signed by the issuing institution with its private key.
Thus, the verification process is simplified overall by matching the hash of the
currently accessible PDF version of the certificate to the hash stored in the BC by
the issuing institution. In addition, such BC-based certificate handling systems
tackle the issue of fake certificates from “diploma mills” successfully, since they
cannot store certificate hashes in the BC without the institution’s private key,
in turn, they are not able to issue certificates of counterfeited institutions.

Supply Chain Tracking: there are many use cases deploying Supply Chain
Tracking (SCT) systems based on BCs. Since BC and SCT integration sup-
ports the persisting of data, their integrity, and, consequently, the establishment
of trusted boundaries between different stakeholders for a product’s life cycle.
Since the production of a particular product encompasses a large number of
actions and conditions during its life cycle, collecting throughout a product’s
supply chain time-stamped quantitative and qualitative data from the process,
even including the geo-location of resources or times when certain steps had
been performed, adds value beyond financial incentives such as region labels. To
collect data required automatically, wireless sensors, IoT devices, and surveil-
lance devices, such as cameras and drones, are integrated. Recent studies, [69],
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[8], and [4] elaborate on several aspects employing BCs in SCT systems. The
key takeaway is that the persistence of the supply chain data tracked within the
BCs does seal SCT systems by protecting the data’s integrity, however, while
the time stamping mechanism and its related undeniable evidence of actions can
be proven, the exact values persisted depend on the sensors in use. Supply chain
tracking solutions at the enterprise level do include the food industry and many
other vendor domains. However, the full decentralization of partially unknown
stakeholders within a chain faces pioneer players in this area with challenges.

Even though certificates and SCT determine use cases benefiting from data
immutability, modulo the sensor problem as sketched above, there exists an
inherent problem with data structures in general concerning the semantics of
data stored. Although existing a record that an event occurred at some point in
time, it is not possible to verify at the BC’s data structure level the semantics
of data stored without specific application-level knowledge (cf. Section 5.3).

5 Missing Pieces and Open Issues

BCs and DLs serve as an ideal infrastructure for select use cases (¢f. Section 4).
However, there is still a considerable amount of research required, in order to
fully answer the question, which systems could be replaced by a BC- or DL-based
approach, such that efficiency gains compared to centralized approaches become
measurable. Such efforts include especially (a) technical complexity, (b) interop-
erability and openness, (¢) trust, and (d) sustainability, besides pure technical
efficiency, manageability including identity management, and operations. The
gap of processing sensed data, such as within IoT, and the trust in respectively
digitized data will always depend on the calibration and certification of sensors.

5.1 Technical Complexity

The myriad of BC implementations emerging requires that users and companies
desiring to adopt a BC —either by integrating it in their solution or creat-
ing novel solutions — need to understand the underlying BC technical details,
e.g., transaction structure, parameters, transaction signing methods, and ad-
dress format, of each implementation under consideration. In this context, it is
very difficult for non-technical users, i.e., users without prior BC knowledge, to
select the most appropriate BC implementation for their use cases. Thus, an
approach which directly leads to an increase in the Operational Expenditures
(OPEX) of the company is favored over an approach where the company must
(a) train dedicated personnel or (b) hire external consultants to help in the BC
selection process. The lack of “in-house” capabilities (i.e., skills and understat-
ing) was recently highlighted in a global survey by Deloitte [44] as one barrier
to more significant investments in BC. Thus, simplifying and abstracting tech-
nical details is a crucial challenge to foster the adoption of BCs on a wider scale
and to generate valuable investments. An approach to tackle this issue is [63],
where a framework to automatically select the best suitable BC for a determined
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use-case is proposed. In the approach, users define policies that contain infor-
mation regarding the BC requirements (e.g., minimum Tps, required data size,
deployment type, and costs) to store data from different users. The framework
then automatically selects the BC that meets the requirements and manages the
transactions to the selected BC. Hence, simplifying the complexity of managing
data from multiple users in different BCs.

Moreover, besides this company-oriented view, public key and private key
concepts (cf. Section 2.1) are not easy to be understood for non-technical in-
dividuals due to their underlying mathematical and computational complexity.
This leads to the fact that many cryptocurrency wallets and funds are being
managed by central online exchanges, which form a highly profitable target for
attackers. Since such central exchanges hold all their clients’ funds, the Mt-
Gox hack in 2014 was economically successful, 460 million US$ were supposedly
stolen [47]. Neither Bitcoin nor Ethereum faced fundamental technical attacks
on their protocol and system-internals [19]; most of the attacks targeted exter-
nal services around these two BCs had been exposed successfully to threats and
attacks. Thus, besides BC’s highly stable technical dimension, which typically
includes the BC protocol, the mining, if applied, and the chain’s storage, BCs
also require a transparent and straightforward social dimension to be widely
accepted as a secure mechanism for handling financial transactions. This does
have to involve the BC’s ecosystem around the pure BC specification; thus, the
technical complexity even grows further.

5.2 Interoperability

As of today, BCs form separated islands of technical solutions, which do not
enable a native communication between any two ones. Thus, efforts toward the
standardization of BCs and DLs are required and they include international or-
ganizations, e.g., International Organization for Standardization (ISO) and the
Internet Research Task Force (IRTF), and also focus groups, e.g., ITU Telecom-
munication Standardization Sector (ITU-T) and Securities Association for In-
stitutional Trade Communication (ISITC) Europe. Standardization are in the
process to define a common foundation and set of protocols for a data exchange
between BCs and DLs, proving a de facto standard for BCs and DLs. Thus,
standardization can be viewed as an enabler for interoperability [11, 5].
Existing interoperability schemes cover (i) a Notary Scheme, (%) Side-chains
and Relays, and (#77) Hash Locking [11]. Notary schemes introduce one or more
trusted entities that verify events in different BCs and provide information to
external applications. With the deployment of a notary, applications are not
restricted to a single BC platform, technical details of BC interaction can be ab-
stracted, which simplifies the BC integration with legacy systems [62], however,
at the cost of the re-introduction of a trusted, this, central entity. In contrast,
side-chains and relays propose to maintain a parallel BC, which includes a con-
sensus mechanism, where multiple nodes, i.e., miners, validate events in the
different chains and include the blocks into the parallel chain. In this sense,
trust can be provided without relying on a central entity. However, it comes at
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the cost of introducing additional technical complexity to reach interoperability,
including the demand for additional storage for the parallel chain. Hash locking
allows for an exchange of funds between two different BCs without any interme-
diary. However, hash locking requires that both BCs support Hashed TimeLock
Contracts (HTLC), and these BCs are not able to exchange data or act upon
generic events. Thus, a generic, decentralized, efficient, and open interoperabil-
ity scheme for arbitrary BCs has not been found yet—which is very well visible
today in all currently ongoing standardization activities on interoperability.

5.3 Trust Assumptions

BCs as of today can provide the integrity of the data-at-rest (data stored in per-
sistent storage) and data-in-transit (information flowing over private or public
networks), but not of data-in-use (active data, which is stored in a non-persistent
digital state). The integrity of data-at-rest is secured via the consensus mecha-
nism, the full distribution, and hash-based linking, (i.e., immutability). In con-
trast, the integrity of data-in-transit is ensured by the public-private key pairs
in use, e.g., one cannot change a transaction already signed without being de-
tected. However, signing a transaction does not mean that the transaction will
be accepted or processed, e.g., it can be rejected due to lack of funds or low fees.
Further, legit transactions and legit BC traffic might be rerouted to fake nodes
with a Border Gateway Protocol (BGP) hijacking attack [2] or by monopolizing
connections with eclipse attacks [34].

In terms of data-in-use, its trustworthiness depends on the application cre-
ating the transaction. Thus, any BC cannot guarantee that data included in the
transaction are trustworthy unless the generation process of these data is public,
fully electronic, and observable by anyone - the exact case of a cryptocurrency,
like Bitcoins. This problem of providing trust in general terms to data-in-use is
that the input to the BC, if highly depending on IoT environments, originates
from physical sensors. As these sensors are susceptible to a myriad of attacks,
e.g., node capture, false data injection, spoofing, sibyl attacks, and physical
tampering [43], there is no guarantee that the data-in-use from IoT sensors is
trustworthy, (i.e., was not modified). However, the date and time as well as pos-
sibly the geo-location may be trustworthy, since respective control data is based
on trustworthy algorithms. Thus, the verification of data from IoT and other
sensors and their related integrity must be performed outside the BC before
being immutability persisted within the BC.

Overall, a BC can be viewed as an enabler of the “Security Through Public-
ity” concept, which is defined as “Acting in public does not guarantee that actions
will be correct, but it does provide users with a quantifiable set of information
and semantics that enable applications to construct meaningful security mecha-
nisms” [52]. In this sense, BCs acting as a public and open record of transactions
allow for the building of secure systems on top of applications. Users interacting
with a BC are acting in public (user interacting with a DL may most likely not
fully act in public), which means that their actions (e.g., transactions sent and
SC calls), and their data (e.g., account balance) can be verified by any peer or
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application interested. Of course, this does not guarantee that their behavior or
data is correct. However, it provides the guarantee that, following the BC pro-
tocol, their actions cannot be forged time- or date-wise or changed otherwise.
Hence, reinforcing the statement: BCs serve as a trusted source of information,
but solely for information generated within the BC protocol (such as for cryp-
tocurrencies); data generated from external sources may not be trustworthy.

For any SC deployed on a BC, if that is possible, the trust assumptions made
are comparable: if the SC code is provided is very basic and simple statements,
which can be formally verified, the result of such an SC operation can be trusted.
However, SC code potentially belongs to the category of “non-trusted” code,
since a formal verification is not attached to an SC such that their integrity
could be traced automatically. Note that this relates to the discussion in which
the statement “Code is the law” suggests that SCs are final. In the sense of
computation of that SC’s opcodes, one by one in the given order, this holds
true; thus, the result is trustworthy, and any node in the BC network can verify
it. However, the programming language-based semantics of this SC are different,
since the interpretation of the validity of a certain sequence of functions to
be called to be considered right or not being allowed varies. In case these calls
violate the intention of the SC, such a situation is much harder, if not impossible
in general, to be formalized as the DAO attack [22] on Ethereum shows.

5.4 Sustainability and Consensus Mechanisms

The mining process based on PoW as described in Section 2.2 secures the BC
network against double-spending. This is achieved by an investment into a larger
amount of energy to find the correct solution to the crypto puzzle. As of April
2021, the Bitcoin network consumed 94.92 TWh of energy as estimated by [23],
which is comparable to the annual consumption of the entire country of Kaza-
khstan. Therefore, sustainability concerns arise due the PoW consensus mecha-
nisms in use. To tackle this concern of power consumption and to secure the BC
at the same level of security, the validation of transactions may be possible via
alternative mining schemes [74]. Among the myriad of alternatives some of them
are already deployed in operational and research BCs, such as Proof-of-Stake
(PoS) in Bazo, delegated PoS (dPoS) in EOS, and Proof-of-Authority (PoA) in
private deployments of Ethereum. Thus, a discussion of respective mechanisms
is required to determine the current state-of-the-art.

Proof-of-Stake (PoS): In PoS-based mining the probability of a miner to solve
a crypto puzzle depends solely on the number of coins a mining node is willing to
put at stake to secure the BC. This is in contrast to PoW, where the probability
of a miner to find a solution to the crypto puzzle is related to the amount of
computational power it possesses. Therefore, nodes with larger stake are more
likely to be chosen to validate transactions and to include a block into the BC
compared to nodes holding fewer coins. This main idea of PoS is herewith based
on the fact that nodes holding more coins in a BC will contribute to its security,
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since they have more to lose. In turn, wealthier nodes tend to become wealthier
as they verify more blocks more time and collect additional transaction fees.

Since the choice of the next miner is not based on computational power,
but on the stake (i.e., wealth), the energy consumption of PoS is negligible
compared to PoW [49]. However, a key problem with PoS is the “nothing-at-
stake” problem. This arises because nodes potentially can verify concurrently
blocks in several branches of the BC. After all, it costs a node nothing to do
s0, since the stake offered is valid for the entire BC. Thus, with nodes verifying
blocks in several branches of the same BC at the same time, such branches show
a larger likelihood to be never abandoned, and in turn, no consensus could be
reached to which of the chain’s branches all nodes have to convert to.

Delegated PoS (dPoS): By adding a democratic process to PoS, dPoS was
proposed to solve the “nothing-at-stake” problem. This democratic process de-
fines the selection of nodes that will add blocks to the BC. For dPoS the proba-
bility of a node to be selected as the node to persist a block int othe BC depends
on (a) the wealth staked and (b) on the votes provided by other nodes in the
BC. Therefore in contrast to PoS, it is not sufficient for a node to have wealth
staked, a node must also behave in a manner that ensures a correct and fair
overall state of the BC, e.g., by only verifying transactions in a single branch.
If a node starts to behave maliciously, other nodes in the BC can remove their
votes and place them on another node, which behaves correctly. However, this
democratic process comes at a cost, voting for a node might be impacted by
financial rewards for other nodes to place their votes for a particular node [70],
i.e., buying votes. In practice, the set of verifier nodes in dPoS-based BCs is
often restricted to a predefined number, e.g., 21 verifiers in the case of EOS.
Thus, while the sustainability argument has seen a relieve of pressure, a possible
centralization of mining power in a dPoS-based BC moves in instead.

Proof-of-Authority (PoA): If only a set of “pre-authorized” nodes hold the
rights to write a new block into a BC, the developed PoA miming scheme in-
troduces “pre-authorized” nodes. This scheme is often found in DLs, where a
selected group of individuals (i.e., organizations, participants, or selected nodes)
is allowed to interact with the BC. While this approach relaxes concerns on a
higher energy consumption as for PoS, this advantage comes at the cost of a
high centralization. Since the number of block verifiers (i.e., miners) is limited
and known, they potentially can collude and perform malicious actions, such as
censuring transactions or delaying the same.

In summary, Table 2 compares these alternatives described. As the energy
consumption lowers, the level of centralization increases. This is due to the fact
that whenever a set of trusted participants act to secure the BC, the consensus
mechanism can be simplified, e.g., from PoW to PoS or PoA. In contrast, if
participants are not known and do not trust each other, any useful consensus
mechanism must ensure that it is computationally (e.g., PoW) or financially
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(e.g., PoS) expensive to propose a new block to be added to that BC. Con-
sequently, academia and industry is engaged in developing and experimenting
consensus mechanisms that are both secure and energy-efficient at the same time
and could replace PoW-based schemes [74].

Table 2. Non-Exhaustive Comparison of Alternative Consensus Mechanisms

Consensus Kev Principle Energy Probability of
Mechanism Y p Consumption Centralization
Proof-of~-Work  Computational power deter- High Low

(PoW) mines chance of adding a block
Proof-of-Stake  Staked wealth determines Low Medium
(PoS) the chance of adding a block
Delegated Votes by nodes and staked Low Medium
Proof-of-Stake  wealth determine the chance
(dPoS) of adding a block
Proof-of-Authority Only a set of authorized nodes Low High
(PoA) are able to add blocks

6 Observations and Conclusions

This article provides clarification on two concepts that received high attention
over the past decade, namely Blockchains (BC) and Distributed Ledgers (DL).
Both BCs and DLs deploy identical technical concepts (cf. Section 2), especially
Peer-to-Peer (P2P) principles, applied strong cryptography, and consensus mech-
anisms. Overall, BCs and DLs achieve an immutable and distributed record of
transactions. However, DLs often rely on a single Trusted Third Party (TTP)
or on a consortium of entities (pre-defined stakeholders) to add new transac-
tions and to maintain the ledger. In contrast, BCs offer a fully public and open
participation in terms of reads, writes, and consensus mechanisms. Thus, BCs
fully remove any intermediaries, thus, any need for TTPs, while still providing a
fully decentralized and immutable ledger. While every BC is a DL, not all DLs
are BCs. The respective technical details on this distinction were developed in
Section 3, and respective classification were presented.

As of today, not a single I'T system existing was fully replaced by a DL or by
a BC. This leads to the conclusion that BCs determine an evolution of databases
and linked lists, they do not result in a revolution, since a full replacement of a
system or technology did not happen, yet. However, those overall benefits and
technical developments, as well as refinements as provided by DLs and BCs (cf.
Section 4), are remarkable since the proposal of Bitcoin in 2009. Moreover, or-
ganizational impacts are vast, especially providing in selected instances, e.g.,
cryptocurrencies, SCs, and time-stamping, an evolution in the way stakeholders
interact to reach transparency and traceability of different events and actions.
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However, the key question to be answered in case of a new development foreseen
reads as: “Is a distribution and decentralization of a solution really sensible?”
Additionally, for many use cases, the deployment of a DL- or BC-based solu-
tion can benefit from those advantages discussed; however, this may come at
the cost of an application’s inefficiency due to the distributed complexity of a
distributed system. Furthermore, incentives and counter-incentivization need to
be considered in detail with respect to economic impacts.

In conclusion, by missing a clear definition of the differences between a BC
and DL (now being provided above with measurable characteristics, especially
with respect to very different trust assumptions on stakeholders involved), a
culprit for their inefficient, incomplete, and possibly incorrect deployment com-
bined with misleading expectations may have been found. However, the novelty
of these new concepts and their partially “unknown” technical details are possi-
ble obstacles as well. A key concern remains in terms of trust assumptions made,
because data persisted within a BC are only trustworthy, if they had been gen-
erated by an electronically computed algorithm, thus, trust depends in case of
IoT applications deploying BCs on the calibration and certification of sensors.
Any IoT-driven data, originating from sensors, can only be persisted in a trusted
manner with respect to time and geo-location; any further correctness or validity
of such data depends on the application and the sensors in use.

Generally, DLs and BCs still require a considerable research effort to optimize
technical details, especially lowering technical complexity such that solutions can
be integrated easily, defining standards and guidelines for their deployments and
interoperability, demystifying trust assumptions, and solving the sustainabil-
ity question of secure consensus protocols without losing data integrity. These
selected research efforts as of IFIP’s WG6.6 focus on concepts and protocols,
which will need to reach identical maturity levels as known for databases and
linked lists. Additionally, probabilities play an important role in BCs and DLs,
since many security and consensus mechanisms in a distributed setting are built
on probabilities. Thus, hash functions, public-private key pairs, nonces, min-
ing power and success, and mining pools do not show a deterministic behavior,
which seems to be highly relevant for users and their perceptions in today’s
societies. However, mathematically proven likelihoods indicate that strong secu-
rity reached is already accepted within many IT systems of today’s use in the
FinTech and other domains.

Thus, the question of which IT systems can be (entirely) replaced by a BC-
or a DL-based approach or which applications — besides those generating elec-
tronically digitally represented values — can benefit in full from these BC and
DL advantages outlined, will remain open until answers with many variables to
be considered and as addressed above will have been found.
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