N
N

N

HAL

open science

Defense against DoS and load altering attacks via
model-free control: A proposal for a new cybersecurity
setting

Michel Fliess, Cédric Join, Dominique Sauter

» To cite this version:

Michel Fliess, Cédric Join, Dominique Sauter.

Tol52990.2021.9595717 . hal-03283292

HAL Id: hal-03283292
https://polytechnique.hal.science/hal-03283292
Submitted on 9 Jul 2021

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Defense against DoS and load altering attacks via
model-free control: A proposal for a new cybersecurity setting. 5th International Conference on

Control and Fault-Tolerant Systems, SysTol’21, Sep 2021, Saint-Raphaél, France. 10.1109/Sys-


https://polytechnique.hal.science/hal-03283292
https://hal.archives-ouvertes.fr

Defense against DoS and load altering attacks via model-free control:
A proposal for a new cybersecurity setting

Michel Fliess'3, Cédric Join>? and Dominique Sauter 2

Abstract— Defense against cyberattacks is an emerging topic
related to fault-tolerant control. In order to avoid difficult
mathematical modeling, model-free control (MFC) is suggested
as an alternative to classical control. For illustration purpose
a Load Frequency Control of multi-areas power network is
considered. In the simulations, load altering attacks and Denial
of Service (DoS) in the communication network are applied to
the system. Our aim is to compare the impact of cyberattacks
on control loops closed via respectively a classical controller in
such situations and a model-free one. Computer experiments
show impressive results with MFC.

Index Terms— Cyberattacks, load altering attacks, Denial of
Service, fault-tolerant control, actuator’s fault accommodation,
packet loss, power grid, load frequency control, model-free
control.

I. INTRODUCTION

The design of secure and safe Networked Control System
(NCS) is of high importance in the control of large-scale
critical infrastructures or industrial plants such as power
grids, transportation systems, communication networks, oil
and gas pipelines, water distribution or waste-water treatment
systems and irrigation networks [1]. Using “open” public and
also wireless networks for the communication within NCS
can generate severe security problems since an unauthorized
access (‘“cyberattack”) is possible in the control system. The
security of control systems against malicious attacks has
received a great deal of attention over the past few years,
in particular after the Stuxnet attack against Iran nuclear
installations in 2010 [2]. Specific analysis tools as well
as monitoring mechanisms have been developed to enforce
system security and reliability [3], [4]. Information security
approach may provide some protection methods that help in
improving the security of control systems, but these methods
appear to be not sufficient for the defense of the systems
against malicious attacks able to bypass information security
layers, as in the case of Stuxnet incident in 2010. As pointed
out in [5] the security of Cyber-Physical Systems (CPS)
integrating computation, communication and physical capa-
bilities must be improved from both information technology
and control theory. The cyber-physical attacks (CPA), on
both the physical layer and the cyber layer, are modeled as
additive signals of short duration on both system equations.
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Attackers can break into the communication channels, en-
abling them to modify the command signals, control signals
or sensor measurements for disrupting the systems. CPA in
CPS, summarized in [5], [6], [7], may be divided into several
categories:

e Denial of Service (DoS) attacks in [8], [9]: adversaries
aim at disrupting temporarily or indefinitely the ex-
change of data among entities in the network.

o Integrity or Man in The Middle (MITM) attacks in [10],
[11], [12], [13], [14]: adversaries inject false data on
control signals or on information transmitted by sensors
to the plant via communication channels, and finally
physical attacks on sensors and actuators close to faults.

e Replay attack in [15] can be viewed as a deception
attack on control signals coordinated with the generation
of artificial delays on measurements.

Among such a huge number possibilities (see also [16],
[17], [18], [19]), we concentrate here on Denial of Service
and load altering attacks which correspond to a large body
of concrete situations. The defense against those strikes is
connected to a classic topic in control engineering, namely
fault-tolerant control (see, e.g., [20], [21]), i.e., a set of
techniques for mitigating the effects of the unavoidable faults
which occur in any control system.

Model-free control, or MFC, in the sense of [22], [23] is
chosen for the following reasons:

o It has been already successfully applied many times
(see, e.g., [24] for an automated vehicle) including in
fault-accommodation [25], [26].

o Most of the existing defense approaches rely on a math-
ematical modeling (see, e.g., [27], [28], [29], [30], [31]
for power systems) which too often is most difficult to
derive. A model-free setting might therefore be fruitful
(see, e.g., [32], [33], [34]).

o Load altering attacks ought to be related to actuator’s
faults. It has been proven [22], [25] that model-free con-
trol is quite efficient in actuator’s fault accommodation.

« Some DoS attacks might look as packet losses (see, e.g.,
[35]). It has been shown [36] via numerical and concrete
experiments that model-free control exhibits excellent
performances in spite of severe losses.

Our proposal is illustrated by several computer experi-
ments. They are based on [37], [38] where

« the application of network technology in the power grid
makes the load frequency control (LFC) system more
vulnerable to various kinds of attacks (see, e.g., [39] for
a general presentation);



e DoS and load alteration attacks fit very well.

Our paper is organized as follows. Section II reviews
MFC which is certainly unknown to most of the experts
in cybersecurity. In particular Section II-E explains how to
react against load altering attacks. Computer experiments are
displayed in Section III with many Figures and 2 Tables,
which show the efficiency of our approach. Some concluding
remarks may be found in Section IV.

II. WHAT IS MODEL-FREE CONTROL?
A. Ultra-local model

The unknown global description of the plant is replaced
by the following first-order ultra-local model:

y=F+au (D

where:
1) The control and output variables are respectively u and
Y.
2) «a € R is chosen by the practitioner such that the three
terms in Equation (1) have the same magnitude.

The following comments are useful:

o F'is data driven: it is given by the past values of u and
Y.

o I includes not only the unknown structure of the system

but also any disturbance.

B. Intelligent controllers

Close the loop with the intelligent proportional controller,
or iP,
Fest - y* + er

u=——t 7 TP )
«

where
e y* is the reference trajectory,
e e =y — y* is the tracking error,
o F, is an estimated value of F'
e Kp eRisa gain.

Equations (1) and (2) yield

e+ Kpe=F — Fey

If the estimate Fey is “good”: F' — Fyy is “small”, i.e., F —
Foy ~ 0, then lim; ;o e(t) ~ 0 if Kp > 0. It implies
that the tuning of Kp is straightforward. This is a major
difference with the tuning of “classic” PIDs (see, e.g., [40]).

C. Estimation of F

A real-time estimate of F' is given by (see [22] for more
details)

6 t

TS t—

Fuu(t) = [(T = 20)y(0) + ac(T — o)u(o)] do

3)
where 7 > 0 is “small.” This integral, which is a low pass

filter, may of course be replaced in practice by a classic
digital filter.

T

D. MIMO systems

Consider a multi-input multi-output (MIMO) system with
m control variables u; and m output variables y;, ¢ =
1,...,m, m > 2. It has been observed in [25] and confirmed
by all encountered concrete case-studies (see, e.g., [41]), that
such a system may usually be regulated via m monovariable
ultra-local models:

Ui = I+ oy
where F; may also depend on u;, y;, and their derivatives,
J# 1.
E. Actuator’s fault accommodation

We assume that cyberattacks can be represented as additive
signals applied to the controller output. In Equation (1) write
the input variable

U = Uattack TV

where Uatiack (resp. v) is an unwanted (resp. the desired)
quantity. It yields
y=%+av

where
3’ =F+ QUattack

It is straightforward to adapt the iP (2)
_Sesl —y* + Kpe

v =
«
and the estimate §.y of § in Formula (3)
6 [t
Sea(t) = — 3 (T = 20)y(o) + ao (T — o)v(0)] do
t—1

III. APPLICATION TO POWER NETWORK

In power systems, LFC used for frequency stabilization
[42], [43] is one of the most essential operational functions.
Considering interconnected generation/distribution systems
the main objective of LFC is to ensure the balance be-
tween load and generation in each control area [44], [45],
[46]. However, the LFC system in modern power systems
tends to use open communication networks to transmit con-
trol/measurement signals, thus making the LFC system more
vulnerable to cyberattacks such as denial of service (DOS)
attacks.

Defense against cyberattacks is an emerging topic for
power transmission and distribution systems [47], [48].
While many works focus on detection [49], [50] and isolation
of the attack signal, few of them actually consider the design
of a complete defense mechanism, which is essential for the
robustness of the control system under attack.

To date, many researchers have applied a significant effort
in favor of the LFC system regarding the defense against DoS
attacks. Considering DoS attacks as network-induced sent
disturbances, some robust LFC systems for interconnected
power systems have been developed as for example in [27],
[28], [29], [30]. Nevertheless, most of these approaches
rely on the knowledge of a model of the LFC system.
More recently another model-free approach, inspired by fault
tolerant control (FTC) [51], has been proposed [52], [53].



A. Power grid

A large power system consists of a number of intercon-
nected control areas, which are connected by tie lines. The
LFC is used to maintain the system frequency and power
exchange between the tie lines at a predefined value (see, e.g.,
[39]). As illustrated in Figure 1, the typical components of an
LFC system installation are the controller, turbine, generator
and load. The input to the controller is the Area Control
Error, or ACE. The ACE is defined for each zone as a linear
combination of the total power exchanged and the frequency
deviations from the respective programmed and nominal val-
ues. The LFC system relies on the communication between
the sensors and the Energy Management System, or EMS, and
is therefore exposed to high risks of cyber-intrusion. In the
device displayed in Figure 1 load variations are mitigated
via phase shift minimization by two generators (see [37],
[38] for more details). Note moreover that power grids were
already investigated via model-free control [54], [55].
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Fig. 1: Block diagram of a power system
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Fig. 2: Nominal load variations

Three types of attacks are considered:

1) Type 1 attack (blue): very important additive load
variation of short time (load altering attack).

2) Type 2 attack (red): blocking the control to generator
2 (DoS attack).

3) Type 3 attack (green): blocking the measures of
generator 2 (DoS attack).

The pure integrators %, % in Figure 1 are replaced by

two model-free controllers defined by Equations (1)-(2) in

order to insure a better defense. See [56], which is devoted

to traffic regulation on motorways, for a similar result.

B. Various scenarios

In all our computer simulations, K1 = K5 =1, and o =
10, Kp = 0.3 in Formula (2). Pure integrators are compared
to model-free control. The load variations, which are depicted
in Figure 2, are identical.

1) No attack: Figures 3 and 4.

2) Type 1 load altering attack: Figures 5 and 6.

3) Type 2 DoS attack with 90% losses: Figures 7 and 8.

4) Type 3 DoS attack with 95% losses: Figures 9 and 10.
For each scenario, constant reference trajectory and load
frequency are presented on subfigure (a) (resp. (c)) for
line/area 1 (resp. 2). Subfigure (b) (Resp. (d)) draws the
power control for line/area 1 (resp. 2).

Without any attack, two control strategies seem to have
similar behavior but, as shown in Table I, the trajectory
tracking error decreases significantly with our proposition.
With type 1 attack, as illustrated in Figures 5 and 6 and in
Table I, better results, especially for area 2, are obtained
with MFC.

The superiority of the model-free setting becomes crushing
with in the case of DoS attacks. This is also highlighted by
Table II: It summarizes 100 simulations where the selection
of packet loss is random and in the same proportion.

IV. CONCLUSION

From a theoretical standpoint let us emphasize the two

following remarks

1) The defense again load altering attacks is mathemati-
cally well justified in Section II-E.

2) The dazzling efficiency against DoS attacks is based
only on computer experiments, i.e., on experimental
mathematics (see, e.g., [57]). A formal proof is lacking
today.

Our proposal for cybersecurity, in order to be more con-

vincing, needs of course further investigations, for instance
on control saturation.
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Fig. 10: MFC: Type 3 DoS attack
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