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Abstract. The Once Only Principle (OOP) drives current public sector modern-
ization through the reduction of administrative burdens. It requires public author-
ities not to ask citizens and companies to repeatedly provide information to the 
public authorities. Instead, public authorities shall share and re-use data among 
themselves in due respect of data protection regulation. The sharing and re-use 
of sensitive and non-sensitive data among public administrations demands for 
broad acceptance by all stakeholders. Trust and transparency are key success cri-
teria in such data-driven public sector transformation. Establishing proper gov-
ernance mechanisms for the data infrastructures that enable the sharing and re-
use in public service provisioning, and that provide the necessary transparency 
and trust levels is expected to effectively improve public service. This research 
investigates approaches for establishing a good data governance in OOP settings 
tackling the sharing and re-use of sensitive or personal data. Geographical focus 
is on the European Union and Switzerland. 

Keywords: Digital transformation, once only principle, OOP, sharing and re-
use of sensitive data, data infrastructure, data governance, good data govern-
ance  

1 Introduction 

In the eGovernment Action Plan 2016-2020, the European Union commits to seven 
principles of public sector transformation in order to modernize governments across 
Europe and therefore to contribute to economic growth, jobs as well as sustainable and 
resilient societies [1]. The Once Only Principle (OOP) is one of these principles, aiming 
at the reduction of administrative burdens by asking citizens and companies to provide 
certain (standard) information to the public authorities only once. Likewise, public au-
thorities “take action if permitted to internally re-use this data, in due respect of data 
protection rules, so that no additional burden falls on citizens and businesses” [1]. The 
sharing and re-use of sensitive and non-sensitive data of citizens and companies – such 
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data has to be differentiated from open and big open linked data (!) – among the actors 
in public service provisioning demands for broad acceptance by all stakeholders. Trust 
and transparency are key success criteria in such data-driven public sector transfor-
mation. Establishing proper collaborative governance mechanisms for data infrastruc-
tures that enable the sharing and re-use in public service provisioning is expected to 
effectively improve the success of digital transformation in governments. 

Fostering data-driven innovation with a successful OOP realization requires coher-
ent data governance to balance openness and public value, as well as privacy and data 
security [2]. Lending from the good governance principles [3], good data governance 
refers to data governance, which embodies the good governance principles (accounta-
bility, coherence, effectiveness, openness, participation, transparency [4]) and caters 
for the necessary privacy and data security. Good data governance is particularly im-
portant when dealing with citizen data, since data access, security, ownership and pri-
vacy are more acute for such data [5], [6]. 

With the vision of the OOP creating value for society and economy through a data-
driven transformation of the public sector, trust and transparency become crucial vehi-
cles for success and acceptance. The motivation for this paper is therefore to elicit rel-
evant approaches for a data-driven public sector transformation, which inform a com-
prehensive good data governance concept for OOP realization. The research question 
for this paper is: “What prerequisites for sharing and re-using sensitive or personal data 
in inter-agency collaboration in the public sector exist and how can good data govern-
ance mechanisms support a successful OOP implementation therewith nurturing trust 
and transparency?”.  

To answer this research question, we investigate scientific literature, strategic poli-
cies and case studies of data governance and OOP implementations with the aim to 
understand the crucial elements for a good data governance concept supporting OOP. 
The paper employs systematic literature analysis [7]–[9], gathering also insights from 
existing research on data infrastructures for open data. However, the focus of this paper 
is on sharing and re-use of sensitive or personal data (not open data). The selection of 
literature and of strategic documents for this study is based on the one hand on previous 
research, which the authors conducted in relevant studies (e.g. [10]–[15]). On the other 
hand, google scholar was scanned and the snowball principle was applied on identified 
literature to enrich the research with current findings from the literature and with recent 
strategic documents on public sectors’ digital transformation from the EU and Switzer-
land. The findings from literature were complemented and refined along virtual and 
physical discussion sessions among the three authors and along asynchronous reviews. 

The remainder of the paper is as follows: Section 2 investigates needs for data shar-
ing and re-use concepts for OOP implementations by studying literature on data as an 
infrastructure and on data-driven transformation. Section 3 reviews digitalization con-
cepts and trends in public sector transformation. It also elaborates challenges and needs 
of collaboration and stakeholder engagement in order to tackle trust and transparency 
in OOP settings. The synthesis elicits further needs for good data governance in OOP 
contexts. Section 4 synthesizes elements of good data governance for OOP realization 
in inter-agency collaboration. The paper concludes with a discussion and outlook into 
future research towards a comprehensive good data governance concept. 
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2 Foundations of Data Sharing and Re-use 

The following subsections review academic literature and policy documents regarding 
data as infrastructure asset and data-driven transformation in the public sector. Each 
subsection concludes with a synthesis of needs for a comprehensive good data govern-
ance concept.  

2.1 Data as an Infrastructure Asset in the Public Sector 

According to OECD, data has become an essential driver of innovation, and it is con-
sidered as one of the society’s central infrastructure resources [16]. Shin stresses that 
data infrastructure is a community-wide need [16] and even a public good.  

Data meets typical characteristics of infrastructure resources  [17]–[19]: First, data 
is a non-rival good and it may be consumed for an appreciable range of demands. Sec-
ond, the social demand for data is driven primarily by downstream productive activities 
that require them as an input. Third, data may serve as input to a wide range of goods 
and services. OECD argues that data can serve as a transparent vehicle in the interaction 
with the sovereign, as an asset for policy making and in the provision of better public 
services, and/ or – through data exchange – as a bond for strengthening collaboration 
among public agencies [2].  

In the last few years, e-government researchers address infrastructure development 
in a digital environment, stressing that such infrastructures are to be flexible and evolve 
over time in accordance with the needs of their multiple users [20]. Zuiderwijk criti-
cizes, though, that there is no common understanding of what an infrastructure com-
prises [21]. Interestingly, little research addresses data as infrastructure asset in the pub-
lic sector. 

Bekkers stresses that data infrastructures entail both technical and social elements 
[22]. This understanding is extended by Jetzek, who adds a regulatory infrastructure 
besides the IT infrastructure [23]. The regulatory infrastructure is crucial for trustwor-
thiness, transparency and accountability in sharing sensitive or personal data. However, 
in a digitalized world, the operationalization of the regulatory or social elements need 
to be mapped to, and be holistically intertwined with the technical infrastructure.  

Data-exchange infrastructures enabling inter-agency collaboration [24] in OOP con-
texts (i.e. sharing and re-using personal and sensitive data of citizens or business) pro-
vide the foundations for interoperable and re-usable solutions of seamless public ser-
vice provisioning. They embody base registers and directories as key components that 
are legally controlled and maintained by public administrations and provide authentic 
sources of information on items such as persons or companies. Along these lines of 
digital transformation, authentic sources are a key enabler for enhanced service provi-
sion. Next, we therefore outline the political significance of data-driven transformation. 

While the current research on data as infrastructure focuses mostly on public and 
open data (see e.g. [19], [21], [25]), the realization of the once-only principle demands 
for the sharing and re-use of data that is sensitive and that falls under the data protection 
regulations. We therefore resume that a comprehensive governance for data infrastruc-
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tures (that enables the sharing and re-use of sensitive and personal data) requires mech-
anisms to address trustworthiness, transparency as well as data protection to ensure the 
acceptance by the users. Furthermore, such governance mechanisms must provide ap-
propriate support of inter-agency collaboration. Accordingly, governance mechanisms 
therefore need to operate in two directions: towards the customer of public service and 
in the interplay among public agencies.  

2.2 Political Significance of Data-driven Transformation with the OOP  

While, as mentioned before, the discussion in the area of data-driven transformation so 
far focuses on open data infrastructure, the once-only principle addresses sensitive and 
non-sensitive data. Subsequently, we review the discourse of data as an infrastructure 
asset with focus on the public sector, highlighting the political relevance of data-driven 
transformation in an international setting. 

A customer-centric approach conveys the proposition of creating value for society 
and economy. The once-only principle demands that citizens and companies will only 
have to provide certain standard information to the public agencies once. The once-only 
principle therefore requires to re-use and exchange (sensitive and personal) data within 
public authorities to reduce administrative burden for citizens and businesses [1], [26]–
[29]. However, sharing and re-use of such data must be done with due respect of data 
protection regulations [30], as otherwise trustworthiness of public service provisioning 
would be hampered tremendously. Hence, trust plays an essential role in inter-agency 
collaboration.  

The implementation of the once-only principle in the European Union is a policy 
goal settled in the eGovernment Action Plan 2016-2020 [1] and one of the pillars of the 
strategy for the Digital Single Market [31]. It has been reinforced in the “Tallinn Dec-
laration” signed by the European digital ministers [32] in 2017. The OOP principle is 
also the underlying vision for the Single Digital Gateway (SDG) Regulation [33], which 
requires European Member States to build up and connect to a single European portal 
and infrastructure, through which citizens, businesses and public administrations can 
execute public services across borders with the OOP as underlying principle.  

While the overall implementation of the OOP and of the SDG are still fragmented 
across the EU, and cross-border applications are limited to a few cases and services, 
mature infrastructure exists for example in Belgium, Estonia or the Netherlands [12], 
[34], [35]. In Switzerland, data as infrastructure and data governance play a key role in 
national strategic papers such as the “Digital Switzerland Strategy” (cf. [19], [36]) and 
the renewed “E-Government Strategy 2020-2023”. Even though Switzerland is not an 
early adopter regarding digital transformation of the public sector [37], data-centric 
public sector transformation is gaining political awareness and importance.  

To realize the SDG or the Swiss E-Government Strategy, a successful implementa-
tion of the OOP requires transfer and re-use of sensitive or personal data between gov-
ernment agencies across borders involving actors on different levels of a political sys-
tem. Significant effort for the development of a technical infrastructure as well as or-
ganizational frameworks are currently developed in several research projects. In an 
analysis of drivers and barriers for OOP implementation in the SCOOP4C project, trust 
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is stressed as underlying condition [12], [38], [39]. In the TOOP project, trust is ad-
dressed with a technical approach by defining a trust architecture as part of the system 
design [40], [41]. In a broader perspective, TOOP also links the question of trust to the 
organizational culture of government agencies. However, a systematic and scientifi-
cally grounded rigorous analysis of the organizational challenges is currently lacking. 

To investigate and elicit the requirements of interoperable data and information shar-
ing along a structured approach, the European Interoperability Framework (EIF) pro-
vides a conceptual model for public services and considers data-related services as a 
basic component for service provision [42]. The SCOOP4C and TOOP projects rely on 
this EIF to structure their investigations of barriers, enablers and architecture for a com-
prehensive OOP implementation. 

The investigation of the political significance of data-driven transformation with the 
OOP unveils, in addition to trust, the need for architectural features and interoperability 
to be addressed in a comprehensive good data governance concept. 

 

3 Digitalization & Collaboration Concepts in the Public Sector 

Research on public sector digitalization is continuously changing to reflect how gov-
ernments react to social, economic, political and other pressures, and how they trans-
form themselves in the process [43]. In this section, we review digitalization concepts 
and trends of the public sector, and introduce collaboration as a core asset and challenge 
in the digital transformation. Stakeholder engagement is the third concept, which we 
see highly relevant when implementing the OOP through data infrastructures in systems 
interacting across different borders (federal, cross-border in the EU, and similar). 

3.1 Digitalization Concepts and Trends in Public Sector Transformation 

In literature, scholars discuss the e-government evolution along different models (in-
formation, interaction, transaction, integration; e.g. [44]–[46]). Janowski [43] argues 
that the concept of electronic government evolves toward more complexity and greater 
contextualization and specialization. His evolution model comprises digitalization (i.e. 
technology in government), transformation, engagement and contextualization (i.e. pol-
icy-driven digital governance). While digital transformation in the private sector is 
mostly associated with the need to use new technologies to stay competitive, the goal 
in the public sector can be manifold: transforming service delivery, transforming or-
ganizational culture and relationships with citizens, or value creation as a transfor-
mation outcome [47]. These different aspects need integration into a comprehensive 
good data governance concept. 

Recent annual OECD reports spot relevant digitalization trends. The 2017 report 
stresses new approaches to activating citizens as a partner to shape the future together 
[48]. In 2018, improving identity, systems approaches and enablers, and inclusiveness 
are identified as key trends [49]. The 2019 report argues trends such as more transpar-
ency, new technologies / open government data / new business models for new ways of 
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public value creation, and transforming policy-making and legislation to be machine-
readable and based on algorithms [50]. Exchange of sensitive or personal data between 
agencies touches upon all of these trends and needs thorough investigation of trustwor-
thiness and data governance.    

3.2 Collaboration as Core Asset for Transformation  

Inter-agency information sharing is discussed in e-government literature as critical to 
helping solve complex challenges that are beyond the capacities and capabilities of a 
single agency. While hierarchical structures continue to have value for government, 
they do hinder efforts to respond to those policy problems and demands that require 
collaborative approaches. Clarity of roles and responsibilities nurtures the success of 
inter-organizational efforts by enabling other relevant determinants, such as building 
trust among members, increasing their willingness to participate, and mitigating con-
cerns about security [51].  

Even though cooperation and collaboration have been addressed in research in the 
context of digitalization of government, there are few validated results about the deter-
minants of effective governance in inter-organizational settings, especially in the public 
sector [18]. Research in the field deals with the challenges for inter-organizational co-
operation and/or formulates strategies on how to deal with identified key barriers. It 
often focuses on issues related to cross-agency information sharing in the context of 
service delivery [52]. Generally, there is a consent that inter-organizational cooperation 
is demanding: it often combines competition, questions of autonomy, and interdepend-
ence [53] and relates to issues associated with the notion of trust [54], [55]. Accord-
ingly, governing and managing in inter-organizational arrangements is different from 
management within organizations. Enabling leadership is important, since there is no 
central authority [24]. To illustrate the specific requirements with regard to leading in-
ter-organizational e-government projects, Thomson and Perry identify key dimensions 
of collaboration, focusing on concrete activities and processes from collaborative gov-
erning and administration over forging mutually beneficial relationships to establishing 
social norms [56].  

Klievink and Janssen [57] elaborate on the need for a coordinated e-government ser-
vice delivery and propose an analytical framework of coordination. They stress that 
coordination creates dependencies at various levels, including channels for contacting 
government agencies, business processes, information (systems) and infrastructural de-
pendencies within and among governmental organizations. The most recent version of 
the European Interoperability Framework (EIF) embodies the concepts of interopera-
bility governance and public service governance as key pillars to ensure interoperability 
in inter-agency collaboration [13], [42], [58], [59]. 

3.3 Stakeholder Engagement 

The term ‘stakeholder’ stems from organizational theory and has become an integral 
concept of information systems research. Freeman defines stakeholder as “any group 
or individual who is affected by or can affect the achievement of an organization’s 
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objectives” ([60], p. 3). Bryson argues that stakeholders and their concerns “must be 
taken into account by leaders, managers and front-line staff” [61].  

In particular along the transition to deliver online public services basing on the OOP, 
public services need to be designed ‘customer-centric by default’, encompassing sim-
plification and seamless combinations of service building blocks from different gov-
ernment entities [62] and with the customer’s needs at focus. Concepts like co-creation 
and co-production can help to engage citizens and other stakeholders in the innovation 
of public service routines [63]. 

The SCOOP4C project studied different stakeholder roles along the provision and 
consumption of data in public services as well as the supervision of compliance towards 
data protection and privacy [14]. The study comprises case studies to elicit stakeholders 
and their roles in four public service contexts with sharing and re-use of sensitive or 
personal data. Subsequently, Panopolou et al. developed a stakeholder engagement 
plan, which guides strategic decision-makers and project managers in how to involve 
relevant stakeholders with their different roles in the design and implementation of 
OOP-driven public services [15]. 

Stakeholder engagement is a core concept of architecture frameworks like The Open 
Group Architecture Framework [64]. Such architecture frameworks must provide 
methods and tools to identify and manage the stakeholder concerns and their interrela-
tionships [61], [64] on the data sharing and re-use contexts. 

4 Good Data Governance for OOP Realization  

Wang investigates six driving forces or barriers in inter-agency government infor-
mation [data] sharing: administrative pressure, legal power, department capacity, de-
partment interest, risk and accountability, and information demand [65]. The author 
puts these forces into a dynamic mechanism model of interagency government data 
sharing and argues that these cross-boundary views need to be properly addressed in an 
architectural framework supporting good data governance, which include effective 
mechanisms for incentives, empowerment, institutional enablement, accountability, 
pulling of data demands, and feedback. In view of implementing the OOP, fostering 
data-driven innovation therefore requires coherent good data governance to balance ac-
cess to data and public value, as well as ownership, privacy and data security [2], [5]. 
Rosenbaum describes this as the process of conceptualizing and realizing data steward-
ship responsibilities [5], providing a set of governance policies, principles, functions 
and structures to steer data use and re-use in inter-agency collaborations. To create pub-
lic and economic value, incentive systems for cooperation and collective action to re-
alize the OOP are needed, covering the entire data life-cycle, as stressed e.g. in [22], 
[24], [66]–[68].   

Implementing the sharing and re-use of data in inter-agency contexts demands for 
appropriate organization-wide and inter-agency data governance policies, principles, 
functions and structures that ensure data quality (through data quality governance) (see 
e.g. [69]), data availability (data access), adherence to the data principles, data life-
cycle and proper use of semantics/metadata [70], [71]. In a literature review, Brous et 
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al. spotted 25 core concepts and principles of data governance, which they clustered 
into four data governance principles: organization, alignment, compliance, and com-
mon understanding [72]. Similarly, Thomson et al. identified three pillars of effective 
data governance: people, standards and compliance [73].  

IT governance research suggests three concepts for preparing, making and imple-
menting decisions on strategic and tactical level, namely: structures, processes, and re-
lational mechanisms [71]. These components are also relevant to data governance. 
While company-wide data governance frameworks (incl. data quality) have been a topic 
in information science for decades [69], the inter-organizational use of distributed data 
raises new challenges. Data governance therefore needs to focus on the key elements 
that are relevant for cross-boundary common views of reality [74]. In a case study, a 
set of governance roles and functions was identified [59] and different governance 
structures were depicted for the digitization of public service and interoperability along 
four levels of governance: policy (legislation), strategic, tactical and operational [13], 
[58]. Good data governance needs to provide respective organizational models (struc-
tures) for governance and the corresponding roles and functions assigned to the respon-
sible actors to ensure effective and sustainable enablement of sharing and re-use of 
(sensitive or personal) data in public service provisioning [75]. A relevant framework 
guiding in the implementation of the OOP is the EIF [42]. The four layers serve as a 
structure to address open issues in the sharing and re-use of data in inter-agency collab-
oration. 

5 Discussion and Future Research 

This paper aimed at reviewing existing literature, policy documents and case studies of 
data governance and digital transformation in the public sector with a scope of imple-
menting the once-only principle. The objective was to identify factors for a comprehen-
sive good data governance concept, which tackles relevant aspects related to the sharing 
and reuse of sensitive or personal data in public service provisioning, where the once-
only principle is applied.  

In answering the research question posed in the introduction, the review of relevant 
literature identified the following factors, which a comprehensive good data govern-
ance concept should address when sharing and reusing sensitive or personal data in 
public service provisioning based on the OOP: 

• To effectively realize digital transformation in the public sector, data is a central 
infrastructure asset. The different roles data play in public service require a differ-
entiated approach to data infrastructures and to data governance:  
─ Open data infrastructures require their peculiar data governance as is discussed 

largely in literature;  
─ The sharing and reuse of sensitive or personal data in inter-agency collaboration 

demands for its own data infrastructures and good data governance mechanisms. 
In particular, trustworthiness, transparency and data protection are concepts that 
must be embodied in a comprehensive good data governance concept.  
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─ Furthermore, a comprehensive good data governance needs to encompass diver-
sified mechanisms of granting access to data from base registers vs. data being 
collected from normal sources or form the users. 

• The once-only principle builds on data sharing and re-use in inter-agency collabora-
tion of public sector actors. To effectively enable inter-agency collaboration in OOP 
settings, governance mechanisms need to address stakeholder engagement and data 
governance in two directions: towards the customer of public service (citizens and 
business) and in the interplay among public agencies.  

• Since the OOP is put forward and politically promoted at European Union level, 
interoperability is an asset that needs to ensure interoperability and common ap-
proaches to data infrastructures at EU and in Member States (and affiliated countries 
such as Switzerland) alike. The European Interoperability Framework provides a 
good basis for this. However, in the individual countries, interoperable implementa-
tions need to reach out also to the local level actors. A comprehensive good data 
governance concept needs to reflect this differentiating structural dimension. It needs 
to accommodate the application of available standards and it needs to ensure com-
pliance of solutions with the political, legal and organizational foundations. 

• To master the complexity resulting from the manifold views and viewpoints of shar-
ing and reusing sensitive or personal data in public services, a comprehensive good 
data governance concept should be closely connected with a supportive architectural 
framework. Such an architectural framework can guide in the handling of different 
views and viewpoints, in particular in data sharing in inter-agency collaboration, to 
tackle the necessary trust, transparency and data protection needs. 

• With the new trends in digital transformation as reported in section 3.1, a good data 
governance concept becomes even more important to ensure trustworthiness and 
transparency, and ultimately user acceptance of new ways and models of delivering 
public services. Therefore, stakeholder engagement and co-creation mechanisms 
need to form integral components of such a governance concept. 

• A comprehensive good data governance concept needs to embody clear roles, re-
sponsibilities and functions of the actors that interact in data sharing and reuse in 
OOP contexts and in inter-agency collaborations at different levels of government.  

• Beyond individual considerations along the above needs, a good data governance 
concept has to tackle the interdependencies and mutual influences among these as-
pects, leading to a comprehensive framework that is actionable. This includes gov-
ernance policies, principles, functions (or processes) and structures to steer data use 
and re-use in inter-agency collaboration (including data infrastructures) along the 
entire data life-cycle. 

To sum up the findings in this paper, good data governance not only needs to clarify 
who can have access to what data for what purpose and under what conditions. It also 
needs to assign responsibilities and retribution mechanisms for data maintenance and 
enhancement to ensure the sustainability, trustworthiness and transparency of the com-
mon data infrastructure along with the implementation of the good governance princi-
ples. All these aspects need to be integrated into a comprehensive concept for a trust-
worthy and transparent data infrastructure enabling the sharing and re-use of (sensitive 
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or personal) data. The development of such a comprehensive good data governance 
concept, which also embodies the relevant data and IT security mechanisms, is a next 
step of our research. The result is envisaged as a framework for good data governance, 
which addresses the good data governance principles and relevant implementation 
mechanisms. Along this next step of research, the differentiation of sensitive and non-
sensitive data needs to be revisited and examined in more detail. The examination of 
the resulting good data governance concept is planned through case study research and 
qualitative empirical research. 
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