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We present protocols for quantum key distribution in a prepare-and-measure setup with an asym-
metric level of trust. While the device of the sender (Alice) is partially characterized, the receiver’s
(Bob’s) device is treated as a black-box. The security of the protocols is based on the assumption
that Alice’s prepared states have limited overlaps, but no explicit bound on the Hilbert space di-
mension is required. The protocols are immune to attacks on the receiver’s device, such as blinding
attacks. The users can establish a secret key while continuously monitoring the correct functioning
of their devices through observed statistics. We report a proof-of-principle demonstration, involving
mostly off-the-shelf equipment, as well as a high-efficiency superconducting nanowire detector. A
positive key rate is demonstrated over a 4.8 km low-loss optical fiber with finite-key analysis. The
prospects of implementing these protocols over longer distances is discussed.

I. INTRODUCTION

Quantum communication has witnessed an extremely
fast evolution over the last two decades [1–3]. On the
practical level, record-distance implementations of quan-
tum key distribution (QKD) have been reported [4–6],
and first commercial systems have been developed [7].
On the more fundamental level, significant progress has
been achieved as well, notably through the development
of the concept of device-independent (DI) QKD [8–11].
The observation of strong nonlocal quantum correlations
allows distant users to establish a secret in a black-box
setting, i.e., without relying on a detailed characteriza-
tion of their cryptographic devices. This represents the
strongest form of security for QKD [12].

From a practical point of view, the concept of DI QKD
has also generated interest, in particular as a potential so-
lution for countering experimentally demonstrated hack-
ing attacks [13, 14]. While a first proof-of-principle exper-
iment should be close to feasible with the best available
current technology [15–17], any practical implementation
of DI QKD is still arguably far out of reach.

This motivates research on more general scenarios
for quantum communication where trust is relaxed on
some of the observers or devices. The most well-known
approach is that of Measurement-Device-Independent
(MDI) QKD [18] where the honest parties (Alice and
Bob) both send a quantum system to an intermediate
third party (Charlie) performing a joint measurement.
Security can be demonstrated without any assumption
on Charlie’s device, the protocol being in this sense MDI.

Another relevant scenario is the one where trust is re-
laxed on one of the honest parties. Consider for instance
that Alice’s device is trusted while Bob’s device is viewed
as a black-box. In practice, such an asymmetric scenario
can be well-motivated, considering for example quantum
communication between a large company and some end-
user. On the one hand, the company has access to ad-

vanced technology and can verify the correct operation of
its setup. On the other hand, the end user has only very
limited resources and no possibility to verify the correct
functioning of their cryptographic device.

Such an asymmetric setting has been theoretically in-
vestigated in the context of quantum steering, where one-
sided DI security can be proven [19]. However, such a
setup is entanglement based, and its implementation re-
quires a similar level of complexity compared to a fully DI
protocol (notably in terms of detector efficiency) which
explains why it has not been experimentally demon-
strated so far.

In this work we propose a different approach which we
term “receiver-DI”. We consider a prepare-and-measure
scenario, where Alice sends quantum systems to Bob.
In our protocol the sender’s device is (partially) trusted
while the receiver’s device can be treated as a black-box.
The security of our protocol is based on the assumption
that the prepared states have limited overlaps (i.e., we as-
sume a bound on how distinguishable the states are from
each other), inspired by recent developments in quan-
tum randomness generation [20–22]. Our approach can
be classified as semi-DI, but differs from previous pro-
posals since (i) we do not need an explicit bound on the
Hilbert space dimension of the quantum systems (as in
Refs [23, 24]), and (ii) we do not rely on any type of
fair-sampling assumption (as in Ref. [25]).

In our protocols, the users can establish a secret key
while continuously monitoring the quantum channel (as
in any QKD protocol), but also continuously verifying
(or self-testing) the correct operation of their devices. For
Bob’s device (and the communication channel) this verifi-
cation procedure is performed based only on the observed
statistics, similarly to the full DI model. Our protocols
are therefore black-box on Bob’s side, and do not rely on
any physical model of the detector. This is a sensitive
point in standard QKD protocols, because, contrary to
the devices used for state preparation, the input of the
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detectors can be directly controlled by the eavesdropper
Eve, as demonstrated in practice via so-called blinding
attacks [13, 14]. In contrast, our protocols are immune
to attacks on Bob’s device.

Alice’s device requires a partial characterisation via
the bounds on the overlap of the emitted states. We
argue that this assumption can be rather well justified
in practice, and our implementation features a monitor-
ing module allowing Alice to ensure the validity of the
bounds on the overlaps. In practice, the introduction of
this additional assumption considerably simplifies the im-
plementation: a prepare-and-measure setup can be used,
and low detection efficiencies can be tolerated (contrary
to full DI [9, 15, 16, 26, 27] or one-sided DI [19] proto-
cols).

After presenting our protocols and their security anal-
ysis, we report on a proof-of-principle experiment. The
setup involves mostly off-the-shelf equipment, with the
addition of a high-efficiency superconducting nano-wire
single-photon detector (SNSPD). For our simplest two-
state protocol, a secret key rate of order 10−2 ∼ 10−3

per round is demonstrated over a 4.8 km low-loss op-
tical fiber. We illustrate the self-testing feature of the
protocol, by showing that an artificial decrease of Bob’s
detector efficiency (as, e.g., in a blinding attack) is im-
mediately detected by the users. Finally, we show that a
three-state protocol can tolerate more loss than the two-
state variation, and discuss more generally the prospects
of implementations over longer distances.

II. SCENARIO

We consider a prepare-and-measure setup, where Alice
sends quantum systems to Bob who performs measure-
ments (see Fig. 1). In each round, Alice prepares her sys-
tem in one of the n possible states {|ψx〉}n−1

x=0 and sends
it to Bob (note that the restriction to pure states is not
necessary, see below). Bob then performs one of n pos-
sible measurements, labelled by y = 0, ..., n− 1, and ob-
tains a binary outcome b = 0, 1. After sufficiently many
repetitions, Alice and Bob can estimate the conditional
probability distribution p(b|x, y) [28]. The security of the
protocols, as given by a lower bound on the raw secret
key rate (obtained after a post-processing step described

FIG. 1. Scenario: Based on the observed data p(b|x, y), and
the assumption that Alice’s preparations |ψx〉 have bounded
overlap (see text), Alice and Bob can establish a secret key.
Eve controls the quantum channel, but can also have full
knowledge of the functioning of the devices of Alice and Bob.

below), is guaranteed based on the observed statistics
p(b|x, y), given that the setup complies with several as-
sumptions that we now specify.

We begin with general assumptions common to all
QKD protocols, including the DI case. (i) The choices of
state preparation x and measurement setting y are made
independently from Eve, i.e., she can not predict these
values better than at random. (ii) No information about
x and y leaks to Eve, except via the quantum and classi-
cal communication specified in the protocol at the given
round. (iii) We assume the validity of quantum physics
(note, that some DI protocols do not require this).

The central assumption specific to our protocols con-
cerns the relation between the various states prepared by
Alice. More precisely, (iv) we assume that their respec-
tive pairwise (possibly complex) overlaps γij = 〈ψi|ψj〉
are bounded. One can think of the states |ψx〉 as de-
scribing the quantum system prepared by Alice’s device
and sent through the communication channel. More gen-
erally, they describe the states of all systems outside of
Alice’s lab conditioned on her applying the preparation
sequence labeled by x. Note that if the states prepared
by Alice are mixed, we require that they admit purifi-
cations that satisfy the overlap bounds – the purifying
system can be attributed to Alice’s lab by assumption
and does not compromise the security. The bound on
the overlaps makes the no-leakage assumptions for x in
(ii) redundant; indeed it forbids the existence of a side-
channel leaking any additional knowledge of x to Eve.
Nevertheless if such a side-channel is possible, it can be
accounted for by adapting the overlaps γij .

Note that we do not require to explicitly specify the rel-
evant degrees of freedom or the Hilbert space dimension
of the any quantum system. Loosely speaking, only the
relative distinguishability of the states matters. Thus,
Alice’s device is partially characterized, but prone to un-
avoidable errors due to technical imperfections.

Concerning the receiver (Bob), no characterisation of
their device is required and no fair-sampling type as-
sumption is used. In particular, our protocols are robust
to attacks where Eve controls Bob’s device [13], which
can compromise the security of standard QKD proto-
cols. This strong security comes however at a certain
price, namely that the protocol is sensitive to losses. Im-
portantly, this is not a particular weakness of our pro-
tocol, but a general feature of any QKD protocol that
is device-independent on Bob’s side (even considering a
fully trusted Alice). Indeed, the possibility for Eve to
perform a blinding attack sets severe bounds on the al-
lowed transmission of the channel η. Specifically, no se-
cret key can be obtained when η ≤ 1/n [29]. As we will
see below, our protocols can reach this limit (i.e. provide
a positive key rate when η → 1/n), and are therefore op-
timally robust to loss in the receiver-device-independent
scenario.

Finally, note that in the present analysis we restrict
the eavesdropper to collective attacks. That is, Eve in-
teracts with each communication round independently
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of previous rounds and stores her systems in a quantum
memory. We believe that our security analysis could be
lifted to general attacks with established reduction tech-
niques [30, 31].

III. PROTOCOLS

We now present our simplest protocol (where Alice can
prepare n = 2 different states), which is similar to the
B92 protocol [32]. While the presentation below fits the
implementation reported later, a more abstract and gen-
eral presentation of these protocols is given in the com-
panion paper [33].

Given a key bit k = 0, 1, Alice prepares one of two pos-
sible states, simply setting x = k. She uses a coherent

state |α〉 = e−|α|
2/2
∑∞
n=0

αn√
n!
|n〉 with two possible po-

larization states |φx〉 = cos(θ/2) |H〉 + sin(θ/2)eiπx |V 〉,
which we write

|ψx〉 = |α cos(θ/2)〉H
∣∣α sin(θ/2)eiπx

〉
V
, (1)

where H and V denote the two orthogonal polarization
modes. The overlap between Alice’s preparations is given

by 〈ψ1|ψ0〉 = e−2|α|2 sin(θ)2

. The main assumption of our
protocol is then

γ = 〈ψ1|ψ0〉 ≥ C, (2)

where C is a parameter chosen by the users.
Bob performs measurements of the polarization, using

two possible bases. Specifically, for y = 0, Bob projects
the incoming signal onto a polarization

∣∣φ⊥0 〉, i.e., or-
thogonal to the polarization of Alice’s first preparation.
Similarly, for y = 1, he projects onto a polarization

∣∣φ⊥1 〉.
For both measurements, if Bob gets a click (i.e., detects
some light in the orthogonal polarization mode), then
the round is conclusive and he outputs b = 0; otherwise
b = 1, and the round will be discarded during sifting.

In the case of an ideal channel (loss and noise free),
Alice and Bob will observe the statistics

p(b = 0|x, y) = 1− e−|α|
2 sin(θ)2 sin(π(x−y)

2 )
2

. (3)

Note that p(b = 0|x, y) > 0 only when x 6= y. Hence,
to establish the sifted key, Bob announces which rounds
are successful, i.e. when b = 0. In this case, Bob infers
his raw key bit to be k′ = y ⊕ 1. For an ideal channel,
Alice and Bob obtain a perfectly correlated sifted key,
i.e. k = k′.

This protocol can be generalized to the case where Al-
ice can prepare n > 2 different states |ψx〉. In order to
encode the raw key bit, Alice chooses now a pair of states,
r = (r0, r1) with 0 ≤ r0 < r1 ≤ n−1, among

(
n
2

)
possible

pairs. Then, for a key bit k, Alice sets x = rk. Note
that every state |ψx〉 can now encode either bit value, 0
or 1. Bob has n possible measurements, corresponding
to projections onto the polarizations orthogonal to the
states that Alice can prepare. Each measurement has

two outputs b = 0, 1; b = 0 corresponds to the projection
onto

∣∣φ⊥y 〉 while b = 1 corresponds to the projection onto
|φy〉. The sifting is now slightly more complicated. Alice
announces r, i.e., which pair of states she used. If Bob
chose measurement y = r0 or y = r1 and got a conclusive
outcome b = 0, he announces that the round is successful;
if not, the round is discarded.

For our implementation, we consider again po-
larized coherent states, similarly to Eq. (1), with
n possible polarizations |φx〉 = cos(θ/2) |H〉 +
sin(θ/2)eix2π/n |V 〉, resulting in overlaps γij = 〈ψi|ψj〉 =

e−|α|
2 sin(θ/2)2(1−ei2π/n(j−i)). The main assumption in

Eq. (2) is now replaced by an assumption on these com-
plex overlaps, i.e. the entries of the Gram matrix G with
elements Gij = γij . In fact, we can weaken this assump-
tion by assuming only that the overlaps are in the vicinity
of some ideal values γij , i.e. |Re(γij) − Re(〈ψi|ψj〉)| ≤ ε
and |Im(γij)− Im(〈ψi|ψj〉)| ≤ ε for a fixed ε.

IV. SECURITY ANALYSIS

Alice and Bob must bound Eve’s knowledge of the key
in order to perform the final privacy amplification for dis-
tilling the secret key. In our protocol, this estimation can
be performed based solely on the observed data p(b|x, y),
given the overlap assumption of Eq. (2) is satisfied.

The channel, controlled by Eve, is viewed as a quantum
broadcast channel (see Fig. 1), where part of the infor-
mation reaches Bob’s lab, while the remainder is held
by Eve. Given Alice sent the state |ψrk〉, the state at
the output of the channel is denoted ρBErk . Bob’s mea-
surements are denoted by a set of operators Mb|y. Eve
performs a measurement on her subsystem, possibly af-
ter sifting, which is denoted Ee|z. As we do not impose
any bound on the Hilbert space dimension, the measure-
ments Mb|y and Ee|z can be taken to be projective (via
Naimark dilation).

Since the min-entropy lower-bounds the von Neuman
entropy, the asymptotic key rate (per round) is lower-
bounded by [34]

R = (Hmin(A|E, succ)−H2[QBER]) p(succ), (4)

where p(succ) denotes the probability that a round of
the protocol is conclusive (hence used to generate the
key). The second term captures the error correction cost
(H2 is the binary entropy and QBER is the quantum
bit error rate, which can be estimated from the data
p(b|x, y)). The first term captures the privacy amplifica-
tion efficiency and is given by Eve’s conditional min en-
tropy Hmin(A|E, succ) = − log2 (pg(e = k|succ)), where
pg(e = k|succ) is the probability of correctly guessing
the secret bit k given that the round is conclusive.

The main challenge is now to bound Eve’s guessing

probability pg := pg(e = k|succ) = p(e=k,succ)
p(succ) , under the

constraint that the observed data is given by p(b|x, y) and
that the states prepared by Alice have given overlaps.



4

FIG. 2. Lower bound, R∗, on the secret key rate R as a func-
tion of the transmission η. A positive key rate is obtained for
transmissions down to η = 1/n, when considering a protocol
where Alice prepares n states of the form in Eq. (1) (fixing
the polarizations to θ = 0.2 and optimizing over the coherent
state α).

More precisely, we want to upper bound the quantity:

pg =

∑
r

∑
k tr (ρBErk (M0|r0 +M0|r1)⊗ Ek|r)∑

r

∑
k tr (ρBErk (M0|r0 +M0|r1)⊗ 1E)

(5)

over any possible output state ρBErk and measurements
for Bob and Eve that are compatible with the data and
the overlap assumption. We assume that Alice and Bob
choose their respective inputs (k, r and y) uniformly at
random. It turns out that this problem can be relaxed
to a hierarchy of semi-definite programs (SDPs) by tak-
ing advantage of the method introduced in Ref. [35] (see
Appendix A).

In Fig. 2, we show how the corresponding bound on the
key rate R behaves as a function of the transmission η of
the channel, for protocols involving n = 2, 3, 4 states. As
noted before, any QKD protocol in the receiver-DI model
must have R → 0 when η → 1/n. Nevertheless, we see
from the plot that the security approaches this threshold,
so that lower transmissions can be reached by increasing
the number of states n in the protocol.

V. EXPERIMENTAL REALIZATION

The main challenge for the experimental implemen-
tation of our protocols lies in the limited loss budget
(< 3 dB for the 2-states protocol) of the quantum channel
(QC), including Bob’s measurement setup. For this fea-
sibility experiment we used, for simplicity, weak coherent
states, encoded and measured with fibered piezo-electric
polarization controllers. Although these devices have low
transmission loss, they encompass a limit in the opera-
tion speed (∼ 1 kHz) (a much faster low-loss setup would
be possible, though requiring a considerably higher de-
gree of complexity). To minimize loss, on the detection
side, we used a high efficiency SNSPD with 90% detec-
tion efficiency at telecom wavelength and a dark count
rate of 200 Hz (ID Quantique).

The experimental setup is shown on Fig. 3. On Alice’s
side, a distributed feedback laser, triggered at a 1 MHz

rate, generates pulses at 1559 nm with 90 ps FWHM du-
ration. The power fluctuation of the laser output sig-
nal is monitored every second using a powermeter. The
rate of the optical signal is then reduced to 1 kHz using
an EOM. The polarization states |φx〉 are encoded via
a polarization controller (General Photonics’ PolaRITE)
comprised of 4 piezoelectric fiber squeezers. The polar-
ization at the input of the controller is aligned so that
two piezoelectric squeezers control the angles θ and φ
respectively, allowing for the preparation of any desired
state |φx〉 = cos (θ/2) |H〉+ sin (θ/2) e−iφx |V 〉 . In order
to monitor the stability of the state preparation, part of
the signal is sent to a monitoring setup that includes a
manual polarization controller, a PBS, and a SPAD (ID
Quantique ID210).

Bob’s measurement is implemented via a polarization
controller (identical to Alice’s), allowing for an active
choice of the measurement basis, followed by a PBS and
the SNSPD.

The detection timestamps are recorded within a de-
tection window of 1 ns, using a time-to-digital converter
(ID Quantique ID800). All time driven components of
the setup are triggered with an external clock (Silicon
Labs SI5341). The inputs for Alice (k, r) and Bob (y)
are generated by a personal computer and transferred to
the PPCs via Teensy micro controllers.

At the output of Alice, a VA controls the average pho-
ton number per pulse, |α|2, and when desired, introduces
additional transmission loss. The QC, including Bob’s
setup and the detection efficiency, has a total transmis-
sion of η = 80.3 % (−0.953 dB). Adding 4815 m of ultra-
low loss telecom fiber (Corning SMF-28 ULL), the total
transmission is η = 68 % (−1.674 dB).

We first implemented the simplest protocol with n = 2
states, investigating the performance as a function of the
transmission of the QC, η. The two polarization states
are prepared as in Eq. (1) with θ = 0.6 rad. The coherent
state α is optimized depending on η (see Appendix C 1).
The monitoring stage allows one to continuously measure

FIG. 3. Experimental setup. DFB-LD: Distributed feed-
back laser diode; BS: Beam splitter; EOM: Electro-optic
modulator; MPC: Manual polarization controller; PPC:
Piezo-electric polarization controller; VA: Variable attenua-
tor; PBS: Polarizing beam splitter; SNSPD: Superconduct-
ing nanowire single-photon detector; SPAD: Single-photon
avalanche diode; PM: Powermeter; RNG: Random number
generator.
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FIG. 4. Experimental results. (Top) Key rate R as a func-
tion of the transmission η for the protocol with n = 2 states.
Each point represents a run over half an hour, with finite-
size analysis (blue) and in the asymptotic regime (red). Data
taken with 4.8 km fiber corresponds to blue and red stars.
Data is consistent with Monte Carlo simulations with polar-
ization fluctuations 2.5% ≤ σ ≤ 4% (blue region, estimated
from data). (Middle) Illustration of the self-testing feature
of the protocol. After 2.5 hours of operation, we artificially
lower the detection efficiency of the SNSPD (shaded region),
resulting in a guessing probability pg for Eve that jumps to
one, hence R = 0. Later, the SNSPD’s efficiency is brought
back to normal, hence pg < 1 again and R > 0. (Bottom) Key
rate R vs transmission η for the protocol with n = 3 states,
showing enhanced robustness to losses.

the polarization and intensity of the light, in order to
ensure the validity of the overlap assumption of Eq. (2).

To establish a secret key, we run each experiment for
0.5 hours, collecting blocks of N = 1.8× 106 events. For
each round, a random key bit k = x is generated for Alice,
and a random measurement setting y for Bob. The detec-
tion (non-detection) at the SNSPD sets the outcome to
b = 0 (b = 1). Once a block of data is collected, sifting
is performed followed by a finite-size analysis to deter-
mine the statistics p(b|x, y) (see Appendix A). Given the
overlap assumption and the statistics, we then compute
a lower-bound on the key rate R as in Eq. (4) with the
semi-definite programming (SDP) relaxation.

The results are shown in Fig. 4 (Top); we also provide a
bound on R in the asymptotic regime, i.e. omitting finite-
size corrections. To model the experiment, we perform
a finite-size Monte Carlo simulation by ranging the esti-
mated misalignment error σ (see Appendix B) between
2.5% and 4% (estimated from data). Key rates in the or-
der of 10−3 were obtained for a transmission of η = 67%.
A similar rate is obtained over the 4.8 km fiber.

In Fig. 4 (Middle), we illustrate the self-testing fea-

ture of the protocol. After 2.5 × 106 runs, the detector
efficiency was intentionally reduced from 90 % to 42 %
by lowering the bias current of the SNSPD. This sudden
change is immediately detected in the post-processing,
resulting in an immediate increase of Eve’s guessing prob-
ability to one. Hence, no secret key can be distilled and
the users become aware of the setup’s malfunction.

Lastly, we implemented the protocol with n = 3 states
(see Appendix C 3 for details). To lower misalignment
errors (down to σ = 2.5%), due mostly to patterning ef-
fects in the polarization controllers, we implemented this
protocol omitting the random choice of settings. Results,
shown in Fig. 4 (Bottom), demonstrate increased robust-
ness to loss, with positive key rates at η = 63% in the
asymptotic regime.

VI. CONCLUSION

We presented protocols for receiver-DI QKD in a
prepare-and-measure setup. Such a scenario is relevant in
practice when Alice and Bob have a different level of trust
in their devices; for instance Alice being a large company
and Bob an end-user. Note that the MDI approach can-
not provide security in the receiver-DI scenario, as some
level of trust will always be required for both honest par-
ties.

From the observed statistics, the users can establish
a secret key, while monitoring in real-time the correct
operation of their devices, and thus immediately detect
potential failure due, for instance, to a malfunctioning
device or an attack by the eavesdropper (e.g., blinding).
Our protocols do not rely on any type of fair-sampling
assumption, contrary to Ref. [25].

The main limitation of our protocols are their loss sen-
sitivity, which is in fact a fundamental limit for any QKD
protocol in the receiver-DI scenario. Still, the require-
ments for transmission and efficiency are considerably
relaxed compared to the full DI model (or the one-sided
DI approach of Ref. [19]), with the additional advantage
that no source of entanglement is required, as well as sig-
nificantly reducing the required efficiency on Bob’s side
(in principle, the efficiency can be made arbitrarily low
[33]).

We reported here a proof-of-principle implementation
achieving finite-size security over a distance of few kilo-
meters. We expect notable improvements in terms of
rates and transmission for a high-speed polarization en-
coding setup as demonstrated in previous works [36]. In-
deed, by multiplying the clock-rate by a factor of 103, we
would be much less limited by the block size and could
increase the number of states of the protocol. For in-
stance (following the results presented in Fig. 3) an im-
plementation of the four-state protocol with weak coher-
ent states encoded at a 1 GHz rate, would lead to key
rates of ∼ 100 kbps at a 30 km distance. Alternatively
an implementation based on polarization-encoded single
photons would also be more robust to loss [33].
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To conclude, we believe that our work opens a new
interesting approach in the intermediate regime between
standard “device-dependent” QKD and the fully device-
independent (DI) model, which is amenable to experi-
ments.
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Appendix A: Bounding Eve’s information

In this appendix, we detail the procedure for obtain-
ing upper bounds on Eve’s guessing probability, which in
turn leads to a lower bound on the key rate R.

The main assumption of the protocol is that the over-
laps of Alice’s prepared states |ψx〉 are limited. This is
compactly expressed in terms of the Gram matrix

G =

n−1∑
i,j=0

γij |i〉〈j| . (A1)

Moreover, the observed statistics p(b|x, y) are esti-

mated by Alice and Bob. A lower bound on the asymp-
totic keyrate R is given by

R = (Hmin(pg(e = k|succ))−H2[QBER])p(succ) (A2)

where pg(e = k|succ) is the probability that Eve guesses
correctly the secret bit k given that a round is conclusive,
Hmin is the min-entropy, H2 is the binary entropy func-
tion, QBER is the quantum bit error rate and p(succ)
is the average probability to generate key. The QBER
and p(succ) can be extracted from the observed statistics
p(b|x, y) while the guessing probability pg(e = k|succ)
needs to be upper bounded. The guessing probability is
given by

pg(e = k|succ) =
p(e = k, succ)

p(succ)

=

∑(n2)−1

r=0 pR(r)
∑1
k=0 pK(k)

∑n−1
y=0 pY (y) tr(ρBErk M0|yEk|r)(δy,r0 + δy,r1)∑(n2)−1

r=0 pR(r)
∑1
k=0 pK(k)

∑n−1
y=0 pY (y) tr (ρBErk M0|y1)(δy,r0 + δy,r1)

,

(A3)

where Mb|y are Bob’s measurement operators with b =
0, 1 and y = 0, ..., n− 1 and Ek|z are Eve’s measurement

operators with k = 0, 1 and z = 0, ...,
(
n
2

)
− 1. pR(r),

pY (y) and pK(k) are the probabilities of choosing the
inputs r, y and k, satisfying

∑
r pR(r) =

∑
k pK(k) =∑

y pY (y) = 1, pK(k) ≥ 0 ∀k, pY (y) ≥ 0 ∀y and

pR(r) ≥ 0 ∀r. Here, we take the input probabili-
ties to be uniformly random for all inputs. As we
impose no limit on the Hilbert space dimension, we
can, without loss of generality (using Naimark’s dila-
tion theorem), assert that Bob’s and Eve’s measurements
are projectors satisfying the following properties: (i)
Mb|yMb′|y = δb,b′Mb|y ∀y, b, b′, (ii)

∑
bMb|y = 1 ∀y,

(iii) Ee|zEe′|z = δe,e′Ee|z ∀z, e, e′, (iv)
∑
eEe|z = 1 ∀z

and (v) [Mb|y, Ee|z] = 0 ∀b, e, y, z. The last property
comes from the fact that Bob and Eve act on two differ-
ent Hilbert spaces.

To upper bound pg(e = k|succ), we will use the nu-
merical method presented in [35]. The numerical method
consists of an SDP hierarchy providing increasingly tight
outer approximations of the set of quantum correlations
in a discrete prepare-and-measure (PM) scenario given
the Gram matrix of the set of quantum states. This hi-
erarchy provides a computationally tractable method to
bounding pg(e = k|succ) in the absence of any upper
bound on the Hilbert space dimension. Let us define the
moment matrix Γ of size nq × nq:

Γ =

n∑
i,j=1

Γij ⊗ |êi〉〈êj | (A4)

where {|êi〉}i=1,...,n is an orthonormal basis in Rn and
recall that n is the number of states prepared by Alice.

The sub-blocks Γij are defined as

Γij =

r∑
k,l=1

〈ψi|S†kSl |ψj〉 ⊗ |f̂k〉〈f̂l| (A5)

where { |f̂i〉}i=1,...,q is an orthonormal basis for Rq and
{Si}i=1,...,q is a set of products of measurement operators
Bb|y and Ee|z. We note that the moment matrix Γ is pos-
itive semi-definite and all the correlations p(b, e|x, y, z)
appear as elements in Γ. One can choose the set of oper-
ators arbitrarily but the aim is to have as many indepen-
dent operators as possible in the moment matrix. We
can organize the operators into levels of the hierarchy.
The first two levels are given by the two following sets of
operators

S1 = {1, Bb|y, Ee|z},
S2 = S1 ∪ {Bb|yBb′|y′ , Ee|zEe′|z′ , Bb|yEe|z}.

(A6)

One can go to higher levels by including increasingly long
products of measurement operators. In Ref. [35], it has
been demonstrated that by going to increasingly large
levels the hierarchy converges to the quantum set.

The SDP maximizing the guessing probability is given
by

max
Γ

pg(e = k|succ) =
tr(ΓA)

tr(ΓB)

s.t. tr(ΓCbxy) = p(b|x, y) ∀b, y, x
tr(ΓDjk) = Gjk ∀j, k
tr(ΓFk) = fk

Γ ≥ 0

(A7)
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where A and B are constant matrices selecting the term
of the moment matrix necessary to compute the guess-
ing probability Eq. (5). The fixed matrices Cbxy set the
appropriate entries of Γ equal to the observed statistics
p(b|x, y), and Djk apply the inner-product constraint of
the encoding states to Γ (recall that G is the Gram ma-
trix (A1) specifying these overlaps). Finally, Fk’s set
the linear constraints arising from the operators Bb|y and
Ee|z. As written above, the optimization has the form of
a semidefinite-fractional program, i.e., a semidefinite pro-
gram with an objective function consisting of the fraction
between two linear functions. Such a program can in gen-
eral be transformed into a regular semidefinite program
by applying a Charnes-Cooper transform as described in
the theory of linear-fractional programming [37].

However, in our case we notice that the denominator
tr(ΓB) = p(succ) only involves directly observable quan-
tities, i.e., terms of the Γ matrix which are fixed by the
first constraint. Therefore, it is sufficient to simply opti-
mize

max
Γ

pg(e = k, succ) = tr(ΓA)

s.t. tr(ΓCbxy) = p(b|x, y) ∀b, y, x
tr(ΓDjk) = Gjk ∀j, k
tr(ΓFk) = fk

Γ ≥ 0.

(A8)

The SDP (A8) assumes the overlap assumption is sat-
isfied exactly, but this can easily be relaxed as follows.
For n = 2 we can, without loss of generality, consider real
overlaps and hence enforce simply a lower bound on the
overlaps, i.e., γ = 〈ψ0|ψ1〉 ≥ C. For n > 2, we assume
that the the real and imaginary part of the overlap are
in the vicinity of the ideal values γij by upper and lower
bounding the real and imaginary parts of γij

|Re(γij)− Re(〈ψi|ψj〉)| ≤ ε
|Im(γij)− Im(〈ψi|ψj〉)| ≤ ε.

(A9)

1. Finite-size statistics

The primal SDP (A8) gives optimal bounds on the
joint guessing probability given a Gram matrix and an
asymptotic probability distribution, but it is not prac-
tical when we consider finite-size statistical effects. In-
deed, finite experimental data does not describe, in gen-
eral, asymptotically valid distributions, and it is not clear
a priori how finite-size effects propagate in the primal
SDP. A general way to deal with the first issue in NPA-
type SDP hierarchies was proposed in [38]. In our case,
since we are simply interested in obtaining a valid bound
on the keyrate which applies to the finite statistics, we
rely only on the symmetrized observed statistics p(b|x, y).
We then analyse the effect of finite statistical fluctuations
with the help of the dual of the SDP. Namely, we will first
show that the dual objective function upper bounds the

primal objective function, and then we will upper-bound
the objective function of the dual by taking into account
the finite-size statistical effects. Finally, we will lower-
bound p(succ).

The primal SDP has the generic form

max
Γ

tr(ΓA) (A10a)

s.t. tr(ΓB) = b (A10b)

Γ ≥ 0. (A10c)

To derive the dual, we introduce for each constraint a La-
grangian multiplier β, and H. The Lagrangian function
of the primal SDP is given by

L = tr(ΓA) + β(b− tr(ΓB)) +HΓ. (A11)

We define S to be the supremum of the Lagrangian over
the primal SDP variable in its domain:

S = sup
Γ
L. (A12)

Examining this quantity, we notice that the contributions
coming from the second term of the Lagrangian (A11)
vanish because of the constraint (A10b). ImposingH ≥ 0
implies that the second term of the Lagrangian is posi-
tive. Since the first term of the Lagrangian is equal to the
objective function of the primal SDP (A10a), S(β,H) is
an upper bound on the objective function of the primal
(A10a) whenever H ≥ 0, i.e. S ≥ pprimal

g . Let us rewrite
S by grouping the primal SDP variables

S = sup
Γ

tr(Γ(A− βB +H)) + βb. (A13)

To obtain an optimal upper bound on pprimal
g from S, we

minimize S over the Lagrange multipliers. Since Γ ≥ 0
and H ≥ 0 the supremum may be unbounded if the first
term doesn’t vanish. Hence, we impose A−βB+H = 0.
This leads to the following SDP

pdual
g = min

β
βb (A14a)

s.t. A− βB ≤ 0. (A14b)

By construction, we thus showed that pg ≤ pprimal
g ≤

pdual
g .
With the above considerations it is easy to show that

the objective function of the dual is given by

pg ≤ K +
∑
x,y

νb=0
x,y p(b = 0|y, x), (A15)

where K takes into account all the terms that do not
contain any finite-statistical effects and νb=1

x,y is the as-
sociated set of dual variables corresponding to the con-
straints imposed by the probability distribution. Let us
upper bound the second term of Eq. (A15). We first write∑

x,y

νb=0
x,y p(b = 0|x, y) =

∑
x,y

νb=0
x,y

p(x)p(y)
δx,yb,0 p(b, x, y)

=
∑
x,y

gb=0
x,y E(δx,yb,0 ). (A16)
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Here, δx,yb,0 can be interpreted as a binary game which
is won if b = 0 and lost if b = 1. If the game is won,

we score gb=0
x,y :=

νb=0
x,y

p(x)p(y) . Then, using Theorem B.2 of

Ref. [39], we obtain the following bound on E(δx,yb,0 ) with

confidence 1− α1: P (E(δx,yb,0 ) ≤ q̂x,y) ≥ 1− α1 for q̂x,y =

1− I−1
α1

(f(b = 0, x, y)N,N(1− f(b = 0, x, y)) + 1) where

I−1
α (a, b) denotes the inverse regularized Beta function

and α1 = 10−9. We thus obtain the following bound on
Eq. (A16) with confidence 1− α1:∑

x,y

gb=0
x,y E(δx,yb,0 ) ≤

∑
x,y

gb=0
x,y q̂x,y. (A17)

Using Eq. (A15) this translates into a bound on pg with
the same confidence level 1− α1:

pg ≤ K +
∑
x,y

gb=0
x,y q̂x,y. (A18)

We hence upper-bounded the joint guessing probability
(A8). It remains to lower-bound p(succ) ≥ p∗.

The probability of success is given by

p(succ) =
∑
r,k,y

(δy,r0 + δy,r1)

pR(r)pK(k)pY (y)
p(b = 0, rk, y)

=
∑
r,k,y

gb=0
rk,y

(δy,r0 + δy,r1)δb,0p(b, rk, y)

=
∑
r,k,y

gb=0
rk,y

E(χ(b, rk, y))

≥
∑
r,k,y

gb=0
rk,y

q̂rk,y.

(A19)

Similarly as before, χ(b, rk, y) := (δy,r0 +δy,r1)δb,0 can be
interpreted as a binary game which is won if b = 0 and
y = r1 or y = r0 and lost if b = 1. If the game is won,
we now score gb=0

rk,y
= 1

pR(r)pK(k)pY (y) . We obtain the

following lower bound on E(χ(b, y, rk)) with confidence
1 − α2: P (E(χ(b, rk, y) ≥ q̂rk,y) ≥ 1 − α2 for q̂rk,y =
I−1
α1

(f(b = 0, rk, y)N,N(1− f(b = 0, rk, y)) + 1).
Since p(e = k, succ) ≤ p∗g with prob 1 − α1 and

p(succ) ≥ p∗ with prob 1 − α2, we deduce that p(e =

k|succ) ≤ p∗g
p∗ with confidence at least 1 − α, for α =

α1 + α2.

Appendix B: Noise model

In this section we are going to consider a channel model
that allows us to estimate the amount of noise in our
experiment due to misalignment between the states pre-
pared by Alice and the bases chosen by Bob. These errors
can be divided in two different categories: systematic er-
rors and stochastic ones.

In order to model the former it is sufficient to add a
constant term of misalignment for both the angle θ and

the state and basis choice x and y. If we define these
terms as ∆θ and ∆x,y we can rewrite Eq. (3) as:

p(b = 0|x, y) = 1− e−|α|
2 sin(θ+∆θ)2 sin

(
π(x−y+∆x,y)

2

)2

.
(B1)

If we now consider instead possible stochastic errors
we have to assume a certain noise distribution of the
polarization inside the fiber. In this scenario, we analyze
the case of polarization fluctuation, which average state
is aligned with the prepared one. In order to do so we can
divide our channel in different steps. First, we consider
our source to generate a coherent state with mean photon
number µ = |α|2 in the polarization H:

|ψ〉 = |α〉H |0〉V . (B2)

Alice then turns this state into the prepared one shown
in Eq. (1) by a unitary transformation Aθ,x that turns
the polarization into the desired one. The state propa-
gates into the channel that can be divided into a trans-
formation that represents the loss, i.e., Cη and one that
represents the polarization fluctuations that we want to
model in this section, i.e., Cθ,φ where θ and φ are the
random variables representing respectively the polar and
azimuthal rotation on the Poincaré sphere. Bob chooses
the measurement basis by an analogous transformation
of Alice, i.e. Bθ,y. Finally, the two polarization modes are
separated by a polarizing beam splitter in two paths (as
shown in Fig. 3). One of the two paths corresponds to the
projection needed and leads to a single photon detector.
The resulting state before the PBS has the form:

Aθ,xCθ,φCηBθ,y |α〉H |0〉V =
∣∣β0|θ,x,y,θ,φ

〉
H′

∣∣β1|θ,x,y,θ,φ
〉
V ′
,

(B3)
where H ′ and V ′ are the proper polarization modes of
Bob’s PBS and β1|θ,x,y,θ,φ is the coherent state amplitude
arriving on the single photon detector whilst β2|θ,x,y,θ,φ is
the amplitude that correspond to the other output port
of the PBS.

The transformation we are interested in is Cθ,φ, since
this corresponds to our source of misalignment. Without
loss of generality, since the rotation acts randomly and
independently on each state, we can consider the effect
of this transformation already in the input state of the
system giving us a new input state

|ψ′〉 = |α cos(θ/2)〉H
∣∣α sin(θ/2)eiφ

〉
V
. (B4)

For simplicity we consider θ to be a random vari-
able with a normal Gaussian distribution, i.e. P (θ) =

1
σθ
√

2π
e−

θ2

2 σ
2
θ with null mean and standard deviation σθ,

and φ to be uniformly distributed in the interval [0, 2π].
In order to show the effect of this fluctuation on the detec-
tion statistics, it is sufficient to focus on the probability of
having a conclusive event (corresponding to b = 0). This

probability has the form p(b = 0|x, y) = 1 − e−|β0|θ,x,y|2 ,
where |β0|θ,x,y|2 is the mean photon number of the co-
herent state arriving to the detector in the configuration
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where θ is fixed and Alice and Bob chose their inputs as
x and y respectively.

By trivial calculation using |ψ′〉 as initial state, we can
express the value of |β0|2 depending on the specific values
of θ and φ as follows:

|β0|θ,x,y,θ,φ|2 =

[cos2(θ/2)(r2 + t2 + 2rt cos(x− y))

+ sin2(θ/2)2rt(1− cos(x− y))

− cos(θ/2) sin(θ/2)[(t− r)2 cos(φ)

− 2 cos(φ+ x− y) + 4r cos(φ) cos(x− y)]]|α2|,

(B5)

where r = sin(θ/2)
2

and t = cos(θ/2)
2
.

Finally, it is sufficient to take the average of this quan-
tity with respect to the probability density function of θ
and Φ in order to obtain the final mean photon number
|β0|θ,x,y|2:

|β0|θ,x,y|2 =

∫ 2pi

0

∫ +∞

−∞
P (θ)U(φ)|β0|θ,x,y,θ,φ|2dφdθ

=[
1

2
(1 + e−2σ2

θ )(r2 + t2 + 2rt cos(x− y))

+
1

2
(1− e−2σ2

θ )2rt(1− cos(x− y))]|α|2.
(B6)

In conclusion, this simple model allows us to evaluate
the stability and the fluctuation of our channel just by
a simple figure of merit given by the standard deviation
σθ. It is important to stress that this calculation shows
just a possible channel model between Alice and Bob
for simulation purposes and are not needed to grant the
security of the protocol.

Appendix C: Experimental implementation

1. Mean photon number

Here we discuss the question of how to choose the po-
larizations and coherent state amplitude α for the im-
plementation. For a given transmission η, we optimized
numerically the key rate R over α and θ (note that the
second angle φ is already defined, and depends on the
number of states n). To do so, we also take into ac-
count the probability of having a dark count (estimated
to pdc = 3.24 · 10−7) and the misalignment error (pes-
simistically estimated to σ = 4%; see Appendix B). For
practical convenience, we then decided to fix θ in order
to be able to swipe automatically over α while running
the experiment and not having to realign manually the
polarization states for each transmission. We choose θ so
that we can get key for a large span of transmissions η.
For every η and fixed θ = 0.6 rad, we extract the opti-
mal α. In Fig. 5, we show the numerical optimization for
n = 2.

FIG. 5. n = 2. Key rate R as a function of η and µ = |α|2
for θ = 0.6 rad, σ = 4% and pdc = 3.24 · 10−7. The red dots
indicate the optimal value of |α|2 for each η.

2. Illustration of the self-testing feature

Fig. 4 (Middle) shows the evolution of the guessing
probability pg(e = k|succ) throughout the measurement’s
duration for the two-state protocol implementation with
the 4.8 km optical fiber. After 2.5×106 runs, the detector
efficiency was intentionally reduced from 90 % to 42 % by
lowering the bias current of the SNSPD. This was done to
mimic a malfunction or tampering by Eve of the detector.
The bias current was kept low until 3.5 × 106 runs had
elapsed. During this time, the guessing probability rises
up to pg = 1, hence no key can be extracted. The parties
become aware of a deviation from the correct operation
regime, and can then abort the protocol and re-calibrate
their devices.

3. Implementation of the protocol with n = 3 states

For the 3-state protocol we set the polarizations to
θ = 0.7 rad; and φ = 2

3π as defined in the presentation
of the protocol. Because of the limiting patterning ef-
fect of the polarization controller in this scenario, the
measurement was performed without the random basis
choice, i.e., using fixed states and measurement basis.
The detection rate was kept at 1 kHz but the states were
switched after 50 ms, following a fixed sequence. As a
result, we observe a reduction of the the misalignment
error down to σ = 2.5%. The measurement was run
with an intensity |α|2 = 0.647 and transmission η = 65%
(setting the variable attenuator at the output of Alice’s
device), integrating over a period of 2 hours. As the vari-
able attenuator sets both the intensity of the prepared
states and the transmission of the channel, given by the
product |α|2η = c, the data can in fact be analyzed in
different ways. Specifically, we can consider a value of η
between 80% and 60%. The corresponding value of the
intensity is then given by |α|2 = c/η. We observed a
positive secret key rate for η as low as 63% and 67% for
the asymptotic and finite-size analysis, respectively (see
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Fig. 4 (Bottom)). To check the consistency of the data,
we performed a Monte Carlo simulation, with finite-size

analysis (assuming errors σ = 2.5%). The expected range
is given by the blue area, and all data points are inside.
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