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Abstract. The digitalization of power systems leads to a significant in-
crease of energy consumers and generators with communication capabili-
ties. Using data of such devices allows for a more efficient grid operation,
e.g., by improving the balancing of power demand and supply. Fog Com-
puting is a paradigm that enables efficient aggregation and processing of
the measurements provided by energy consumers and generators. How-
ever, the introduction of these techniques is hindered by missing trust in
the data protection, especially for personal-related data such as electric
consumption. To resolve this conflict, we propose a privacy-preserving
concept for the hierarchical aggregation of distributed data based on
additive secret-sharing. To increase the trust towards the system, we
model the concept and provide a formal proof of its confidentiality prop-
erties. We discuss the attacker models of colluding and non-colluding
adversaries on the data flow and show how our scheme mitigates these
attacks.

Keywords: smart grid security · smart metering · formal model · au-
tomated proof · additive secret sharing · distributed and decentralized
security.

1 Introduction

The electricity consumption of private households is usually not monitored nor
managed in real-time. Traditionally, the power meter aggregates the electricity
flow over the year and the aggregated value is only read for billing. However,
the continuing increase in the share of renewable energies will require small-scale
consumers and producers to actively participate in the demand-supply matching
process. In order to gain more insight in the power flows within their grids, grid
operators have strong interests in obtaining additional measurements from their
customers. Power suppliers also want to allow their customers to benefit from
price fluctuations at wholesale electricity markets. The roll-out of smart meters
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sets the foundation for Smart Grid services such as selective data aggregation and
distributed power balancing [48]. For the grid operators, an important use case
is power system state estimation, where measurements from different sources
are aggregated to provide a more precise overview of the respective distribution
grid.

In the context of Smart Grid, privacy is a major concern for consumers and
prosumers [37]. Depending on the precision of the measurement data, researchers
were even able to distinguish between TV channels and thereby identify the
movie that was being displayed on a specific type of home TV screens [1]. This
can also reveal other personal information and daily routines, such as how many
inhabitants are home and when they leave or return. In Europe, the legisla-
tor demands data to be processed in ways that have been designed to respect
the privacy of the users (“Privacy by Design and Default”) [24, §25]. Whether
households agree to participate in local market schemes or choose to demand
cloud-based Smart Grid services therefore heavily depends on the perception
of these services as serious and trustworthy. One way to increase the plausi-
bility and transparency of cloud-based applications is to incorporate security
measures already in an early stage and explain as well as verify these measures.
This is where formal modeling and automated proofs come into play to back the
security-related claims of the service providers.

1.1 Fog Computing in Power Grids

In power grids, the control of consumers and generators can be hierarchically ag-
gregated for provisioning of smart grid services at different grid levels. Smart grid
services are, e.g., power adjustments required in the demand-supply matching
process. Technically, they are realized by Energy Management Systems (EMSs).
The aggregation of control options and data allows for improved decisions as
further information such as the grid structure can be considered at higher ag-
gregation levels.

At the lowest aggregation level, Nano Grids can be recognized. Examples
for Nano Grids are buildings with an EMS that locally processes data and bal-
ances power demand and supply within the building. They also may provide
grid services and data to external Smart Grid Service Providers or higher-level
aggregators. Nano Grids are always dependent on the connection to the main
grid [39]. At a higher aggregation level Micro Grids can be recognized. Micro
Grids are often defined to be self-sufficient in the sense that they can support
islanding and that they, in case of emergency, can encapsulate themselves from
the higher-level distribution grid. Examples for Micro Grids are districts with an
EMS that processes data of multiple buildings for balancing the district’s power
demand and supply. Control options and data provided by multiple Micro Grids
can be aggregated by an EMS at the level of the corresponding distribution grid
which is operated by a Distribution System Operator (DSO). Finally, control
options and data of multiple distribution grids can be aggregated by an EMS on
the level of the transmission grid which is operated by a Transmission System
Operator (TSO). EMSs at different aggregation levels allow for different smart



Provably Privacy-Preserving Distributed Data Aggregation in Smart Grids 3

Fig. 1. The edge computing schematic.

grid services. In particular DSOs and TSOs are highly regulated regarding the
smart grid services they have to provide. DSOs are responsible for voltage control
and TSOs are responsible for frequency control.

The hierarchical structure of Fog Computing is visualized in fig. 1. It fits
well to the structure of electric grids, especially when extending the fog node
layer to a multi-layer architecture. In this paper we propose to extend previous
approaches that aggregate values in Fog nodes and to implement a hierarchical
aggregation scheme for sensor data that resembles the structure of the power
lines. Aggregated sensor data (such as aggregated power values of multiple dis-
tricts within a distribution grid) set the foundation for the realization of Smart
Grid services that are ensuring grid stability.

1.2 Smart Metering & Data Security

In order to facilitate the integration of fluctuating renewable energy resources
and to improve the demand-supply matching, the European Union directive
2009/72/EG requires member states to install smart metering infrastructures.
As a consequence, it can be expected that a large share of households will deploy
EMSs in the near future [48]. In this context, Smart Meter Gateways (SMGWs)
provide a communication link between Nano Grids such as Smart Buildings and
external parties. This communication link offers access to smart meter data and
hence sets the foundation for the provisioning of grid services to Smart Grid
Service Providers or higher-level aggregators.

The aggregation of data is a security critical function that needs to maintain
the users’ privacy by keeping the data as confidential as possible. Data about
electricity consumption contains information about the user’s habits. The more
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fine-grained the data, the better can the attacker infer details about the subject.
Not only has it been shown that it is possible to detect the appliances a con-
sumer is using [33], it is also possible to infer what TV program the consumer is
watching [25]. The aggregation of data must thus be private in that the parties
involved learn as little as possible.

1.3 Data Flow Modeling and Automated Proofs

Several approaches exist to show that a system works as intended. Testing is
a well known technique, which, however, cannot demonstrate the absence but
only the presence of errors. Formal methods on the other hand follow another
approach by formalizing the system in way such that certain properties can be
proven. One example of a formal method is model checking where a formal model
is verified to follow a certain specification. The specification can be expressed
using formal properties. To actually verify formal properties of a system, one has
to make a formal description of the system. The complexity of real-life systems
might be neither beneficial nor necessary for the verification of certain properties.
Therefore, a formal model can be a good abstraction of, for instance, the data
flow of a system.

1.4 Structure of the Paper

Section 2 comprises a comparative review of related work. In section 3 the funda-
mental design decisions and goals are elaborated. The general data flow privacy
validation scheme is described in section 4. The concept of hierarchical data
aggregation is elaborated in section 5 and is then evaluated in the security dis-
cussion in section 6. We conclude the paper with a short summary in section 7.

2 Related Work

The proposed concept combines two areas of research, namely Fog Computing
based privacy-preserving data aggregation and modeling of privacy-respecting
data flows. In this section, we present the work related to each field.

The transition to smart metering and the Smart Grid evoked a lively sci-
entific discussion about the impacts on privacy the transition entails [41,47,5].
With the discussion, several approaches, mitigations, and solutions have been
proposed ranging from adding noise to the actual usage pattern to make analy-
sis harder [31] to privacy-preserving data aggregation techniques to be used in
Smart Grids [20,19]. A different approach on private data protection is using
batteries to add noise to hide usage pattern [31]. Over the course of the last
decade, the use of secret-sharing, additive or otherwise, for aggregating smart
meter readings has been proposed [35,12,15], as have other privacy preserving
mechanisms [21,29], such as ensuring ε-differential private aggregation [8,18].

Due to the recent interest on Cloud and Fog Computing, several publica-
tions (e.g. [42,44,43,4,16]) that apply cloud-based solutions to deal with the
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data explosion challenge in a Smart Grid. Especially when it comes to reduc-
ing the communication bandwidth between the smart meter and cloud in cloud
computing, regional [45] or hierarchical [46] aggregation schemes based on Fog
Computing are still not fully researched. Moreover, data security and privacy
are also critical issues when sensitive smart meter data is aggregated in only
partially trusted environments such as Fog nodes and cloud applications.

In the field of privacy-respecting data flow verification different approaches
exist to model data flow and verify privacy properties. A survey paper by Gürses,
Troncoso, and Diaz shows different privacy properties and case studies includ-
ing homomorphic encryption in an automated toll pricing system [26]. A Smart
Grid case study with focus on smart metering is described in [17]. It has the
same research question but makes a distinction between accountable and pri-
vate readings. Application-specific approaches range from e-government [28,30]
over e-healthcare [36,32] and medical registers [10] to cloud computing [11,49].
Approaches based on the applied pi-calculus [34,6,13] are popular for protocol-
oriented applications with focus on data integrity (often in e-voting systems).
ProVerif is one of the few tools in this field, which implements a typed version
of the applied pi-calculus. Another category of formal methods are approaches
based on type systems [23,38,22]. These papers usually aim at achieving dif-
ferential privacy by using typing rules. Other approaches, like this paper, base
their modeling on software architectures. Some of these employ modal logics like
modified epistemic logic [2,3,27,9] or temporal logic for reasoning about data
minimization [7]. Of the former ones CAPRIV [2] and CAPVerDE [9] are tools
that support the modeling and verification of data minimization properties in
software architectures. However, to the best of our knowledge, the tool CAPRIV
and its source are not openly accessible. The open source tool CAPVerDE is a
very similar tool that operates on software architectures and a modified epistemic
logic with focus on data minimization and access control.

3 Models and Design Goals

We consider the electricity supply and demand in a Micro Grid. We assume
that the Micro Grid is properly designed such that a portion of the electricity
demand related to basic living usage (e.g., lighting) from the residents, termed
basic usage, can be guaranteed by the minimum capacity of the Micro Grid.
There is randomness in both electricity supply (due to, e.g., weather change) and
demand (e.g., entertainment usage in weekends). To cope with the randomness,
the Micro Grid works in the grid-connected mode and is equipped with energy
storage systems (ESSs), such as an electrochemical battery, superconducting
magnetic energy storage, flywheel energy storage, etc. The ESSs store excess
electricity for future use.

3.1 Modeling of Privacy-Respecting Data Flows

For this paper we make use of a logic and tool called CAPVerDE [9]. The logic
consists of a formal description language for software architectures, a data flow
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property language, and a rule-based verification system. With these building
blocks we can describe the data flow of a software system, express properties
like “Actor A should have access to Data d”, and verify whether the specified
model satisfies said properties. The tool aids us by automatically solving the
inference-rule based satisfaction problem.

The process of using this technique is to first identify the relevant data flow,
actors, and data dependencies of the system. Then use a formal description
language to describe the data flow. Setting up a formal model is already a big
step because one decides which details are important and where to abstract.
Once the system is modeled, one has to formalize the design goals for the system.
This is done using a logic that allows for certain statements about the model.
The verification rules allow for checking whether such a property holds for the
provided model. If the verification returns that the model satisfies all properties,
the model meets the design goals.

For the specific use case of this paper, we want to look at privacy design
goals. These are usually expressed by properties that state that an ‘untrustwor-
thy’ actor should not have access to data that is considered personal or worth
of protection. For a Smart Grid architecture this means, for instance, protecting
measurements of smart meters against curious intermediate aggregators. To ver-
ify such a property, we have to model the data flow from smart meters to service
providers, including the implicit data flow, i.e., dependencies between data.

In order to achieve the goals that we have modeled, we make use of an additive
secret-sharing-based multi-party computation as suggested in the past [35,12,15].
With that technique, we can achieve the private aggregation of values and pre-
vent disclosure of single measurements. However, we are also interested in hiding
the aggregated values from unauthorized intermediary nodes, so we additionally
share a secret with the intended receiver of the aggregated result. With this ap-
proach we can have the values aggregated by any number of nodes in the Fog,
but only the intended recipient can remove the blinding and obtain the actual
result.

3.2 Network Model

The roles of the proposed encryption scheme are depicted in fig. 2. Actors in
the distribution grid are a) Smart Meter Gateways (SMGWs) that collect and
disseminate measurement data, b) Intelligent Energy Devices (IEDs) that are
controllable via a interface and consume electricity or in case of distributed en-
ergy resources inject power into the distribution grid, c) data aggregators that
operate on Fog nodes to collect, aggregate and redirect measurement data, and
d) Smart Grid Service Providers who receive the aggregated measurements. The
e) key management authority enables confidential end-to-end connections be-
tween the other actors.
a) Smart Meter Gateway (SMGW): The measurements from the IEDs are
encrypted and disseminated by the SMGW. The data is encrypted using secret-
sharing, so that is can be aggregated without decryption.
b) Intelligent Energy Devices (IED): For our scheme, the readings from the
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Fig. 2. The lowest layer includes the consumers and generators. In the higher layers,
only aggregators reside. Aggregators can not decrypt the aggregated values. Possible
data flow is indicated by the arrows. Only the Smart Grid Service Providers have access
to the aggregated data. Authorization is based on the aggregation level.

IED are communicated to local SMGWs. The produced data is then encrypted
by the SMGW and disseminated to the correct data aggregators.
c) Data Aggregators (DA): The DAs receive encrypted data that are then
aggregated for the use either by authorized Smart Grid Service Provider, or by
the next level data aggregators.
d) Smart Grid Service Providers (SGSP): Each Smart Grid Service Provider
is associated with an aggregation layer. The authorization to read the aggregated
measurements is expressed in a “layer key” which allows them to decrypt respec-
tive data sets.
e) Key Management Authority (KMA) The KMA provides a central trust
infrastructure for the data flow. To establish a trusted link between the SMGWs,
the DAs and the Smart Grid Service Providers, the KMA distributes secrets for
each hierarchical aggregation layer.

3.3 Threat Model

The presented scheme is designed to provide the confidentiality of data with
respect to hierarchical layers in the aggregation architecture. Following the for-
mal modeling approach, we can distinguish between two types of adversaries:
Colluding and non-colluding attackers.

Non-Colluding Attackers For the non-colluding attacker, we consider the
honest-but-curious attacker model [14], where the respective node complies to
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the protocol in such that they are only collecting and analyzing the data that
they lawfully receive. This type of adversary does not forget any data once
received. They try to computationally and statistically break any obfuscation
on the received data to break confidentiality where possible. The attacker model
is called honest-but-curious because they do not actively request data if not
obliged to by the protocol.

For the evaluation, we consider all individual actors – that is edge nodes,
Fog nodes and cloud services – as potential attackers and formally model the
requirement that the proposed scheme has to protect the personal data from
unauthorized access.

Colluding Attackers In extension of the previous model, we also formally de-
scribe that nodes communicate their knowledge among each other to collaborate
on breaking the confidentiality. The colluding attacker actively shares informa-
tion with other nodes and combines this acquired knowledge. Manipulation of
data, selective forwarding and forging attacks are not considered because the fo-
cus of this paper is on privacy and data flow. However, we consider out-of-band
forwarding (via gossiping) of confidential communication to colluding nodes. We
assume an attack to be successful, if two (or more) colluding nodes can derive
knowledge that exceeds the knowledge from both (all) respective nodes individ-
ually.

4 Formal Privacy Modeling Methodology

This section presents the formal method to model and analyze the Smart Grid
system under investigation and its desired privacy properties.

4.1 Data Flow Description Language

Table 1 shows a relevant excerpt of the syntax of the architecture description
language of CAPVerDE. An architecture A consists of so-called relations R that
model explicit and implicit data flows between the actors (called components
Ci). The relation Hasi(X) is the entry point, i.e., it models how data enters the
system. The relations can be read as “Component Ci has access to a variable
X” for example via a sensor. Reci,j({X}) is the relation that models the passing
of data from one actor to another. It can be read as “Component Ci receives
the set of variable {X} from component Cj .” Compi(X = T ) is the relation
that lets actors derive new data from already known data. The natural language
description of this relation is “The Component Ci can compute variable X from
some term T ”, where term T consists of already known variables. The language
also allows for implicit data flow, that is, calculations that are not intended in
the system but possible. Relation Depi(Y, {X1, ..., Xn}) states that “Component
Ci has the computational power to derive variable Y from the set of variables
Xi.” For example if it is known that a = b + c, all actors in the system will
have the relation Depi(a, {b, c}). The absence of such a relation denotes the
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fact that a calculation is not feasible. The addition is not directly reversible,
i.e., one cannot derive the summands from the sum alone, therefore the relation
Depi(b, {a}) will not exist. It should be noted that, although this type of relation
deals with implicit data flow, the relations have to be modeled explicitly, that
is, for each equation one has to specify whether it should be reversible. Also, all
dependencies of a variable have to be made explicit in this way, as well.

Table 1. Syntax of architecture language

A ::= {R}
R ::=Hasi(X) |Reci,j({X})

|Compi(X = T ) |Depi(Y, { X
1, ..., Xn})

A formal software system is defined as a set of relations. To make the de-
scription more readable for humans, we will provide a graphical representation of
the system. The graphical form shows the components as boxes containing the
corresponding relations and arrows between component boxes show the inter-
component relations.

The verification process of CAPVerDE works as follows: The modeling of the
architecture has to be done by the user. One follows the syntax of the language
to describe the data flow. Also, the dependencies between the data has to be
expressed. CAPVerDE provides a GUI to aid the modeling process. The tool then
automatically checks the architecture for consistency, i.e., whether the data flow
is possible. For instance, receiving data from a component that does not possess
the data would be inconsistent. If the architecture is consistent, the privacy goals
have to be expressed as properties in the provided language. This can also be
done using the GUI. The verification of selected properties is done automatically
by the tool. It returns “property holds” or “property does not hold” for the given
architecture. One can view the verification trace of a property to inspect the
applied rules necessary for the verification.

4.2 Privacy Goal Formalization

The only type of property we consider for this paper is the one regarding the
access of data. A property φ = HasAcci(X) states that component Ci is able
to access variable X. An architecture satisfies this property (denoted by A ` φ)
iff the component can use its explicit and implicit data flow to derive X. Also
negation of properties is possible. A negated property ¬φ holds iff the property
φ does not hold.

Table 2 shows the rules of inference that are used by the automatic verifi-
cation process. The first three rules (H1-H3) regard the explicit data-flow and
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Table 2. Rules of inference for the architecture logic in CAPVerDE

H1
Hasi(X) ∈ A

A ` HasAcci(X)
H2

Reci,j(E) ∈ A X ∈ {E}
A ` HasAcci(X)

H3
Compi(X = T ) ∈ A

A ` HasAcci(X)

H4
Depi(X, {X1, ..., Xn}) ∀l ∈ [1, n], A ` HasAcci(X

l)

A ` HasAcci(X)

hold if the component somehow processes the data. The fourth rule (H4) is
based on the dependence relation and hence on the computational ability of the
component to derive the data.

5 Privacy-Preserving Aggregation

This section presents the integrated concept for managing the aggregation of
data in Fog Computing based Smart Grid networks. We first introduce the pre-
requisites for our scheme, namely a central trusted party which manages the
participants’ keys. Then we describe the enrollment phase of devices in the net-
work, before we discuss the actual steps the nodes in the network have to per-
form. We present two protocols: One for disguising the individual readings of a
smart meter and another for blinding even the aggregate value to unauthorized
aggregators.

Our scheme follows the privacy enhancing architecture of smart metering
proposed by Molina-Markham et al [40]. More precisely, we use zero knowledge
protocols for communication assume secure communication between the utility
service provider and the nodes in the Smart Grid topology. Additionally, we make
use of a secret-sharing-based approach as has been proposed multiple times in
the past [35,12,15].

Our scheme consists of two procedures. The first procedure, explained in
section 5.1, is to hide individual readings from the aggregators. The second pro-
cedure is to hide the actual aggregation result from the aggregators themselves,
such that only the final recipients, the respective Smart Grid Service Providers,
can decrypt the value. This second procedure is described in section 5.2

5.1 Procedure 1 – Hiding individual readings from the aggregators

We refer to fig. 2 for a description of the actors. Let each of the n home-level IEDs
be IEDn. Each IEDj creates secret-shares of its reading mj : mj =

∑n
i=0m

j
i and

disseminates each share mj
i to IED i where i 6= j. Each IEDj then accumulates

all the shares they have received xj =
∑n

i=0m
j
i and sends the result on to

the data aggregator DA. The DA can calculate
∑n

j=0 x
j . This is equal to the

accumulated readings:
∑n

j=0m
j .
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This procedure is elegant, because it works locally without a centralized
key management authority. It protects the confidentiality of all participating
child nodes resp. their contribution. On the other hand, it does not protect
the confidentiality of the sum since the aggregator learns the aggregated value.
Also, if all child nodes but one collude, they can unveil the measurements of the
remaining node. Therefore, we improve the scheme in order to hide both the
sum and all the participating nodes.

5.2 Procedure 2 – Hiding the sum from the aggregators

We extend the previous protocol by further blinding the values with a secret-
share from the intended receiver of the aggregated values. That is, we keep the
structure of the participants, but rely on a central key management authority
(cf. section 3.2) to generate and distribute keys.

First, the key management authority (KMA) generates a key k and generates
shares for each of the n IEDs: k =

∑n
j=0 kj . Those shares are then sent to each

IEDj , which then re-shares that key: kj =
∑n

i=0 k
i
j where i 6= j. Each IEDj

then blinds the shares of its reading (mj
i ) with the re-shared key, before sending

it on to the other IEDs: mj
i + kji . Each IEDj accumulates their received shares:

xj =
∑n

i=0m
j
i + kji and sends the result on to the aggregator DA, who then

calculates the sum as
∑n

j=0 x
j . This is equal to the accumulated readings with

the blinding:
∑n

j=0m
j+kj = k+

∑n
j=0m

j . Now, only the holder of k can remove
the blinding and thus obtain the actual aggregate.

6 Proof of Privacy-Preserving Data Dissemination

In this section we describe the actual proof of privacy preservingness. The high-
level security threats as described in section 3.3 are examined and it is discussed
how data confidentiality is achieved.

6.1 Procedure 1

Figure 3 shows the architecture of Procedure 1 (cf. section 5.1). Three aggrega-
tors for the street-level and one for the district-level are considered. Also for the
sake of readability only the rightmost components of each level report to a service
provider. The variables ma,mb,mc are measurements of the Intelligent Energy
Devices and value0a, value0b, value0c are the aggregated measurements on the
smart meter level. value1a, value1b, value1c are the aggregated measurements of
the street level and value2 is the aggregated measurement of the district level.
All other variables are intermediate results and shared secrets between the com-
ponents of one level. c01 ad c02, for instance, are the shared secrets of SMGWc,
which are distributed between SMGWa and SMGWb.
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The depicted graph describes the explicit data flow of the architecture. As
mentioned above, the implicit data flow is described via the dependence rela-
tions. For this architecture we assume that all components have the compu-
tational power to build sums and differences. Therefore, all components have
the same set of dependence relations. All components can perform the explicit
calculations done by other components on the system as well as all correspond-
ing equivalent calculations. This is based on the assumption that the protocol
is known. For example the set of dependence relations of SMGW A includes
the dependence relations depSMGWa(c02, {value0c, c01}) and also the derived
depSMGWa(value0c, {c01, c02}) and depSMGWa(c01, {value0c, c02}).

Non-Colluding Attackers In this setting we want to verify that no single
actor can access measurements that are not intended for them. To to do so we
can verify that components on the same level cannot access each others’ values
and components on a higher level cannot read individual readings from the lower
level. An example of a property of the first type in the syntax of CAPVerDE
is φ1n = ¬HasAccSMGWa(value0c). The SMGW A should not be able to read
the measurement of SMGW C (same level). An example of a property of the
second type is φ2n = ¬HasAccAG1c(value1c). The Aggregator C (street level)
should not be able to read the summed measurements of the SMGWs. We refer
to appendix A for the discussion of the verification trace.

Colluding Attackers Here we consider colluding attackers in the model, that
is two components sharing their knowledge to obtain data that both cannot
access individually. To model such behavior we have to manually add “attack-
relations” to the architecture. To stay with the existing example, we let the
SMGWs A and B collude to access the readings of C. Therefore, we add the
relation RecSMGWa,SMGWb({c02}) to the architecture to model that B shares
its secret with A.

The property φ1c = ¬HasAccSMGWa(value0c) fails for the architecture with
the additional collusion-relation added. The verification trace looks identical
to the one for the non-colluding attacker (depicted in fig. 5) up to line 37.
Rule H2 for property HasAccSMGWa(c02) now applies, which makes the de-
pendence relation depSMGWa(value0c, {c01, c02}) possible. Hence, the property
HasAccSMGWa(value0c) holds and the negation consequently does not. Conse-
quently, the privacy goal is not achieved in this model if one considers colluding
attackers.

6.2 Procedure 2

Figure 4 shows the architecture of Procedure 2 (cf. section 5.2). The same sim-
plifications as before apply. As described above, in this version a Key Manage-
ment Authority distributes the keys. Due to the introduced encryption we now
have more variables. The variables k0a, k0b, k0c denote the keys for the smart
meters and k0 the corresponding key of the service provider of the next level.
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Accordingly, k1a, k1b, k1c are the keys for the street level aggregators and k1
is given to the service provider on the district level. In addition, the variables
ac1a, ac1b, ac1c, ac2 are introduced for intermediate results.

In this procedure our privacy goal is to guarantee that the aggregators can-
not read the aggregated values which are intended for the respective service
providers.

Non-Colluding Attackers The property φ2n = ¬HasAccAG1c(value1c) can
be verified and produces a long trace. Essentially, the component AG1c has no
explicit data flow relations to obtain value1c and thus can only access it based
on dependence relations. The only possible one is depAG1c(value1c, {ac1c, k0}).
Rule H3 applies for the aggregated encrypted sum ac1c. For the service provider
key k0, however, the component AG1c can only use implicit data flow. Only two
dependence relations exist, of which the first is a circle as depAG1c(k0, {ac1c,
value1c}) is derived from the same equation as the previously used one. The
second one is depAG1c(k0, {k0c, k0b, k0a}), which needs the three keys from the
SMGWs. k0c cannot be obtained via explicit data flow and thus AG1c has
to use dependence relations, again. Apart from the circle, only depAG1c(k0c,
{k0c1, k0c2}) is applicable. The only non-circular dependence relation for k0c1
is depAG1c(k0c1, {c01, k0c2}). depAG1c(c01, {value0c, c01}) is the only applicable
implicit relation. However, we have shown above that HasAccSMGWa(value0c)
does not hold for the architecture of Procedure 1. The same holds for this archi-
tecture as no non-circular dependence relation exists that allows AG1c to obtain
value0c). Thus, the verification of the property HasAccAG1c(value1c) fails and
the negation can be successfully verified.

Colluding Attackers Here we consider an additional collusion relation of the
formRecSMGWa,SMGWb({ck02}). The property φ1c = ¬HasAccSMGWa(value0c)
is again to be verified. We omit the verification steps that are identical to the ones
of Procedure 1. We start at dependence relation depSMGWa(value0c, {c01, c02}).
c01 can only be obtained via depSMGWa(c01, {ck01, k0c1}). While Rule H2 ap-
plies for ck01, k0c1 can only be derived via accessing c01, which we are currently
trying to obtain, or k0c. The latter cannot be obtained by SMGWa without
having k0 (circle again). Therefore, the verification of HasAccSMGWa(value0c)
fails and we successfully verify φ1c.

The proposed architecture achieves data confidentiality in the presence of
honest-but-curious data aggregators as well as non-colluding Nano-Grid neigh-
bors. It is not possible to deduce individual supply or demand from the aggre-
gated values.

7 Conclusion

The proposed scheme describes an architecture for data aggregation and dissem-
ination in Smart Grids supported by distributed Fog nodes. The architecture is
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topology-aware in such that a grid-based hierarchy is built. A comprehensive
modeling approach has been selected and demonstrated, which aims to enable
Smart Grid services to transparently explain and proof their confidentiality. On
the infrastructural layer, the scheme describes machine-to-machine communica-
tion which assures privacy-preserving aggregation of smart meter readings and
dissemination between the SMGWs and possible Smart Grid Service Providers.
We model the proposed scheme and show that its integrity and privacy-properties
can be validated by CAPVerDE, an automated prover.

7.1 Future Work

In this paper, we have shown that general privacy properties of data flows in the
context of Smart Grids can be modeled and proven using automated solvers. As
a next step, we elaborate a systematization of aspects that need to be protected
from unauthorized access and curious actors. We want to especially look into
the protection of meta data and how communication relationships between the
different actors can be obfuscated. Examples for such meta data could be the
origin of readings, the recipient Smart Grid Service Providers, but also the type
of reading (topic) and frequency of transmission.

The proposed scheme is efficient regarding the computational effort, but
can still be optimized with respect to the messaging overhead. Anonymity and
privacy-respecting data flows always have to evaluate between the price in effi-
ciency and the return in privacy. For future work, we will evaluate other hierar-
chical aggregation schemes to conduct a systematic network load comparison.

Regarding the key management, for privacy reasons it might be beneficial to
investigate distributed schemes instead of using a centralized key management
authority. This challenging research field is another follow-up activity in the
journey towards the development of truly privacy-respecting Smart Grids.
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A Verification Trace

Figure 5 shows an excerpt of the verification trace of the property φ1n. First
a negation rule is applied and then the rules H1 to H4 are applied in or-
der. Lines 5–10 show that no explicit data flow was found, i.e., component
SMGWa does not have the variable value0c. Starting from line 11, CAPVerDE
checks whether the component has the ability to compute the variable im-
plicitly. Two matching dependence relations exist that allow deriving value0c:
depSMGWa(value0c, {ma,mb,mc}) and depSMGWa(value0c, {c01, c02}). The first
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Fig. 5. Verification trace explaining the rule application of CAPVerDE.

is used in lines 12–25 but SMGWa can neither explicitly nor implicitly get ac-
cess to the variable ma. Lines 26–45 show the trace of the second dependence
relation. The component does have access to the variable c01 but cannot obtain
the also necessary c02. As there are no more means to obtain variable value0c
left, the property HasAccSMGWa(value0c) does not hold, hence the negation
does (line 48).

The verification of the property φ2n = ¬HasAccAG1c(value1c), however, fails.
Due to the relation CompAG1c(value1c = x0a+x0b+x0c) the trace is very short.
Rule H3 applies and consequently HasAccAG1c(value1c) holds. Therefore, the
negation does not hold and our data protection goal of protecting the aggregated
measures against the next level aggregators is not satisfied in this architecture.
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