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Abstract. The use of inertial sensors such as accelerometers and gy-
roscopes, which are now often embedded in many wearable devices, has
gained attention for their applicability in user authentication applica-
tions as an alternative to PINs, passwords, biometric signatures, etc.
Previous works have shown that it is possible to authenticate users based
on fine-grained kinematic behavior profiles like gait, hand gestures and
physical activities. In this work we explore the use of actigraphy data
for user recognition based on daily patterns as opposed to fine-grained
motion. One of the advantages of the former, is that it does not require
to perform specific movements, thus, easing the training and calibration
stages. In this work we extracted daily patterns from an actigraphy de-
vice and used a random forest classifier and a majority voting approach
to perform the user classification. We used a public available dataset col-
lected by 55 participants and we achived a true positive rate of 0.64, a
true negative rate of 0.99 and a balanced accuracy of 0.81.

Keywords: user recognition - accelerometer - authentication - machine
learning.

1 Introduction

The use of inertial sensors (accelerometers, gyroscopes) for continuous monitor-
ing has become very common due to their ubiquity. Such sensors are increasingly
embedded in many wearable devices such as smartphones, smart-watches, fitness
bracelets, actigraphy devices and so on. These sensors have been used to monitor
physical activities [14], sport activities [16], mental health [10], social interactions
[8], to name a few. Recently, the use of inertial units has been explored for user
identification and user authentication applications [1,15]. As pointed out by
Yang et al. [21], current authentication schemes for wearable devices are often
impractical. For example, given the small screen of a smart-watch, the use of a
PIN is cumbersome. Furthermore, remembering PINs and passwords for differ-
ent programs is difficult. An appealing alternative is the use of kinetic patterns
based on user movement data. Previous works have demonstrated the use of
wrist worn devices for user authentication [1,21]. The majority of those works
build a biometric profile based on fine grained motion patterns. For example,
Kwapisz et al. [15] performed biometric user identification and authentication
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based on physical activity patterns captured with a smartphone. The type of
activities they used were walking, jogging and climbing stairs.

One of the limitations of those approaches is that they require high sam-
pling rates in order to capture detailed movement patterns. This translates into
higher computational and storage demands, thus, reducing battery lifetime. Fur-
thermore, in order to build biometric profiles, the users need to perform specific
movements or activities to train and use the system. The process of collecting
this calibration data is generally tedious and time consuming, which hinders the
applicability of the systems. In this work we perform user recognition using mo-
tion data collected with actigraphy devices based on daily activity patterns. The
advantage of this approach is that it can be used with reduced sampling rates
since it is based on higher level patterns as opposed to previous works that use
fine grained patterns. Furthermore, this approach is more flexible since it does
not require its users to follow detailed instructions such as performing specific
movements or activities. Users just need to wear the device and perform their
daily activities as usual. To test our approach, we used a dataset collected by 55
participants, which is one of the biggest ones used for user recognition based on
wearable sensors. Our results for user recognition showed that there is potential
to use daily patterns for user identification.

The rest of this paper is organized as follows: Section 2 presents the back-
ground and related works. Section 3 describes the details of the used dataset.
Section 4 explains the preprocessing, feature extraction and user recognition ap-
proach. In section 5 we present the experiments and results. Finally, in section 6
we draw conclusions and propose possible future directions.

2 Background

Advances in sensor miniaturization enabled new capabilities for wearable de-
vices. Specifically, inertial sensors have become very popular and are now embed-
ded in many devices. Inertial sensors capture acceleration forces and orientation
measurements. Within the context of smartphones, these sensors were initially
intended for some specific purposes such as finding the phone’s orientation so
the screen can be rotated accordingly, and as a means of interaction for games
and applications. Later, these sensors started to be used to infer contextual in-
formation about the device and user. For example, it is now common to have
pedometer smartphone applications that are capable of counting the number of
steps [11]. Inertial sensors in a smartphone can also be used for indoor local-
ization using odometry techniques [20]. Inertial sensors have even been used for
mood recognition in combination with physiological sensors [22].

Recently, it has been shown that the data produced by inertial sensors can
also be used to generate behavior profiles for user authentication applications
[1]. For example, Buriro et al. [4] used the accelerometer and gyroscope from
a smart-watch to perform user authentication based on finger-snapping. They
evaluated three approaches: a Bayesian network, a multilayer perceptron and
a random forest classifier. Their best results were obtained with the multilayer
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perceptron with a true acceptance rate of 66.14%. In another work, the same au-
thors used a similar smartwatch setting but instead of recording finger-snapping,
the users were asked to write their names in the air [3]. They achieved a true
acceptance rate of 69.55% with a one-class multilayer perceptron trained with 10
samples. Some previous works have also used touchscreen interactions to capture
behavior. For example, Jain & Kanhangad [12] proposed a method for user veri-
fication based on touchscreen interactions using common gestures such as scroll,
swipe, zoom, tap, etc. Their method achieved an equal error rate of 0.31% on
a relatively large dataset of 104 users. Another recent trend is the use of gait
analysis using smartphones for user authentication [18]. Mufandaidza et al. [17]
used a combination of dynamic time warping and a feed forward neural network
to analyze walking patterns and achieved a true positive rate of 0.73, i.e., the
system correctly identifies the authorized user 73% of the time.

Another potential source of information that could be used for user authenti-
cation is actigraphy data. Actigraphy is a method to monitor user activity levels
using inertial sensors. Actigraphy devices are commonly worn on the wrist and
they have less computational power compared to a smartphone or smartwatch
but their battery lasts for longer periods of time which makes them suitable for
long period studies, specially, in the medical field. These devices record activ-
ity levels based on acceleration and can be used to monitor sleep patterns [19],
bipolar disorder patients [13], differentiate between bipolar disorder and atten-
tiondeficit /hyperactivity disorder [5], to name a few. In this work we explore the
potential use of actigraphy data for user authentication. Instead of looking at
fine grained movements, we analyze daily activity patterns in order to recognize
users.

3 Dataset

For our experiments, we used the DEPRESJON dataset which is publicly avail-
able [9]. This dataset was collected by 55 participants wearing an actigraphy
watch (Actiwatch, Cambridge Neurotechnology Ltd, England, model AW4) on
their right wrist. On average, the participants wore the device for 20 continuous
days. The device captures activity levels using a piezoelectric accelerometer that
captures the amount and duration of movement in all directions. The sampling
frequency is 32Hz and movements over 0.05 g are recorded. A corresponding
voltage is produced and is stored as an activity count in the memory unit of the
device. The number of counts is proportional to the intensity of the movement.
The accumulated activity counts are continuously recorded in one minute inter-
vals. 23 of the participants were depressed patients and 32 were non-depressed
controls. In this study, we did not take into account the participants’ condition
(depressed /non-depressed) since the main objective is to recognize the user and
not the condition. Fig. 1 shows an example of a portion of the collected data
by one of the participants. The first column is the time of the day, the second
column is the date and the third column contains the activity count.
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Fig. 1. Example data from one of the participants.

4 Feature extraction and user recognition

From the raw activity counts, 51 features were extracted in a per day basis.
The first set of features are the mean activity counts for each hour of the day
(f1-f24). We also computed the standard deviation for each hour of the day (f25-
f48). Finally, we computed 3 more features. The overall activity mean, median
and standard deviation across all hours of the day. After that, the features were
normalized between 0 and 1. Missing values were set to —1 and the first day
from each user was excluded since it usually began at midday, thus, having a
lot of missing values before that. After feature extraction, the total number of
instances (feature vectors) were 1089, each, representing a single day of data.

For the recognition part, we trained a random forest classifier [2] since they
have been shown to produce good overall results on many tasks [6]. The target
label was the user id. A subset of the data from each user was used for training
and an independent subset was used for testing (more details in section 5). To get
the final prediction, a majority vote approach was used. That is, for each user,
predict the label for each of her/his testing days and output the most common
label (user id).

5 Experiments and results

For our experiments, we selected at random 50% of the users’ days for training
and the remaining for testing and we repeated this procedure 50 times to account
for variability. The number of trees for the random forest was set to 500. Table 1
shows the resulting performance metrics. The overall obtained accuracy was 0.64
whereas the balanced accuracy was 0.82. The later is the average of the True
Positive Rate (TPR) and the True Negative Rate (TNR). Figure 2 shows the
resulting confusion matrix for the 55 users’ classification. The antidiagonal shows
the TPR. The white color represents a low value (0.0) whereas more solid colors
represent higher values with a maximum of 1.0. Here, it can be seen that several
users have high TPRs. Six users have a TPR of 1.0. On the other hand, some
users have very low TPRs. Two of them have a TPR of 0.02. Although these
results are far from perfect, they look promising given that we have data just for 1
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minute epochs compared to previous works where they have several samples per
second. All in all, these results show potential for further improvement and the
possibility to use daily activity patterns as means to perform user authentication.

Predicted Labels

Table 1. User recognition results

Metric Value
Accuracy 0.64
True Positive Rate (TPR) 0.64
True Negative Rate (TNR) 0.99
Balanced accuracy 0.81
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Fig. 2. Confusion matrix. The antidiagonal shows the true positive rates
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Figure 3 shows the feature importance as obtained by the random forest
classifier using the out-of-bag data based on mean decrease accuracy for the top
20 features. It can be seen that the two most important variables are the standard
deviation (sd) and the mean. These two features capture patterns across all hours
of the day. The next top important feature is f7 which represents the mean
activity counts between 6:00 and 7:00 a.m. Based on this, the most important
features are based on the captured patterns across all hours of the day and the
mean activity counts for each individual hour of the day. Within the top 20
features, three of them (31, £33 and f40) are based on the standard deviation of
the individual hours of the day.

Variable importance

T T T T
15 20 25 30

MeanDecreaseAccuracy

Fig. 3. Random forest feature importance.

6 Conclusions

In this work we used actigraphy data to recognize users based on their daily
activity patterns. The activity patterns were characterized by extracting sta-
tistical features from the activity counts. Finally, a random forest classifier and
majority voting were used to get the final predictions. The user classification true
positive rate was 0.64. From the feature importance analysis, we found that the
most significant features are the ones that capture overall patterns as opposed
to hourly patterns. These results are still far from optimal but they show poten-
tial for improvement or to be used in combination with other techniques which
could boost the system performance. One of the limitations of this approach is
that it can suffer from within-user variances over time, i.e., users’ patterns may
change. Situations in which this can happen are when moving to another city,
starting a new job, etc. This is known as concept drift [7] and we will explore
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possible solutions for future work. Another future direction is the extraction of
more meaningful features, e.g., differentiating between morning, evening, and
night patterns. Furthermore, the use of deep learning methods to find features
automatically from the raw data is another possible future direction.
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