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Context

Assume that there exists exactly one i ∈ {0, 1} m such that f i ⊕ g has a hidden period, i.e.: ∀x ∈ {0, 1} n , f i0 (x) ⊕ g(x) = f i0 (x ⊕ s) ⊕ g(x ⊕ s) for some s. Furthermore, assume that the other functions are sufficiently "far from being periodic". Then find i 0 and s.

We are not looking for the hidden period of a single boolean function, but for the only periodic function in some search space. Furthermore, this function search space is of the form {f i ⊕ g|i ∈ {0, 1} m }. Previously, we would have solved this problem using Grover's quantum search [START_REF] Grover | A Fast Quantum Mechanical Algorithm for Database Search[END_REF] among the indices i. This requires to test whether an index i is i 0 or not: we do that by running Simon's boolean hidden shift algorithm [START_REF] Simon | On the Power of Quantum Computation[END_REF] on f i ⊕ g, which recovers a hidden period, if it exists, with O (n) superposition queries to f i and g. In total, this requires O n2 m/2 queries to F and to g and quantum access to both.

Our new idea is to exploit the "asymmetry" of the problem Assume that we have stored the quantum state:

|ψ g := ( x |x |g(x) )
⊗cn (where c is a small constant). Assume that we want to compute whether f ⊕ g is periodic. By making cn quantum oracle queries to f , we can make the quantum state

|ψ f ⊕g := ( x |x |(f ⊕ g)(x) )
⊗cn . Then we run Simon's algorithm reversibly and get the information whether f ⊕ g has a period. We uncompute back to |ψ f ⊕g , then |ψ g by redoing the queries to f . Hence all the queries to g can be made before the Grover search, and |ψ g needs to be set up only once.

This new idea leads to a long list of cryptographic applications. In the superposition query model, we can use this algorithm to reduce the amount of queries of many attacks. But we can also obtain new attacks in the standard query model. We take the Even-Mansour cipher as an example. It is defined as E k1,k2 (x) = k 2 ⊕ P (k 1 ⊕ x) where P is a random permutation. The comparison with previous works is done in Table 1.

Table 1. Previous and New Quantum Attacks on the Even-Mansour cipher (n is the block length, the total key length is 2n).

Model

Queries Time Q-memory C-memory Reference

Superposition O (n) O n 3 O (n) O n 2 [30] Standard O 2 n/3 O 2 n/3 O 2 n/3 O 2 n/3 [30] Standard O 2 3n/7 O 2 3n/7 O (n) O 2 n/7 [23] Standard O 2 n/3 O n 3 2 n/3 O n 2 O (n) This paper
Besides the polynomial time attack in the superposition model, Kuwakado and Morii also developed an attack in the standard model with O 2 n/3 classical queries and O 2 n/3 quantum RAM [START_REF] Kuwakado | Security on the quantum-type even-mansour cipher[END_REF]. An extension of this attack by Hosoyamada and Sasaki [START_REF] Hosoyamada | Cryptanalysis against symmetric-key schemes with online classical queries and offline quantum computations[END_REF] recovers the key with O 2 3n/7 classical queries, O 2 3n/7 quantum computations, polynomially many qubits and O 2 n/7 classical mem-ory. Our attack in the standard model only uses polynomially many qubits, yet only requires O 2 n/3 classical queries, O n 3 2 n/3 quantum computations and poly(n) memory.

New Attack on Even-Mansour. We split

k 1 = k (1) 1 ||k (2) 1 into k (1) 1
of n/3 bits and k

(2) 1 of 2n/3 bits (Figure 1). We define g : {0, 1} n/3 → {0, 1} n by g(x) := E k1,k2 (x 0 2n/3 ). Then we can make the quantum state |ψ g by classically querying g(x) for all x ∈ {0, 1} n/3 . This requires 2 n/3 classical queries. After that, we find k

(2) 1 using Grover's algorithm. Given a guess k ∈ {0, 1} 2n/3 , we define f k : {0, 1} n/3 → {0, 1} n by f k (x) := P (x k ). Then our guess is correct if and only if the function f k ⊕ g has a period k 

Discussion

When the number of classical queries is limited to 2 n/3 (a standard restriction), the best classical attack on Even-Mansour requires finding an n-bit collision between 2 n/3 stored data and some offline queries to the permutation P . Hence, not only does it need O 2 2n/3 time, but also O 2 2n/3 accesses to a memory of size O 2 n/3 .

With the same classical data limitation, our algorithm has a time complexity O n 3 2 n/3 , hence almost a square-root speedup, and a memory complexity (quantum and classical) of O n 2 . It seems that, by embedding a hidden structure in the memory used, we are able to replace it by the state |ψ g defined above. We wonder whether this idea, that we applied to many popular ciphers and modes of encryption, could also prove itself worthy in the context of other quantum algorithms and attacks.

Fig. 1 .

 1 Fig. 1. Attack on the Even-Mansour construction.
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