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Abstract—The need for cheaper and more precise localisation
techniques has recently amplified. The initial approach has been
to roll out high-level software running on smartphones and
leveraging Bluetooth proximity sensing. However this approach
lacks both precision in terms of ranging, and flexibility in terms
of experimental framework to fully explore alternative schemes
for contact event tracing. In this context, we thus provide open-
access nodes in an open-access experimental platform for ranging
and proximity tracking, letting researchers tinker freely with the
full software stack on a swarm of multi-radio, low-power devices
based on cheap microcontrollers. We provide a tutorial on how
to use the platform and open source code building blocks to to
program the devices, bare-metal. We then report on initial mea-
surements we have performed using the platform. Perspectives
with our platform include applicability studies and comparative
evaluation for a large variety of localisation schemes combining
the use of Ultra-Wide Band and Bluetooth Low-Energy for
better precision and smaller energy budgets — and the use of
complementary mechanism guaranteeing privacy protection, able
to run directly on-board cheap IoT microcontrollers.

I. INTRODUCTION

As the COVID-19 pandemic spreads, a race to develop
efficient and privacy-friendly contact tracing systems is taking
place. Initial solutions have been rolled out based on the
dominant smartphone ecosystems (Apple’s iOS and Google’s
Android), and using Bluetooth distance ranging. The success
of such solutions is hampered by different factors, mainly
(i) purposely restricted access to low level software on most
smartphones, making it difficult to study/exploit the full spec-
trum of algorithmic possibilities and (ii) inherently impre-
cise proximity detection based on Bluetooth alone, making
it difficult to have less than meter precision, which is not
adequate w.r.t. typical social distancing recommendations (e.g.
minimum 2 meters distance).

In this paper, we address this problem by providing an
open-access experimental platform for ranging and proximity
tracking. The platform consists of both (a) hardware, in the
shape of an instrumented test network and (b) software, in
the shape of open source building blocks to build embedded
firmwares from scratch. The platform provides researchers
with convenient means to remotely access and fully program
(bare-metal) a swarm of low-cost, low-power 10T devices of-
fering both Ultra-Wide-Band (UWB) and/or Bluetooth (BLE)
wireless communication capabilities.

Indeed, UWB has emerged as one of the main technologies
used for more precise localization. Large bandwidth leads to

high time resolution (short pulses) which allows for precisely
time-stamping received signals. High time resolution and
short wavelength strengthen it against multi-path fading and
interference. The large bandwidth also allows for a high-bit-
rate. All these properties allow to pinpoint a device location
in real-time with an accuracy under 20cm.

These hardware characteristics are compatible both with the
upcoming generation of smartphones — which have dual UWB
and BLE — and with the typical requirements of cheap physical
tokens — an attractive alternative to smartphones for contact
tracing [1].

The main contributions of this paper are the following:

« we make available new open access nodes on the FIT IoT

LAB platform;

o we provide a portable, and fully open source software
stack that allows researchers to (re)program the entire
embedded software, including low-level radio drivers and
network stacks;

e we report on initial proximity measurements using the
platform, using UWB and BLE and basic proximity
estimation algorithms;

« we provide tutorial information on how to use the testbed,
and how to reprogram proximity estimation with arbitrary
algorithms, using the open source building blocks we
provide.

We first briefly overview background and related work in
Section 2, then we describe our platform in section 3. We
then provide a quick tutorial guide for users of the platform.
Finally, in section 4 we provide initial proximity and ranging
measurements using the platform, before we conclude on
future work and potential perspectives using our experimental
platform.

II. BACKGROUND & RELATED WORK

In this section, we provide a bref overview of existing
solutions and current practices on localisation based either
on UWB or BLE and the experimental platforms enabling
radiolocalization evaluation.

Localisation with UWB: Prior work on position esti-
mation with UWB uses various approaches and parameters.
Among these, we can mention received-signal-strength (RSS),
time-of-arrival (TOA), time-difference-of-arrival (TDOA) &
phase-difference-of-arrival (PDOA) [2]. TOA is most com-
monly used for Two-Way-Ranging (TWR) protocols such as



single-sided-TWR (SS-TWR), symmetric-double-sided-TWR
(SDS-TWR), two-message-TWR (2M-TWR), alternative-
double-sided-TWR (AItDS-TWR) [3], asymmetric-double-
sided-TWR (ADS-TWR) [4], symmetric-double-sided-TWR-
multiple-ACK (SDS-TWR-MA) [5], etc. These different pro-
tocols offer trade-offs between estimation error, clock skew
tolerance, message delay, message number, etc.

Localisation with BLE: Indoors localisation using Blue-
tooth has been an active subject of research because of its
wide-spread availability, and its ultra low-power character-
istics. However, accuracy is usually over Im [6] makes it
unreliable as a stand-alone technology for location services.
The emergence of dual BLE + UWB devices are making
possible combined approaches, making the best of leveraging
simultaneously UWB’s high accuracy and BLE power effi-
ciency. Beyond BLE & UWB, other radio technologies such
as WiFi, Zigbee(802.15.4) can also be used for contact-tracing
& social-distancing purposes[7], [8].

Experimental platforms for low-power localisation:
Being able to experimentally evaluate combined multi-radio
approaches on a common experimental platform is of high
interest, as multi-radio devices become pervasive and research
reproducible. Low-power devices can be conveniently pro-
grammed from scratch based on open source embedded soft-
ware provided by Arduino sketches or by various embedded
operating systems [9]. For instance, existing toolsets such as
DecaDuino, Atlas & Wi-PoS[10] offer openSource UWB rang-
ing hardware and software. In particular, DecaDuino devices
are integrated into the LOCura testbed [11], but this facility
is not in open access and focuses on UWB only. In contrast,
the experimental platform we describe in this paper is in open
access, and offers a multi-radio ranging facility.

III. PLATFORM

The platform consists in a testbed on which are deployed
fully programmable IoT devices, including dual UWB/BLE
devices, as well as open source software building blocks which
can be used to program from scratch the IoT devices on the
testbed.

A. Physical Testbed Deployment

The devices used to perform the experiments have been
made available as an extension of the FIT IoT-LAB
testbed [12] and physically deployed on the site of Saclay,
France. This testbed provides an open access to a large scale
and multi-sites deployment of heterogeneous IoT devices'.
The infrastructure of the testbed® allows users to interact with
the devices either via an API or directly from on-site front-end
servers (Fig. 1). This flexible level of interaction offers a total
control on the devices used during an experiment: users can
fully (re)program the devices and, for each device, access the
stdio serial port (via UART), a debugger (remotely with GDB),
a radio sniffer (802.15.4 only) and a power consumption
monitor. Within a single experiment, it’s also possible to

Uhttps://www.iot-lab.info/docs/boards/overview/
Zhttps://www.iot-lab.info/docs/getting-started/design

automatize complex networking scenarios with hundreds of
devices across several sites.
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Fig. 1. (a) The global design of the FIT IoT-LAB testbed and (b) the
management gateway (GW) used by the infrastructure to control each single
open node (ON). The control node (CN) adds power consumption monitoring
and radio sniffing capabilities.

FIT IoT-LAB was initially developed around IoT de-
vices with 802.15.4 radio and recent deployments added
access to devices with Sub-GHz, WiFi, LoRa, BLE and
UWB radios. For example, the deployment on the Saclay
site contains +40 devices with BLE radio, among Nordic
nRF51DK/nRF52DK/nRF52840DK, Pycom FiPy and De-
cawave DWM1001.

B. UWB/BLE Open Node

UART [1:0]

SPIS2* (3:0]
12c(1:0)

(a) Board

(b) DWM1001 module

Fig. 2. The open DWM1001-DEV node embedding a BLE microprocessor,
a UWB transceiver with their antennas and a 3-axis motion detector.

The DWMI1001-DEV reference boards are based on the
802.15.4-2011 compliant DWM1001 module that exposes
two communications links: BLE (nrf52832 SoC) and UWB
(DWM1000 transceiver). The nrf52832 SoC is built around
an ARM Cortex-M4 architecture and provides 64kB of RAM
and 512kB of ROM. The CPU can run at 64Mhz at maximum.
The form-factor of the DWM1001-DEV development board



also includes an on-board debugger making it an ideal target
for experimental deployment. Typically, the BLE interface
can be used for commissioning the embedded application
whilst the UWB interface is used for time-based ranging
measurements and networking. Although the vendor provides
factory firmware, the user can freely reprogram the module
in order to fit his application’s requirements. This feature,
coupled with the use of the widely adopted nrf52 SoC, makes
this module an ideal candidate for the experiments targeted by
this testbed.

C. Open-Source Embedded Software Platform

To build the firmware embedded on the DWM-1001-DEV
nodes, we have integrated open source building blocks com-
bining:

« the real-time operating system RIOT [13];

o the uwb-core library? developed by one of the leading
manufacturers of UWB indoor location products, which
we have ported to RIOT;

o the NimBLE library #, which provides Bluetooth Low-
Energy network stack support, which as already sup-
ported in RIOT.

Note that on the hardware we provide on the platform,
other open source building blocks may also be used to build
firmwares supporting UWB [10] as well as BLE. Some take
a bare-metal approach while others take advantage of the
features offered by an RTOS (such as RIOT, MyNewt etc.)
and are designed to be easily portable.

Depending on the application’s requirements, the user can
adopt different strategies for the firmware development. For
instance, in order to develop precise Location-based services,
one could use the PANS framework’s APIs provided by the
vendor which allows to extend the factory firmware with
application-specific code, and thus taking benefit from existing
services exposed by the framework such as: BLE commis-
sioning from mobile phone, RTLS network (anchors, gateway,
etc.).

Although this paradigm might be suitable for cases where
the developer is a user of location services, it is inadequate
for experimentation, research, etc.

IV. UWB AND BLE RANGING TUTORIAL

Based on the setup described in Section III, we provide two
reference applications relevant to contact-tracing: BLE RSSI
scan and UWB two-way-ranging. For both applications, we
label the nodes as follows:

e initiator node: a node performing proximity tracing with

its neighbors,

o neighbor nodes: nodes broadcasting their presence and/or

interacting with the initiator node on-demand.
All the experiment process (build, experiment management,
data gathering and plot) is fully automated and can be easily
reproduced or adapted for other purposes [14] thanks to the
tools offered by FIT IoT LAB.

3https://github.com/Decawave/uwb-core
“https://github.com/apache/mynewt-nimble

A. BLE RSSI tracing

Based on the NimBLE stack, this application allows a BLE
peripheral node to be configured, from serial command-line,
in one of the following states:

e Advertising state: periodic transmit of a packet containing
metadata such as node id and any application specific
data’.

o Scanning state: reception of advertisement packets with
computation of the RSSI in dBm. Received packets and
RSSI metrics are captured from the serial port and stored
in json format.

Typically, a contact-tracing operation would submit such an
experiment with one initiator node operating in Scanning state
whilst its neighbor nodes are operating in Advertising state.
The gathered data exposed by the testbed can then be analysed
offline as discussed in Section V. The standard approach is to
first fit a log-distance model to infer range between initiator
and neighbor(s) from the captured RSSI of the link.

B. UWB ranging

The uwb-core library gives us access to different UWB
services, including integrated support for SS-TWR, SDS-
TWR, 2M-TWR, N-TWR. The library can also be extended
with custom ranging protocols by implementing an internal
low-level application interface.
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Fig. 3. Subset of TWR protocol variants, 2M-TWR is similar to SS-TWR but
ACK and RESP are combined into one message, N-TWR might be SDS or SS
but against multiple neighbors. The neighbor response contains all required
timestamps for the initiator to estimate the TOF.

By integrating uwb-core with RIOT we expose to the user a
command-line application to perform range-requests following
one of the above specified TWR protocols. The nodes can
fulfill one of two roles:

e tag: initiates the TWR exchange by sending a range
request.

SIn BLE beaconing applications, the advertisement packet contains a
reference power at a reference distance (eg. 1m) in order to compute the
path-loss and thus infer the range to the sender based on predefined model.



e anchor: is constantly listening for range requests and

sends a range request response.

Each device is subscribed to events marking the end of a
two-way request. At that point, both devices know all the
measured timestamps and from that can calculate the time-
of-flight which can then be converted into range (distance)
estimation. Other indicators such as RSSI, First Path Power
Level (fppl), line-of-sight (los) likely-hood indicator ® can also
be recovered.

In a contact-tracing operation, a mobile device (initiator)
would send range requests to its neighbors to keep track of
those that have been in its near vicinity.

C. Do et try this at home!

We provide a step-by-step tutorial on how to perform UWB
and BLE ranging on the testbed in our online guide [14].

Beyond our physical testbed, it is worth mentioning that
the use of COTS hardware, open-source software and tools
allows the users to run the same experiments in their own
setups on larger scale or under different environmental settings
: human presence, harsh environments, etc. In this sense,
the experimental testbed serves not only for the solution
development and evaluation, but also as as a benchmark for
sharing and reproducing the experimental results and do not
prevent to reproduce the embedded set up at home, quite the
opposite. It is also clearly possible to use alternative firmware
blocks such as MyNewt, FreeRTOS, Decawave’s PANS or any
framework [10] supporting the dwm1001 module.

V. PRELIMINARY UWB & BLE MEASUREMENTS

Based on the application described in Section IV, we can
now collect experimental data in order to support the design
of range-based applications such as contact-tracing. More
precisely, we can plot the RSSI values of successive BLE scans
and match them against the UWB time-based range estimates
as well as ground-truth distances available from the testbed.

To this end, we reserve ten dwm1001 nodes that are located
on the same plane and in geometric LOS conditions as
depicted in Fig. 4. Using the testbed tools, we can remotely
program the firmware, and via each node’s serial interface,
configure the nodes and capture the metrics of interest,
namely: RSSI from BLE and time-based range estimates from
UWB.

A. Rssi-based range models

In order to perform range estimation form the RSSI, the
standard approach is to identify the underlying log-distance
path loss model [15], [16], [17]. Namely, the RSSI at a distance
d is given by

d
RSSI(d) = RSSI(dy) — 10 x n x logy, (d> , (1
0
with the following model parameters:

o RSSI(dp): the received power at a reference distance dy,
which is essentially hardware-dependent,
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Fig. 4. Selected nodes for the experiments. The nodes on the same line,
that is the lines 1-5 and 6-10 are in good Line Of Sight (LOS) conditions, in
opposition to the nodes on opposite rows since they are shaded by the wooden
pillars 2.5x15 cm thick.

e n: the path-loss exponent, which is
environment-dependent.

For practical reasons, it is a common practice to set dy = 1m.

Once the model parameters are identified, the range estimate

is given by

essentially

RSSI(dy) — RSSI(d)
10 xn . (2)

d=dy x 10

RSSI measurements between initiator node and its neigh-
bors are available for both BLE and UWB channels. Based
on such measurements, log-distance models can hence be
identified to support range estimation. This is depicted by
Fig. 5 and Fig. 6 along with corresponding modeling errors.

B. Time-based VS Rssi-based range estimations

Based on the UWB ranging application, we can collect
TWR range estimates and RSSI values between the initiator
and its nine neighbors. From the log-distance model (Fig 6a),
the RSSI values are then mapped to range estimates for
comparison. On the other hand, based on the BLE RSSI
tracing application, a similar comparison is conducted for BLE
RSSI measurements thanks to the corresponding log-distance
model (Fig 5a). The results are shown in Fig. 7. As expected,
the UWB time-based ranging exhibits higher stability and
precision characteristics for range estimates.

C. Reproducing the results

The results shown in this paper can be reproduced by
following this guide [14]. Scripts are provided for automating
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Fig. 5. BLE RSSI log-distance model fitting as seen from the initiator with 9 neighbors. The model was estimated from 100 RSSI measurements for each

distance i.e a total of 900 samples.
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Fig. 6. UWB RSSI log-distance model fitting as seen from the initiator with 9 neighbors. The model was estimated from 100 RSSI measurements for each

distance i.e a total of 900 samples.

the experiment: build firmware, submit experiment, configure
nodes, collect metrics. Based on the collected RSSI mea-
surements, a specific script is provided to calibrate the RSSI
models and save them for future use. Finally, other scripts
are available for comparing range estimates against testbed’s
ground-truth distances, either from TWR or RSSI via the
previously calibrated models.

VI. NEXT STEPS & FUTURE WORK

On one hand, we plan to leverage our platform to validate
our research results on different novel proximity estimation
techniques based on combining UWB and BLE. On the other
hand, we plan on designing and comparatively evaluating
additional on-board data preprocessing algorithms enabling
anonymity and privacy-preserving contact event tracing (in-
spired by approaches such as DP3T, ROBERT, DESIRE
etc. [18]). The evaluation will be performed in different envi-
ronments and contexts such as featuring obstacles of different
natures (walls, humans, etc) and with different patterns (fix,
mobile, small, big, etc). Furthermore, our platform being

purposely open-access, and our code being open source, we
plan to foster use of this platform by the wider community of
experimental researchers, and to collaboratively develop and
maintain the implementations, upstream.

VII. CONCLUSION

In this paper, we presented our current work on UWB
and BLE based radiolocalization. We provide an open-access
experimental platform, which we described in detail: set up,
hardware, open-source software, experimental testbed, as well
as a methodology and a step-by-step tutorial on how to use
this platform. We then presented preliminary experimental
results using this platform to produce UWB and BLE ranging
measurements that are very encouraging and finally developed
the different remaining steps and future work. We believe our
contribution can serve as a solid basis for a large set of research
on contact tracing and pave the way to new applications in this
domain.
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Fig. 7. Ranging performance for BLE and UWB links. For every initiator-neighbor link, 100 samples were collected for each metric (RSSI and TWR).
Recalling that, as per Figl, the neighbors 2-4 and 1 are in good LOS conditions with the initiator node (id=5) in opposition to the nodes 6-10.
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