The Theory Behind BT-based Contact Tracing In The Oxford Study (principle)

A study from Oxford 1 is being quoted a lot. It studies the impact of 3 quantities on the speed of spread of the virus.

Efficiency of isolation: (ϵ I ∈ [0, 1]) quantifies how well/how many people isolate when they develop symptoms.

Efficiency of contact tracing: (ϵ T ∈ [0, 1]) quantifies how much of an impact contact tracing has.

Days to isolation and contact quarantine: (t) time between the appearance of the first symptoms and the implementation of counter-measures. The Oxford Study (results 1/2)

x-axis

The efficiency of isolation ϵ I .

y-axis

The efficiency of contact tracing

ϵ T = U 2 × D × c
U: proportion of app users, D: proportion of contacts successfully detected, c: fractional reduction in infectiousness resulting from being notified as a contact. Gone with the GPS Basic civil liberties considerations impose modifications of this scope statement:

users must be convinced to use the tracking device, GPS is usually 2 put aside: few would agree to be litterally traced by the state, ease of use/privacy =⇒ no QR codes in high traffic areas.

2 Iceland, a democracy, decided to use it anyway. 
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Definition (BLE)

Bluetooth Low Energy is a variant of the Bluetooth protocol aimed at minimizing energy consumption. On smartphones, it runs in the background even when bluetooth is de-activated. 
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Bluetooth-based Contact Tracing

Each device has a long term "pseudonym" in order for users to be pseudonymous (̸ = anonymous).

Each device has a set of short-term "crypto-identifiers" that are broadcast for 15 min.

Other devices in the vicinity receive these crypto-identifiers.

If a user later turns out to have the COVID-19, then those who received one of his crypto-identifiers are potential contacts and must self isolate.

How long and how close does a contact need to be so as to be potentially dangerous? 

Implementation Issues

On smartphones, access to BLE is restricted: the operating system needs to allow it.

If Google or Apple wants to discourage the use of a specific CTA on their smartphone, they can (by denying it access to their application store).

If they want to ease the implementation of a specific app, they can (by providing highly optimized libraries in the operating system itself ). Wait until you are close to your target only (e.g. alone in a room with them)

Once the contact was registered by the app, turn it off and do not let it be in contact with anyone else.

If you get a notification, you know that your target is sick. Wait until you are close to your target only (e.g. alone in a room with them)

Once the contact was registered by the app, turn it off and do not let it be in contact with anyone else.

If you get a notification, you know that your target is sick.

In practice, you do not need a "physical" smartphone for each target, you could emulate one with dedicated so ware. Faking Diagnoses

In the Oxford study, they consider that a preliminary diagnostic is done via an in-app test-and its result is broadcast to the relevant contacts. The alert is li ed if the actual test is negative.

Exercice for the viewer

How would you abuse such a mechanism? Faking Diagnoses

In the Oxford study, they consider that a preliminary diagnostic is done via an in-app test-and its result is broadcast to the relevant contacts. The alert is li ed if the actual test is negative.

Exercice for the viewer

How would you abuse such a mechanism?

Crucial question

More generally, how safe is the infrastructure that handles diagnoses? 

Replay Attacks

How to sell positive diagnoses on the black market?

1 have the buyer send you their upcoming identifiers, 2 set up a long distance antenna with falsified distance information next to a testing center. Simulate contacts between everyone going there and your buyer's identifiers.

3 next time the buyer's app checks if he is at risk, he will be if anyone in the testing center was positive.

The specifics of the attack depend on the protocol used but the principle is the same. 

Motivation

The central server knows very little.

Even if the actor running the central server is ill-intentioned, there is not much that they can do to harm/de-anonymise the users. "Centralized"?

The server generates and distributes crypto-identifers for each user, Each user broadcasts the identifiers thus obtained, If a user becomes sick, they send all the crypto-identifiers they received from others to the central server.

The server knows who these belong to and warns "at risk" users. 

Motivation

The nefariousness of ill-intentionned users must be minimized.

In particular, the previous attack targetting centralized systems does not work: the attacker would only know if they have met at least one sick person, not who or how many. The state-managed central server knows a lot: anonymity cannot really be guaranteed since we can link a permanent identifier with an IP adress, it knows the permanent identifiers of all those in "contact" with each sick person =⇒ the state will know large chunks of the social graph.

This problem is supposed to be solved using a mix-net. That would be quite a feat; it is not the case right now. 

Short Time

CTAs had to be developed very quickly, mostly during the lockdown: kids running around, improvised home office, harder collaboration, (+ baseless accusations because of the centralized/decentralized war).

The code produced cannot be great (not because the developers involved are not good, because it is impossible given the circumstances). Politics (Sovereignty)

Apple and Google want to deploy CTAs based on a "decentralized" approach.

Is it their right to make this decision?

Philosophically, debatable.

Practically, yes: they chose to greatly facilitate the implementation of decentralized solutions. Centralized solutions are then much less efficient.

StopCovid cannot work properly on iOS because Apple is

restricting the access to BLE. Back to Tracing Efficiency

ϵ T = U 2 × D × c
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Using the Oxford model:
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2 the impact of a CTA is severely limited by: the time taken to get a test, and the adoption rate:

ϵ T ≤ U 2 .
In order for a CTA to be able to detect half of all contacts, we need that at least √ 0.5 ≈ 71% of the whole population uses it (assuming the app does not miss any contact).

For StopCovid, we know D ≤ 0.8, so we need U ≥ √ 0.5/0.8 = 79%, which is more than the smartphone-equiped population! In fact, accessing the contacts on a phone requires an explicit authorization from the user.

No. (or you would notice)

The Theory Behind BT-based Contact Tracing In Practice, How is it Working? Well

The GAFAMs and StopCovid (1/2)

Claim

The GAFAMs are not absent from StopCovid.

The application runs on the smartphones of Apple and Google, but (as we saw when discussing API), it is not that big a deal. Unless they decide to kick StopCovid from their app stores (unlikely).

StopCovid uses a CAPTCHA from Google, which will leak some info to them. It is supposed to be temporary.

For Microso , it is more complicated. StopCovid seems to be interfaced with the SIDEP database which is on the Health DataHub, thus hosted by Microso (on their servers). 

  In practice, digital CTs under consideration in Europe only track physical proximity of people (not time delayed surface contacts).
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  can be used to physically track someone. The Bluetooth chipset has a MAC address which changes over time. If the change of MAC is not perfectly synchronized with the change of crypto-identifier, then we can figure out that a sequence of crypto-identifiers corresponds to a unique person.
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"Decentralized"?

source: "Centralized or Decentralized? The Contact Tracing Dilemma", Vaudenay (2020).

https://eprint.iacr.org/2020/531

  StopCovid or a DP3T-based one), then ϵ T ≤ 0.56In the case of StopCovid, we know D, so ϵ T ≤ 0.45
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True for all or none of the CTAs
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source: StopCovid documentation on gitlab

that takes into account the context in which it is deployed.
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Thank you!

Each device has a set of short-term "crypto-identifiers" that are broadcast for 15 min.

Other devices in the vicinity receive these crypto-identifiers.

For distance, we also must assume that the COVID-19 models are correct.

Hide a smartphone somewhere where it will be in "contact" with the phones of your target(s),

obtain a COVID-19 diagnostic (bribery/extorsion/hacking...) for this phone,

all your targets have to self isolate! This can be used to close schools (hiding the phone in a teachers' room), factories (by the coffee machine/locker room), to get a competitor out of the way...

Each user generates crypto-identifiers e ′ i that they broadcast.

If a user becomes sick, they send all the crypto-identifiers they generated to a central server which adds them to their list of "sick identifiers".

Those who received "sick" identifiers now know they are "at risk".

https://www.esat.kuleuven.be/cosic/sites/ contact-tracing-joint-statement/

Meet someone you can identify (you actually know them, they used a credit card in your shop...);

store their temporary crypto-identifier when you are close to them;

if said crypto-identifier shows up, you know that specific person is infected! This could be scaled up, e.g. a supermarket could place bluetooth receivers at all the checkout desks.

"Investigating Third Ways for Exposure Notifications in Europe", https://github.com/3rd-ways-for-EU-exposure-notification/resources/blob/master/A_Contribution_ to_Third_Ways_in_Europe.pdf

Effective Configurations of a Digital Contact Tracing App: A report to NHSX, Hinch et al. https://045.medsci.ox.ac.uk/files/files/report-effective-app-configurations.pdf
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