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Conclusion

Cryptography is an active research area motivated by concrete needs for standard algorithms.

Thank you!

Delenda Russian Algo

On the Russian Standards

The TKlog Structure π : 

           F 2 8 → F 2 8 0 → κ(0) α 17j → κ(16 -j) for 1 ≤ j ≤ 15 α i+17j → κ(16 -i) ⊕ (α 17 ) s(j) for 0 < i, 0 ≤ j < 16 {0} F 2 4 α × F 2 4 α 2 × F 2 4 ... α 16 × F 2 4 κ(0) ⊕ F 2 4 κ(15) ⊕ F 2 4 κ(14) ⊕ F 2 4 ... κ({1, . . . , 15}) κ(0) ...

Scientific publication: X. Bonnetain, L. Perrin, S. Tian. Anomalies and Vector Space Search: Tools for S-box Analysis. Asiacrypt 2019.

Breaking SHA-1

SHA-1 is a hash function.

Collision Resistance

For a hash function H, it should not be possible to find messages x and y such that

Cosmiq Involvement

It is possible in practice to find meaningful messages a||x and a||y where a and b are meaningful and such that Definition (Kolmogorov Anomaly)

The Kolmogorov Anomaly of S for C is the opposite of the log 2 of the probability that a random S-box has a C implementation at most as long as that of S.