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This document specifies public-key certificate enrollment procedures protected with lightweight application-layer security protocols suitable for Internet of Things (IoT) deployments. The protocols leverage payload formats defined in Enrollment over Secure Transport (EST) and existing IoT standards including the Constrained Application Protocol (CoAP), Concise Binary Object Representation (CBOR) and the CBOR Object Signing and Encryption (COSE) format.

Introduction

One of the challenges with deploying a Public Key Infrastructure (PKI) for the Internet of Things (IoT) is certificate enrollment, because existing enrollment protocols are not optimized for constrained environments [START_REF] Bormann | Terminology for Constrained-Node Networks[END_REF].

One optimization of certificate enrollment targeting IoT deployments is specified in EST-coaps ([I-D.ietf-ace-coap-est]), which defines a version of Enrollment over Secure Transport [START_REF] Pritikin | Enrollment over Secure Transport[END_REF] for transporting EST payloads over CoAP [START_REF] Shelby | The Constrained Application Protocol (CoAP)[END_REF] and DTLS [START_REF] Rescorla | Datagram Transport Layer Security Version 1.2[END_REF], instead of secured HTTP. This document describes a method for protecting EST payloads over CoAP or HTTP with OSCORE [START_REF] Selander | Object Security for Constrained RESTful Environments (OSCORE)[END_REF]. OSCORE specifies an extension to CoAP which protects the application layer message and can be applied independently of how CoAP messages are transported. OSCORE can also be applied to CoAP-mappable HTTP which enables end-to-end security for mixed CoAP and HTTP transfer of application layer data. Hence EST payloads can be protected end-to-end independent of underlying transport and through proxies translating between between CoAP and HTTP.

OSCORE is designed for constrained environments, building on IoT standards such as CoAP, CBOR [START_REF] Bormann | Concise Binary Object Representation (CBOR)[END_REF] and COSE [START_REF] Schaad | CBOR Object Signing and Encryption (COSE)[END_REF], and has in particular gained traction in settings where message sizes and the number of exchanged messages needs to be kept at a minimum, such as 6TiSCH [I-D.ietf-6tisch-minimal-security], or for securing multicast CoAP messages [I-D.ietf-core-oscore-groupcomm]. Where OSCORE is implemented and used for communication security, the reuse of OSCORE for other purposes, such as enrollment, reduces the code footprint.

In order to protect certificate enrollment with OSCORE, the necessary keying material (notably, the OSCORE Master Secret, see [START_REF] Selander | Object Security for Constrained RESTful Environments (OSCORE)[END_REF]) needs to be established between EST-oscore client and EST-oscore server. For this purpose we assume the use of the lightweight authenticated key exchange protocol EDHOC [I-D.ietf-lake-edhoc]. Other methods for key establishment are described in Appendix A.

Other ways to optimize the performance of certificate enrollment and certificate based authentication described in this draft include the use of: 

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC2119]. These words may also appear in this document in lowercase, absent their normative meanings.

This document uses terminology from [I-D.ietf-ace-coap-est] which in turn is based on [START_REF] Pritikin | Enrollment over Secure Transport[END_REF] and, in turn, on [START_REF] Schaad | Certificate Management over CMS (CMC)[END_REF].

The term "Trust Anchor" follows the terminology of [START_REF] Reddy | Trust Anchor Management Requirements[END_REF]: "A trust anchor represents an authoritative entity via a public key and associated data. The public key is used to verify digital signatures, and the associated data is used to constrain the types of information for which the trust anchor is authoritative." One example of specifying more compact alternatives to X.509 certificates for exchanging trust anchor information is provided by the TrustAnchorInfo structure of [START_REF] Housley | Trust Anchor Format[END_REF], the mandatory parts of which essentially is the SubjectPublicKeyInfo structure [RFC5280], i.e., an algorithm identifier followed by a public key.

Authentication

This specification replaces the DTLS handshake in EST-coaps with the lightweight authenticated key exchange protocol 

Channel Binding

The [START_REF] Schaad | Certificate Management over CMS (CMC)[END_REF] specification describes proof-of-possession as the ability of a client to prove its possession of a private key which is linked to a certified public key. In case of signature key, a proofof-possession is generated by the client when it signs the PKCS#10 Request during the enrollment phase. Connection-based proof-ofpossession is OPTIONAL for EST-oscore clients and servers.

When desired the client can use the EDHOC-Exporter API to extract channel-binding information and provide a connection-based proof-of possession. Channel-binding information is obtained as follows edhoc-unique = EDHOC-Exporter("EDHOC Unique", length),

where length equals the desired length of the edhoc-unique byte string. The client then adds the edhoc-unique byte string as a challengePassword (see Section 5.4.1 of [RFC2985]) in the attributes section of the PKCS#10 Request to prove to the server that the authenticated EDHOC client is in possession of the private key associated with the certification request, and signed the certification request after the EDHOC session was established. * Conversely, the response to the PKCS#10 request MAY be a reference to the enrolled certificate rather than the certificate itself.

The EST-oscore server MAY in the enrolment response to the ESToscore client include a pointer to a directory or database where the certificate can be retrieved.

RPK-based Trust Anchors

A trust anchor is commonly a self-signed certificate of the CA public key. In order to reduce transport overhead, the trust anchor could be just the CA public key and associated data (see Section 2), e.g., the SubjectPublicKeyInfo, or a public key certificate without the signature. In either case they can be compactly encoded, e.g. RATIONALE: EST-coaps provides the /crts operation. A successful request from the client to this resource will be answered with a bag of certificates which is subsequently installed in the Explicit TA. Motivated by the specification of more compact trust anchors (see Section 2) we define here the new EST function /rpks which returns a set of RPKs to be installed in the Explicit TA database. --------------+--------------------------- --------------+--------------------------- --------------+--------------------------- --------------+--------------------------- --------------+--------------------------- The mappings between CoAP and HTTP referred to in Section 9.1 of [I-D.ietf-ace-coap-est] apply, and additional mappings resulting from the use of OSCORE are specified in Section 11 of [START_REF] Selander | Object Security for Constrained RESTful Environments (OSCORE)[END_REF]. -----------------------------------------------> || OSCORE || || |'--------------------------'| '----------------------------' 

+ | /sen | MUST | +-
+ | /sren | MUST | +-
+ | /skg | OPTIONAL | +-
+ | /skc | OPTIONAL | +-
+ | /att | OPTIONAL | +---------------+---------------------------+

Figure 1 :

 1 Figure 1: EST protected with OSCORE.

  OSCORE provides end-to-end security between EST Server and EST Client. The use of TLS and DTLS is optional.Constrained-Node Network .---------. .----------------------------. | CA | |.--------------------------.| '---------' || || | |||| .------. HTTP .-----------------. CoAP .-----------. || | EST |<------->| CoAP-to-HTTP |<-------->| EST Client| || |Server| (TLS) | Proxy | (DTLS) '-----------' || '------' '-----------------' || || || <-

Figure 2 :

 2 Figure 2: CoAP-to-HTTP proxy at the CoAP boundary.

  In this case the client MUST be configured with an Implicit or Explicit Trust Anchor (TA)[START_REF] Pritikin | Enrollment over Secure Transport[END_REF] database, enabling the client to authenticate the server. During the initial enrollment the client SHOULD populate its Explicit TA database and use it for subsequent authentications.
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EDHOC [I-D.ietf-lake-edhoc]. During initial enrollment the EST-oscore client and server run EDHOC [I-D.ietf-lake-edhoc] to authenticate and establish the OSCORE security context with which the EST payloads are protected. EST-oscore clients and servers MUST perform mutual authentication. The EST server and EST client are responsible for ensuring that an acceptable cipher suite is negotiated. The client MUST authenticate the server before accepting any server response. The server MUST authenticate the client and provide relevant information to the CA for decision about issuing a certificate. The EST client certificate SHOULD conform to [RFC7925]. The EST client and/or EST server certificate MAY be a (natively signed) CBOR certificate [I-D.mattsson-cose-cbor-cert-compress].

Table 1 :

 1 Mandatory and optional EST-As noted in Section 6 of [I-D.ietf-ace-coap-est], in real-world deployments, the EST server will not always reside within the CoAP boundary. The EST-server can exist outside the constrained network in a non-constrained network that supports HTTP but not CoAP, thus requiring an intermediary CoAP-to-HTTP proxy.Since OSCORE is applicable to CoAP-mappable HTTP (see Section 11 of[START_REF] Selander | Object Security for Constrained RESTful Environments (OSCORE)[END_REF]) the EST payloads can be protected end-to-end between EST client and EST server independent of transport protocol or potential transport layer security which may need to be terminated in the proxy, see Figure2. Therefore the concept "Registrar" and its required trust relation with EST server as described in Section 6 of [I-D.ietf-ace-coap-est] is redundant.
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	Section 5.3 in [I-D.ietf-ace-coap-est].	
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Appendix A. Other Authentication Methods

In order to protect certificate enrollment with OSCORE, the necessary keying material (notably, the OSCORE Master Secret, see [START_REF] Selander | Object Security for Constrained RESTful Environments (OSCORE)[END_REF]) needs to be established between EST-oscore client and EST-oscore server. In this appendix we analyse alternatives to EDHOC, which was assumed in the body of this specification.

A.1. TTP Assisted Authentication

Trusted third party (TTP) based provisioning, such as the OSCORE profile of ACE [I-D.ietf-ace-oscore-profile] assumes existing security associations between the client and the TTP, and between the server and the TTP. This setup allows for reduced message overhead and round trips compared to the full-fledged EDHOC key exchange. Following the ACE terminology the TTP plays the role of the Authorization Server (AS), the EST-oscore client corresponds to the ACE client and the EST-oscore server is the ACE Resource Server (RS). Once the client has retrieved the access token it follows the steps in [I-D.ietf-ace-oscore-profile] to install the OSCORE security context and presents the token to the EST-oscore server. The EST- The response to the enrollment request is the subject certificate, for which CBOR encoding is specified in [I-D.mattsson-cose-cbor-cert-compress].

The same message content in request and response applies to reenrollment.

TODO: PKCS#10 allows inclusion of attributes, which can be used to specify extension requests, see Section 5.4.2 of [RFC2985]. CBOR encoding of the challengePassword attribute needs to be defined (see Section 3.3). What other attributes are relevant?